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Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors
and editors, unless stated otherwise. This publication should not be construed to be a legal action
of ENISA or the ENISA bodies unless adopted pursuant to the ENISA Regulation (EC) No 460/2004
as lastly amended by Regulation (EU) No 580/2011. This publication does not necessarily represent
state-of the-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the
external sources including external websites referenced in this publication.

This publication is intended for information purposes only. It must be accessible free of charge.
Neither ENISA nor any person acting on its behalf is responsible for the use that might be made of
the information contained in this publication.

Reproduction is authorised provided the source is acknowledged.

© European Network and Information Security Agency (ENISA), 2011

Disclaimer

This initial edition of this document, Version 1.0 of November 2011, has been prepared by RAND
Europe and time.lex, commissioned by ENISA according to the ENISA tender ref. ENISA
P/04/11/TCD.

This document is to be considered a work-in—-progress that will undergo necessary changes in the
future in accordance with an ongoing dialogue with all relevant stakeholders, which is reflecting the
ongoing changes taking place in the European Network and Information Security Domain. As an
example of the fast moving nature of developments in this field, since this report was finalised the
UK released its new Cyber Security Strategy on 25" November 2011.
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Executive Summary

Introduction

Cyberspace has become an important asset for economic growth. According to the OECD,
between 2000 and 2009, ICT investments were more important for growth than non-ICT
investments in a majority of OECD countries (OECD, 2011). In addition, cyberspace is
becoming increasingly crucial for the creation of broader societal benefits. According to
Eurostat, in 2010 41% of all Europeans aged between 16 and 74 had interacted with the
government online.! The role ICT plays was also recognised in the milestone
Communication from the European Commission: A Digital Agenda for Europe,? a major
policy initiative which emphasised that the Internet now represented a ‘vital medium of
economic and societal activity: for doing business, working, playing, communicating and
expressing ourselves freely’ and was an important route to returning Europe to economic
growth. The 2009 Communication from the Commission on Critical Information
Infrastructure Protection® reiterated that these economic and social benefits might be put
at risk by poor security, such as the growth in cyber crime or major forms of ‘cyber
attack’ against Critical Information Infrastructures (CII). A further challenge has also
become clear, where those entrusted with providing cyber security must also find a way
to respect fundamental human rights, such as the protection of personal data.

Computer Emergency Response Teams (CERTs)* have long been recognised as playing
an important role in helping to mitigate the impacts of such attacks, by detecting,
supporting the investigation and responding to incidents. They can be thought of as
‘digital fire brigades’ for cyberspace. Data provided by CERTs may also help industry and
government to better understand threat patterns and attack trends, thereby improving
the application of preventative measures and reducing the scope for future attacks.
Because such attacks often exploit the global nature of cyberspace, by definition they do
not respect national and organisational boundaries. Therefore, in order to mitigate the
impact of such attacks, responses may require extensive cross-border coordination
between national/government CERTs and others (such as CERTSs in financial institutions).
This coordination can include the sharing of certain types of data, in real time, concerning
the source or destination of attacks (usually IP addresses) or log files of suspicious types
of Internet traffic. Much CERT cooperation and sharing takes place informally on the
basis of trustful relationships.

! Eurostat Structural Indicator 2010 - Percentage of individuals aged 16 to 74 who have used the
Internet, in the last 3 months, for interaction with public authorities (i.e. having used the Internet
for one or more of the following activities: obtaining information from public authorities web sites,
downloading official forms, sending filled in forms) [accessed 22 August 2011]

2 COM (2010) 245 of 19 May 2010 (‘Digital Agenda for Europe’)

3 2009 Communication from the Commission on Critical Information Infrastructure Protection:
‘Protecting Europe from large scale cyber-attacks and disruptions: enhancing preparedness,
security and resilience’ (COM (2009) 149) 30 March 2009 (‘*Communication on CIIP’)

* For a definition of CERT, see ENISA (2009b: 8ff) and ENISA (2010a: 10ff)
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National/governmental CERTs are a particular type of CERT playing an important role at a
national level in supporting such cross-border coordination.> They are primarily
concerned with incidents affecting national Critical Information Infrastructure. They can
act as a contact point for sending and receiving cross-border requests concerning
different types of information to help them detect, react and mitigate an incident. The
2011 Communication from the Commission on Critical Information Infrastructure
Protection® noted that as of March 2011, over 20 national/governmental CERTs had been
established across Europe.

Nonetheless, the complexity of legal factors surrounding this cross-border collaboration
could present issues. CERTs in different countries may have differing legal grounds to
request or transmit such information to other teams. Furthermore, Internet Protocol (IP)
addresses may be accorded the status of personal data and therefore be subject to a
specific set of legal obligations. Similarly, information which national/governmental
CERTs might require could be subject to Freedom of Information or re-use of Public
Sector Information (PSI) rules. This might present challenges to investigation,
particularly where criminal involvement is suspected.

The aim of this study was thus to identify these legal and regulatory factors and perform
an assessment of what effects they had on cross-border information sharing between
CERTs, with a focus on national/governmental CERTSs.

In order to investigate these issues, ENISA commissioned RAND Europe and time.lex to:
conduct a targeted literature review; perform seven Key Informant Interviews with CERT
practitioners, lawyers and domain experts and finally design and administer a lengthy
online questionnaire aimed primarily at national/governmental CERTs between June and
July 2011.

Legal and regulatory factors for information sharing

We identified a number of substantive legal frameworks and common horizontal issues
that may positively or negatively affect the extent of cross-border information sharing. It
is important to note that these factors may be seen in a positive or negative light: for
example, CERTs may be more inclined to share information knowing that the peer
operates under a legal framework affording the same protections to personal data.
Indeed, as we shall explore below, a number of legal initiatives have been taken
specifically to facilitate and encourage information sharing, such as the provisions on
mutual assistance requests and international cooperation in the Council of Europe’s
Convention on Cybercrime, or the rules with respect to cross-border exchanges of
information in the Council Framework Decision on attacks against information systems.
While these rules do not apply uniformly to all CERTs, as will be discussed below, they
are indicative of an increased recognition at the policy level of the importance of cross-
border information exchanges for information security incidents.

Nonetheless, these legal and regulatory factors can complicate the delicate balancing act
that CERTs have to perform between investigating, managing and mitigating incidents

5 For a definition of national/governmental CERTs, see ENISA (2009b: 8ff) and ENISA (2010a: 10ff)
6 2011 ‘Communication from the Commission on Critical Information Infrastructure Protection:

Achievements and next steps: towards global cyber-security’ (COM (2011) 163) of 31 March 2011
(*Progress Report on the CIIP Action Plan’).
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and contributing to a better understanding of the relative state of cyber security, and
protecting those rights and obligations provided for by certain legal and regulatory
frameworks.

Clearly, the exchange of information (including in cross-border scenarios) should not be
examined as a risk to certain fundamental rights (for example, privacy), without also
acknowledging that these exchanges are a precondition for responding effectively to ICT
incidents. Poor cyber security could undermine the exercise of other rights enshrined in
the Charter of Fundamental Rights of the European Union’ such as the protection of
integrity of the person, personal life, data protection, freedom of expression and
information, the freedom to conduct a business and the right to property.

Legal factors we identified as being primarily of relevance include:

e Definitions and criminal sanctions concerning different types of computer and
network misuse;

e The European legal framework governing data protection and privacy;

Freedom of Information (Fol) and Public Sector Reuse of Information (PSI)

legislation;

Criminal procedure;

Intellectual Property Rights;

Confidentiality obligations;

Determining applicable law;

Mandate and competences of the CERT.

In addition, other legal frameworks noted include rules governing working with law
enforcement, national security laws and competition law.

A number of harmonising initiatives have aimed at reducing differences between the
Member States for most of these topics, including with respect to data protection and
retention, defining crimes against information systems, re-use of public sector
information, and determining applicable laws. Nonetheless, as the sections below
indicate, these initiatives leave a significant margin of national policy in the Member
States, meaning that CERTs are still confronted with ambiguities and differences in
national laws and policies. This creates uncertainty when determining if data sharing is
permissible and lawful.

A commonly recurring element in this uncertainty is the variety of mandates for CERTSs.
Not all CERTs will have comparable mandates to intervene in any type of computer
emergency. Their competences can be strongly affected by their national laws, but also
by their own statutes or operating rules, depending on the legal basis of their formation
(e.g. as independent entities or as part of an interior or economic affairs ministry). This
also affects how they can address each of the challenges above: a national CERT with a
clear legal remit defined by law may, for example, have a clearer legal basis for collecting
and processing personal data relating to suspicious activities than a purely private sector
CERT that oversees the security of a single communications network. Ignoring these

7 The Charter of the Fundamental Rights of the European Union is a statement of fundamental
political, social and economic rights granted to citizens and residents of the EU. The Charter
includes such rights as the right to life, dignity, liberty and security, and the protection of private
life and personal data. It became legally binding through the entry into force of the Treaty of
Lisbon, on 1 December 2009.
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bounds can result in evidence being tainted and/or the CERT risking its liability. Thus, for
a CERT it is vitally important to have a clear mandate, and to be able to communicate
this information clearly to its peers before engaging in information exchanges.

Whilst the literature review and Key Informant Interviews (KII) conducted for this study
identified a number of challenging legal concerns, at the practical level not all of these
concerns were noted as being of direct impact with respect to cross-border information
sharing.

The research found that a degree of uncertainty remained with respect to the legal basis
of much CERT cross-border coordination. Interviewees reported that CERTs’ cooperation
operates on an informal basis which sometimes perceives legal involvement as
hampering swift and effective cooperation. CERTs participating in this study reported
having participated in cross-border information exchange. Many of the respondents to
the online questionnaire indicated they had managerial or technical, rather than legal
expertise.

Evidence from our research indicated that in practice, data protection, data retention,
and obligations to work with law enforcement constituted the greatest set of
challenges for cross-border CERT cooperation. The respondents to our questionnaire were
most familiar with their own national legal frameworks in these areas, whereas they were
less familiar with international harmonisation initiatives in the same domain. For
example, with respect to their own legislation 15 out of 17 respondents reported that
they had at least some knowledge of definitions of computer crime or data protection and
privacy law; 14 out of 17 respondents reported some knowledge of data retention rules;
procedures for preserving computer data as evidence or national security rules and 13
out of 17 respondents reported at least some knowledge concerning laws about working
with law enforcement.

With regard to international aspects, however, the situation is different. Here, 9 out of 17
respondents reported some understanding of international efforts to harmonise computer
crime definitions (as afforded by the Convention on Cybercrime, for example). Eleven out
of 17 respondents indicated some understanding of international efforts to harmonise
data protection and communications privacy, whilst 9 out of 17 respondents reported
some understanding of international efforts concerning national security laws.

There was least familiarity with international efforts governing rules determining the
competent court, applicable law for specific incidents or legal value of evidence: only 7
out of 17 respondents indicated any degree of understanding with international
harmonisation regimes in this regard.

Regarding the specific legal frameworks cited as justification for their own request being
denied, 12 out of 14 respondents cited data protection and privacy law as having been
used as a reason to justify a declined request by a peer. On the other hand, 5 out of 13
respondents indicated that with some degree of frequency data protection and privacy
laws; rules concerning computer data as evidence; laws concerning cross-border mutual
legal assistance; laws concerning working with law enforcement or rules concerning the
legal value of evidence were all cited as a justification to withhold information in a cross-
border request. Of course, this should not be taken as clear proof that such exchanges
would certainly have been in clear breach of these laws, but rather that sufficient doubt
existed on the legality of the exchanges to withhold them.
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Recommendations

The evidence gathered during our study (especially from the online questionnaire) should
not be taken as entirely representative of the entirety of the European
national/governmental CERT community. Nonetheless, below we identify some
recommendations which may further improve the work of CERTs based on the material
gathered during this study. We split these up into short, medium and long-term
recommendations. In the short term:

e A.1 Identify ways to support operational coordination between CERTs - for
example by the provision of a one stop shop or legal helpline, modelled perhaps
on the European Judicial Network (EJN) ‘legal helpdesk’. Other approaches include
the provision of checklists.

e A.2 Disseminate Declared Level of Service templates building upon the
establishment of common ‘declared level of service’ templates (based on the
RFC2350% model) to help set expectations as to legal factors which may affect
cross-border information exchange;

e A.3 Investigate measures to encourage cross-border information exchange
for example via sanitisation of data, confidentiality charters or means to limit
liability of CERT incident response activities (such as the 2011 Danish law
concerning Incident Response).

Over the medium to longer term, more extensive recommendations concern policy
intervention:

e Bl. Address legal uncertainty concerning requests via clarification of the
differences between relevant national legal frameworks to remove uncertainty and
create a common baseline for cooperation.

e B.2 Designate national/governmental CERTs on a specific regulatory basis to
provide them with a clearer mandate.

e B.3 Ensure EU-level Ilegislation takes account of the scope of
national/governmental CERTs particularly with the current revision of the Data
Protection Directive 95/46/EC noting principles for the use of personal data in the
fight against terrorism and serious and organised crime.

e B.4 Specify a threshold for incidents requiring national/governmental CERT
response and sharing - that incidents must pass some certain threshold
according to agreed indicators for them to be considered as within the
competence of being addressed by a national/governmental CERT.

e B.5 Articulate why CERTs need to process personal data to the relevant
authorities so that guidance may be prepared to establish clarity on under what
circumstances personal data used by CERTs may be shared across borders.

Finally, three long-term recommendations concern research activities or projects.

e C.1 Incorporate information on the legal basis for an information request
(e.g. via coordination with structured information exchange initiatives such as
those run by the IETF or ITU).

8 Brownlee, N., Guttmann, E. (1998) ‘Expectations for Computer Security Incident Response’, IETF
Request for Comments (RFC 2350); Available from: http://www.ietf.org/rfc/rfc2350.txt [accessed
17 August 2011]
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C.2 Further foster R&D into privacy enhancing Security Event & Incident
Monitoring (SEIM) tools, for example anonymisation infrastructure.
C.3 Conduct further empirical research into the mechanics of cross-border

CERT cooperation to explore the logic and process of cross-border incident
response.
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1. Introduction

In this chapter we present an overview of specific background information related to
Computer Emergency Response Teams (CERTs), specifically: the rationale, the policy
context and the role of national/governmental CERTSs.

The aim of this study is to identify whether there are any national and/or international
legal and regulatory factors affecting cross-border information sharing between CERTSs.
The primary focus of the study is on those CERTs that have an important role to play, at
the national level, in terms of Critical Information Infrastructure Protection (CIIP).

1.1 Rationale

The sharing of information regarding cyber security threats, vulnerabilities, exploits,
incidents and risks is regarded as an important facet of improving security in cyberspace
(Dependability Development Support Initiative, 2002). This is because sharing of
information helps information security professionals to investigate incidents, mitigate
them and develop technical and organisational responses to prevent further occurrences.
In addition, policy-makers can better understand the relative state of cyber security and
craft suitable policy responses if such information is shared between public and private
sectors.

Evidence from previous research concluded that there are three main reasons why
information on cyber security should be shared (Dependability Development Support
Initiative, 2002):

e Governments and policy-makers require this information to better formulate
policy;

e Industry may view the sharing of information as necessary for risk
management, corporate governance and compliance;

e C(Citizens need this information to take appropriate measures, particularly in
respect of the rising types of financially motivated attacks.

CERTSs are at the sharp end of receiving and analysing this type of data,® according to the
European Commission’s Progress Report on the CIIP Action Plan. In addition, the results
of the European Network and Information Security Agency’s (ENISA) 2005 Working
Group on CERT cooperation and support stated that CERTs play a ‘key role in the field of
network and information security’ (ENISA, 2006b, p. 3). Their activities include:
preventing security breaches, limiting the damage resulting from a breach and recovering
from a breach as quickly as possible. CERTs can also provide assistance to victims of
attacks, prepare vulnerability assessments, conduct awareness-raising activities and
promote best practice (ENISA, 2006b).

Whether based in government institutions (e.g. GOVCERT.NL in the Netherlands), private
sector firms (e.g. CERT-Society General in France CERT) or telecommunications providers
(e.g. British Telecommunications CERT) CERTs provide an important role by identifying,

° For example see the ENISA page on CERTS for full descriptions at
http://www.enisa.europa.eu/act/cert/background/coop/terms-definitions-1/certs [accessed 22
August 2011] and ENISA (2010a; 2009)
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collating, parsing and sometimes onward distributing information regarding network
security incidents and events. This information is used to base decisions on, for example,
both proactive (understanding attack mechanisms identified by monitoring computer
systems intentionally made vulnerable to abuse) and reactive measures (whether to
throttle bandwidth or quarantine some Internet Protocol (IP) addresses in order to
protect the functioning of the overall network).

Through this role in collecting and exchanging crucial information with respect to IT
security incidents, CERTs contribute to enable an effective response. While this role also
often exposes them to concerns about infringing data protection and privacy rights,
CERTs also act as a guardian to the exercise of various rights enshrined in the Charter of
Fundamental Rights of the European Union that could otherwise be encumbered by such
incidents, including the protection of integrity of the person, personal life, data
protection, freedom of expression and information, the freedom to conduct a business
and the right to property.

A useful example was in the well-known incidents in Estonia in 2007 when CERT
operators from Germany, France and Finland helped to identify and mitigate the impact
of politically sparked Distributed Denial of Service (DDoS) attacks against the Estonian
Information Infrastructure (Evron, 2008). This monitoring and collection of data may also
be used to collect evidence as part of further law enforcement, internal or security
investigations. In the case of the DDoS attacks instigated against Georgia in 2008, the
Estonian and Polish CERTs all worked together to try and solve the problem by
exchanging data on the origin of the attacks.

The cooperation evidence in addressing the Code Red/Nimda threat in 2002 is another
relevant case where UK, US and European CERTs cooperated in order to detect and notify
those IP addresses which were a source of malicious traffic in an attempt to resolve the
situation.®

1.2 National/government CERTs: CERTs with special responsibilities

The focus of this study is mainly on ‘national/governmental CERTs’ (ENISA, 2009b;
2010a). This term is thus taken to include any type of CERT (including national or
government CERTs) where they:

e Generally support the management of security incidents for systems and networks
within national borders;

e Bear or are involved in the responsibility for CIIP within the borders;

e Act as official or de-facto Point of Contact (PoC) for national/governmental CERTs
in other Member States.

It is important to consider the implications of this definition: national/governmental
CERTs are responsible for incident management for CII - therefore it may be seen that a
different set of principles (national security) could be relevant in understanding the legal
implications of their activities.

A previous ENISA study looked at the incentives and challenges to information sharing
and found that there are a number of issues regarding information sharing (ENISA,
2010b). Poor quality of information and poor management of information sharing were

10 Anonymous research interviewee 26/04/2011
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found to pose a barrier to cooperation, as did misaligned economic incentives stemming
from reputational risks. Trust thus appeared to be a key issue. Nonetheless, the study
found the situation to be even further complicated by uncertainty about senior-level
awareness of cyber security. For example, the question of trust and the socio-economic
and behavioural aspects of information sharing may manifest itself in the ‘front line
operator’ contradicting or otherwise trying to overcome legal and regulatory barriers
towards the onward disclosure of certain forms of network data, in the interests of
preserving the health of the network and information systems of the CERT community as
a whole (ENISA, 2010b). Moreover, the private sector may be dis-incentivised to disclose
such information when there is a perception of possible reputational damage or potential
loss of a commercial advantage to certain competitors. Nonetheless, firms might be
comfortable in disclosing such data if they knew others were doing so, or if legal or other
schemes existed which they could trust to prevent the further transmission of such
information outside of specific circles or regulatory involvement (e.g. exclusion of
liability).

It was also clear from the ENISA study into Incentives and Challenges to Information
Sharing (ENISA, 2010b) that the legal and regulatory landscape was an important factor
determining the extent and format of information sharing under different conditions. This
is especially true in the case of information sharing at the national and international
levels, where there are complex issues concerning the equivalence and difference in laws
across different jurisdictions (Valeri et al, 2005). Because of the nature of information
sharing between CERTSs, the reality is likely to be that much of the information exchange
occurs in a grey area, which could undermine the legal value of the information in court.
The legal impact of unlawful exchanges may vary from country to country and from case
to case, but the overriding concerns will always be the suitability of the information as
evidence in further proceedings, and of course the civil/criminal/disciplinary liability of
the participants in an unlawful exchange.

A multitude of instruments has been created, especially at the European level, that would
support effective collaboration (including particularly information exchange) with respect
to legal investigations into cyber crime incidents. These efforts fall to a certain extent
within the scope of CERT collaboration. We describe below some of them which relate to
the European context, national initiatives and European and international projects.

1.3 The European policy context

At the European level, the importance of sharing information, and of CERTs in doing so,
has been broadly recognised across a number of policy documents. This includes the
2006 Communication from the Commission on a strategy for a Secure Information
Society: Dialogue, partnership and empowerment (COM (2006) 251) of 31 May 2006
(‘Strategy for a Secure Information Society’); and the Action Plan for CIIP.

The 2009 Communication on CIIP in particular noted under its heading of ‘Preparedness
and Prevention’ the need to establish well functioning national/government CERTs in all
Member States by the end of 2011. Furthermore the need to improve cooperation was
also  highlighted under the pillar of ‘Reinforced cooperation between
National/Governmental CERTs’ through support (e.g. exchange of best practices) and
also expanding cooperation schemes such as the European Government CERT group.

In 2010 the Digital Agenda for Europe outlined objectives under the pillar on Trust and
Security, section 2.3, that a wider network of well functioning CERTs [at national level]
should be established across Europe in order to react to real-time conditions.
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Finally, the 2011 Communication on a Progress Report on CIIP, ‘Achievement and next
steps: towards global cyber security’, noted a number of achievements with respect to
CERT Cooperation in Europe since the 2009 Communication on CIIP. These included:

- In 2009, ENISA, together with the Computer Emergency Response Team (CERT)
community in Europe, developed and agreed on a minimum set of baseline
capabilities and services that National/Governmental CERTs need to have in order
to function effectively in support of pan-European cooperation. A consensus was
achieved on a list of ‘must have’ requirements in the areas of operation, technical
capabilities, mandate and cooperation.

- In 2010, ENISA worked with the CERT community in Europe to turn the above
operationally oriented requirements into a set of policy recommendations for
National/Governmental CERTs to act as the key component of national capability
for preparedness, information sharing, coordination and response.

According to this Communication as of March 2011, 20 Member States had established
national/governmental CERTs and the others had plans to establish them.

The recognition of the importance of information sharing is undoubtedly also reflected in
the existence of other policy instruments across the law enforcement and criminal justice
domain. Examples include the:

e Communication from the Commission to the European Parliament and the Council:
The EU Internal Security Strategy in Action: Five steps towards a more secure
Europe (COM(2010) 673 of 22 November 2010 (‘Internal Security Strategy’),
which is the EU’s shared agenda to address security challenges affecting the social
market economy proposed in the Europe 2020 vision;

e Council Framework Decision 2006/960/JHA of 18 December 2006 on simplifying
the exchange of information and intelligence between law enforcement authorities
of the Member States of the European Union (the ‘Swedish Initiative’), which aims
to ‘enhance the effective and expeditious exchange of information and intelligence
between law enforcement authorities’;

e Council Framework Decision 2008/977/JHA of 27 November 2008 on the
protection of personal data processed in the framework of police and judicial
cooperation in criminal matters, which details the conditions under which personal
data may be processed for the purposes of preventing, investigating, detecting or
prosecuting a criminal offence or of executing a criminal penalty;

e Cooperation obligations established under the Council Framework Decision
2005/222/JHA on attacks against information systems which sets out the common
definition of types of computer crime and minimum sanction and is at present
subject to a Proposal for a Framework Directive on attacks against information
systems and repealing Council Framework Decision 2005/222/]JHA;

e the European Cybercrime Platform (ECCP) managed by Europol, which brings
together law enforcement, the private sector and Internet Service Providers and
tries to establish a wider and more coordinated approach to addressing cyber
crime;

¢ more tangentially, the Prim Decision (a framework for Member States to gain
access to one another’'s automated DNA analysis files, automated fingerprint
identification systems and vehicle registration data) and the European Criminal
Records Information System (ECRIS), which will permit the interconnection of
criminal records via a decentralised IT architecture linking databases in each
Member State;
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In addition, the centralised Schengen Information System (SIS) and its second
generation (SIS II) are key examples of common, EU-level, systems set up to
share information to support the European Area of Freedom, Security and Justice
(AFSJ]).

1.4 National initiatives

At the national level, cyber security strategies often note the importance of incident
response — these include a number of EU Member States:

The 2009 Cyber Security Strategy of the United Kingdom which established the
Cyber Security Operations Centre to ‘actively monitor the health of cyber space
and co-ordinate incident response’ (Cabinet Office, 2009)*?;

France, similarly, has recognised the role of incident response communities
through the formation of Agence nationale de la sécurité des systems
d’'information (National Agency for Information Systems Security - ANSSI) and
the elaboration in its 2011 Défense et sécurité des systems d‘information
Stratégie de la France (Defence and Security strategy for strategic information
systems of France) that incident response was an important property and
characteristic of resilience and being able to withstand cyber attacks (ANSSI,
2011);

Similarly, the Netherlands in its recently released National Cyber Security
Strategy ‘Success through cooperation’ outlined plans to ‘expand and reinforce the
current GOVCERT.NL and place it within a National Cyber Security Centre’
(Ministry of Security and Justice, 2011);

In Germany, the 2011 Cyber Security Strategy noted that the IT Planning Council
would have a stronger role in facilitating the establishment and functioning of
CERTs (Bundestag, 14/8/2009);

The Cyber Security Strategy of the Czech Republic for 2011-2015 was published
in June 2011 (Parlament Ceské republiky, 2011). It notes the importance of
incident response and describes plans for establishing a National CERT Agency as
a government coordination agency able to respond immediately to computer
incidents. This agency will become part of both the national and international
cyber threat early warning systems;

In Denmark on 1 June 2011, the Act on Processing of Personal Data when
Operating the Governmental Warning Service for Internet Threats was passed
(Folketinget, 1 June 2011). This established a clear legal basis governing the
processing of personal data by the Danish National IT and Telecom Agency for the
purpose of running the Governmental Warning Service. It indicates that no court
order is required to ‘process, including collect, register, analyse and store [...]
incoming and outgoing packet and traffic data of connected authorities and
private enterprises’.

1.5 European and international projects

In addition to government policies, there are a number of European and international
projects and initiatives that are also relevant to information exchange. Chief amongst
these are the networks of incident response teams, but there are also specific initiatives,

11 Since this report was finalised the UK released its new Cyber Security Strategy on 25th
November 2011 and can be found at: http://www.cabinetoffice.gov.uk/resource-library/cyber-
security-strategy (accessed 30 November 2011)
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policy interventions and other activities of relevance. These include (but are not limited

to):

TERENA’s TF-CSIRT - Task Force on Computer Security Incident Response Teams
(TF-CSIRT) - is perhaps, at the European level, the most well known grouping of
those from the incident response community. It is hosted by the Trans-European
Research and Education Networking Association (TERENA). There are around 148
different teams in TF-CSIRT from the national and private sector. TF-CSIRT hosts
community meetings three times a year and has had discussions on the legal
aspects of improving cross-border collaboration;*?

European Government CERTs (EGC) group is a small, informal group of
governmental CSIRTs that aim to develop effective cooperation on incident
response matters between members. Their focus is on large-scale or regional
network security incidents and they aim to jointly develop measures to address
such incidents, identify areas of specialist knowledge and expertise, identify areas
of collaborative research and development, encourage formation of government
CERTs in European countries and communicate common views with other
initiatives and organisations;*?

FIRST - Forum of Incident Response & Security Teams (FIRST) is a worldwide
network of incident response teams. FIRST has an annual conference and a
number of mailing lists and working groups dedicated to, for example, Law
Enforcement Co-operation Special Interest Group (LECC SIG);*

Cybersecurity Information Exchange Framework (Cybex) is a set of related
specifications concerning incident response, information assurance and forensics
being progressed by the International Telecommunications Union-
Telecommunications (ITU-T) in Geneva. Dating from 2010, this aims to pull
together a number of ‘best practices and standards for platforms’ to achieve the
minimisation of vulnerabilities, capture of incident information for analysis and
facilitation of evidence for enforcement action;*®

Messaging Standard for Secure Information Exchange (MS3i) was a project
funded by the European Union for a messaging standard for Information Exchange
(Symantec LIRIC, 2009);

The Traffic Light Protocol (TLP) is an informal mechanism to support trusted
information dissemination (Stikvoort, 2009), primarily for higher-level cyber
security information exchange (such as information on best practice and
successful approaches to mitigation). The TLP was initiated in the UK by the
Centre for the Protection of the National Infrastructure (CPNI) but has now been
adopted by other countries such as Germany (Federal Ministry of the Interior,
2008);

Finally, a number of industry initiatives regarding botnet mitigation are underway.
These include, for example, efforts by Eco, the German association of Internet
Service Providers (ISP) to investigate the legal barriers in Germany governing
what network data (traffic and packets) can and cannot be shared in order to

12 See http://www.terena.org/tf-csirt [accessed 22 August 2011]

13 See http://www.egc-group.org [accessed 22 August 2011]

14 See http://www.first.org [accessed 22 August 2011]

15 See http://www.itu.int/ITU-T/ [accessed 22 August 2011]
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respond to incidents.'® The Abuse Helper project!’ is an open-source initiative to

help in the automatic processing of incident information from a wide range of
high-volume information sources which is now being developed by the CERT
community. Another interesting commercial example is the Abusix initiative,
which aims to report network abuse back to the originators via a common Abuse
Report Format (ARF) message as a way to shed light on providers who are
responsible for malicious network traffic.'®

1.6 ENISA’s activities in the field of information sharing

ENISA has had an established series of activities on the work of CERTs since 2005.
Beginning with the CERT Cooperation and Support Working Group, the Agency
subsequently published a guide for CERT cooperation (ENISA, 2006a). Even in 2005, the
CERT Cooperation and Support Working Group noted that very often legal issues are
raised as an important question in the context of the absence of information sharing
between CERTs (ENISA, 2006b).

In 2009 ENISA produced Part 1 of its national/governmental CERT Baseline capabilities
Document (ENISA, 2009b), which represented a first attempt to define a minimum set of
capabilities that a CERT in charge of protecting critical infrastructure should possess. This
was followed up in 2010 by Part 2, which considered policy recommendations (ENISA,
2010a) aimed at establishing a suitable framework that will enable
national/governmental CERTs to operate properly.

To help advance this work, ENISA noted in its 2011 Work Programme?® that the legal
factors confronting those involved in cross-border collaboration should be explored. This
ties in with the proposal to revise ENISA’s mandate, which envisages an expanded role of
the Agency in providing assistance, support and expertise to the Member States and
European institutions and bodies by investigating and helping remove obstacles to cross-
border issues and detection and response capabilities (European Commission, 2010b).
This follows on, for example, from the work of the Agency in 2005 with its CERT
programme and Working Group on CERT Cooperation and Support.

1.7 Structure of the remainder of this report

Chapter 1 of this study is an introduction. The remainder of this report is divided into
three chapters:

e Chapter 2 - About the study - describes the scope, audience, research aims and
approach of the study;

e Chapter 3 - Legal and regulatory aspects - describes the findings from our
research and analysis, highlighting the key legal factors in cross-border
information sharing between CERTSs, distinguishing where relevant between types
of information source (e.g. literature review, survey or interviews);

16 See http://www.eco.de [accessed 22 August 2011]

17 See http://www.abusehelper.be/about [accessed 22 August 2011]

18 See http://www.abusix.com [accessed 22 August 2011]

19 ENISA (2011) Work Programme for 2011; Available at: http://www.enisa.europa.eu/about-
enisa/activities/programmes-reports/work-programme-2011/ [accessed 22 August 2011]
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Finally, Chapter 4 - Recommendations - sets out a nhumber of recommendations
at the European level, at the national level, and by the private sector. We also
formulate a number of key questions that remain to be addressed in future

research.
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2. About the study

2.1 Scope and audience

ENISA commissioned a study team from RAND Europe and time.lex to explore the legal
and regulatory aspects of information sharing and cross-border collaboration between
national/governmental CERTs in Europe. This exploration was necessary in order to
identify what efforts could have a high impact on CERTs’ likelihood and ability to share
information. The study also provides some analysis of other relevant aspects, for
example who in CERTs has responsibility for addressing cross-border information
exchange and the prevalence of cross-border requests. This study does not look at other
aspects of information sharing, such as issues of trust or information exchange between
entities other than CERTs addressed in other similar studies (see for example ENISA,
2009a; 2009b).

The primary stakeholders for the questionnaire carried out to gather data for this study
were national/governmental CERTs, as defined in the ENISA Baseline Capability for
National/governmental CERTs (ENISA, 2009a; 2010a) summarised thus:

e National CERT: a CERT acting as a national Point of Contact (PoC) for
collaboration and information sharing with other national CERTs in EU Member
States;

¢ Governmental CERT: a CERT responsible for the protection of governmental and
public administration networks.

The term ‘national/governmental CERT’ is thus taken to mean any type of CERT
(including national or government CERTSs listed above) where they:

e Generally support the management of security incidents for systems and networks
within national borders;

e Bear or are involved in the responsibility for CIIP within the borders;

e Act as official or de-facto PoC for national/governmental CERTs in other Member
States.

Nonetheless, in order to capture as many perspectives as possible (and given the
somewhat blurred nature of how some national/governmental CERTs are assighed
responsibilities) we did not necessarily exclude input from other stakeholders with
experience in incident response. This is because in some countries CERTs may have been
specifically empowered by national authorities to act as the national or government
representative.

In addition, it should be noted that the focus of this study is on the cross-border aspects
of information sharing: that is to say the extent to which differing legal frameworks
prevent or inhibit the sharing of information between CERTs in different countries.

The key stakeholders for this report include public sector representatives responsible for
drafting legislation and CERT teams, including CERT managers responsible for setting
policies and procedures for cross-border information sharing. The public and private
sector representatives who benefit from the information shared will also be interested in
this report in order to understand the context in which this information is passed on and
the limits to this exercise.
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2.2 Research aims and approach

This study aims to identify the key legal and regulatory barriers and facilitators of cross-
border information sharing between CERTs, in order to inform those responsible for
drafting legislation or setting policies and procedures for CERTs how information sharing
could be intensified and enhanced. As has been found in previous research (ENISA,
2010b), legislation and regulations pose a challenge to information sharing, especially
when this is done trans-nationally. While some instruments have been developed to
address this issue, this has tended to be addressed to law enforcement agencies, which
CERTs are not. This research aims to address this gap by identifying those instruments
that could strengthen and enhance cross-border information sharing among CERTs
specifically.

The study sought to gain a comprehensive understanding of the situation affecting CERTs
by applying multiple research methods to gather a large sample of the knowledge on the
issue. This research was conducted in four stages as shown in

Figure 1.

Figure 1: The study team’s research approach
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2.2.1 Literature and document review

The study began by conducting a structured literature and document search according to
the principles of the systematic review, across the peer reviewed and ‘grey’ literature. As
a first stage we executed keyword searches on Google Scholar and the ISI Web of
Science using common search terms for this topic.?° After reviewing the abstracts or
summaries of returned results we identified 43 sources of interest.”’ This was
supplemented by inclusion of other material known to the study team, conducted via
hand searching of the Association for Computing Machinery (ACM) Digital Library,

20 Including: ‘data OR information AND sharing AND CERT’; ‘data OR information AND sharing AND
CSIRT; ‘data OR information AND sharing AND CERT’; ‘data OR information AND sharing AND
CSIRT AND law’; ‘Data OR information AND Sharing AND CERT AND regulation’; ‘Data OR
Information AND sharing AND CSIRT AND regulation’.

21 With GoogleScholar we reviewed the first 5 pages of results as there were over 110,000 hits for
these terms. ISI web of science returned 234 results.
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combined with in-house knowledge of the researchers. We excluded sources before 2001
from our targeted search and those not in English.

2.2.2 Key informant interviews

In order to explore some of the issues raised by the literature in further detail, we then
conducted a total of seven key informant interviews (KIIs). Key informant interviews
were used to test and validate some of the findings from the literature and document
review. During these discussions members of the research team investigated the impact
of legal and regulatory factors on how CERTs perform their activities, which specific legal
and regulatory issues arise during the sharing of incident response across borders and
what, if any, solutions had been put forward to overcome these. Each interview lasted for
between 45 to 60 minutes and was conducted on a ‘Chatham House rule’ or un-
attributable basis.?> The individuals we consulted included representatives from
operational CERTs, legal experts and policy practitioners specialising in information
sharing.

2.2.3 Online questionnaire

Having gathered data on the current state of the art regarding the understanding of legal
factors concerning information sharing, the final data source was an in-depth online
questionnaire aimed at CERTs and organisations supporting CERTs. The focus of this
questionnaire was national and governmental CERTs, but we did not exclude responses
from other CERTs. The questionnaire was split into sections for those reporting
themselves as 1) managers, 2) technical personnel or 3) legal experts across a) CERTs
and b) organisations supporting CERTSs.

The questionnaire was open from 1 June to 17 July 2011. Invitations consisting of an
email message and a link to the survey were sent to the following communities of
interest:

e FEuropean Task Force Computer Security Incident Response Team (TERENA TF-
CSIRT);

e FIRST Law Enforcement CSIRT Co-operation Special Interest Group (LECC SIG);
European Government CERT community (EGC);
Legal experts from the EU Member States with knowledge of information and
communication technology (ICT) and computer misuse legislation.

Reminders were sent approximately three weeks after the original invitation.

In total 50 unique browser visits to the survey link were recorded. Usable responses,
however, decreased from 34 at the first set of questions (Q2: ‘Your organisation’) to 9 at
the last question (Q72: ‘Please indicate your email address’). Efforts were made to
encourage responses via participation in the 23rd Annual Forum of Incident Response
Teams (FIRST) Conference in Vienna from 12-17 June 2011. Telephone follow-up with
members of the EGC was undertaken between the European Public Private Partnership
for Resilience (EP3R) meeting mid-June and the end of July 2011, encouraging
participation. Aside from the more common aspects concerning online questionnaires

22 In the context in which the ‘Chatham House Rule’ is invoked in semi-structured key informant
interviews, remarks made by interviewees are un-attributable and neither the identity nor the
affiliation of the speaker(s) may  be revealed; for  more information see
http://www.chathamhouse.org/about-us/chathamhouserule [accessed 23 August 2011]
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(Schonlau et al, 2002), evidence derived from limited follow-up with some declining to
respond was insightful in the specific context of this study. These follow-up
communications illustrated the gaps in knowledge that continue to characterise the
domain of CERT cooperation and the legal basis upon which they operate. Many of those
responsible for operational activities in CERTs indicated they were uncomfortable in
answering the legal questions due to a lack of knowledge, whilst legal experts indicated
that as they did not represent a CERT they felt the survey was of no relevance for them.

Received responses included those from the following European countries (where the
respondent self-reported their country):

Austria

Belgium

Czech Republic

Denmark

France

Germany

Luxembourg

Malta

Poland

Spain

Sweden

Switzerland (noting that Switzerland is not a Member State of the EU but
participates in the EGC group)

We also received responses from participants reporting their country as being outside the
EU, including the United States and Georgia. Others did not report which country they
were from, or represented themselves as from industry.

Examples of the types of respondents to the questionnaire include: CERT Manager; Head
of CSIRT; Team Lead; Executive Director; Engineer and Analyst.

Finally, an informal Expert Group was established and administered by ENISA to provide
critical review and input into the content of the preparation of drafts of the initial edition
of this report.
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Figure 2 indicates the split of respondents with respect to their principal role: 56% of
respondents reported having a role involving technical expertise, 38% managerial
expertise and 6% legal expertise.

Figure 2: Type of expertise of respondents

6%

38%

B Management expertise
@ Technical expertise

O Legal expertise

Source: RAND Europe and Time.Lex survey (2011) n = 34

2.3 Scope and limitations of the data

Overall, from our literature and document review, we found that the theoretical evidence
base is rather scarce concerning the exact nature of the topics under discussion. The
evidence identified as closest to the topic of this study in the peer reviewed literature
concerned specifically communications secrecy (particularly in the United States, under
e.g. the Stored Communications Act) (Burstein, 2007) and a grey literature document
which was identified during hand searching on the Data Protection Directive 95/46/EC
and information sharing, delivered at an incident response conference (Cormack, 2011).
However, even this paper did not concern itself with the specific cross-border aspects of
these challenges.

Other work identified in previous ENISA studies (e.g. Gal-Or and Ghose, 2004) covers the
legal and regulatory ramifications of information sharing more generally (including
different mechanisms like CERTs) but also Information Sharing and Analysis Centres
(ISACSs) in respect of liabilities, tax breaks and so on.

The literature on more generalised information sharing (e.g. see Bessant, 2009; Thomas
and Walport, 2008) is in some ways closer to the topic of our discussion in that some of
the relevant legal frameworks (e.g. the Data Protection Directive 95/46/EC; Directive on
Privacy and Electronic Communications 2002/58/EC as amended by the Citizens Rights
Directive 2009/136/EC) are discussed, but not in the specific context of computer
security incident response. Indeed, the way in which these legal frameworks act as an
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impediment or enabler for the sharing of a variety of other information (e.g. for the
delivery of healthcare, social care, tax administration or broad criminal justice policy) is
considered. Literature on the world of intelligence more generally may also be seen as a
possibly useful area of further interest.??

More broadly, there could be other parallels in other highly regulated domains (noting the
different objectives and rationales): for example, incident response with respect to
nuclear safety or air safety (for example the ‘airprox’ reporting system?* established by
the UK’s Civil Aviation Authority), which could have an inherent cross-border aspect to it
in respect of the reporting and sharing of information regarding safety-related incidents.

From a competitive perspective the question of misaligned incentives concerning
information sharing (i.e. competitors are dis-incentivised to share information due to
concerns that peers will gain some kind of advantage from disclosed information) may
also be observed in the highly competitive domain of cancer research. As an example, a
specific non-competitive platform called the International Cancer Research Portfolio has
been set up to address such concerns.?®

Nonetheless, regardless of the domain, the literature very much characterises this issue
as a trade-off between a set of laws or frameworks (data protection, privacy, etc.) and a
set of organisational or socially beneficial objectives (addressing terrorism, crime, misuse
of computer networks). Clearly, the exchange of information (including in cross-border
scenarios) should not be examined as a risk to the fundamental right to privacy, without
also acknowledging that these exchanges are a precondition for responding effectively to
ICT incidents. Therefore, they act as an enabler to the exercise of various rights
enshrined in the Charter of Fundamental Rights of the European Union that could
otherwise be encumbered by such incidents, including the protection of integrity of the
person, personal life, data protection, freedom of expression and information, the
freedom to conduct a business and the right to property.

Concerning the literature on CERTs specifically, there is relatively more documentation
(particularly in the grey or non peer reviewed literature) concerning the complexities of
establishing CERTs and incident response functions. The literature (e.g. Killcrece, 2003)
notes the issue of legal issues and the importance of getting legal expertise but does not
go into further detail (e.g. on the specific aspects of what these exact concerns are and
what substantive legal issues the teams may be confronted with). In addition, there are
other quoted dilemmas, such as the difficulty of matching legal definitions of crime to
technical understanding of a typology of misuse (Valeri et al, 2005).

23 Research into how intelligence and legal frameworks relate may of course be difficult to conduct
and access for security reasons. However, in a recent public broadcast for the 2011 BBC Reith
lectures, Dame Eliza Manningham-Buller, former Director General of the British security service,
MI5, referred explicitly to some of the benefits and challenges of working under a clearly defined
legal framework. And in referring to information sharing she said, ‘Sharing intelligence is not
always straightforward because of differing approaches and legal frameworks, but at that meeting
[between the USA’s CIA and the UK’s MI5] we were all among friends whom we trusted.’

24 See the Civil Aviation Authority: UK Airprox Board - http://www.airproxboard.org.uk [accessed
30 November 2011]

5 See http://www.cancerportfolio.org/index.jsp [accessed 22 August 2011]
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Moving to the empirical evidence, the questionnaire used in this survey gathered
responses from practitioners directly involved with the work of CERTs. The responses
highlighted the key tension in this study: that cross-border information sharing between
CERTs operates on an informal basis and gaps remain concerning the involvement of
legal experts. The questionnaire was not intended as a comparative data-gathering
exercise since the intent was not to attribute or evaluate the performance of CERTs in
specific EU Member States. Rather it was intended to identify issues and those factors
which appear in practice. Nonetheless, the evidence derived from our questionnaire
should not be taken as representative of the views of all those CERTs in Europe
classifying themselves as a national/governmental CERT.
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3. Legal and regulatory aspects of information sharing
and cross-border collaboration of CERTs in Europe

In this chapter we consider the legal and regulatory aspects of information sharing in
detail. We use the broad term ‘legal and regulatory aspects’ to include not only specific
legislative instruments but also softer coordination measures which may be ‘self-
regulatory’ in nature.

We begin by highlighting the key arguments for what CERTs must do and why their
activities may raise legal questions. We then briefly touch upon information sharing
practice in other policy domains. Then we detail each of the different legal frameworks
that may affect the practice of cross-border information sharing in relation to the
activities of national/governmental CERTSs. Finally, using evidence from the key informant
interviews and online questionnaire, we then present empirical evidence as to the extent
that these legal frameworks are considered as barriers or facilitators of cross-border
information sharing between CERTSs, in particular national/governmental CERTSs.

Legal factors exist within a set of concerns and possible inhibitors of cooperation that also
include, according to ENISA (2006a):

necessity for confidence;

financial resources;

lack of Service Level Agreements (SLAs);
differences in legal systems;

lack of political/executive support;
adoption of standards.

Killcrece (2003) indicates that generally the role of the CSIRT or CERT often focuses on
technical issues of an incident - the ‘what’ and the ‘how’. Sometimes they will need to
become involved in the investigative processes (‘who’ and ‘why’), which is where
knowledge of legal systems becomes particularly relevant. However, any involvement in
investigations and interaction with law enforcement may be outside the formal mandate
of handling computer security incidents and supporting recovery. ENISA (ENISA, 2010a)
notes that cooperation with Internet Service Providers (ISPs) is a crucial step in
cooperation with law enforcement to address cyber crime (which can indirectly
undermine Critical Information Infrastructures).

3.1 The balance between achieving operational objectives whilst respecting
legal obligations

3.1.1 Operational considerations
In this section we elaborate on the first aspect of this debate: those considerations
regarding the activities of CERTs which may present legal concerns.

The main tension inherent in understanding these aspects associated with cross-border
CERT collaboration is that of meeting legal obligations without undermining the activity
and effectiveness of informal collaboration and cooperation which characterises cross-
border CERT interaction. This speaks to the heart of the policy objectives for this study: it
was reported by a key informant interviewee that cross-border collaboration between
CERTs is generally regarded to be effective because it works on an informal basis.?®

26 Anonymous interviewees: 11/05/2011 and 11/07/2011
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Although legal issues and concerns do appear (mainly in relation to the legal basis for
CERTSs), in the main, cooperation and collaboration takes place in a practical, informal
manner between operators who have trusted relationships rather than because of any
strictly formalised legal agreement. This has been regarded as a strength of the CERT
community in that such trusted relationships which have been built up over time are
considered as key to rapid and effective collaboration (even in a cross-border context).

Kenneally and Claffy (2010) identify this as a ‘purgatory’ formed by the gaps in
regulation and law, commercial pressures and evolving considerations of both threat
models and ethical behaviour.

This informal collaboration is based on a number of socio-economic factors, mainly
relating to the presence of trust (ENISA, 2010b). Messenger (2005) discusses how trust
plays a role in different public-private partnerships (of which national/governmental
CERTs are but one example):

e Credibility - technical credibility may be seen as an enabler of trust. When
technical staff interact with each other psychological assessments may be
undertaken as to whether the other party ‘knows what he is talking about’; %’

e Frequency of contact - if individuals see their counterparts on a regular basis then
this increases trust, further fostering cooperation. This is particularly emphasised
through social interaction at face-to-face meetings (ENISA, 2006b). This is often
seen as a major sociological or financial stumbling block in achieving cross-border
cooperation since holding physical meetings requires funding to cover travel and
subsistence costs;

o Identification and sharing of common intentions - particularly the case where
cyber security professionals and those working in incident response are generally
working toward the same objective (resolution of a problem and improvement of
levels of security on the network).

Silicki and Maj (2008) identified the following barriers to CERT cooperation:

e Lack of service level agreement between CERTs - although CERT culture works on
the basis of informal cooperation, the absence of rules for strict reaction time can
slow down cooperation;

o Differences in legal systems - different CERTs work in different legal
environments and must fulfil the requirements and operate in accordance with the
legal regime of their own country, which affects when and with whom they can
share data;

e Lack of standards - still under-developed standard of CERT cooperation (despite
existence of best practices like the IETF, 1998);

e Insufficient organisational, political and financial support - more cooperation
necessarily incurs greater financial costs and CERTs are often not seen as
‘mission-critical’ by their parent organisation - also for private sector based teams
management may regard cooperation as impossible due to concerns about
breaching anti-trust law.

CERTs must collect and analyse traffic data and other information that may assist in the
response and management of security incidents (for example ‘Netflow’?® data) as part of

27 Anonymous interviewee: 15/07/2011
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fulfilling their operational obligations regarding handling security incidents (ENISA,
2009b) (NB: national or governmental CERTs may not be directly connected to networks
to analyse this data).

It is important to collect this kind of data for two main reasons: for the management of
incidents with a national, regional or large-scale implication for National or European
Critical Information Infrastructures and to aid in understanding the nature and challenges
of the security concerns (for example, by understanding common attack routes in the
constituency of the CERT).

These obligations stem in part from Article 13a of Directive 2009/140/EC amending
Directives 2002/21/EC on a common regulatory framework for electronic communications
networks and services, 2002/19/EC on access to, and interconnection of, electronic
communications networks and associate facilities, and 2002/20/EC on the authorisation
of electronic communications networks and services (‘Revised Telecommunications
Regulatory Framework 2009'), which covers measures that electronic communication
service providers must take to guarantee the security and integrity of public
communication networks. This chapter imposes a requirement upon all public electronic
network and service providers to ‘take appropriate steps to ensure the security of public
communications networks and services’.

The IP address is undoubtedly of pre-eminent significance for incident response
(Cormack, 2011), as an example of personal data that is frequently used to identify the
source of an incident; however, according to the Article 29 Working Party opinion on the
concept of personal data, IP addresses can be considered as personal data because of
the possibility (and in this context relative likelihood) of such IP addresses being linked to
a natural person (Article 29 WP Opinion 4/2007).

Cormack (2011) argues that the collection and use of IP addresses by CERTs should be
justified under Article 7 of the Data Protection Directive 95/46/EC. This article specifies
the conditions under which the processing of personal data is legitimate (including the
collection of IP addresses with the intent of using these to identify individual subscribers
of the internet account). Even in the absence of consent of the data subject (i.e. the
subscriber), data collection by CERTs could indeed be justified under some of the options
offered by Article 7. The primary possibility would seem to be Article 7 (e), which allows
processing of personal data if this ‘is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in the controller or in a
third party to whom the data are disclosed’. Obviously, this option would only apply if the
CERT has been given a specific legal mandate to that effect.

If this is not the case and no legal mandate is available, a CERT might still try to appeal
to other options permitted by Article 7, for example by invoking a legitimate interests
pursued by the CERT or by the third parties to whom the data are disclosed (such as law
enforcement bodies), as permitted under Article 7 (f). This possibility was also indicated
by Cormack with reference to Recital (53) of the Citizens Rights Directive 2009/136/EC,
which discusses this option, noting that ‘[t]he processing of traffic data to the extent
strictly necessary for the purposes of ensuring network and information security [...] by
providers of security technologies and services when acting as data controllers is subject

28 NetFlow is a network protocol developed by Cisco Systems for collecting IP traffic information
http://en.wikipedia.org/wiki/Netflow [accessed 22 August 2011]
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to Article 7(f) of Directive 95/46/EC’. However, the legitimacy of appealing to Article 7(f)
is subject to the consideration of the interests for fundamental rights and freedoms of the
data subject. As indicated in the Recital, this consideration is to be judged favourably
when the appeal to Article 7(f) is made by network operators themselves, and by
providers of security technologies and services to the network operator. However, the
result is much less likely to be favourable with respect to private CERTs looking to
exchange personal data with third parties. Given the rather serious privacy impact of the
collection and retention of personal data under this legitimate interest (i.e. that the intent
of the use of the data is to initiate or support law enforcement investigation),
undertaking such activities without a clear and unambiguous legal basis (such as national
data retention laws or telecommunications privacy laws) is likely to raise legal concerns
(Brown 2010).

The applicability of personal data legislation to the exchange of information by or
between CERTs creates legal challenges in other respects as well. An important example
is the restrictions imposed by the Data Protection Directive and its national transpositions
on the transfer of personal data to destinations outside the EU and EEA. In principle,
such transfers are forbidden, to avoid European personal data becoming subject to laws
with less stringent data protection requirements. A series of exceptions to this rule exist,
with the most appealing option to CERTs being that the transfer could be argued to be
necessary or legally required on important public interest grounds (Article 26.1 (d) of the
Directive). However, as with the appeal to Article 7(e) above, this exception is likely to
be applicable for national or governmental CERTs with a clear mandate; but much less so
for private CERTs without such a mandate. In their case, other exceptions may apply,
such as a finding of adequacy of the foreign law through a Commission Decision, the
consent of the data subject, the use of specific pre-approved contractual regimes or (for
destinations in the USA) the voluntary adherence by the data recipient to the so-called
‘Safe Harbor’ regime. However, for private European CERTs looking to exchange personal
data with destinations outside the EU (e.g. to non-European CERTs or law enforcement
bodies), these options are likely to be unavailable or administratively prohibitive. As in
other contexts, EU data protection regulations in this area are relatively demanding and
may serve as a clear disincentive to the exchange of personal data by CERTs in
international incidents that transcend the European context.

It is important to understand how the activities of the CERT relate to incident response
and the sharing of information. CERTs act as monitors of network traffic data between
source and destination IP addresses. In addition, in certain circumstances (e.g. where
the use of Deep Packet Inspection is necessary to handle an incident), packet data
(broadly speaking the content of the traffic) may be monitored. National/governmental
CERTs may handle this data themselves or, if they act as a portal or aggregator, may
receive this kind of data from their constituents. CERTs therefore will need to analyse this
information themselves and may need to share it to alert others to the presence of a
threat or attack. However, these other stakeholders could include not just peers (other
CERTs) but also banks, individuals, Internet and other service providers. These other
types of public and private stakeholders may be located in the same country or may be in
other countries. Given the CIIP remit of national/governmental CERTs, with regard to the
sharing of information between these specific types of CERTs and their teams, specific
considerations may apply (i.e. that there might be an overriding national security interest
in sharing this information which may envisage a proportional but necessary abrogation
of fundamental human rights as defined in the European Convention on Human Rights).
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In any case, CERTs must be familiar with any privacy laws that provide protection to
others (Killcrece, 2003b) in order to ‘avoid the possible suppression of any improperly
gathered evidence that is intended to be presented in a court of law, as well as to avoid
potential criminal or civil liability’.

There is also another issue concerning the obvious tension between the need for a CERT
to meet its operational obligations concerning formulating and effecting a response to a
security incident, versus the requirements that may be imposed by the intervention of
those responsible for enforcement of the law (either in a civil or criminal sense) such as
the police. Sommer (2009) discusses this in relation to digital forensics in an organisation
where the priority of the organisation might be to keep the system running, whilst the
main focus of law enforcement might be to shut down the system as way of preserving
evidence (essentially, freezing the scene of a crime), or monitoring as part of a broader
intelligence effort aimed at reaching further up a criminal enterprise. This has also been
recognised elsewhere by interviews from the public and private sector. In addition, new
business drivers such as cloud computing may complicate this (Grobauer and Schreck,
2010). This is because, in a cloud computing environment, it may be impossible to
separate out data identified of interest for the purposes of an investigation from other
customer data (Robinson et al, 2011).

3.2. Information sharing in other domains

The tension between meeting legal obligations concerning what information can and
cannot be shared is also common in other domains where the requirement is to
proportionally balance utility goals with privacy risks for data seekers and data providers
(Kenneally and Claffy, 2010). In this section we briefly describe information sharing and
exchange practice in other policy domains.

3.2.1 Information sharing, personal data and societal benefits

Writing about information sharing for the public sector more generally, Thomas and
Walport (2008) discuss how the legal framework concerning privacy and data protection
in the UK may affect information sharing for a wide range of societally beneficial tasks
including the provision of social services, law enforcement, medical research and so on.

Bessant (2009) also describes relevant legal frameworks with respect to generalised
information sharing across a number of different policy domains in the UK. These include
counter-terrorism, law enforcement and the provision of social benefits (e.g. social
security). This illustrates the complexity and divergent requirements of information
exchange, especially as it concerns the achievement of broader societal objectives.

3.2.3 Information sharing and national security

Miller (2005, p. 14) highlights similar tensions with respect to information sharing
between the law enforcement and intelligence communities, as with the War on Terror:
as he puts it, ‘criminal intelligence is governed by constitutional rules of evidence [while]
national security is not’. These two communities do not have the same legal training and
skills, and from this arise cultural differences including: interest in sharing information,
extent of secrecy about information, and level of detail of information.

Willis et al (2009) also discuss information sharing with respect to national security
efforts to protect critical physical infrastructures. This infrastructure protection domain
also requires extensive information sharing between the public and private sector. Willis
et al (2009) note the perception that the private sector is concerned about what happens
to information once it reaches the public sector. This focuses on leaks to proprietary
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information, losing customers or investors if vulnerabilities are made public, issues of
liability, and the inadvertent promotion of new regulatory procedures. The public sector
concern is mainly about failure to protect methods and sources. To overcome these
barriers, the authors recommend clearly establishing the relative advantages of sharing
information; consolidating efforts in information sharing (e.g. joint working groups);
being creative in avoiding legal pitfalls; introducing firewalls to limit liability; and
empowering chief security officers.

3.2.4 Information sharing for pharmacovigilance

Others (Pirmohamed and Darbyshire, 2004) have discussed the need for information
sharing in the context of monitoring new drug safety. Systems that, for example, enable
postmarketing surveillance of drugs, could be used as hypothesis-generating tools in
further pharmaco-epidemiological studies. Almenoff et al (2007) provide a modern
example of such systems-based platform that supports prioritisation of safety issues, in-
stream review and data retrieval, aggregate-level analysis of data patterns and
knowledge management. Pirmohamed and Darbyshire also highlight the importance of
sharing information across prescribers, researchers, regulators, the industry and the
general public and that legislation must not discourage sharing of information that is
needed to protect public health. On the other hand, they stress the need for safeguards
for appropriate interpretation of the data in order to avoid potential controversy and
mistrust because of inappropriate focus on potential harms, as was the case with the
measles, mumps and rubella (MMR) vaccine.

3.2.5 Information exchange in the nuclear industry

In 1986, Collins et al argued that ‘similar provisions [concerning information sharing]
should be expected for any nuclear facility or activity where there exists the possibility of
harm in the event of a serious plant malfunction, nuclear accident or radiological
emergency’ (Collins et al, 1986).

Following the Chernobyl accident in 1986, most European countries established or
enhanced their national radioactivity monitoring and information systems. To date, the
most significant safety-related cooperation internationally is through the World
Association of Nuclear Operators (WANO). WANO was formed following Chernobyl to
maximise the safety and reliability of nuclear plant operation. With regional centres in
Atlanta, Moscow, Paris and Tokyo and a coordinating centre in London, WANO links all
115 operators of nuclear power plants in 34 countries. Today, WANO also involves
private sector operators of nuclear power plants, reactor designers and vendors, so that
there is better feedback of experience.

WANO focuses on four major programmes: peer reviews; operating experience; technical
support and exchange; and professional and technical development. WANO peer reviews
are the main proactive way of sharing experience and expertise. They are focused on
operations, not the design (or location) of power plants.

Information exchange on operating experience is the basis of WANQO’s various
programmes. Information and event reports are submitted by each operating
organisation to its regional centre, where they are reviewed for clarity and completeness
and then distributed to all WANO members using an international exchange system. If
particular trends or concerns become evident a Special Operating Events (SOE) report
may be drawn up and circulated, and this has the force of a recommendation arising
from peer review. The type of event reports produced by WANO include:
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- Event Notification report, for reporting significant consequential events even if causes
are not yet fully known, and where immediate action is required to avoid the same
action occurring elsewhere;

- Event Analysis Reports, for reporting significant consequential events once full
analysis has been completed and consequences, together with direct and root causes,
understood;

- Event Topic Reports, for two or more events that contain a similar theme or problem
areas. These reports are prepared by members directly or by WANO regional centres;

- Miscellaneous Event Reports, for events that do not meet the above criteria but which
are likely to be of interest to other members.

3.2.6 Observations

Thomas and Walport (2008) note that the central consideration in regard to the sharing
of personal data is the question of proportionality: when is it proportional to use or share
data? Whatever the circumstances, they emphasise that clear guidance, professional
skills and rigorous training are important in matters regarding the sharing of personal
information.

In the context of hazards and public protection, we found from the literature and
documents that communication among parties is termed ‘information exchange’ rather
than ‘information sharing’. The term ‘information exchange’ implies a two-way
information flow among the participating parties within a formalised framework that
could include special assistance missions in case of an emergency, training programmes,
technical guidance, etc. Information exchange regarding timely implementation of
measures to protect the public against both natural and man-made hazards (e.g.,
typhoons, dam failure, high-volume storage of toxic gaseous materials) and accidents is
a well-established practice.

Having reflected upon the considerations of the ‘why’ that legal issues may pose
challenges for CERTs, we now turn to a summary of specific relevant legal frameworks;
both those that may enable cross-border information sharing and, perhaps more
importantly, those that present challenges.

3.3 Relevant legal frameworks and regulations concerning information sharing
between CERTs

A paper published with regard to legal lessons learned from the ‘cyber attacks’ in Georgia
highlighted pertinent ongoing questions about the relevant legal frameworks applicable to
major incidents affecting national-level CIIs in a cross-border context (Tikk et al, 2008).
Relevant legal lessons in the context of this study?® (which may support cross-border
information sharing) focused on two areas:

e With regard to addressing the problem through legal frameworks covering
criminal justice, two possibilities of relevant legal frameworks apply: international
and national criminal law. International criminal law may have been used as a

29 The NATO CCDCOE report also noted Law of Armed Conflict (LOAC) considerations, namely that
the complexities of attribution and difficulty of measuring the impact of incidents makes it difficult
to determine the applicability of LOAC - namely jus ad bellum (rules governing the criteria for
engaging in armed conflict) and jus in bello (rules governing the conduct of armed conflict). Such
rules might provide justification in international law for any subsequent measures or mitigation
taken to protect or defend against such an attack.
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way to gain political support for the investigation and prosecution of those
responsible if Georgia had ratified the Convention on Cybercrime. National
criminal law in conjunction with a request to the country where the attacks were
identified as originating from under the European Convention on Mutual
Assistance in Criminal Matters and Additional Protocol to the European Convention
on Mutual Assistance in Criminal Matters would be another possibility. However,
given the noted inefficiency, ineffectiveness and reluctance of nation states to
cooperate in public international legal obligations in general (due to the absence
of sanctions) this route would also likely yield insufficient results.

e Another option for management of such major incidents (which implies a degree
of information sharing) is via the legal framework governing ICT more generally.
This might include, for example, obligations on providers of e-communication
networks to provide for the security and integrity of their communications services
(as detailed in Article 13a of the Revised telecommunications regulatory package
2009); provisions regarding the protection of personal data (which creates a clear
understanding of the terms of using data available about the incidents for the
purposes of investigation and further prevention) and legal obligations governing
data retention.

With regard to data collected by CERTs as being useful for prosecutions (Sherman, 2004)
states that e-evidence is either computer generated or computer-stored which means
that its source needs to be ascertained as well as whether it is ‘original’ and therefore
subject to hearsay, or if individuals need to be brought in to re-ascertain the point.
CERTs may interact with various types of evidence which may carry different weight and
credibility.

Sherman (2004) notes that CERT incident analysis procedures have been put in place to
favour this ideal scenario by contacting the right people at the right time and protecting
the evidence. There are examples of where these procedures are not followed, however;
which means it is then harder to bring cyber criminals to justice.

In addition, CERTs also use ‘management information systems’ that include ticketing
systems to allow administrators to keep on top of the progress of incidents.

We now turn to consideration of some specific legal concerns.

3.3.1 Definitions of computer and network misuse

Valeri et al (2005) indicated that significant divergence continued to exist regarding the
definition of different types of computer and network misuse across European Member
States. At the international level, a certain degree of harmonisation has already been
attempted via the Convention on Cybercrime. However, while it was signed by 47
countries, the Convention has thus far entered into force in just 31 countries; only 17 of
these are EU Member States.?® In the European Union, the 2005 Framework Decision on
Attacks against Information Systems 2005/222/JHA brings this into EU law and defines

30 As of July 2011 30 have it in force - 31 including the UK on 1 September: Albania, Armenia,
Azerbaijan, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Denmark, Estonia, Finland, France,
Germany, Hungary, Iceland, Italy, Latvia, Lithuania, Moldova, Montenegro, Netherlands, Norway,
Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, the former Yugoslav Republic of Macedonia,
Ukraine, USA. For a full overview of signatories, ratifications and entry into force, see
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=05/08/2011&CL=
ENG [accessed 22 August 2011]
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minimum sanctions for each type of offence. Nonetheless, full harmonisation of
definitions and sanctions was not achieved (or envisaged) by these initiatives.

This could be perceived as a barrier because in the absence of consistent definitions in
law, there may be difficulties in sharing information - for example, a request from one
CERT to another might be acted upon, only to find that in the third country jurisdiction
the type of misuse being identified is not prohibited by law, or the maximum permissible
sanction is so low as to make it more trouble than it is worth. Although this is primarily a
law enforcement and prosecution concern, a possible secondary effect may be that
CERTs are dis-incentivised to invest in information exchange if they see that no action is
taken.

Similarly, CERTs need to take into account the sometimes broad definitions of certain
types of cyber crime, including for example the definitions of illegal access to information
systems (hacking), illegal system interference, and illegal data interference (e.g. see
Vermeulen and De Bondt, 2009). This presents a dual challenge to them: in the absence
of formal investigative mandates, there is a risk that activities they have engaged in to
obtain or exchange information may themselves qualify as illegal activities as illegal
activities, both tainting the information for further use by other CERTs or investigative
bodies, and opening them up to legal liabilities. The risk of personal legal liability
becomes greater when CERTs have no clear mandate from their national government to
conduct specific investigations or collect new information, as this implies that their
actions or requests have no official authority or basis in law. Thus, CERTs need to make
sure that the information in their possession is lawfully obtained. In case of doubt, they
are unlikely to make the information available to other CERTSs or third parties.

The Framework Decision on Attacks Against Information Systems 2005/222/JHA is
expected to be repealed and replaced in the course of 2011 by a new Directive on
Attacks against Information Systems,** which intends to provide closer harmonisation of
the definitions and penalties related to certain types of crimes, and focuses on newer
types of cyber crime, such as the use of botnets. However, as a Directive (which
inherently leaves a margin of appreciation with respect to national implementation), it is
not yet clear to what extent this will be capable of aligning national laws. Additionally,
the Directive also aims to strengthen the existing structure of 24/7 national contact
points, which should improve and facilitate cross-border communication.

3.3.2 The European legal framework governing data protection and
privacy

Perhaps the most often quoted and arguably most pertinent example of a legal
framework having an implication with respect to incident response is law governing
privacy and personal data protection. This challenge is not necessarily unique to one
country or another: the question of achieving a ‘balance’ between meeting legal
obligations concerning privacy of user and subscriber data versus network security
obligations is by no means unique to Europe.

In Europe this boils down to the complexity of the implementation of the regulatory
framework governing the use and protection of personal data.

We use the term ‘European legal framework concerning the use and protection of
personal data’ to refer collectively to data protection and eprivacy regulations, as

31 For the current draft, see Council of the European Union, 24 February 2005.
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regulated by the Data Protection Directive 95/46/EC, the Electronic Communications
Privacy Directive 2002/58/EC as amended by the Citizens Rights Directive 2009/136/EC
(‘ePrivacy Directive 2002/58/EC’) their national transpositions and associated instances
of policy implementation.>?

Evidence from the interviews suggests that the provisions regarding personal data
(specifically IP addresses) are overly burdensome and present a clear barrier to CERTs
exchanging data. This problem is exacerbated by the uneven interpretation at the
Member State level, which is the key challenge. This is borne out by a recent study
commissioned by the European Commission Directorate General Information Society and
Media (Graux, 2011, p. 40) which described the different circumstances under which IP
addresses have been qualified as personal data. According to this report,

‘the trend at the aggregate level is clearly to take a broad interpretation and to
qualify IP addresses as personal data when there is any likelihood of the IP
address being linkable to a natural person on the basis of the available
infrastructure (specifically additional information such as log files) or on the basis
of the intended or expected use of the IP addresses (specifically the intent to
identify a subscriber). Rulings to the contrary tend to relate mainly to cases where
the judge (rightly or wrongly) believes that such use is not reasonably possible or
likely.’

Thus, whenever IP addresses are to be exchanged between CERTs, data protection law is
likely to be found applicable.

This can, however, put CERTs in a complicated position. Specifically, if CERTs manage to
obtain information that may lead to the identification of a harmful actor (e.g. logged IP
addresses, traffic data, usernames/passwords, deep packet inspection), it is likely they
will have to comply with the provisions of national data protection laws. Moreover, it is
quite likely that they may not be permitted to exchange this information freely with other
CERTs (or other third parties), as it qualifies as personal data that may not be processed
without appropriate justifications as described in Article 7 of the Protection Directive
95/46/EC. Furthermore, it should be noted that some Member States®® have
implemented specific legal protections with respect to judicial information, which will be
subject to additional safeguards under applicable national law. Ignoring these obligations
may result in the information being rejected by a court as being unlawfully acquired, thus
undermining any subsequent investigations. This applicability of specific protections is
subject strictly to national laws, meaning that CERTs may be confronted with diverging
national restrictions.

Several instances of this problem were mentioned in the aforementioned IP addresses
report, which contained a sample of 49 cases in which IP addresses had been processed.
In 41 of these cases, the IP addresses were considered by courts to be personal data,

32 For example, intervention by national independent supervisory authorities, or the authoritative
Opinions of the Article 29 Working Party, which was established through the Data Protection
Directive and acts as an independent European advisory body on data protection issues.

33 For example in Belgium, where Article 8.1 of the Privacy Act contains a prohibition in principle on
the processing of personal data concerning disputes presented to courts or administrative tribunals
with respect to suspicions, prosecutions or convictions relating to crimes, or with respect to
administrative sanctions or security measures. A comparable rule is enshrined in Section 21 of the
Italian Personal Data Protection Code.
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which has led to evidentiary material being rejected in a number of instances (Graux,
2011).

Cormack (2011) discusses the implications of Article 7 of the Data Protection Directive
95/46/EC regarding the sharing of IP address data. Specifically, it should be noted that
the collection and analysis of data for internal uses within a CERT is a separate purpose
from the sharing of information with third parties. Thus, even if a CERT can successfully
explain why it has a mandate to process IP addresses under its national implementation
of Article 7, this does not necessarily imply that the sharing of such personal data with
third parties is also lawful. This issue is made even more complicated by the cross-border
aspect, where a CERT may not have a clear insight in the exact nature and competence
of the third party who would receive the information. Indeed, CERTs would need to be
aware of what the limits of their mandate are, and what this implies with respect to the
processing (including the sharing) of personal data, including potentially of IP addresses.
CERTs should naturally be cautious on this point, as a violation of national data
protection rules may expose them to liability, or invalidate their efforts by tainting the
legal validity of the data as evidence, as commented above.

However, the activities of CERTs may also be regarded in the light of meeting security-
orientated objectives of the European legal framework governing privacy and data
protection: namely the obligation to provide for security of storage and processing. This,
however, depends largely on their mandate and remit, and specifically whether they have
been given official authority to investigate incidents and exchange data. Furthermore, it
must also be recognised that the exchange of information (including in cross-border
scenarios) should not be examined as a risk to the fundamental right to privacy, without
also acknowledging that these exchanges are a precondition for responding effectively to
ICT incidents and thereby supporting the exercise of other rights enshrined in the Charter
of Fundamental Rights of the European Union, such as for example the protection of the
integrity of the person and freedom of expression.

Two additional relevant legal texts are the frameworks for electronic communications
(the aforementioned ePrivacy Directive 2002/58/EC and Directive 2006/24/EC on the
retention of data generated or processed in connection with the provision of publicly
available electronic communications services or of public communications networks and
amending Directive 2002/58/EC (‘Data Retention Directive 2006/24/EC’). Collectively,
these texts govern the data that may be (or is required to be) stored by providers of a
publicly available electronic communications service such as ISPs and telephone
companies. Under the Data Retention Directive, this includes for example the data
necessary to trace and identify the source of a communication (user ID, IP address and
(if applicable) phone number), similar data with respect to the destination of the
communication, and data necessary to identify the date, time and duration of the
communication.®® Thus, they serve as a common basis at the European level to
determine which information is likely to be available with such service providers
established in the European Union. However, the harmonising effect of the Data
Retention Directive should not be overestimated, as its implementation in practice has
been ‘met with serious legal resistance in a number of Member States’ (Brown, 2010).
Procedures raising constitutional objections against the national legislation proved
successful in the Czech Republic, Germany and Romania, causing data retention laws to
be annulled in these countries. Furthermore, significant differences remain between the

34 5ee Article 5 of the Data Retention Directive for a full list.
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Member States’ laws on the exact scope of retention obligations (both with respect to the
categories of information and retention periods), as well as the procedures for obtaining
access to such data.?® Thus, further harmonisation in this area may be required in the
future.

In addition, the aforementioned amendment in 2009 of the ePrivacy Directive
2002/58/EC has introduced a data breach notification obligation, requiring providers of a
publicly available electronic communications service to notify national supervisory bodies
of any ‘breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed in connection with the provision of a publicly available electronic
communications service in the Community’ (Revised Telecommunications Regulatory
Package , 2009, articles 3 (a) and 2 (h)). The provider is additionally required to notify
the customer or subscriber, if the breach is likely to adversely affect the personal data or
privacy of a subscriber or individual. While certain exceptions to these rules exist, they
are nonetheless a useful principle for CERTs, as they provide red flag indications of when
incidents have occurred, and what their impact may be.

However, the right to access this data (including by national/government CERTS) is not
harmonised by these texts. Article 4 of the Data Retention Directive 2006/24/EC directly
stipulates that retained data

‘are provided only to the competent national authorities in specific cases and in
accordance with national law. The procedures to be followed and the conditions to
be fulfilled in order to gain access to retained data in accordance with necessity
and proportionality requirements shall be defined by each Member State in its
national law, subject to the relevant provisions of European Union law or public
international law, and in particular the ECHR as interpreted by the European Court
of Human Rights.’

Thus, there is more limited harmonisation on the issue of accessibility (and none at all
with respect to exchange of information) than on the issue of data collection, other than
the requirement to make data available only to ‘competent national authorities.” Thus,
once again, the mandate of CERTs will be a critical factor. Finally, it should be noted that
these obligations only apply to ‘providers of a publicly available electronic
communications service’; thus, operators of closed or private networks will not be subject
to these rules.

3.3.3 Freedom of information and public sector re-use of information
legislation

There are varying interpretations and implementations of freedom of information (FoI)
legislation across Europe. Freedom of information legislation governs the right or
possibility of public sector authorities to make certain information available, upon
request, to citizens to support accountability and transparency.

Rules with respect to Public Sector Re-use of Information (PSI) can also impact the
operation of CERTs under some circumstances. In Europe, this issue is regulated by the

35 See the April 2011 Evaluation report on the Data Retention Directive;

http://ec.europa.eu/commission 2010-
2014/malmstrom/archive/20110418 data retention evaluation en.pdf [accessed 22 August 2011]
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Directive 2003/98/EC on the re-use of public sector information (‘PSI Directive
2003/98/EC’). This Directive does not provide a generic right to access or re-use PSI;
rather, it determines the obligations that apply when public sector bodies choose to make
their PSI available, and what the rights of re-users are. For CERTs, this can be relevant
when requesting permission to re-use information which is made available by public
sector bodies, or inversely when they themselves are public sector bodies and make their
own information available for re-use. In these circumstances, the PSI Directive provides
a common framework for the rights of re-users, which could theoretically support the
exchange of information. In practice, however, the impact of this framework is likely to
be very limited for CERTs, primarily because the information which directly relates to
security incidents that fall within their remit is unlikely to be made available for re-use.

Anecdotal evidence from interviews of those involved in incident response indicated that
in regard to Fol, there was the possibility that those sending material had to mark it as
‘exempt from onward Fol disclosure’ in order to maximise discretion in exchanging
information. Establishing how to do so legally required the support of specific legal
expertise.

3.3.4 Criminal procedure

In the section above on definitions of computer and network misuse, we outlined the
importance of current cyber crime legislation, and its potential impact on the activities of
CERTs. However, it should be noted that other provisions of criminal law may also have
an impact on the operations of CERTSs.

Criminal procedural law is a key example of this, as it covers the various investigative
competences and procedures in a given country, as well as the rules of procedure during
criminal trials. At the European level, harmonisation of these rules is fairly limited and
fragmented. The aforementioned Convention on Cybercrime contains a section on
procedural law (Section 2 of the Convention), which provides a certain degree of
harmonisation with respect to specific investigative measures in relation to cyber crime
(specifically expedited preservation of stored computer data, production orders, search
and seizure of stored computer data, and the real-time collection of computer data).
However, no comparable harmonisation initiatives exist at the EU level, meaning that
rules and procedures for investigative measures may vary widely between the Member
States.

This also implies that CERTs may not be able to avail themselves of the same tools to
collect information, provided that these rules are even applicable to them (which will
vary, depending on the status of a CERT as being a public body with law enforcement
competences). Even when rules exist in all Member States, it is important to note that
the harmonisation afforded by the Convention on Cybercrime is limited. For instance, it
does not provide rules on the safe storage of seized information while investigations are
being conducted. This implies that information which was lawfully stored by a CERT in its
own country may not satisfy the legal requirements for safe storage in a different
country, which could lead to the information being considered as unreliable evidence in a
criminal proceeding. Such regulations with respect to the evidentiary value of information
in criminal procedures remain largely a matter of national sovereignty.
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It should be noted, however, that the European Union has increasingly adopted measures
to improve judicial cooperation in criminal matters,3® including specifically through the
assistance request and information exchange mechanisms established by the Council Act
of 29 May 2000 establishing in accordance with Article 34 of the Treaty on European
Union the Convention on Mutual Assistance in Criminal Matters between the Member
States of the European Union (Convention on Mutual Assistance in Criminal Matters,
2000) establishing the Acts adopted under Title VI of the EU Treaty, Council Framework
Decision of 30 November 2009 2009/948/JHA on prevention and settlement of conflicts
of exercise of jurisdiction in criminal proceedings (Council Framework Decision on
Exercise of Jurisdiction 2009/948/JHA). Specifically with respect to cyber crime, it is
worth noting that the Framework Decision on Attacks Against Information Systems,
2005/222/JHA required the establishment of 24/7 contact points in all Member States to
facilitate the exchange of information. These provisions are expected to be retained and
even strengthened in the anticipated Directive on attacks against information systems,
which is set to replace the Framework Decision in the near future, and which will
introduce an obligation for the contact points to respond to urgent information requests
within eight hours (among other things). As with the procedural law rules above,
however, the utility of these cooperation frameworks to CERTs depends largely on their
own status, as this determines if they can directly avail themselves of the provided
information exchange mechanisms.

3.3.5 Intellectual Property Rights

An ancillary body of law that may affect CERTs’ ability to collect and exchange
information is the domain of intellectual property rights. In the absence of a specific
mandate as a law enforcement body, CERTs are not exempt from intellectual property
rights, including copyrights, trademarks, patents and sui generis database rights as
established under EU law. The scope of application of these rights can be very broad,
with the line between protected and unprotected information being particularly blurred in
the case of copyrights (Directive 2001/29/EC on the harmonisation of certain aspects of
copyright and related rights in the information society; Directive 2009/24/EC on the legal
protection of computer programs; Directive 2004/48/EC on the enforcement of
intellectual property rights, 29/04/2004) and sui generis database rights (Directive
96/9/EC on the legal protection of databases), as these do not require any prior
registration. Thus, CERTs need to be aware that the duplication and dissemination of
certain types of information (including many creative works and collections of data, such
as log files) may be a breach of a third party’s intellectual property rights. Obviously, this
issue may also apply to the exchange of software that was supposedly used in a specific
incident or investigation. This implies the need for access to specialised legal expertise to
assess these questions, which may not be readily available to CERTs, for whom this is
not likely to be considered a core competence.

3.3.6 Confidentiality obligations toward third parties

Apart from the intellectual property provisions mentioned above, the dissemination of
information can also be controlled through confidentiality obligations, which can take a
multitude of forms. Information may be provided to a CERT under formal or informal
obligations of confidentiality. For instance, an ISP may make its voluntary cooperation
with a CERT conditional on the secrecy of any incidents it reports, by establishing a non-

36

See
http://europa.eu/legislation _summaries/justice freedom security/judicial cooperation in_criminal
matters/index en.htm [accessed 22 August 2011]
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disclosure agreement, for example. Even in the absence of formal contractual obligations,
information may be protected by trade secrecy rules, or it may be provided under the
cover of whistle-blowing arrangements, which may serve as a legal impediment to the
CERT for making the information available to other parties. These are challenges which
are not formally regulated at the European level, and which may not even have a formal
legal basis at the national level (e.g. non-disclosure agreements may be purely
contractual in nature). Nonetheless, they can act as a strong disincentive for the
exchange of information to a CERT.

3.3.7 Determining applicable law

A horizontal issue (irrespective of the qualification of an incident or the nature of the
information to be exchanged) is the difficulty of determining applicable law (through rules
of private international law) and of identifying competent law enforcement bodies/courts
for any given incident. Since the focus of this study is on international information
exchange, the main question is how applicable law and jurisdiction can be determined for
incidents with cross-border aspects. In practice, it is not uncommon for multiple
countries to claim jurisdiction in such cases (e.g. incidents where a criminal from country
A victimises a person in country B using equipment situated in countries C, D and E).
This represents a challenge to CERTs as well, since it may be difficult or even impossible
for them to determine which country should claim competence and investigate, and thus
who might reasonably be entitled to receive the relevant information. Under the
application of the ne bis in idem principle (a criminal law application of the double
jeopardy rule in common law systems), criminals cannot be convicted by multiple courts
for the same offence; thus, in practical terms, only one country needs the information to
initiate proceedings.

As an example, one might consider a fraud case initiated through a false identity profile
on a social networking website, in which a CERT has obtained the IP addresses of the
suspect (as assigned by his ISP) from the social network operator. It is perfectly possible
for the suspect and victim to have different nationalities or residences, and for the ISP
and the social network to be established in other countries (all of which may be different
from the country in which the CERT operates). Law enforcement bodies from each of the
countries involved could then contact the CERT to obtain this information, as they all
have at least some basis for claiming jurisdiction under the rules of the aforementioned
Framework Decision on attacks against information systems, as will be discussed further
below. For a CERT, it will be practically impossible to determine in advance which law
enforcement body (if any) will ultimately pursue a criminal case, and which body should
thus get access to the information.

In practical terms, once prosecutors or investigators have decided that an incident is
covered by their national laws and that they will act on the incident by requesting data
from a CERT, the CERT will have little alternative but to respond to these requests, even
if they would receive multiple requests from prosecutors or investigators in several
countries. Formally, a CERT is not under any strict obligation to respond to information
requests from other countries if it is not subject to the laws of the country of the law
enforcement body (since the law enforcement body has no way to exert competence over
the CERT). However, not responding could still be legally risky for a CERT: it could be
sued (criminally or civilly) in the law enforcement body’s country for refusing to assist in
a crime investigation; or it could even be sued in its own country (again, criminally or
civilly) if the refusal would be a violation of national laws. Thus, a refusal to comply with
information requests from law enforcement bodies in other countries may in principle
lead to the CERT's liability.
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To some extent, this problem has been addressed through specific policy initiatives in the
European Union. Similarly to the Convention on Cybercrime, the Framework Decision on
Attacks against Information Systems 2005/222/JHA contains an explicit rule (Article 10)
determining jurisdiction for incidents covered by the Decision, including rules for
resolving any conflicts that occur when multiple Member States can claim jurisdiction.
However, the rule is relatively vague and depends on good faith cooperation between the
Member States: in case of conflicts, the Member States involved are to ‘cooperate in
order to decide which of them will prosecute the offenders with the aim, if possible, of
centralising proceedings in a single Member State’. While a few factors are provided to
guide these discussions (notably the territory where the incident has occurred, the
nationality of the perpetrator, and the location where (s)he was found), none of these is
binding.

Thus, a margin of appreciation and negotiation exists, which is in line with broader
jurisdictional principles established under EU criminal cooperation rules.?” This provides a
certain degree of flexibility to the Member States and to prosecuting bodies. However,
this flexibility comes at the expense of legal predictability, which may hamper the efforts
of CERTs, as they will generally not be able to determine with certainty whether their
efforts will be able to result in prosecutions under their own national laws, and (more
importantly) what the value of their efforts will be if cases will ultimately be brought
before a court outside their own jurisdiction.

3.3.8 Mandate and competences of the CERT

As has been frequently noted, a recurring question is the issue of limitations to national
or governmental CERT mandates. Not all CERTs will have a mandate to intervene in any
type of computer emergency. This may result from their operating rules and frameworks
depending on the legal basis of their formation (e.g. as independent entities or as part of
an interior or economic affairs ministry). Their activities may be restricted to specific
networks, specific geographies, specific companies or sectors, or specific types of
incidents. Overstepping their bounds by exchanging information with a third party
unrelated to their remit may result in evidence being tainted and/or the CERT risking its
liability. The specific aspects of how the mandate and competencies of
national/governmental CERTs may affect cross-border information exchange are detailed
below.

We now turn to the specific considerations and implications for CERTs of different legal
factors associated with cross-border information exchange.

3.4 Overarching factors relevant for CERTs

In this section we present evidence concerning some overall factors or concerns which
bear upon the different legal and regulatory aspects that may become apparent. These
concerns include the legal basis of the CERT to act and the experience and governance of
information exchange.

37 See notably Council Framework Decision 2009/948/JHA of 30 November 2009 on prevention and

settlement  of  conflicts of  exercise of  jurisdiction in criminal proceedings,

http://europa.eu/legislation summaries/justice freedom security/judicial cooperation in_criminal
matters/jl0021 en.htm [accessed 22 August 2011]
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3.4.1 The legal basis of the CERT to act

The primary legal concern of a CERT is its mandate to act; in other words under whose
authority and with what scope it should operate.® As this study has the main focus on
national/governmental CERTs, it raises a question about the extent to which
national/governmental CERTs can influence the resolution of issues relating to matters
outside their jurisdiction.

Chisholm-Smith (2006) also notes that there may be a failure of duty to act if the CERT
did not do something to address or alleviate a problem detected upon its networks. This
might be especially pertinent with regard to the case of national/government CERTs that
have a particular national security remit.

ENISA (2006c) identified the four most common legal bases for CERTs, motivated by
involvement of funds, fulfilling legal requirements or for the exchange of sensitive data.
These are:

1. Non Disclosure Agreement (NDA) - a legal contract between two parties which
outlines confidential materials or knowledge the parties wish to share with one
another but wish to restrict from general use;

2. Memorandum of Understanding (MoU) - a legal document describing a bilateral
agreement between two parties expressing a convergence of will. Lacking the
binding power of a contract, a MoU is a more formal alternative to a ‘gentleman’s
agreement’;

3. Contract (common in Managed Security Service Providers) - a promise or
agreement, breach of which is recognised by the law and for which there are legal
remedies. Legally, performance of a contract is considered as a duty;

4. Terms of Reference - a document describing the purpose and structure of a
specific project (for example, to establish a CERT).

Evidence from an interviewee also indicated that sometimes certain activities associated
with the work of national/governmental CERTs may be delegated to other CERTs.3®

38 Anonymous interviewees: 04/05/2011 and 11/07/2011

39 Anonymous interviewee 11/05/2011
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Figure 3 indicates that most of the respondents had some kind of solid basis (such as
regulatory, own statutes or specific contractual arrangements).

Figure 3: Established basis of CERTs

31%

7%

E It has a regulatory basis, such as a law, decree,
ordinance, etc.

@ It acts autonomously on the basis of its own
statutes, e.g. as a non-profit expertise centre.

O It acts under specific contractual arrangements with
other stakeholders ...more

@ Don’t know

@ Other (e.g. It has an official mandate given by the
Ministry responsible for information security or
agreement between different governmental
bodies while still working on the regulatory basis)

Source: RAND Europe and time.lex questionnaire (2011) n = 23
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As Figure 4 indicates, of those participants responding, there is a high degree (70%) of
autonomy with regard to incident response tasks; that is to say, they were independent
of direction from another authority about what activities they performed.

Figure 4: Autonomy of organisation when conducting incident response interventions

B Independent

B Don’t know
10%

O Not independent (please
indicate nature of
dependency)

Source: RAND Europe and time.lex questionnaire (2011) n = 20

Within the teams, as Figure 5 illustrates, half of respondents indicated their team was
composed of principally technical expertise. A minority (16%) reported having legal
expertise within their team. Respondents were able to indicate they had more than one
type of expertise.

Figure 5: Composition of teams

B Management expertise
@ Technical expertise

O Legal expertise

Source: RAND Europe and time.lex questionnaire (2011) n = 23
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The initiator of intervention stems from a range of sources including requests from other
stakeholders, law enforcement or on the initiative of the team themselves. As can be
seen in Figure 6, incident response generally comes at the behest of non-law
enforcement stakeholders or on the organisation’s own initiative.

Figure 6: Sources of intervention

4%
@ By a request from law
enforcement bodies

@ By a request from
commercial entities or

35% stakeholder organisations

O By a request from private
citizens

@ At your organisation’s own
initiative

@ Don’t know

15%

Source: RAND Europe and time.lex questionnaire (2011) n = 23
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Moving to the types of incidents, respondents as shown in Figure 7 mainly (67%)
indicated that they were involved with general ICT incidents, which perhaps reflects their
‘security’ role rather than crime investigation role (i.e. they were not able to make a
determination whether an incident was criminal or civil in nature).

Figure 7: Types of incidents

7%

M Civil cases

@ Administrative cases

B ICT incidents in general (independent
of their legal qualification)

@ Don’t know

@ Other (e.g. those affecting our
constituency or general cyber threats
to industry and government

67% networks)

Source: RAND Europe and time.lex questionnaire (2011) n = 23

Initial Edition 1.0 November 2011



X x

48 ¥ *; A flair for sharing - encouraging information
e enisa exchange between CERTs
* European Network
x and Information
x Security Agency

3.4.2 Experience of cross-border information exchange

Figure 8 indicates that the majority of respondents (58%) have been involved in some
kind of cross-border information exchange, frequently on a very regular basis (more than
once a month). Still, in 5% of CERTs no cross-border information exchange has ever
occurred.

Figure 8: Experience of cross-border information exchange

5%

@ never happened yet

@ less than twice per year

O two to six times per year

@ six to twelve times per year

58%
@ more than once a month

Source: RAND Europe and time.lex questionnaire (2011) n =23
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3.4.3 Governance of information exchange in CERTs

Whether organisations are responding to requests for information exchange, seeking
legal advice from lawyers external to the organisation is a minority practice amongst
respondents (12%), as Figure 9 illustrates. More typically, they would seek advice from
lawyers internal to the organisation (35%). Quite regularly, the respondents do not seek
any legal advice (29%) or they consult guidelines (whether official or developed by the
organisation) (24%). To some extent, this relatively low rate of legal consultation may
relate to the fact that they are making repeated similar requests; in such cases, it is
conceivable that legal advice is only sought for the first instance of a request, but not for
later requests that are not substantially different.

Figure 9: Use of advice or guidance when responding to information requests

@ Yes, we consult with the internal
lawyers in our organisation

@ Yes, we consult with external lawyers

O Yes, we have an internal general
guideline/policy document on legal
issues that we can consult

@ No

Source: RAND Europe and time.lex questionnaire (2011) n = 16
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While the situation is similar with regard to obtaining legal advice when issuing requests,
as shown in Figure 10, respondents reported that legal advice is even less likely to be
sought (56%). When it is sought, it is not through guidelines but mainly through lawyers
internal (25%) or external (19%) to the organisation. No respondent indicated that they
had an internal guideline or policy document on legal issues.

Figure 10: Legal advice when preparing requests

56%

@ Yes, we consult with the
internal lawyers in our
organisation

@ Yes, we consult with
external lawyers

H No

Source: RAND Europe and time.lex questionnaire (2011) n = 16
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Even when legal advice is sought, as Figure 11 shows, the legal value of the information
does not tend to be assessed (only 14% of respondents do when they are responding to
requests), and is even more rarely supported by clear assurances (only 7% of
respondents do).

Figure 11: Assessment of legal value when responding to requests

7%

@ Legal value is not assessed, and we
provide no assurances

@ Legal value is assessed, but we
provide no assurances

O Legal value is assessed, and we
provide assurances

Source: RAND Europe and time.lex questionnaire (2011) n = 16
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Figure 12 shows that there was slightly more consideration given to the legal value when
requests were prepared by the respondent’s CERT. Here one-third of respondents
indicated they undertook some form of assessment of the legal value, and a minority
(8%) reported that they provide assurances.

Figure 12: Assessment of legal value when information requests are prepared

8%

@ Legal value is not assessed, and
we provide no assurances

[ Legal value is assessed, but we

33% provide no assurances

59%

O Legal value is assessed, and we
provide assurances

Source: RAND Europe and time.lex questionnaire (2011) n = 12

Trust was cited by a couple of respondents as being of primary importance to information
sharing, implying that legal concerns are only secondary. This was supported by several
of the KlIIs, who noted the importance of face-to-face meetings such as TF-CSIRT to
establish credibility and enhance trust. They also indicated a perception that the
intervention of legal experts introduced a degree of friction in informal cooperation.

Concerns over untrustworthy peers gaining from disclosed information is borne out by
evidence from elsewhere regarding the factors which may incite individuals or
organisations to disclose breaches (e.g. Gal-Or and Ghose, 2004) and also the regulatory
framework concerning the disclosure of breaches (e.g. Article 13a of the Revised
Telecommunications Regulatory Framework 2009 and proposed inclusion of a similar
breach notification requirement in the review of the European legal framework
concerning privacy and data protection).
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Figure 13 indicates the proportion of respondents indicating that they did, did not or did
not know whether they used specific mechanisms to govern information exchange. As
can be clearly seen, confidentiality agreements or non disclosure agreements are by far
and away the most popular, followed by non-binding measures such as MoUs or the TLP

(Stikvoort, 2009).

Figure 13: Mechanisms governing information exchange

100%
90%
80%
70%
60%
50%
40%
30%

" ENo

20¢
@ Don't Know

10% @ Yes

0%

Privacy policiesor Confidentiality Service contracts ~ Gentlemen'’s

Restrictions based  Protocols or Policies that

Accreditations by

privacy agreements or concluded by agreements / on your Codes of Conduct permit/restrict ~anindependent
statements Non-Disclosure your organisation, Memoranda of  organisation’s  ondata sharing data sharing trusted body
Agreements  including Service Understanding mandate or thatare used based on
(NDAs) Level Agreements statute towards other  compliance with
towards your organisations standards (e.g.
customers/users suchas CERTs or 1SO 2700x
law enforcement standard
bodies, e.g. Traffic compliance)
Light Protocol
(TLP)
Source: RAND Europe and time.lex questionnaire (2011) n = 18
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Given the noted importance of international cooperation (Silicki and Maj, 2008)
respondents were asked about their participation in various international initiatives or
communities. Figure 14 indicates an overwhelming (87%) degree of participation in
national and international networks such as EGC, TF-CSIRT and FIRST.

Figure 14: Participation in national or international networks

4%

EYes
E No

O Don't know

87%

Source: RAND Europe and time.lex questionnaire (2011) n = 23
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These networks were reported to have varying goals, as indicated in Figure 15.

Figure 15: Reported goals of national and international networks

2%

[ Sharing expertise

@ Collaborating in investigations

@ Providing contacts in case of
incidents

7%

@ Poolingresources

[ Raising awareness

O Other, please specify

Source: RAND Europe and time.lex questionnaire (2011) n = 23

3.5 Specific legal factors

There is a reported lack of familiarity with the indicated international harmonisation
initiatives: fewer than a quarter of respondents ever expressed having some familiarity
with specific initiatives regarded and listed of relevance in our questionnaire.

There is also a low awareness overall of the existing guidelines concerning legal factors
associated with information sharing (ENISA 2010b), which is more or less evenly
distributed across the various guidelines. Only around 15% of respondents report ever
being aware of specific guidelines.

It is worth noting here that the questionnaire did not cover a number of national-level
laws which respondents felt to be key to their field: data protection law (e.g. the Spanish
LOPD (Data protection) Law*® - which consider the IP as personal data, data breach
notification law (e.g. the US Protected Critical Infrastructure Information (PCII)

40 Organic Law 15/1999 of 13 December 1999 on the Protection of Personal Data (LOPD), (Ley
Orgénica 15/99 de 13 de Diciembre 1999 de Proteccién de Datos de Caracter Personal (LOPD),
Available from:
http://www.boe.es/aeboe/consultas/bases datos/doc.php?coleccion=iberlex&id=1999/23750
[accessed 22 August 2011]
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Program*! that protects certain information from Freedom of Information requests*?)

(DHS, 2011) and information security law (e.g. the German Act to Strengthen the
Security of Federal Information Technology of 14 August 2009) (BSI, 2009)

Privacy and data protection legislation is regarded as the most important legal aspect
concerning information sharing across the literature, interviews and online questionnaire.
More specifically, the broad scope of the personal data concept causes real challenges in
practice, as it can cover a large number of data types commonly collected and exchanged
by CERTs (IP addresses, usernames/passwords, attack profiling, payment information,
etc). The uneven interpretation of Article 29 Working Party guidance on IP addresses
may also contribute to this perception (Graux, 2011). Other difficulties include the
differences between laws in different countries, and the law profession’s lack of
understanding of IT and security incidents in particular.

For example, in the United States, Burnstein (2007) identifies that relevant legal
provisions governing privacy of communications (the Stored Communications Act (USC,
2000)) may affect the sharing of network traffic data — necessary to provide researchers
and network operators with ‘much needed insight’ to develop defences against highly
distributed attacks (such as those perpetrated by botnets) against network
infrastructure.

3.5.1 Knowledge of relevant national and international legal frameworks
Respondents were asked to indicate their familiarity with national law regarding a
number of different legal frameworks that were considered to play a role in CERT
activities. As may be assumed, awareness of the definitions of computer misuse, legal
obligations to work with law enforcement authorities; privacy rules; data retention rules
and national security obligations ran high amongst respondents.

41 Critical Infrastructure Information Act of 2002 Department of Homeland Security, USA. Available
from: http://www.dhs.gov/xlibrary/assets/CII Act.pdf [accessed 22 August 2011]

42 protected Critical Infrastructure Information (PCII) Program. Department of Homeland Security,
USA. Available from: http://www.dhs.gov/files/programs/editorial 0404.shtm [accessed 22 August
2011]
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Figure 16 indicates the respective degree of familiarity with relevant national law
reported by respondents to the questionnaire.

Figure 16: Familiarity with pertinent national laws
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Source: RAND Europe and time.lex questionnaire (2011) n = 18
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Respondents were also asked about familiarity with

international

harmonisation

initiatives, across the same legal frameworks as shown in Figure 17. Examples include
the Convention on Cybercrime and the legal framework governing privacy and data
protection (including the Data Protection Directive, 95/46/EC). The purpose of this was to
see the extent to which harmonisation (or lack thereof) played a role - if the level of
awareness between national and international initiatives for the same legal domains was
the same, this would suggest a high degree of harmonisation. As it turned out, there
would appear to be more uncertainty concerning international harmonisation initiatives.
Except for definitions of computer misuse, the legal framework governing privacy and
data protection and data retention regimes, at least 50% of respondents indicated no
familiarity with the remainder of international initiatives.

Figure 17: Familiarity with international harmonisation initiatives
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Source: RAND Europe and time.lex questionnaire (2011) n = 17
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3.6 Transmitting and responding to information sharing requests

As can be seen from Figure 18, there are different legal frameworks that appear to be a
concern when issuing requests to other peers. This gives a clear indication that privacy
and data protection rules are more often than not cited by the respondents as a reason
to decline requests for information. Furthermore, other legal frameworks pertinent to the
activity of national/governmental CERTs (such as national security rules, or data
retention, which governs serious and organised crime) are also more often than not cited
as a reason to decline requests from peer CERTs.

Figure 18: Prevalence of different legal frameworks cited as a factor when receiving
requests from peers
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Source: RAND Europe and time.lex questionnaire (2011) n = 14

We now turn to the question of those legal aspects cited when the organisation is
preparing its own requests to send on to others. Figure 19 indicates that there was less
inconsistency between different legal frameworks cited as reasons not to transmit
information from the CERT (i.e. where the CERT had obtained or been given legal advice
prior to the transmission of information to a peer). This finding in particular is important:
it shows that in general, from the CERTs responding to this questionnaire, there is a
difference in the extent of legal understanding prior to the onward transmission of data
(otherwise this would be similar to the previous figure concerning the extent to which
different legal frameworks are assigned as justification by peers). Although it may be
seen that the preparation of a request is less risky from a legal perspective (since the
originator of the request may not be held liable for simply asking) nonetheless, it may
illustrate the potential for difficulties in the cross-border exchange of data.
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Figure 19: Prevalence of different legal frameworks cited as a factor when preparing requests
to pass information to others
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Source: RAND Europe and time.lex questionnaire (2011) n = 13

As Figure 19 illustrates, there is more consistency about legal frameworks in the
transmission of information to peers. This means that the different legal frameworks
identified earlier as relevant are, more often than not, cited less as a barrier to preparing
requests for peers. It is clear from this data that, when legal concerns are invoked,
national security rules, rules regarding working with law enforcement and data protection
considerations are by far the most important.

Nonetheless, both sides of the coin regarding cross-border information sharing (the
transmission and response to requests) seem to converge on a few key legal factors,
which are obvious when we consider the overall constituency and stakeholders for this

study:
e Law enforcement
e National security
o Data protection & privacy
o Data retention regime.

The asymmetry of findings between the two sets of responses to the questions above
(Figure 18 and Figure 19) highlights some interesting further questions about the
operational realities of information sharing. These data would appear to show that
respondents considered their own organisation to be on the whole more flexible when it
comes to complying with information requests, despite legal issues, than when they try
to request information from their peers. There may be a number of possible interrelated
reasons for this:

e Self-selection bias - respondents may have been representative of the most

active and cooperative teams;
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e Respondents may simply not have been aware of instances where their
organisation had declined an information request. However, this may lead to a
more serious implication since the majority of respondents were heads or team
leaders, raising questions about the oversight of information exchange within a
team;

e Cognitive - respondents were more likely to recall instances where they were
denied information requests (since it prevented them from achieving certain
goals) rather than when they had denied the transmission of an information
request to other teams because of a perceived legal problem;

e Psychological / sociological — those working in CERTs naturally consider that they
are the most flexible and adaptable team and others are always more reluctant to
share, thus putting barriers in the way of the requesting team achieving its
objective.

Figure 20 describes the reasons given for why the respondent’s own organisation could
not meet information requests. As can be seen, the question of compatibility with
national law comes up as a significant factor. Less importantly, the legality of the
information and the compatibility of the request with the organisation’s own internal rules
are also given as a justification for declining an information request from a third party.

Figure 20: Justification given by the respondent’s organisation to decline information
requests from third parties

@ The information request is clearly not
compatible with national law

@ The legality of the information request is
uncertain/ambiguous

@ The information request is clearly not
compatible with the organisation’s internal
rules (including its mandate, policies,
agreements and protocols)

20%

@ The compatibility of the request with the
organisation’s internal rules is
uncertain/ambiguous

@ The requesting party is unknown, or its
mandate/status is unclear

@ The mandate or status of the requesting
party does not allow information sharing

20%

Source: RAND Europe and time.lex questionnaire (2011) n = 16
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Turning to those instances where a request from the respondent’s own organisation has
been declined by a peer the picture is broadly similar, with a variety of reasons being
provided. Compatibility with national laws accounts for around one-third of all
respondent’s perspectives, as shown by Figure 21.

Figure 21: Justification given to the respondent’s organisation by a third party when
declining an information request

5% @ Theinformation requestis clearlynotcompatiblewith
nationallaw

B Thelegality of theinformationrequestis
uncertain/ambiguous

15%
@ Theinformation requestis clearlynot compatible with

theinformationowner’sintemal rules (includingits
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@ Thecompatibility ofthe request withtheinformation
owner’sinternal rulesis uncertain/ambiguous

5%

@ Your organisationis unknownto theinformation owner,

oryour organisation'smandate/statusis unclearto the
information owner

@ Your organisation’smandate or status does notallow
information sharing bytheinformationowner

@ Requestshave never been denied to yourorganisation
onlegalgrounds

Source: RAND Europe and time.lex questionnaire (2011) n = 13

Data from questions relating to reasons given and received by the respondents indicate
that around three-quarters of responses concern just three reasons - incompatibility with
national law, uncertain legality of information request and incompatibility with internal
rules. It would appear worthwhile to consider how these justifications could be addressed
or at least mitigated.

3.7 Conclusions

This chapter has provided evidence from the desktop research, interviews and online
questionnaire about the different types of legal issues that may enable or prohibit cross-
border information sharing between CERTs. The CERTs that responded to our online
questionnaire had some experience of cross-border information requests, but had little
legal expertise within teams. We have seen that CERTs report a focus on issues
surrounding data protection and privacy law, data retention and laws and rules
concerning working with law enforcement, commensurate with their specific status. We
have also observed differences between the perception of legal issues being referenced
as a reason not to provide information by peers, compared to the citation of such
justification when the CERT itself is responding to requests from its peers.
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Finally, we observed that compatibility of national legal frameworks was one of the major
specific justifications given as to why certain data could not be shared.

However, it is important to note that with particular regard to the responses to our
questionnaire, they are a very small, self-selecting sample of the entire relevant CERT
community. Therefore, care must be taken in interpreting these results as categorically
having broader applicability to the whole CERT community. Nonetheless, despite this the
depth of the questionnaire has allowed us the opportunity to explore in detail some of
these concerns amongst those participating. Noting these findings and associated
caveats, we now turn to proposing recommendations that might help to address the
concerns identified from the evidence derived at each phase of the study.
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4. Recommendations

This chapter presents recommendations based on the data gathered from the desk
research, key informant interviews and online questionnaire.

The relevant stakeholder through which the recommendation could be best addressed is
also indicated by underlining.

4.1 Appetite for particular recommendations from respondents

Figure 22 presents data on the level of interest in some suggested recommendations
proposed in the questionnaire (with respondents being allowed to endorse multiple
recommendations). This question was asked in order to observe if and what clear
preferences were exhibited by respondents concerning some generic approaches. In the
end, no single option was suggested as a clear preference - something that might
change given further observations from the community.

The parties responsible for the implementation of these recommendations vary: Member
State governments and lawmakers, along with the EU-level policy-makers, have the
mandate to address some recommendations. A role for ENISA and previously mentioned
groups such as FIRST and TF-CSIRT may be foreseen in other areas; for example,
supporting operational coordination and disseminating best practice.

Figure 22: Recommendations from respondents

W Legislation on the barriers identified above
should be harmonised further

2%

B Contact networks with similar CERTs in Europe (or
internationally) should be strengthened

B Contact networks between CERTs and law
enforcement bodies should be strengthen

B CERTs should have access to independent
validation of cross-border information access
requests, i.e. an independent body should give a
green/red light for cross-border information
requests rather than leaving this decision to the
CERTs

@ Guideline documents on the barriers identified
above should be made available at national level

14%

B Guideline documents on the barriers identified
above should be made available at the European
or international level

O Other (Storing and sharing incident data including
IP addresses for the purpose of security (strictly,
14% no copyright issues) should be permitted

Source: RAND Europe and time.lex questionnaire (2011) n = 17
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4.2 Recommendations in detail

Based on the desk research, key informant interviews and responses to the online
questionnaire, we identify the following recommendations around three themes (broadly
in order from short- to longer-term):

1) direct support to operational aspects of cross-border incident response;

2) addressing the policy and legal issues; and

3) other recommendations; in particular via interaction with a much broader set of

stakeholders (e.g. the research community).
Short-term refers to activities that can be conducted within a year whereas longer-term
refers to activities requiring more coordination and political complexity and thus within a
longer time span.

Operational recommendations

In the short term, there are three recommendations we envisage concerning improving
implementation and operational coordination.

A.1 Establish direct approaches to support cooperation between CERTs A
practical way to address the legal uncertainty, as well as a potential gap regarding the
provision of legal advice in the CERT (not every CERT has access to its own in-house
legal counsel) would be via the establishment of a centralised ‘legal hotline’ or some
other kind of ‘one stop shop’ service available to CERTs, to answer questions or provide
limited advice on the applicability and aspects of those relevant frameworks identified
above. An example may be found with the European Judicial Network (EJIN), which is
hosted by Eurojust. Currently, the EJN provides such a function in respect of public
prosecutors throughout Europe across a variety of criminal justice domains. Such a
hotline or one stop shop would not replace specific legal advice but might serve as a
useful aid to formulating an efficient response. Nonetheless, there would be practical
challenges since such a facility would cost money to set up and would no doubt require
the collection of data or linking of information requests (concerning legal uncertainty)
from the CERT to sources of expertise (either online or, more definitively, to in-country
human experts). The Global Prosecutors of e-Crime Network (GPEN) might be one such
resource to tap into in this regard (GPEN, 2011). Progressing or hosting such a facility
might be a useful role for ENISA. Member States might also support such platforms
through greater cooperation with Data Protection Authorities and Privacy Commissioners.
Whilst by no means authoritative legal advice, further effort from ENISA and Member
States might be useful in generating flexible but concise checklists of legal questions
each team could ask, in regard to those legal frameworks considered to appear most
often in cross-border information exchange. An example regarding data protection and
privacy is provided in Appendix A: Example legal checklist for privacy and data
protection.

A.2 Disseminate Declared Level of Service templates The online questionnaire
as well as sources from the desk research (Silicki and Maj, 2008) illustrates that strict
SLAs could be too burdensome a measure to enable CERT cooperation. Formulating non-
binding 'Declared Level of Service’ templates for CERTs might be a more suitable
alternative, representing a best effort set of measures which the CERT would try to
achieve. SLAs might have an adverse effect due to the possibility of legal action following
non-compliance, which might chill information exchange. IETF RFC 2350 (Brownlee and
Guttman, 1998) already covers much of this but consideration might be given to
expanding it to include criteria specific to cross-border information sharing concerns,
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such as estimated response time for cross-border information requests and pertinent
aspects of the relevant legal frameworks that the CERT operates under. Such templates
might be prepared and disseminated by Member States and national/governmental
CERTs. Declared Level of Service templates could be a useful alternative because they
would help to set expectations between CERTs; for example, what pertinent legal
frameworks or conditions the CERT is obligated to operate under. In addition, these
documents could conceivably be aligned with relevant clauses from the existing Model
Contracts for the transfer of personal data to third countries.** This would have the
added benefit of facilitating compliance with data protection regulations, including at the
international level (i.e. for exchanges to/from entities outside the EU), where these Model
Contracts are one of the crucial instruments for enabling exchanges of personal data to
countries that do not have equivalent data protection laws.

A.3 Investigative measures to encourage cross-border information
exchange
This recommendation concerns exploring possibilities of different tools to further
strengthen sharing. We identify three examples: a) organisational models of sanitised
sharing b) non-binding confidentiality charters and c) national-level legal frameworks to
limit liability.

a) Reference to models of sanitised infomation sharing might be useful to identify
other policy domains where information sharing is also characterised by this
problem to see what solutions have been used. For example, in the intelligence
community, ‘tear-line’ or ‘tear-sheets’ have been a creative solution deployed by
the US military to permit the sharing of intelligence information to coalition
partners (Willis et al, 2009). Documents are literally ‘torn in half’ and the
information (but not source) is passed on. Although there are clear differences in
how this model might be applied to cyber security (since very often the ‘source’ -
e.g. an IP address - is intrinsic to the intelligence that would need to be shared),
perhaps this points to a more graduated possibility of information sharing, which
would minimise the data protection impact and therefore more easily comply with
European legal requirements in this respect. Member States and ENISA could
work together to develop criteria to identify what could and could not be ‘torn-off’.
b) Another such organisational model might be a confidentiality charter such as
the example published by the UK’s (now defunct) National High Tech Crime Unit
(NHTCU)* used to stimulate cooperation between law enforcement and the
private sector. Given the wide variety of sources of input a CERT may rely upon,
such a charter would be a useful tool in creating a common expectation amongst
the different types of CERTs, within a national jurisdiction, that might be
stakeholders. This would be particularly pertinent with regard to the private
sector, which, as has been illustrated in other areas, may be reticient to
participate for perceived fear of liability (ENISA, 2010b). Member States might
suggest such models which ENISA could collate and share as examples of best
practice.

43 See http://ec.europa.eu/justice/policies/privacy/modelcontracts/index en.htm [accessed 22

August 2011]

44
See:

http://www.sourceuk.net/article/2/2476/confidentiality charter the nhtcu working with busines

s.html [accessed August 22 2011]
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c) As has been shown, there is a perception from the limited evidence that
measures to limit liability (for subsequent regulatory enforcement action that may
be taken on the basis of information provided) may help both those organisations
that may supply information to CERTs and CERTs themselves. For example, an
ISP may not be willing to share certain data due to a perception that it would be
in breach of its licence obligations or security and integrity requirements under
Article 13a of the Revised Telecom Regulatory Framework 2009. This model might
also be applied at the CERT level. Anecdotal evidence from reviews of the
handling of Code Red/Nimda suggests that applying certain disclaimers or caveats
on material (prior to transmission) regarding applicability of Freedom of
Information / Public Sector re-use of Information obligations could provide greater
clarity (since it would make it clearer under what circumstances the receiving
party could act on such data). However, it should be recognised that CERTs (or
other information providers) cannot mitigate their liability autonomously by
adding disclaimers to their communications if this would run contrary to national
liability rules. An example of a possible approach can be found in the Danish June
2011 Act on Processing of Personal Data when Operating the Governmental
Warning Service for Internet Threats (Folketinget, 1/6/2011).*> As the name
suggests, this Act provides a clear legal framework for the processing of personal
data by the Danish GovCERT and the permissible conditions for the processing of
such data. It also specifies the Danish GovCERT’s mandate and competences. In
this way, the lawfulness of its activities can be more easily assessed by measuring
its activities against a set of clear legal requirements which allows the CERT to
avoid actions that might result in liability. Further discussion on the applicability of
limitations of liability with respect to information sharing can be found in ENISA
(2011). Regulatory intervention is likely to be required to clarify this point. This
recommendation would therefore need to be taken forward by the Member States
and the European Commission.

Policy recommendations

Over the medium to longer term, more extensive recommendations concern policy
intervention on the legal framework for CERT activities.

B.1 Address legal uncertainty concerning requests Regarding the finding
concerning the reasons for most justifications for denial of both transmitted and received
information requests

Figure 20) (namely the uncertain legality of information request) - further clarification of
the differences between relevant national laws could help. This might decrease the
complexities of international collaboration. Specifically with regard to data protection law,
it would appear from the interviews and the evidence from the online questionnaire that
the concern here is less about what the legislation does and does not say, but rather
about uncertainty and uneven or different interpretations as a result of ambiguities and
margins of national appreciation left by European regulations. Providing there is a clear,
consistent interpretation then CERTs could recognise a ‘level playing field’ and devise
common rules and approaches. This falls to the Member States and the European

4> See the unofficial English translation at https://www.govcert.dk/gcdata/uk version 1197.pdf
[accessed 22 August 2011]
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Commission, and additionally with respect to data protection and privacy law, to other
players (e.g. the European Data Protection Supervisor and the Article 29 Working Party).

B.2 Designate national/governmental CERTs on a specific regulatory
footing (alongside other Member State-level bodies charged with implementing national
security-related objectives) represents a broader recommendation aimed at the Member
States and European Commission with the support of ENISA. This recommendation stems
from consideration of a broader issue that this study of the legal and regulatory aspects
has revealed - the uncertain mandate of national/governmental CERTs, especially when
contrasted with CERTs that operate as private entities without a public sector mandate.
Although the meaning definition of national or governmental CERTs has been identified
and described, at least informally (ENISA, 2009b, 2010a), the legal confusion arises from
uncertainty about which legal framework concerning data protection would apply, as this
is strongly dependent on the status and mandate of the CERT. Either Directive on Data
Protection 95/46/EC would apply (with respect to private CERTs that lack any formal
mandate), or specific legal frameworks concerning national security-related matters
would apply for governmental or national CERTs (e.g. in the former third pillar as
illustrated by the Council Framework Decision 2008/977/JHA of 27 November 2008 on
the protection of personal data processed in the framework of police and judicial
cooperation in criminal matters). If the operations of a national/governmental CERT were
taking place according to a specific legal basis then it would permit a clearer evaluation
of competing legal frameworks. From a simplistic perspective, what would need to be
indicated is whether or not a CERT is operating as a ‘national or governmental CERT’ as
defined by the relevant EU law or instrument. The revision of the ECI Directive would
provide just such an opportunity to progress this recommendation, for example by
providing the framework to designate national/governmental CERTs and potentially to
streamline their competences.

The creation of such a well-defined community would also support the trusted sharing of
information, as shown by Goode and Lacey (2005), who indicate that based on ancedotal
evidence from a case study of a large telecommunications provider in the Asia Pacific
region, social embeddedness plays a role in supporting information sharing; if an
organisation can control which groups it shares information with, then it is more inclined
to share information. Nonetheless, although such a framework would bring greater clarity
to the numerous issues that arise between national/governmental CERTs meeting their
security objectives and the relevant legal frameworks, care must be taken not to create
more bureaucratic overheads for participants in preparing and managing their role as a
‘national/governmental CERT".

However, it should be recognised that this approach does not resolve any challenges
resulting from the distinction between such national/governmental CERTs and other
types of CERTs. As discussed in earlier sections, an example of such a challenge relates
to data protection compliance: national/governmental CERTs can more easily justify the
processing of personal data under the national implementation of Article 7 (e) of the Data
Protection Directive, which allows processing of personal data if this ‘is necessary for the
performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller or in a third party to whom the data are disclosed’.
Obviously, this option is not readily available to private CERTs without such a mandate.
Indeed, the establishment of a specific regulatory footing as recommended here would
make it easier to make this distinction, which could result in the differences in
competences being more easily recognisable, thus making communications with private
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CERTs harder in cases where communication would not be compliant with existing laws
(including data protection laws). However, this is an inherent consequence of the policy
choice of entrusting certain investigative competences only to entities with a specific
mandate: national/governmental CERTs generally have more far-reaching competences
because their activities are a legal extension of national sovereignty (e.g. the legal right
to impinge on privacy for the purpose of supporting law enforcement activities). This
right is not available to private entities without an official mandate, irrespective of the
reality that their activities and goals may not be so different from those of
national/governmental CERTs. To mitigate this distinction between two groups of CERTSs,
wide-reaching regulatory reform would be needed to increase the flexibility of any
regulations with respect to the competences of private entities to conduct incident
investigations. Such wider-reaching regulatory reform might become a reality as a part of
the revision of the Data Protection Directive 95/46/EC, linked to the disappearance of the
former pillar policy distinction, which could give rise to a more harmonised data
protection regime that could apply to all CERTs. This could facilitate the exchange of
personal data between CERTs at the cross-border European level, by specifying more
clearly under which circumstances CERTs may legitimately process personal data
(including by exchanging it), and what their corresponding obligations are.

B.3 Ensure EU-level Ilegislation takes account of scope of
national/governmental CERTs A further possible improvement would be to assign
explicit recognition for the requirements for national/governmental CERTs to process
personal data that might conflict with requirements of the legal framework governing
privacy and data protection. Given that national/governmental CERTs are intended to
address incidents of national, European or regional importance, such recognition would
need to be based on justification of national security (or at least serious and organised
crime) perhaps via reference to the proposed Framework Directive on Attacks Against
Information Systems (COM (2010) 516). In this way, it would be possible to specify that
in those cases of national, regional or European-level incident response which require the
sharing of personal data between national/governmental CERTs, a specific set of legal
considerations concerning personal data would apply (as was the case in criminal justice
instruments with the former third pillar of EU policy). It would also need to include a
reaffirmation of the high-level contact group principles (Wright et al, 2011) concerning
the use of personal data in the fight against international terrorism and serious and
organised crime:

Purpose specification of limitation
Integrity and data quality

Proportionality

Information security

Special categories of personal information
Accountability

Independent and effective oversight
Individual access and rectification
Transparency and notice

10. Redress - debated scope

11. Automated individual decisions

12. Restrictions on onward transfers to third countries

WONOUNRAEWNE

Action on this improvement would need to be very rapid, however, as a proposed new
strategic European legal framework regarding privacy and data protection is already
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mature. This recommendation would require joint action from a number of EU policy-
makers and Member States.

B.4 Specify threshold for incidents requiring national/governmental
CERT response & sharing The question of legal uncertainty would also be aided by
clearer legal specification of exactly what level of magnitude of incidents
national/governmental CERTs should be dealing with. This might be facilitated by
progressing understanding of what type and scale of incidents ought to justify a response
by a national/governmental CERT (for example, specific types of incidents which have the
potential for national or EU-wide impacts). This might be implemented via appropriate
stakeholders exchanging information. Allied to the recommendation above, a clearer
specification of the types of incidents that national/governmental CERTs are empowered
to address, manage and respond to (implying sharing of data) would help in clarifying
parameters for subsequent discussion on what the relevant legal frameworks are, and
just what can and cannot be done under those frameworks. This recommendation would
also need to be taken forward by the Member States, the European Commission and
ENISA.

B.5 Articulate why CERTs need to process personal data to Article 29
Working Party Following on from this, another suggested measure would be via
representation to the Article 29 Working Party outlining the obligations and security-
related objectives of CERTs and how the existing uncertainty concerning the European
legal framework regarding privacy and data protection presents challenges for them to
collaborate effectively (specifically through the trusted and proportional exchange of
personal data). The European Commission would be best placed to take forward this
recommendation with the Article 29 Working Party, possibly by seeking an opinion from
the Article 29 Working Party on the conditions for legitimacy of data exchange activities
with respect to cross-border information exchange. ENISA may be able to lend its
support as appropriate.

Longer-term recommendations

Finally, three long-term recommendations concern research initiatives or projects:

C.1 Incorporate information on the legal basis for an information request
Measures to provide clarity regarding the legal basis for an information request (and its
originator) may help to increase cooperation by creating more transparency about why
information may not be shared. This might build upon and tie into a number of initiatives
to establish common message structures or formats for incident response and
information exchange. An example might be a field in the request form to allow the
inclusion of information pertaining to the relevant law providing the conditions for the
sharing of such data (such as: ‘pursuant to Article x of Law y, this information request is
being sent to you’). In this way the recipient would be able to gain an immediate and
clear indication of the legal basis for a request or provided information. In the absence of
harmonisation in the different domains of relevant law (e.g. data protection and privacy)
across the EU, this would help reduce the uncertainty that CERTs are confronted with
concerning the legitimacy of requests from peers, and inform considerations of applicable
law raised in the interviews and questionnaire. Progressing this recommendation might
be included in the efforts of those currently working on such structured messaging
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projects (e.g. International Telecommunications Union-Telecommunications*® (ITU-T)
group, the Internet Engineering Task Force®’ (IETF), etc.). ENISA would certainly be able
to lend its voice to such activities.

C.2 Further foster R&D into privacy enhancing Security Event & Incident
Monitoring (SEIM) There is further opportunity to support technology research
efforts which would help CERTs in meeting their legal obligations whilst achieving their
goals relating to Security Event and Incident Monitoring (SEIM). Two notable examples
include the SCRUB anonymisation infrastructure (Yurcik and Woolam et al, 2007) and
passive Domain Name System (Lendl, 2011), both of which offer the potential for the
sharing of IP address data whilst respecting the fundamental right to privacy. Such
technical measures would go hand-in-hand with organisational efforts as described
above. Member States and the European Commission would be in a prime position to
fund such research through national cyber security programmes or programmes such as
the Framework Programme in Directorate General Research Technology Development
(DG RTD).

C.3 Conduct further empirical research into cross-border CERT
cooperation activities The limited evidence from this exercise (albeit across a
difficult-to-reach community) has illustrated potential issues which warrant further
exploration. In particular, identifying via in-depth case studies the process and
operational considerations of information exchange might shed further light on the
practical implications of addressing concerns highlighted in the interviews and
questionnaire; for example, national practice concerning common interpretations of
relevant laws or detailed examples of the process by which teams manage requests and
which other stakeholders they interact with.

46 See http://www.itu.int/ITU-T/ [accessed 22 August 2011]

47 See http://www.ietf.org/ [accessed 22 August 2011]
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Appendix A: Example legal checklist for privacy and data
protection

From a practical perspective, CERTs that are looking to share or request information
should at the very least evaluate the following questions with respect to data protection:

e Is the information legally considered to be personal data, and therefore subject to
data protection rules?

e If so, have you obtained the personal data legitimately, i.e. in accordance with
nationally applicable data protection laws? The CERT will need to evaluate in
particular:

o Whether there was a legitimate basis for the collection of the personal data. This
question should be evaluated keeping into account the original source of the data
(e.g. an ISP or service provider), the specific mandate of the CERT and any legal
basis for its work (including possible specific laws or legal exemptions);

o Whether there are specific national legal restrictions that apply to the data, e.g.
protection of judicial data, professional secrecy or telecommunications secrecy;

0 Whether the collected data observes the principles of the nationally applicable
data protection laws, including specifically with respect to data quality and
proportionality. The use of anonymisation and encryption techniques should be
considered whenever viable.

0 Whether data subject rights are appropriately respected, again taking into account
any specific laws that may apply to the CERT.

e Before requesting personal data from a third party or examining whether or not to
share personal data with a third party, the CERT should:

o If this is not the case, it should examine whether an alternative basis for
legitimacy exists, on the basis of the national transposition of Article 7 of the Data
Protection Directive. For this question, the specific mandate of the CERT and any legal
basis for its work is crucial, as is the identity, mandate and legal basis for the third
party’s operations;

o Evaluate whether data will be transferred to a recipient outside of the European
Union, and if so, whether this transfer is legitimate on the basis of the national
transposition of Article 25 of the Data Protection Directive;

o Verify whether the planned data exchange observes the principles of the
nationally applicable data protection laws, including specifically with respect to data
quality and proportionality. The use of anonymisation and encryption techniques
should be considered whenever viable;

o Obtain assurances that the recipient of the shared data will only process it in
accordance with applicable data protection law.

If no legal expertise is available in-house, the CERT should consult appropriate third
parties such as lawyers or data protection bodies before processing personal data.
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Appendix B: List of acronyms

ACM - Association for Computing Machinery

ANSSI - Agence nationale de la sécurité des systems d’information
ARF - Abuse Report Format

Art 29 WP - Article 29 Working Party (of the Data Protection Directive 95/46/EC)
ASFJ] - Area of Freedom, Safety and Justice

BSI - Bundeamt flir Sicherheit in der Informationstechnik
CAA - Civil Aviation Authority

CERT - Computer Emergency Response Team

CII - Critical Information Infrastructure

CIIP - Critical Information Infrastructure Protection

CIP - Critical Infrastructure Protection

CPNI - Centre for the Protection of the National Infrastructure
CSIRT - Computer Security Incident Response Team

DDoS - Distributed Denial of Service

DHS - Department of Homeland Security

DNA - Deoxyribonucleic acid

DNS - Domain Name System

DPA - Data Protection Authority

DRD - Data Retention Directive

ECCP - European Cybercrime Platform

ECHR - European Charter of Human Rights

ECI - European Critical Infrastructure

ECRIS - European Criminal Records Information System

EEA - European Economic Area

EGC - European Government CERT Grouping

EJN - European Judicial Network
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ENISA - European Network and Information Security Agency
EP3R - European Public Private Partnership for Resilience
EU - European Union

FIRST - Forum of Incident Response & Security Teams
FoI - Freedom of Information

G8 - Group of 8 industrialised nations

GPEN - Global Prosecutors of e-Crime Network

ICRP - International Cancer Research Portfolio

ICT - Information Communications Technology

IETF - Internet Engineering Task Force

IP - Internet Protocol

ISP - Internet Service Provider

ITU - International Telecommunications Union

x
x

ITU-T - International Telecommuncations Union-Telecommunications group

JHA - Justice and Home Affairs Council

KII - Key Informant Interview

LECC-SIG - Law Enforcement / CSIRT Cooperation Special Interest Group

LOAC - Law of Armed Conflict

LOPD - Data Protection Law (Spain)

MMR - Measles, Mumps and Rubella vaccine

MoU - Memorandum of Understanding

MS - Member States

MS3i - Messaging Standard for Secure Information Exchange
NDA - Non Disclosure Agreement

NHTCU - National Hi-Tech Crime Unit

OECD - Organisation for Economic Co-operation and Development
PCII - Protected Critical Information Infrastructure

PSI - Public Sector Re-use of Information

R&D - Research and Development
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RFC - Request for Comments

SEIM - Security Event and Incident Monitoring

SIS - Schengen Information System

SLA -Service Level Agreement

SOE - Special Operating Events

TERENA - Trans-European Research and Education Networking Association
TF-CSIRT - Task Force on Computer Security Incident Response Team
TLP - Traffic Light Protocol

ToR - Term of Reference

TRIPS - Trade Related Aspects of Intellectual Property Rights

WANO - World Association of Nuclear Operators

WTO - World Trade Organisation
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