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An Information Society for All

Summary in English:
Report No. 17 (2006-2007) to the Storting

1 Objectives and summary

1.1 Introduction

Information and communications technology
(ICT) has changed the world, not once, but several
times over. In July 1945 Vannevar Bush published
his famous article! “As we may think”. He was con-
cerned with how the science of warfare, when the
war ended, might be used in peacetime applica-
tions, his main vision being to ensure access to all
the sources of knowledge that had been accumu-
lated over the ages. The rationale was that we build
mountains of knowledge and research findings but
fail to keep them at our fingertips and coordinate
the findings obtained by thousands of scientists all
over the world. As an example, he refers to Men-
del’s concept of the laws of heredity: it was lost to
the world for a generation because his publication
did not reach the few who would have been capable
of putting it to use. In 1945 Vannevar Bush’s dream
was to develop new technologies for storing and
retrieving information, for the Encyclopaedia Bri-
tannica to be stored in a unit the size of a match-
box, of a library of millions of books that could be
kept in a desk drawer and that the entire body of
human knowledge, right back to the earliest days
of printing, could be packed in a pickup truck. He
continues to dream, still in 1945, that storage of the
Encyclopaedia will cost 10 cents and that transmit-

1 http://www.theatlantic.com/doc/194507 /bush

ting the contents to anywhere in the world will cost
one cent.

Today, these dreams have become reality.
Through new technology we have capabilities
beyond Vannevar Bush'’s wildest dreams. We carry
miniature libraries in our pockets, we have dis-
pensed with distance and altered much of the way
we work, while our recreation and interaction with
friends and acquaintances has changed beyond all
recognition.

Our shared body of knowledge, combined with
rapid technological progress, offers vast potentials
for further development of the information society.
Digital literacy in the population, efficient public
services and predictable framework conditions are
key elements that must be in place in order for Nor-
way to remain one of the world’s most desirable
countries to live in. The fact that our common
progress should be inclusive and embrace every-
one is more than a heartfelt cause for the present
Norwegian government. It is an imperative.

ICT by its very nature transcends boundaries
and penetrates all sectors and areas of society.
With a commitment to coordinate the ICT proc-
esses involved, this then offers great opportunities
for bringing together and making the most of soci-
ety’s common resources. Such developments
should be founded on effective cooperation
between the private and public sectors, between
citizens and authorities and between individuals
with differing abilities and resources. This will fos-
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ter more efficient use of public resources, reform
and efficiency improvements in the public sector
and improved services for citizens and business
and industry. This in turn will allow us to sustain
and renew the competitiveness of business and
industry and raise the nation’s general and digital
skills. Good cooperation is how we boost each
other, generate economic growth, create new jobs
and ensure the security that most of us take for
granted.

The present whitepaper is broad in scope. It
deals with several major topics and invites debate
on key choices of direction and challenges for Nor-
wegian society. It comments on the present era,
but does not attempt to look deep into the crystal
ball. It addresses topics concerning skills and dig-
ital inclusion and homes in on a trend in which the
preference should be for universally designed solu-
tions. This dictates the need for reform and effi-
ciency improvements in public administration
based on effective and standardised technical solu-
tions that are accessible to the users as and when
they themselves require them. The whitepaper
also focuses on business development and
increased ICT research. It deals with personal data
protection issues associated with ICT usage and
with national security concerns associated with a
common electronic infrastructure to which public
authorities, business and industry and the majority
of individuals are connected. The government has
many objectives and ambitions for societal devel-
opment such as those laid down in the Govern-
ment’s political platform (Soria Moria Declara-
tion). We have to achieve these, with technology as
an aid rather than a barrier to progress. And some
of these objectives will be far more readily achieva-
ble by the government via the directions for ICT
policy set out in the present whitepaper.

In many ways the creation of the information
society in Norway is a success story. But the devel-
opment process is far from over. The cards have
not been dealt once and for all: there are new
rounds coming all the time. New possibilities are
just around the corner, while old solutions are rel-
egated to the scrap heap. Competition is rife inter-
nationally to create values through ICT. It is there-
fore important how we make provisions for the
individual, for companies and for institutions so
that Norway can retain its leading-edge position in
the future too.

1.2 Projected trends: Why we need a
cohesive ICT policy (Ch. 2)

Technological progress is set to proceed at a fast
rate for at least another decade. Accordingly, rapid
change will prevail among companies, institutions
and individual users. This fast rate of change is a
challenge in itself because the decision-making
processes that necessarily precede new policies
and new regulations can take years. In the field of
ICT, changes often happen so fast that there is a
risk that parliamentary decision-making and bills
exceed their “expiry date”.

Rapid technological progress leads to demand-
ing challenges in making and implementing poli-
cies. An ICT policy is successful above all if it ena-
bles the government to achieve its ambitions in
important social areas, e.g. within reforms of the
public sector, within business and employment
sector policies, education and research policy and
health and social policy.

Because ICT policy transcends barriers and is
implicated in the majority of traditional policy
areas, there will be a constant need for cross-secto-
ral initiatives. A modern society such as Norway’s,
with its fast pace and dynamism, creates a contin-
ual need for new policies and new regulation while
the technology itself changes the premises for the
regulation applicable at any time within a number
of policy areas.

The development and implementation of
a cohesive ICT policy is necessary for further devel-
opment of the information society. The present
government holds that those countries that pursue
a policy which taps into the potentials and reaps the
rewards of ICT while successfully countering or
mitigating unwanted effects also stand to achieve
higher growth and better welfare than countries
that fail to deal with the need for change.

1.3 ICT generates higher productivity
and increased welfare (Ch. 3)

ICT is a main driving force in the economy. Recent
EU data reveals that the ICT sector represents 5
per cent of the Member States’ gross domestic
product, but drives 25 per cent of the total growth
in the economy and 40 per cent of productivity
growth. The all-pervasive nature of ICT means that
it boosts productivity in a number of sectors and
industries, from feed in agriculture and fisheries,
through automation in heavy industry to radical
changes in widely differing service sectors such as
retailing, banking and insurance. In addition it is a
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facilitator for more effective and enhanced produc-
tion of public services. And the higher the produc-
tivity growth, the more we stand to gain in the way
of increased prosperity.

1.4 Everyone must be able to
participate in the information
society (Ch. 4)

Norway ranks among the global leaders in terms of
ICT penetration in society. This results in easier
access to services and information — both public
and private - for all those that are part of the infor-
mation society. Because ICT is a facilitating tech-
nology, it is vital to make provisions for people who
for various reasons are outside of the information
society, either by choice or otherwise. In a society
undergoing rapid change, access to and use of ICT
is instrumental in upholding fundamental princi-
ples such as participation and inclusion.

Three preconditions in particular form the
basis for the government’s commitment to digital
inclusion: digital access, universal design and digital
skills.

Digital access is above all a question of ensuring
everyone of good provisions for high-speed Inter-
net access. Place of residence should not be what
determines whether or not people can take part in
the information society. In 2007 the government
will therefore be increasing its broadband appro-
priations.

Universal design of ICT solutions is a precondi-
tion for participation by everyone. The government
operates with the specific objective of ensuring that
all technological solutions involving ICT in the pub-
lic sector are based on universally designed solu-
tions — in self-service machines as in computer
solutions. The private sector will be urged to follow
suit.

Digital skills throughout the nation are essen-
tial. The government will therefore be increasing
the focus on digital skills and making better provi-
sions for disadvantaged groups such as elderly per-
sons and those outside of the labour market —
groups who at present fall behind in access to elec-
tronic solutions. However, school pupils and peo-
ple in employment will also need to build their dig-
ital skills through school and working life in order
to become discerning media users. The commit-
ment to ICT in the Norwegian education system
will be stepped up. Key elements include ensuring
access to computers and the Internet for all pupils
and teachers and extending the use of digital learn-
ing resources. The government aims for Norwe-

gian schools to be pioneers at global level in the
use of ICT in teaching and learning. At the same
time it is important to focus on other arenas for
skills acquisition. Voluntary organisations play a
key role in this work, as do libraries and public
services, such as those offered by local labour and
welfare offices. Digital skills are not abilities that
are acquired once and for all, like riding a bike or
swimming. Good digital content is a key to skills
acquisition, and the government will therefore be
focusing on this type of approach. It is important to
make access to content, such as that from the
National Library of Norway, the Norwegian Broad-
casting Corporation and other sources of knowl-
edge and information as straightforward as possi-
ble.

1.5 ICT research - essential for
sustained progress (Ch. 5)

Research has been and will continue to be crucial
for advances in information and communications
technology, including use of the technology. Such
research should be wide-ranging and embrace
technology, social sciences, law and the humani-
ties. Participation in international research projects
is decisive for Norwegian research efforts also.
Another success criterion is to achieve adequate
scientific and mathematical skills in society.

Business and industry currently accounts for
just under half of the total volume of R&D activities
in Norway. Approximately one third of this is
research into the ICT sectors, which are thus more
research-intensive than other sectors. Public
research initiatives present a somewhat different
picture. Government appropriations for ICT
research in the Research Council of Norway’s
budget have stagnated in recent years in spite of
the fact that ICT was identified as one of four prior-
itised areas as early as in 1999. This prioritisation
was laid down in Report to the Storting No. 20
(2005-2005), in which ICT was designated as one
of three prioritised technology areas. The govern-
ment will seek to assure ICT research of better
conditions in the years to come. ICT research must
therefore be accorded higher priority within the
prevailing frameworks for research.

Norwegian commitments to the High North
and scientific programmes such as International
Polar Year will serve to boost ICT research. Infor-
mation and communications technology has
favourable preconditions for contributing to value
creation, prosperity and security in the High North
and Polar Regions. A proportion of the government
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appropriations for these special commitments is
therefore earmarked for ICT research.

1.6 ICT fosters competitive and
knowledge-oriented business and
industry (Ch. 6)

In recent years developments in information and
communications technology have influenced
trends and framework conditions notably in the
service sector, which accounts for the greater pro-
portion of value creation in the economy. In 2005,
the ICT sectors alone produced turnover of NOK
177 billion, an increase of two per cent over the pre-
ceding year.

The interaction between an ICT-provider indus-
try and use of technologies in business and indus-
try is generally of great importance. Business and
industry policy within ICT should therefore oper-
ate with two types of focus. Firstly it should provide
good operating conditions that promote innovation
and value-creation within the ICT sectors, among
other things through the innovation policy instru-
ment systems of Innovation Norway® and SIVA
(Industrial Development Corporation of Norway).
Secondly, the authorities will need to make provi-
sions for the sustained development and use of ICT
throughout business and society generally.

One of the challenges is to build the capacity of
business and industry for making -efficiency
improvements with the aid of ICT. Here the chal-
lenges include lack of expertise in small and
medium-sized businesses, both in terms of basic
user skills, but also high-end technological exper-
tise. Raising the level of ICT skills in business and
industry is a prime objective for the government.
However, the extensive take-up of technology in
the population generally is an important competi-
tive advantage. In the future, large generations will
be taking retirement at a time when demand for
high-end expertise will be increasing. Some of this
expertise is available from countries outside of
Europe. The lengthy applications processing time
for job appointments in Norway has in many cases
meant that the needed expertise has instead been
sourced from enterprises and institutions of educa-
tion abroad. The Norwegian government is there-
fore committed to ensuring that the processing
time for applications connected with recruitment

2 Innovation Norway offers products and services intended to
help boost innovation in business and industry nationwide,
foster regional development and promote Norwegian indus-
try and Norway as a tourist destination.

from countries outside of Europe will also be
speeded up.

Another challenge is to encourage more enter-
prises to make effective use of e-commerce solu-
tions. The government will seek to promote
greater take-up of e-commerce.

1.7 Round-the-clock electronic public
administration improves services
(Ch.7)

Norway is at the forefront internationally in imple-
menting ICT in the public sector. But the sector is
large, the actors are many, and interaction between
them could be improved. Each individual govern-
ment organisation is responsible for its own pro-
curements or development of in-house ICT solu-
tions, while we also have an autonomous municipal
sector. The result is that many electronic services
are scarcely coordinated since the solutions have
been developed “locally” without reference to
broader, common requirements.

The government’s aims here are two-fold. We
want the users to be met by an open, accessible and
coherent public sector offering integrated and fully
digital services via sound electronic self-service
solutions. We also want to effectivise and free up
resources through the use of ICT in order to
strengthen public welfare provisions, while reduc-
ing administrative burdens. In the future, develop-
ments in society will put public finances under
pressure, and increase the need for adjustment
processes.

The government will make provisions for
round-the-clock electronic public administration
entailing far more extensive interorganisational
cooperation. This will pose challenges for organisa-
tional, legal and administrative processes in the
public sector. The realisation of round-the-clock
public administration will be based on the main
principle of developing electronic self-service solu-
tions, establishing common, cross-sectoral solu-
tions and formulating universal architectural prin-
ciples for ICT solutions in the public sector.

Electronic services, both for citizens and busi-
nesses, must be accessible via the “Miside”
(“Mypage”) citizens website portal and the business
portal “Altinn” (“Allln”). Every business in Norway
will be responsible for implementing this in prac-
tice. The establishment of cross-sectoral common
components will underpin the development of
decentralised solutions and function across divides
and public administration tiers. One example of
this type of common components are the solutions
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for secure authentication (logging in) of persons
and businesses. In addition, new, large-scale
national ICT projects will assess the extent to
which they possess components that could be used
in a common public ICT infrastructure. The estab-
lishment of common architectural principles for
the public sector is the very framework for the
development of ICT systems and must be based on
a tiered framework.

The government will base its software policy on
open standards and more extensive use of open
source software. The use of open ICT standards is
important, among other things because it pro-
motes enhanced interaction between enterprises
and counteracts the tendency for public enter-
prises and users to become locked into particular
technologies and providers. The government also
wants public enterprises to make more extensive
use of solutions based on open source software. A
culture of sharing software developed “in-house”
will benefit organisations, businesses, students
and ICT specialists.

Observance of these principles will to a greater
extent than previously call for cross-sectoral coordi-
nation functions within areas such as standardisa-
tion, use of concepts and financing. This will also
dictate the need to devise new ways of organising
and managing work processes.

1.8 Effective personal data protection
is a precondition for the
information society (Ch. 8)

We leave an increasing number of electronic trails
behind us as our right to privacy is challenged by
more extensive registration and intensive use of
personal data. The purpose of such registration
and usage will often be entirely proper, and it is
therefore important to acknowledge the vulnerabil-
ity of personal data protection. While the impor-
tance of fighting terrorism and organised crime is
generally indisputable, this also makes it easier for
“new” surveillance and monitoring activities to
gain acceptance. However, this puts personal data
protection at risk of being “exchanged” for finan-
cial or other gains.

Surveys reveal that people generally and in the
business community are not well-informed about
personal data protection issues. The same applies
to compliance with the Norwegian Act on process-
ing of personal data.

Personal data protection interests are chal-
lenged by other interests — both commercial and
those for the common good. The individual’s wish

for discretion may come into conflict with other
interests. Isolated actions may appear harmless,
but the sum of such actions over time may be to the
detriment of personal data protection. One impor-
tant challenge in the future will be to bear in mind
the integrity of the system of personal data protec-
tion and the diverse challenges it presents. To that
end, the government is proposing to establish a
personal data commission which will perform a
comprehensive status review, while at the same
time examining how personal data protection can
avoid being weakened by the introduction of new
technology.

In parallel with this project, the government
will be implementing other measures, including a
focus on the right to anonymity, and the develop-
ment of solutions to ensure provisions where ano-
nymity is appropriate and identification is not nec-
essary. The government is also proposing meas-
ures to encourage the use and application of
technology in ways that will reinforce personal data
protection, including the use of so-called privacy
enhancing technologies. In addition, measures will
be proposed to examine the need for improved
coordination of various supervisory bodies and the
need for improved harmonisation of the rules gov-
erning personal data protection.

The whitepaper also proposes measures to
extend awareness of privacy issues and associated
legislation, particularly with a view to awareness-
raising and targeting information for minors con-
cerning safe and secure use of the Internet. Legal
protection in the use of automated decision sup-
port systems and the introduction of any require-
ments regarding privacy protection in purchasing
and development areas are other issues that will be
addressed.

1.9 Everyone has a part to play in
assuring ICT security in the society
(Ch.9)

ICT security is a natural sub-theme in general ICT
policy. This chapter, and in particular section 9.4,
also sets out the government’s response to the fact-
finding report commissioned by the Storting on 2
March 2006 during its deliberations on the Office
of the Auditor General of Norway’s investigation
into how to secure IT infrastructures, cf. Doc. no.
3:4 (2005-2006) and Recommendation to the Stort-
ing no. 85 (2005-2006).

The government’s main objective is for soci-
ety’s general ICT security to be effective. ICT infra-
structure of critical importance for society must be
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robust and secure in the face of the potential
threats to which it is exposed. Critical information
systems must be secure so that the harmful effects
of any breaches of security are no greater than
what may be defined as ‘acceptable risk’. General
awareness must be raised of the risks associated
with information systems and networks, of poli-
cies, routines, measures and procedures that are
available to counter these risks and of the need for
these to be adopted and implemented. In the past,
ICT security was a task for specialists. This has
changed fundamentally. Now everyone has a role
in achieving ICT security in practice: the public
sector, private enterprises and individual users at
work and in their own leisure time.

The government has reviewed responsibilities
surrounding ICT security. Primary responsibility

for securing information systems and networks
rests with owners/operators, after which each
responsible ministry has a general sectoral respon-
sibility. The Ministry of Government Administra-
tion and Reform’s coordinatory respounsibility for
ICT security will apply exclusively to preventive,
cross-sectoral efforts. To that end, in its budget pro-
posal for 2007, the government proposes transfer-
ring budgetary responsibility for NorCERT (Nor-
wegian Computer Emergency Response Team)
from the Ministry of Government and Administra-
tion and Reform to the Ministry of Defence The
former will retain responsibility for the Norwegian
Centre for Information Security (NORSIS) which
pursues a preventive approach.
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2 Status and trends

2.1 Information and communications
technology: life nerve and
facilitator for the whole of society

Information and communications technology
(ICTY, and the Internet especially, have brought
enormous economic and social changes world-
wide. Individuals, business and industry, public
administration and other organisations place their
trust in and are dependent on large and small com-
puters, mobile communications and Internet in
everyday life. Society has become so dependent on
ICT/the Internet that it is necessary to direct focus
at emergent trends, to assess strengths and weak-
nesses and formulate the necessary policies and
technological requirements to ensure that ICT con-
tinues to be a significant driver of Norwegian eco-
nomic growth and prosperity in the future.

The liberalisation of telecommunications mar-
kets and rapid technological advances have
changed the significance of ICT fundamentally.
The figure for broadband subscribers in the OECD
area has grown from around one hundred thou-
sand in 1998 to 158 million in 2005. In 1998 the
average speed of data communications (dial-up
connections) was a maximum of 56 Kbps (thou-
sand bits per second), while broadband today
offers speeds from 2 to 50 Mbps (million bits per
second), and for fibre connections, 100 Mbps.
Increased capacity and take-up makes it possible to
provide new services over the Internet and use that
channel for capturing new user groups. Develop-
ments are proceeding at such a rate that it is diffi-
cult for policy-makers and regulators to keep pace.

Technological convergence between fixed and
mobile networks is likely to take on great impor-
tance in the coming years. Cheap computer chips
with RFID (Radio Frequency Identification) and
sensor networks are set to have great impact and
consequences. The chips, which are linked to the
Internet, will be attached to everyday objects such
as suitcases, postal packages or garments in shops,

! In this report we have chosen to use the term ICT instead of
IT since ICT now appears to be a commonly adopted term,
while there are only minor - if any — distinctions between the
two terms.

making it possible to identify and track each object.

These technologies will build bridges between the

physical world and the information systems in

areas such as transportation, logistics and the retail
trade and promote greater productivity and social
benefits.

Meanwhile, networks are evolving. Next gener-
ation networks will not consist of single networks,
but systems of multiple, interconnected networks
interoperating over the Internet.

Two main messages in this chapter are:

— The rapid progress of ICT will continue, for at
least another decade. The underlying techno-
logical developments will continue at the same
rate and hence also the rapid changes in the
market and among users.

— A considered and cohesive policy is needed on
ICT. Those countries that have a well-founded
policy for exploiting the potentials and reaping
the rewards of ICT, while at the same time
countering or mitigating unwanted conse-
quences, stand to achieve higher growth and
better welfare.

2.2 We have been using ICT for a long
time, but are only at the start of the
Information Society

In international comparisons of ICT, the general
picture puts Norway well in the lead in terms of
take-up of new technology. We are often among the
10 leaders globally, but rarely number 1. We have
been using ICT for many decades, but are still in
the start lane in terms of development of the real
information society. The commercial Internet has
been around for just over a decade, and we are still
working to formulate standards and create services
that “talk” to each other. Many people are still out-
side the digital society. The majority of young peo-
ple have an intuitive feel for ICT, but for those who
have lived 40 years or more with a completely dif-
ferent frame of reference, logging on does not
always come naturally.

Registries based on the Norwegian national
identification number, simplifications in adminis-
trative procedures and considered use of the infor-
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mation available have meant that Norway now has
a number of fully and part-automated solutions
whereas other nations have many different elec-
tronic services. This gives Norway an advantage.
Internationally, Norway is also among the leaders
in factors such as access to the Internet, online
public services, the diffusion of mobile technology,
the use of ICT in industry and business and effec-
tive payment solutions. Equally, Norway has a well-
developed system of public ICT regulation, with
supervisory bodies such as the Norwegian Post
and Telecommunications Authority, the Data
Inspectorate, the Norwegian Competition Author-
ity and the Norwegian Media Authority as key
actors. In spite of the positive picture, major chal-
lenges associated with ICT persist in Norway in
almost all areas of society, and its inherent dynam-
ics means that we never quite keep up. The need
for changes is continual.

2.2.1 Usage patterns in the population are

changing rapidly and continually

The last decade has seen two types of ICT in partic-
ular spread to virtually the whole nation. These are
the Internet and mobile telephony.

The Internet in Norway today

Although not everyone has broadband at home,
the vast majority have access to the Internet, from
home, work, school, a public library or the like.
The majority use the Internet for e-mail and for
looking up information on the World Wide Web
and the use of e-mail is now so widespread that it is
now possible, for instance, to reach all the parents
of children in one schoolclass by this channel. E-
mail is now a natural and integral element of every-
day life at the majority of workplaces. This trend
provides new conditions for disseminating infor-
mation, for coordination and for collaboration at
work and at home.

The World Wide Web is keenly used for look-
ing up information, for entertainment, for internal
corporate purposes and commercial activities gen-
erally. It has developed into a key for obtaining
information about alternative products, options
and suppliers for a range of product and service
purchases, even where the final transaction is
made by traditional means. As more and more
products become purely digital (such as music), it
is becoming more and more natural for the entire
transaction to be effected electronically. In a
number of sectors, the large, traditional actors are
focusing intensively on electronic customer serv-

ice, challenged by newcomers who operate exclu-
sively online. The banking sector is a typical exam-
ple to the point where many of us scarcely set foot
in a bank anymore.

2nd generation Internet - the interactive Web

The Internet is evolving all the time. Two main
traits appear to have characterised trends in recent
years: a constant increase in those who participate
by providing content on the Web such as through
blogging and establishing new groupings in the
shape of social networking, online communities.

In a sense, this is nothing new. Large-scale dis-
cussion and conferencing forums were established
long before the Internet became commonplace.
Newsgroups are still a very vibrant phenomenon
on the Web, in spite of the fact that they are not the
object of newsmedia attention in the same way as
chat rooms or blogs.

In Web-savvy circles, the new trends are
referred to as “Web 2.0”. This term, conceived by
Tim O’Reilly in 2004, is somewhat misleading, as it
does not refer to a new technical version of the
World Wide Web. In fact, it designates a number of
new ways of using the Web in which active use, as
opposed to passive reception, is the common
denominator. Web 2.0 also includes activities such
as blogging, or Weblogs, which is another name
for this phenomenon of people’s journals or view-
points published on the Internet, and which have
penetrated deep into the editorial offices of the
newsmedia®. Blogging is a youth phenonmenon,
with more than half of bloggers under 30 years of
age. More than half of the bloggers have not previ-
ously expressed their thoughts through any public
media, and half of them prefer to remain anony-
mous. A new American survey reveals that 12 per
cent of Web users are writing blogs®. Blogging is
one of the phenonmena on the Internet that has
seen explosive growth over a five-year period.

Social networking means that people make con-
tacts over the Internet and exchange information
and experience. The IT press claims that MySpace,
the best-known example to date, has more than 100
million members and gains 500,000 new ones
every week.

Wikipedia, also known as the “people’s encyclo-
paedia”, is currently the world’s largest encyclo-
paedia on the Web. Wikipedia is created by the

2 http://www.pewinternet.org/pdfs/
PIPprosent20Bloggersprosent20Reportprosent20Julyprosent
2019prosent202006.pdf)

3 See also: http://www.internetworldstats.com/blog.htm
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users. Anyone can submit articles to it. All contri-
butions and changes are logged. Essentially, Wiki-
pedia is a logical impossibility: many shrewd ana-
lysts comment that the risk of misinformation and
errors is so great that it will never be a reliable
encyclopaedia. And yet: it works. Errors are discov-
ered, weeded out, corrected. The services are con-
stantly being expanded, with new language ver-
sions being added.

“Folksonomy” is another phenomenon. How to
find information on the Web? This is the popular
analogue of the term “taxonomy”, which refers,
among things, to the scientific practice of classify-
ing organisms into groups based on their similari-
ties. Articles and books are associated with a
search word or metadata — often referred to as tag-
ging. By the users tagging their information them-
selves, new recognition systems are created. A
dubious Internet phenomenon from the perspec-
tive of experts, but nonetheless booming on the
Web.

It is far too early to tell if the phenomena men-
tioned above will survive or be sustainable in the
long term, and whether the Web communities cur-
rently being established will evolve further. As
they appear now, they embody an element of
chaos. At the same time, we are seeing the emer-
gence of more formal structures involving purchas-
ing, sales and international collaboration. These
new structures may spell new developments in
education, learning, popular movements and
democracy. Perhaps collaboration and communi-
ties on the Internet may vitalise political activities
such as the television did in its time.

Internet trends display certain fundamentally
common traits: we are moving away from a situa-
tion in which knowledge is created, stored and
developed in more or less closed environments,
according to strict rules and procedures. We are
entering a new situation in which knowledge is
being spread far and wide, is accessible through a
couple of keystrokes, just as new knowledge can
also be published and publicised at a single key-
stroke. It is becoming easier to get in touch with
others who share the same interests as oneself.
This challenges traditional quality assurance and
all existing monopolies on knowledge and opinion.

Mobile telephony

In the space of just over a decade, the mobile
phone has gone from being a portable telephone
for privileged business people to become common-
place. In just a short space of time, the mobile
phone has become part of everyday life and we

have become accustomed to being able to reach
each other anywhere, anytime.

The mobile phone has been influential in the
business sector and for many sectors and profes-
sions the change has been very significant. Norway
is perhaps the country in the world that has come
furthest in use of mobile services. One reason for
this is that the Norwegian mobile operators coop-
erate on number ranges and rate classes which
means that everyone can get hold of e.g. ring
tones, bus timetables and telephone information
services over their mobile. This has also created a
whole industry of mobile service and content pro-
viders. More and more companies are now recog-
nising the value of using mobile telephony in their
customer services; for example, it is now possible
to check in for a flight using a mobile phone. There
are also a number of public services available over
the mobile phone such as the facility for filing tax
returns, and these will eventually be joined by oth-
ers.

More extensive ICT usage

ICT usage is not just a question of connecting new
equipment, but a question of what type of software
and what types of services we are ready to use. In
2006, 1.4 million Norwegians filed their annual
income tax returns over the Internet and a further
320,000 did so by SMS. These services save a great
deal of time for the users, while they provide huge
efficiency gains for the Norwegian tax authorities.
The use of e-services (electronic services) such as
home banking, travel booking over the Internet,
digital photo services and other use of private and
public digital services is contributing to societal
improvements, reform and raised efficiency.

The government views this type of develop-
ment as important both for economic development
and for the capacity of Norwegian society to
respond to the challenges it faces in terms of
extended life expectancy and a higher percentage
of pensioners. Such benefits for society are only
possible to achieve if the majority of people are able
to use the new solutions. Digital inclusion, dealt
with in Chapter Four of the report, is a keyword for
success for society. The importance of everyone
having access to the same networks is seen for
instance in the emergence of social, network-build-
ing applications for ICT. Such phenomena are on
the rise and are possible by virtue of the great prev-
alence of mobile telephony and the Internet. Mod-
ern youth sees ICT as part and parcel of everyday
life and as a natural means of creating their social
networks. This creates new arenas for participation
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and involvement in society, new ways of relating to
other people and new norms for what is good eti-
quette.

2.3 Goals for ICT policy and public
sector roles

ICT developments bring a number of promising
but demanding challenges in their wake. A suc-
cessful ICT policy should promote achievement of
government objectives in a number of domains,
including:

— public sector reforms

— business and labour policy

— educational policy

— health and social policy

— regional policy

— environmental policy.

It is thus difficult to demarcate ICT policy, and
there will be a need to pursue a cross-sectoral ICT
policy in effectively all the traditional policy areas.
The technological dynamic is such that there is a
constant need for new policies and new regulation,
while ICT has the effect of changing the premises
for current regulation in a number of policy areas,
such as in cultural policy, for example.

The rapid pace of developments in the field of
ICT is a challenge in itself. In the Norwegian sys-
tem of government for example, it takes a good
number of years to draft and introduce new legisla-
tion: first a fact-finding phase, consultations, then
the final drafting and quality assurance by the
responsible ministry and finally Parliament’s con-
sideration of the bill. In the field of ICT, significant
changes tend to occur within the space of a year
and this may result in assessments and proposals
approching or exceeding their “expiry date”.

The different roles of the public sector

The public sector has at least four roles in the field

of IT:

— Rule maker: Defines national “ground rules”
(legal statutes, regulations, standards) to foster
effective interaction between the public admin-
istration and the business sector and with soci-
ety generally. This role is best exercised in
close, consultative interaction with central ac-
tors in the public sector and business sector, es-
pecially in the ICT sector.

— Pilot: To guide developments towards a knowl-
edge economy in an era of great global
upheaval and competition, in which national
borders have less import. This role primarily
involves competency building and labour pol-
icy in which ICT is altogether essential.

— Service provider. Further develop public serv-
ices for companies and citizens with the aid of
ICT. The public sector has traditionally been
verticalised, i.e. information flows up and down
within separate, co-parallel “silos”, but rarely
horizontally. The task is to ensure a better inte-
grated public sector, with intensified coordina-
tion and information exchange between public
authorities in order to cater to the needs of
companies and citizens.

— Developer: Exceptionally to build (i.e. finance)
ICT infrastructure in a broad sense in:

a) areas that patently belong to the public
domain, or

b) in which the market/other actors are una-
ble to assume the financial risk (market fail-
ure). In the majority of areas, providers in
the market are currently well positioned to
build infrastructure on market terms.
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3 Economy impacts of ICT

3.1 Introduction

The rapid and comprehensive advances in ICT are
a source of more efficient transactions both in soci-
ety generally and internally within individual enter-
prises. For that reason, many experts have argued
that we are at a turning point in our economic
development and have drawn parallels with past
technological revolutions brought about by the
advent of electricity, the combustion engine and
telecommunications. Claims of a widescale digital
revolution are supported by the argument that ICT
is a pervasive technology! that raises productivity
in a number of sectors in the economy, from feed
in agriculture and fisheries through automation in
industry to radical changes in widely differing sec-
tors such as retailing, banking and insurance. ICT
also facilitates more effective and improved public
service production. In addition, the constituent sec-
tors of the very sector that is the focus of the
changes are naturally affected, the ICT industries
and services..

Spurred by the extensive take-up of ICT, a
number of studies have been conducted which
seek to quantify how important this technology is
for economic growth. Productivity growth is often
used as an indicator of national economic growth
and productivity growth is basically measured
according to how much of the growth in produc-
tion is not due to increased use of resources. Pro-
ductivity growth may thus be seen as an expres-
sion of the capacity to produce goods and services
more efficiently or more “smartly” than previously.
The higher the productivity growth, the more we
stand to gain in terms of higher rates of pay or
more leisure time for example. The growth of a
nation’s productivity depends on a number of fac-

L ICT is often referred to as a “General Purpose Technology”

(Helpman & Trajtenberg, 1994): The technology is wide-
spread in different sectors and benefits from continual
improvements — as illustrated by e.g. Moore’s Law which
states that the number of transistors on a chip doubles every
18 months — see also table 2.1.

2 The ICT sector is an agglomeration of the ICT industry, ICT
commodity trade, telecommunications and ICT consulting
services. This is an internationally accepted definition.

tors such as the efficiency of the workforce, access

to capital and enterprise innovativity.

In general, trends in and use of ICT may be
seen to impact economic growth through three
channels:

1. Innovations in the ICT sector, including com-
puters, software and communications equip-
ment, boost productivity growth in this indus-
try.

2. Productivity growth in the ICT sector results in
lower prices and enhanced quality of ICT equip-
ment. This makes it profitable for the business
sector generally to increase its investments in
ICT equipment. With more and better equip-
ment, productivity per employee is able to
increase among the users of ICT.

3. Productivity growth as a result of more efficient
use of ICT in the business sector. This may
involve efficient use of ICT through new serv-
ices, changed business models and organisa-
tional restructuring.

In the short term, reduction in the price of telecom-
munications equipment, software and hardware
through innovations in the ICT sector will serve to
increase ICT investments in those businesses that
use ICT. This will boost productivity (1) in the ICT-
producing sector and (2) in business and industry
generally in that it will increase the capital/labour
ratio. For instance, new and more powerful PCs
will help to raise productivity among employees.
In the long term, investments made by busi-
nesses in ICT will boost efficiency in business and
industry through improvements in the production
of existing services and products or the develop-
ment of new ones. This will typically call for com-
plementary investments in new business models
and organisational restructuring. A study from the
OECD? indicates that each USD 1 that firms invest
in ICT solutions may be associated with USD 9 of
complementary investments in organisational
development and changes to work routines.

3 OECD 2003, ICT and Economic Growth
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3.2 Historically it has been difficult to
quantify ICT’s contribution to
productivity growth

The majority of Western European nations experi-
enced a slow-down in productivity growth post-
1973. In the USA productivity growth averaged 1.5
per cent in the period 1973-1995, well under its
average for the previous decade. But what caught
the interest of economists were the large capital
investments made in ICT at the end of the 1980s,
and the increase in ICT skills achieved as a result
of these investments. There was a long-held belief
that these investments would have a positive
impact on the American economy, but it was diffi-
cult to find any empirical evidence for this correla-
tion. Robert Solow* , the Nobel Prize winner in eco-
nomics, stated in 1987:

“You see computers everywhere but in the pro-
ductivity statistics”.

The figure below shows investments in ICT
equipment for different OECD countries and indi-
cates that ICT investments in the USA, as part of
gross fixed capital formation, increased from
approximately 18 per cent in 1985 to 25 per cent in
1995.

ICT investments increased throughout the
whole of the 1990s in the USA and from around
1995, the USA saw extraordinarily high growth,
both in labour productivity (averaging 5 per cent in
the period 1996-2000) and total factor productiv-
ity. This trend would normally have resulted in a

4 Solow, R (1987). ‘We’d Better Watch Out’, New York Review
of Books, July 12

shortage of labour and subsequent wage and price
inflation, but the period did not see any significant
inflation pressure in the American economy. This
gave new impetus to the notion of a positive corre-
lation between ICT and productivity growth. Due
to insufficient access to data, not until the well-
known article by Jorgenson & Stiroh® in 2000 was
it possible to demonstrate the contribution of ICT
investments to economic growth. Here the authors
point to the fact that

“The vaulting contribution of capital input since
1995 has boosted growth by close to a percentage
point [in the U.S.]. The contribution of invest-
ment in IT accounts for move than half of this
increase. Computers have been the predominant
impetus to faster growth, but communications
equipment and software have made important
contributions as well”.

The impact of ICT on the American economy
during this period is also remarked on by the Fed-
eral Reserve Board Chairman Alan Greenspan:®.

“Until the mid-1990’s, the billions of dollars that
businesses had poured into information techno-
logy seemed to leave little imprint on the overall
economy. The investment in new technology
arguably had not yet cumulated to a sizable part
of the U.S capital stock, and computers were still
being used largely on a stand-alone basis. The full
value of computing power could be realised only

5 Jorgenson, D.W. and K. Stiroh (2000), “Raising the Speed
Limit: U.S. Economic Growth in the Information Age”,
Brookings Papers on Economic Activity, 1, pp. 125-211

6 Remarks of Alan Greenspan, ‘Technology Innovation and its
Economic Impact’ before the National Technology Forum,
St. Louis MO April 7, 2000
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after ways had been devised to link computers
into large-scale networks...”

From 1995 the disparity in productivity
between the USA and Europe begin to grow. Dif-
ferent trends in the use and take-up of ICT in the
USA and the EU were often drawn on to explain
this phenomenon. This in turn led to the Lisbon
Declaration on transforming Europe into the most
competitive and dynamic knowledge-based econ-
omy in the world by 2010. Parts of the Lisbon Dec-
laration were made concrete through the formula-
tion of the eEurope Action Plans. ICT was placed
on the political agenda. In Norway we have estab-
lished corresponding strategies through the eNor-
way Action Plans. The Lisbon Declaration and the
eNorway Action Plans are discussed in Chapter 2.

3.3 Productivity growth in the USA and
Europe’

As discussed by way of introduction in this chapter,
the contribution of ICT to national productivity
growth is a far-reaching process based on invest-
ments in equipment, the introduction of new serv-
ices, changed business paradigms and organisa-
tional changes and the liberation of labour from
less to more productive applications. The direct
impacts of ICT on productivity are linked to innova-
tion and efficiency in the ICT sectors. These gener-
ate ICT investments in business and industry gen-
erally and productivity growth in that they provide
more capital per employee. The indirect impacts of
ICT typically arise over the long term and are
linked to how business and industry generally
adopt ICT in order to raise the efficiency of existing
production of products and services or the develop-
ment of new products and services. This will typi-
cally call for complementary investments in new
business models and organisational restructuring.
There is broad agreement that productivity
growth in the 1990s increased strongly in those
sectors that produce ICT equipment. The figure
below shows the increase in labour productivity for
the USA and EU-15 (before the most recent EU
enlargement) for the years 1995-2005 broken
down by contributions from:
— Investments in ICT equipment in user sectors
(more capital per employee)
— Efficiency gains in the ICT sectors (innova-
tions)

7 Due to the lack of availability of data on Norway, discussion
of productivity growth in this chapter will be based on com-
parisons between the USA and EU-15.

— Other investments
— Efficiency gains in other sectors

The direct contribution from ICT is identified in the
first two bulleted items. In the period 1995-2000,
aggregate productivity growth in the USA was 2.4
per cent. Of this, ICT’s direct contribution was a full
74 per cent, with the ICT sectors contributing 30
per cent through innovations and lower prices on
ICT equipment, while the increase in ICT invest-
ments in user sectors accounted for around 44 per
cent. Corresponding figures for EU Member
States (EU-15) in this period indicate that ICT
accounted for around half of EU productivity
growth which in this period was approximately 1.8
per cent. The contribution to productivity growth
from ICT sectors was significantly smaller in EU-15
than in the USA.

In the period 2000-2004 the gap in productivity
growth between the EU and the USA increased. In
the USA productivity growth rose from 2.3 per cent
to approximately 2.8 per cent, while productivity
growth in EU-15 Member States fell from 1.8 per
cent to approximately 1.1 per cent. In this period,
ICT’s direct contribution to productivity growth fell
in the USA from 74 to 33 per cent. In EU-15, ICT’s
contribution remained at 50 per cent.

But what aroused the interest of economists
were the very disparate trends in EU-15 and the
USA in the development of efficiency gains in sec-
tors other than ICT. In the USA, the efficiency
gains from other sectors during this period
account for around half of the productivity growth,
while the corresponding figure for the EU was only
2 per cent. Among those sectors that contributed
the most to productivity growth in the USA in this
period were the business and financial sectors.
These sectors made appreciable investments in
ICT equipment notably in the latter half of the
1990s and in all likelihood these investments
served extensively to facilitate efficiency gains in
these sectors (spillover effects). The financial sec-
tor, for example, underwent rapid product develop-
ment and a large-scale transition to new technol-
ogy and new forms of distribution. Credit transfers
were rationalised, the online banks experienced
massive customer influx and new technology
paved the way for new and efficiency-raising solu-
tions for business and industry.

EU Commissioner Viviane Reding acknowl-
edges® that the lower level of and later investments
in ICT in the EU as compared with the USA are a

8 Viviane Reding, speech, London, September 2005, http://
www.i2010.org.uk/keynote_speeches_Viviane_Reding.html
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contributory factor in the USA now having laid the
foundation for reaping the rewards for business
and industry of efficient use of ICT:

“Now you know that ICT is economically crucial.
The latest EU25 data show that the sector repre-
sents just over 5 percent of the EU GDP. But this
5 percent drives 25 percent of overall growth and
about 40 percent of our increase in productivity,
which is the fundamental source of new wealth in
the economy. This sounds good, but we could do
better. Most economists now agree that weaker
and later investment in ICT in the European
economy has widened the productivity gap with
the US. Their much larger ICT sector delivers
benefits to their economy, yielding as much as 60
percent of the productivity growth compared to 40
percent in Europe. I have said it before and I am
going to repeat it here, this is not a failure, this
gap for me is an opportunity gap, which we
should manage to bridge. A wider and efficient
use of ICT throughout the economy will help the
EU to preserve and to extend its global competi-
tive position”

The prediction is that in the future Europe will
achieve the greatest gains from more efficient use

of ICT?. This is due to the fact that the development
of ICT equipment is characterised by substantial
innovation and that the price of the equipment
goes down as the volume of units produced goes
up. The ICT sector is characterised by its globality
and there are relatively few trade barriers between
different countries in terms of the purchase and
sale of ICT equipment. This means that innovation
in this sector will contribute to cheaper ICT equip-
ment in the majority of countries. It is therefore be
logical for the majority of countries not to have a
large ICT sector.

The OECD indicates (2004) that a large ICT
sector is neither necessary nor sufficient in itself
for achieving high productivity growth:

“Several countries ... that are characterised by
high ICT investment and use, as well as high ...
productivity growth, do not have a large ICT sec-
tor. In addition, one or two countries that do have
a large ICT sector have not been among the high
growth countries of the 1990s.”

9 DTI - i2010 — Responding to the challenge, September 2005
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4 Digital inclusion - access, universal design and skills for all

The penetration of ICT in all areas of society ena-
bles many groups to gain easier access to public
and private services, which paves the way for solu-
tions which empower many people to lead more
independent lives and raise quality of life. ICT has
provided us with an ideal resource for including
functionally impaired persons in working life and
for improving the prospects for senior employees
to stay in employment for longer. We can build
bridges over the inconvenience of geographical
distances, for example, as regards workplaces in
remote areas and access to the health services, and
a more flexible working situation for the parents of
young children, elderly persons and other groups
with special needs. The use of ICT is so extensive
and widespread that it has been incorporated as a
core skill in the new lower secondary syllabus, on
a par with reading, writing and arithmetic. ICT has
become a facilitator in inclusion policy.

But in the absence of conducive conditions,
ICT can also cause divides in many areas. Those
who do not have access to, or proficiency in use of,
the new technology risk being excluded from new
arenas for information and services. Digital exclu-
sion and digital divides are attributable to many dif-
ferent factors: inadequately developed infrastruc-
ture in certain areas, economic barriers to purchas-
ing, technology designed in such way that it is
inaccessible, or lack of skills. Surveys indicate that
digital divides often follow the same social and eco-
nomic patterns as other distribution-related divides
in society: personal finances, education, age, gen-
der, place of residence etc.

4.1 TheNorwegian government’s goals
and ambitions

The Norwegian Government’s political platform
(Soria Moria declaration) conveys the declared
aim of turning Norway into a leading knowledge
and ICT nation. The platform stresses that “every-
one shall have access to knowledge and insight to
enable their participation in democratic proc-
esses,” and that a commitment must be made to
“new, universally designed technology and a proac-
tive ICT policy in the public sector”. This must

occur within the frameworks of an inclusive society
and working life in which account is taken of the
skills and potentials of each individual. The govern-
ment aims to ensure that everyone has the means
and motivation to acquire the necessary skills for
making optimal use of technologies and new serv-
ices. This government wishes to use ICT actively to
reduce differences in society.

Norway is not alone in placing ICT and inclu-
sion high on the IT policy agenda. Much of the pol-
icy that has been formulated and the measures that
are being implemented have been developed
through international cooperation. The Riga Minis-
terial Declaration of June 2006 on elnclusion,
signed by 30 nations, including Norway, expresses
a common European vision of digital inclusion and
work plans going forward to 2008. The essence of
this vision is to include all citizens irrespective of
age, accessibility needs, skills, geography and cul-
tural background.

A successful digital inclusion policy must be
based on three main pillars:

1. Access to the Internet, equipment and content
2. Universally designed solutions
3. Digital skills.

Based on these, the government has identified the

need to:

— ensure the whole of Norway of provisions for
connecting to broadband Internet

— target universally designed technology

— strengthen the commitment to digital skills in
the population.

— intensify ICT commitments in education

4.2 Access to the Internet, equipment
and content - the digital common
access right

Access to infrastructure is an important precondi-
tion for digital participation — whether the site for
ICT usage is school, work or home. Without access
there will be no usage. Surveys and statistics reveal
that everyday digital usage is not part of everyday
life for everyone in Norway!. Access to ICT varies
according to factors such as income and education.
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In schools there are great differences in access,
both between municipalities and between lower-
secondary and upper-secondary schools.

Broadband policy in Norway has previously
been addressed by Report to the Storting no. 49
(2002-2003) — Breiband for kunnskap og vekst
(Broadband for Knowledge and Growth) Accord-
ingly there is no intention to discuss this area in
any depth in the present report.

4.2.1
4.2.1.1

The government has set ambitious objectives for
the development of broadband. In the government
platform document (Soria Moria Declaration), the
government sets out its objective for all citizens of
Norway to be offered a connection to broadband
Internet by the end of 2007, to which end public
funds will be used to assist in achieving broadband
extension in areas where this is not commerically
viable.

Access by schools to adequate broadband is a
key factor in successful use of digital media in edu-
cation. The government has the objective of provid-
ing schools throughout Norway with reliable and
satisfactory access to high speed broadband.

Broadband access for everyone
Objectives and ambitions

4.2.1.2 Currentstatus

As at October 2006, broadband coverage? in Nor-
way was 95 %°, an increase of approx. 14 percent-
age points since August 2004. Extension of the
broadband network is relatively even nationwide in
Norway.In the second quarter of 2006, seven out of
ten Norwegian households had Internet access. Of
these, 80 per cent were connected by broadband.
This corresponds to 57 per cent of Norwegian
households, an increase of 16 percentage points
since the second quarter of 2005* Families with
children and high-income families have greater
access than other population groups to information
and communications technology. Out of house-
holds with a total gross income of NOK 600,000+,
84 per cent have broadband, while the percentage
for households with an income of less than NOK
200,000 is just 39 %.

1 Statistics Norway (2006). Use of ICT in the households

2 ‘Broadband coverage’ is taken to mean the proportion of the
population that has the opportunity of obtaining broadband.
This is not to say that 95% of the population actually has
broadband.

3 Teleplan (June 2006). Nexia (September 06)

4 Statistics Norway (2006). Use of ICT in the households
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Figure 4.1 Households with access to a computer,
the Internet and broadband at home, by total
gross household income. NOK 1,000. 2" quarter of
2006. Per cent.

Source: Statistics Norway: ICT in the households, 2006

The current definition of broadband is set out in
Report to the Storting no. 49 (2002-2003) -
Broadband for Knowledge and Growth, which was
presented to the Storting in September 2003 and
considered by the Trade and Industry Committee
in March 2004. This stated that, due to uncertainty
concerning the development of capacity and the
need for broadband, it would not be meaningful to
operate with any specific limit on transfer capacity.
Instead, the government took as its premise a
usage-oriented approach by which broadband is
defined as:

‘two-way communication networks capable of
transmitting different types of data such as text,
sound and live images and which must be capa-
ble of supporting new services and enabling use of
the network by many users simultaneously”

The government holds that this is still a mean-
ingful definition.

Norwegian broadband policy is based on the
concept of having market actors responsible for
developing infrastructure, while it is the task of the
authorities to provide conditions conducive to
effective competition and to stimulate demand by
making its own exacting demands on broadband.
In addition, the authorities assess and implement
special measures in geographical areas in which it
is evident that no market-based broadband provi-
sions will be made. The public policy is technolog-
ically neutral, i.e. it is left to the market to deter-
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mine which technologies are the most appropriate
in each individual instance.

In 1999, the Hoykom Programme was estab-
lished as a three-year financing programme to pro-
mote demand and take-up of advanced high-capac-
ity networks by public enterprises. In 2001, the
decision was adopted to continue Hoykom for a fur-
ther three years (2002-2004) and in 2004 for a fur-
ther three years (2005-2007).

The Hoykom Programme is a key instrument
in underpinning the goals laid down in the Norwe-
gian Government’s political platform (Soria Moria
Declaration). Hoykom grants subsidies according
to precise criteria, and the emphasis is on reaching
out to municipalities, local business and firms in
Norway’s regions. One challenge is to generate
investment in broadband in sparsely populated
areas of the country. As of 2004, a new sub-pro-
gramme was established, “Hoykom distrikt”, spe-
cially geared to fostering demand for broadband in
outlying districts. For 2007, the government has
proposed granting NOK 122 million to this sub-pro-
gramme, of which NOK 100 million is to be spent
on infrastructure.

Provisional figures from the last funding
granted by Hoykom distrikt (totalling NOK 80 mil-
lion in September 2006) indicate that these funds
combined with local subsidies have generated a
total of approx. NOK 200 million for broadband
development. The greater proportion of the funds
are distributed between the counties which have
assumed an active role in coordinating broadband
development in their respective area. If the esti-
mates hold, the State financing combined with
local funding will provide almost 30,000 new broad-
band lines. 30,000 new lines represent almost a
third of the some 5 per cent of households which as
at October 2005 did not have broadband coverage.
This is seen as excellent progress, and indicates
how central government, counties and municipali-
ties can join forces to bring broadband coverage to
the entire nation.

Basic education

In the summer of 2005, the Ministry of Education
published a report on infrastructure and operations
in basic education®. The report indicates that 80
per cent of computers for use by pupils in primary
and lower secondary schools are connected to the

5 Norwegian Directorate for Education and Training (2005),
Kartlegging og rapportering av utstyrs- og driftssituasjonen i
grunnopplaeringa, (Survey and report on equipment and
operating situation in basic education)

Internet. Figures from Teleplan, a private telecom,
media and Internet consultancy, indicate that it will
be possible for around 98 per cent of primary and
lower secondary schools to obtain a broadband
connection and that just under 94 per cent are now
connected to a broadband network®.

Although increasing numbers of primary and
lower-secondary schools now have broadband,
there is a great difference in capacity from one
school to the next. Lower secondary pupils (13-15
year olds) have better line capacity on average than
primary school pupils (6—12 year olds). However,
more recent figures indicate that the situation in
the primary and lower secondary schools is
improving.

In upper secondary schools, coverage is better.
44 per cent of pupils in upper secondary education
have access to broadband with a capacity ranging
from 10 to in excess of 100 Mb/s.

Access to the Internet and infrastructure for the
higher institutions of education is managed by
UNINETT A/S —a company owned by the Ministry
of Education and Research. As demand for capacity
has increased, UNINETT has gradually extended
the infrastructure. UNINETT is currently working
to improve the internal infrastructure at the institu-
tions so that each individual researcher and stu-
dent can make full use of the network capacity.

New infrastructures — digital TV and mobile
broadband solutions

Technological progress means that the platform on
which digital services are offered will eventually be
of less significance. For instance, we are seeing a
trend in offering TV or TV-style services of a high
standard on several different platforms or net-
works, and perhaps especially, broadband solu-
tions. Expectations regarding future solutions for
mobile broadband are running high, but there is
still a way to go before these are generally available
with adequate capacity.

4.2.1.3 Challenges

The government’s focus on the digital common
right access dictates a high level of ambition for
broadband development. Geography will not be
the determinant of whether or not individuals can
take up new technology.

Experience indicates that broadband is a neces-
sary precondition for making ICT part of everyday

6 Teleplan (May 2006). The analysis is based on figures from
GS], the lower-secondary schools’ information registry
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life in schools and other education. The 2003 report
“Skole for digital kompetanse”” (School for digital
competence) assesses the need for broadband in
basic education using educational criteria. The
report recommends that Norwegian schools
should have a broadband connection of 2 — 100
Mb/s depending on school size. While acknowl-
edging that this is a positive development, the Nor-
wegian government wishes to point out that the
aim of improved PC coverage and broadband in
elementary schools still stands. The differences
between schools and municipalities are still too
great.

We are seeing a trend in which access to con-
tent services is not just a question of having a
broadband and computer connection. Other chan-
nels for mediating information and services are
multiplying, as are the receivers such as mobile
phones and digital TVs. Each of these channels
and devices are characterised by unique features
and functionality. It is important in future that per-
spectives surrounding broadband policy also com-
prise these.

4.2.1.4 Government measures

Measure 4.1: Broadband nationwide

The government will guarantee the
last 4-5 per cent of the population
the option of obtaining broadband.
The increased financing for broad-
band extension will be earmarked
for outlying districts and will be dis-
tributed through the Heykom Pro-
gramme. For 2007, the government
is proposing a total appropriation of
approximately NOK 122 million,
the highest appropriation made to
Hoykom to date. Of these funds,
NOK 100 million will be earmarked
for outlying districts without exist-
ing broadband provisions. The pub-
lic sector will promote development
and extension through sustained,
high demand for broadband serv-
ices.

The broadband policy will con-
tinue to be based on establishment
of networks and services by com-
mercial operators, while the public
authorities will support develop-

" The Hoykom Programme, commissioned by the Research
Council of Norway (2003) Skule for digital kompetanse (in
Norwegian only)

ment only where the market (com-
mercial operators) fails.

4.2.2 Access to equipment and services
4.2.2.1

The government aims for the entire nation to be
able to adopt new information technology if they so
wish. This demands that computer equipment and
Internet services are available. Norway is a leader
when it comes to diffusion of information technol-
ogy, but at present an estimated 15 — 20 per cent
are still without access to such equipment and serv-
ices. While 82-94 per cent of the under-60s had
used the Internet within the last 30 days, the same
was true of only 40 per cent of the over-60s®. The
practical and financial thresholds involved in adopt-
ing new technology should be lowered even fur-
ther.

In schools, access to equipment should reflect
the goal set by the government for Norwegian
schools to be global leaders in the use of ICT in
teaching and learning.

Objectives and ambitions

4.2.2.2 Current status

Three out of four households have access to a com-
puter, and it is used daily by 66 per cent of the pop-
ulation. Internationally, Norway ranks high in
terms of access to equipment. However, 10 per
cent of the population have never used a computer
and 26 per cent seldom use the Internet. Approxi-
mately 95 per cent of all households with children
have access to a computer and just over 80 per cent
of them have access to the Internet’.

Total household income has a great influence
on access to a computer and the Internet from
home. While 97 per cent of households with a total
income in excess of NOK 600,000 have a computer
and 91 per cent have Internet access, the corre-
sponding figures are 53 per cent and 46 per cent for
households with a total income of less than NOK
200,000.

Basic education

Figures from the Norwegian Directorate for Edu-
cation and Training (2005)' indicate that, with
very few exceptions (approx. 0.4 per cent or fewer

8 TNS Gallup (3rd quarter 2006), Interbuss

9 Statistics Norway (2006). Use of ICT in the households

10 Norwegian Directorate for Education and Training (2005),
Kartlegging og rapportering av utstyrs- og driftssituasjonen i
grunnoppleeringa ((Survey and report on equipment and
operating situation in basic education) )
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Figure 4.2 Households with access to ICT, by family type, 2nd quarter, 2006

Source: Statistics Norway: ICT in the households, 2006

than 20 schools nationwide), all primary and lower
secondary schools have computers available to
their pupils!!. The average coverage nationwide is
6.5 pupils per computer. There are more pupils per
computer at primary school level than at lower sec-
ondary level.

Coverage in further and higher education is
better than in primary and secondary schools.

The education sector is showing high growth in
digital education resources and services where
access control is based on user-side electronic
identification. Reliable identification of pupils and
teachers is therefore a condition for users obtain-
ing access to digital resources and services. The
Feide — Federated Electronic ldentity project was
established for the purpose of achieving consistent
national identity management in the education sec-
tor.

Access at public libraries and public offices

In 2002, 98 per cent of public libraries had comput-
ers with Internet access available to the public. Sta-
tistics from 2004 indicate that approx. two-thirds of
public libraries in Norway provide Internet access
via broadband'?. One in five library users state that
they use the library Internet services'.

' Not all of these are connected to the Internet

12 Unpublished statistics from Norwegian Archive, Museum
and Library Authority

13 Statistics Norway (2006), Reports 2006/14: Survey of library
use

Almost all local authority administrations™ and
public offices currently provide good access to
computers and to the Internet, although capacity
varies.

4.2.2.3 Challenges

Access to computer equipment and Internet access
is a precondition for making the most of the oppor-
tunities for participating in the knowledge society.
For some people, however, the cost of acquiring
such equipment is prohibitive. Access to this kind
of infrastructure is not always just a question of
geographical disadvantages associated with broad-
band access, but also of social disparities. Those
groups in society who are less well off financially
must also be given the chance to make use of the
infrastructure.

Although some 95 per cent of all households
with children have access to a computer and just
over 80 per cent of them have Internet access', in
purely statistical terms this means that around
40,000 children of school age do not have access to
a computer at home and that almost 150,000 chil-
dren have no Internet access. This is a challenge in
the light of the fact that a great deal of ICT usage
among children and young people goes on at
home. Given that we also know that those house-
holds that have least access to a computer and the
Internet are also those with the lowest incomes, we

14 Statistics Norway (2005), Use of IT in municipalities and
county municipalities
15 Statistics Norway (2006). Use of ICT in the households
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are thus seeing a trend whereby social divides may
result in a group of young people being relegated
from an important area.

Libraries reach many groups and serve an
important function in the effort to bridge digital
divides'. The challenge still remains to equip the
libraries with the necessary computer equipment
and line capacity. Public-sector bodies also reach
many users. Instructing users in use of the public
body’s own Internet services ensues from the obli-
gation to provide instruction as laid down in the Act
relating to public access to documents in the public
administration (Freedom of Information Act).
However, the Government wishes to challenge
public bodies to go one step further and contribute
to erasing differences in access by offering differ-
ent user groups access to and instruction in the use
of electronic services. However, it is not only the
public sector that should assume responsibility for
ensuring that everyone has facilities for using com-
puters and the Internet. The business sector
increasingly provides services over the Internet
and should have a vested interest in ensuring that
as many people as possible gain proficiency in and
access to the technology.

Basic education

The emphasis in the Knowledge Promotion!” edu-
cational reform programme on core skills in the
use of digital tools and skills targets entailed by
ICT in syllabuses presupposes access to infrastruc-
ture. Good infrastructure in schools will also be an
important instrument for avoiding digital exclusion
as a result of lacking ICT access at home.

4.2.2.4 Government measures

Measure 4.3:  Public sector organisations shall con-
tribute to access to equipment
Continued focus must be placed on
the role of libraries as providers of
instruction in and access to elec-
tronic services.
All relevant public offices
should have public terminals availa-

16 This is discussed in more detail in Section 4.4 on digital
skills.

7 The Knowledge Promotion is the latest reform in the 10-year
compulsory school and in upper secondary education and
training. It introduces certain changes in substance, struc-
ture and organization from the first grade in the 10-year com-
pulsory school to the last grade in upper secondary
education and training http://www.regjeringen.no/nb/dep/
kd/Sok.htmI?id=87060&quicksearch=knowledge+promo-
tion, Ministry of Education and Research

ble and provide instruction in use of
their electronic services.

Businesses should also be
encouraged to promote greater
access to Internet services, for
example by establishing public ter-
minals and provisions for instruc-
tion.

Targeting ICT in schools

Provisions must be made for
increased use of digital learning
resources and over time drives to
reduce the pupils’ expenditure on
learning resources.

The schools’ role in efforts to
level digital disparity for example
will be addressed in a separate
Report to the Storting on education
as an instrument in social levelling.

Provisions must be made for
identity management for basic edu-
cation based on the Feide project.

Measure 4.4:

4.2.3 Access to content
4.2.3.1

Satisfactory and proper access to public informa-
tion and services is one of the preconditions for the
welfare state to function. Making a wide range of
public material available will promote this objec-
tive. Large and small institutions in the archives,
libraries and museums domain manage an out-
standing repository of documentation which, via
digitalisation, can be made more readily accessible
to a much larger readership. Making Norway’s
common national heritage accessible at home and
abroad over the Internet will represent a democra-
tisation and decentralisation of sources of knowl-
edge.

In order for society to be guaranteed uniform
access to digital content of a high standard, the
government will pursue a policy that balances the
needs of content producers to earn a living from
copyright with the potentials for sharing and
access which Internet technology offers the gen-
eral public.

Objectives and ambitions

4.2.3.2 Current status

A communication from the European Commission
on digital libraries (COM (2005) 465 final) states as
follows:

“European libraries and archives contain a
wealth of material — including books, newspa-
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pers, films, photographs and maps — vepresenting
the richness of Europe’s history and its cultural
and linguistic diversity. The degree of access to
this information determines how people may
experience our cultural heritage and how studies
and work may benefit from that heritage. .... The
digitised material is a key asset for education and
will serve to envich the cultural life of Europe”.

Digitisation and access to cultural heritage has
a high priority in all European countries. Norway,
for its part, is certainly making progress, but the
goal is still far off. A survey of Norwegian archives,
libraries and museums in autumn 2005 indicates
that more than 80 per cent of the catalogues' in
archives and libraries have been digitised. For the
museums sector, the figure is 70 per cent. The
archive and library catalogues are extensively
available to the public (60-70 per cent), while the
museum catalogues are scarcely available.

But the content itself has barely been digitised.
Half of the Norwegian archives and museums have
plans to digitise their collections; as do a third of
the libraries. The Norwegian Broadcasting Corpo-
ration and the Norwegian Film Institute are cur-
rently in the process of digitising their archival
materials.

A new world order for the diffusion of digital content

Digitisation and access to information over the
Internet has created new potentials for worldwide
diffusion of music, film and other copyrighted
material. At the same time, the copyright holders
and practising artists, the music industry, film
industry, publishing houses and newspapers are
up in arms over the lost revenue resulting from ille-
gal copying.

While it is important to safeguard and amplify
on circumstances regulated under copyright law, it
is also important to be aware of the special circum-
stances that have risen in relation to the Internet.
Large volumes of material are published on the
Internet without the traditional criteria familiar
from copyright law, see, for example, material pub-
lished on the Wikipedia online encyclopaedia.

The Storting discussed copyright issues in rela-
tion to digital usage in the spring of 2005 in exten-
sion of its review of the Copyright Act. The Copy-

18 Norwegian Archive, Library, and Museum Authority (Devel-
opment) (2005), Rapport fra kartlegging av digitalisert digi-
talisering i abm-sektoren (Report on a survey of digitisation
in the archives, libraries and museums sector) Norwegian
only

19 The catalogues are listings of the contents of collections, not
the collections themselves.

right Act will be re-reviewed by 2009 and digital use
of copyrighted material will be given broad treat-
ment.

4.2.3.3 Challenges

In Norway and in Norwegian culture there is a
time-honoured tradition for exercising rights to
‘allmenning’ (literally, “owned by all”, as in com-
mons), a concept denoting an area or resources
which may be used freely by all. This includes the
common use and harvesting of natural resources in
forests and on mountains, such as shooting, fishing
and berry gathering. In relation to a number of
other countries, this quasi-ownership concept is a
uniquely Norwegian/Nordic phenomenon. The
Internet, at its best, is based on a culture of sharing
and the re-use of resources. The Government
regards the establishment and furtherance of dig-
ital ‘commons’ as a challenge; as a means of pro-
moting a unique trait in Norwegian culture and a
project to bring a Norwegian social perspective and
sense of the collective into the digital age. The ‘dig-
ital commons’ should be as extensive as possible
and contain information and material of a high
standard. There should be the opportunity for dig-
ital re-use for non-commercial ends, while use of
the ‘digital commons’ should be free of charge for
individual users. Naturally it is a precondition that
the content of the ‘digital commons’ is not made
available without the consent of the rights holder.

Public information is an obvious source in the
‘digital commons’. It should also be considered
whether governmentfunded research results
should be published as part of the ‘digital com-
mons’. Here reference may be made to the work on
the new Freedom of Information Act and the sub-
sequent work on regulations, cf. the EU directive
from 2003 on the re-use of public sector informa-
tion. 2.

In special circumstances, consideration may be
given to purchasing copyright-protected material
outright so that it may be incorporated in the ‘dig-
ital commons’. This would ensure all users in Nor-
way of access to information which would other-
wise be reserved for a narrow group with strong
purchasing power.

There are also issues concerning what type of
“traffic regulations” should apply on the Internet.
One of the challenges that has emerged in recent
years has been termed “network neutrality”.
Should the Internet be constructed like a motor-

20This work is discussed in more detail in Section 6.2.7 “Re-use
of public data”
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way with several lanes, with those who transmit
information obliged to buy the right to higher
speed? Is this a model by which Internet providers
could actually charge for both content and network
leasing? This issue is currently under strong
debate worldwide.

4.2.3.4 Government measures

Measure 4.5: The ‘digital commons’

The Ministry of Government
Administration and Reform, in asso-
ciation with relevant ministries
such as the Ministry of Culture and
Church Affairs and the Ministry of
Education and Research will be
investigating the possibility of buy-
ing up diverse copyright-protected
material in order in the long term to
make ‘digital commons’ available to
the nation.

In association with the Ministry
of Culture and Church Affairs, the
Ministry of Education and
Research will be facilitating educa-
tional coordination of Norwegian
cultural heritage.

4.3 Universally designed solutions

4.3.1

The Government’s political platform (Soria Moria
Declaration) sets out a policy whereby the design
of public sector welfare provisions is to be dictated
by the needs of the users:

“The needs of the individual shall be focal as con-
cerns both the substance and organisation of wel-
fare provisions. The services shall as far as possi-
ble be adapted to the mneeds of the individual.
Through frequent and active dialogue with indi-
vidual citizens, public authorities shall ascertain
that the provisions made match the needs of the
recipient.”

Objectives and ambitions

Many people feel that there is a gap between
the design of ICT solutions and their chances of uti-
lising the technology satisfactorily. The govern-
ment’s objective is for all technological develop-
ments within ICT and the media to be based on the
principle of universal design. The public sector has
a distinct responsibility for ensuring that the differ-
ent ICT and web-based services do not result in
new and extensive barriers to those with special
needs.

Universal design shall contribute to inclusion,
in that the same principles applied to design are to
be applied vis-a-vis all people, irrespective of func-
tional ability. It is important to avoid special or
alternative adaptations for people with reduced
functional ability and instead, as far as possible, to
seek solutions that work well both for people who
have a functional problem and those who do not.

4.3.2 Currentstatus

The accessibility issue is one that affects a large
segment of the population. ICT can provide
enhanced quality of life and greater independence
for the people involved. At the same time, society
and the labour market will gain greater access to
valuable human resources.

One way of dealing with the issues surrounding
access is to design the technical solutions accord-
ing to universal design principles. This means
designing products and surroundings in such a
way that they can be used by everyone to the great-
est possible extent without the need for adapta-
tions or custom design. The term is often used syn-
onymously with accessibility for all, planning for all
and design for all. Universal design is aimed at all
people, of all ages, sizes and abilities®!.

The concept of universal design has been
implemented in many areas. It has been incorpo-
rated in legislation, regulations, action plans and is
highlighted as a strategy for promoting good
accessibility in many political documents. Among
other things, the Public Procurement Act was
amended in 2006 and comes into force on 1 January
2007. Both statutes and regulations presuppose
that the requisitioning party will have taken the
need for universal design into account as early as in
the planning of procurements. This applies equally
to ICT procurements. However, the Public Pro-
curement Act makes no stipulations regarding
what minimum requirements are to be met for ICT
procurements.

Norwegian Official Report, NOU 2005:8,
Likeverd og tilgjengelighet (Equality and accessibil-
ity) proposes making guidelines concerning right
of accessibility for people with disabilities in differ-
ent areas statutory. A minority on the committee
proposed making universal design mandatory for
ICT and transport, within explicit time limits. The
Ministry is working with a view to presentation of
an legislative bill to the Storting in autumn 2007.

2 Council for people with disabilities (1997), Universell utform-
ing. Planlegging og design for alle (Universal design, plan-
ning and design for everyone) (in Norwegian)
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The drive for universal design in ICT solutions
must also be considered in the context of the drive
now launched to implement open ICT standards in
the public sector. For people with disabilities who
require custom equipment/custom software, fail-
ure to adopt open standards may create barriers
since it will not be possible to use custom solutions
in conjunction with existing solutions. This stand-
ardisation drive is discussed in more detail in
Chapter 7.

Guidelines exist on universal design of web-
based services and information. Nationally and
internationally the guidelines provided by the Web
Accessibility Initiative (WAI) are the most widely
recognised and often form the basis for accessibil-
ity initiatives in the ICT area. In recent years, it has
become easier for people with disabilities to gain
access to information, but there is still far from
equal access for everyone. The annual quality
assessments of the official websites conducted by
Norway.no?.indicate that the websites are observ-
ing WAI criteria more extensively than in the past.
In 2006 Norway.no tested 448 local government
websites and 243 central government websites.
These quality criteria are based, among other
things, on the WAI criteria. The greatest improve-
ment has been in the local government sector,
while the central government sector is still rated
below average. The percentage of websites that
meet 80 per cent of the quality criteria in respect of
accessibility is 39 per cent of central government
websites and 27 per cent of the local government
websites.

4.3.3 Challenges

Physical accessibility is fundamental for social
involvement and participation in society. From the
perspective of inclusion, it is not satisfactory that
citizens are excluded from important social arenas
because the design of ICT solutions is not adapted
to their needs.

The government wishes statutory time limits to
be set for universal design of ICT, cf. the minority
proposal of NOU 2005:8. A requirement regarding
the universal design of ICT has not yet been exam-
ined. In conjunction with other relevant ministries,
the Ministry of Government Administration and
Reform will be examining in detail how time limits
on implementation of universal design of new and
existing ICT might be incorporated in an act on
non-discrimination and accessibility. It is essential
to delimit what the concept of ICT denotes, and to

2 http://www.Noreg.no/kvalitet/

estimate the financial and administrative costs of
introducing a statutory requirement.

There is a need to establish definitions, opera-
tionalisation and development of necessary indica-
tors in the area of universal design in terms of con-
formance with the proposed requirements but also
in order to ensure updated development in the
area. This is important because the concept of uni-
versal design will be incorporated in legislation,
action plans and other public strategies and goal
documents.

Consumers and citizens need information
about what is available, what they can expect and
what rights they have. The greatest barrier at
present is not the lack of technological capabilities.
It is more a lack of knowledge as to how these tech-
nological capabilities can be used and adapted to
differing requirements, as well as delimiting the
financial, political and social framework conditions.

Universally accessible technology

Through Norway.no’s quality assessments, it has
to some extent been possible to focus attention on
the accessibility of public sector websites. But
these criteria do not apply to internal networks,
such as intranets at work and learning platforms in
primary, secondary and higher/further education.
Nor are private actors subject to any quality
requirements regarding the design of their web-
sites.

The government sees it as a challenge to make
software for voice synthesis, also known as text-to-
speech (TTS) available, and ideally with free
access for those who wish to use it. The software
should be distributed via multiple channels, and
when using the Internet for distribution, it should
be possible to store TTS software on a local compu-
ter. This will now be achieved. At the Norwegian
government’s request, Microsoft Norway has
assumed responsibility for further developing and
making available software for Norwegian (Bokmal)
and New Norwegian (Nynorsk) speech synthesis.
This will make Norway the first country in the
world with freely available TTS software. The soft-
ware will be capable of reading both of Norway’s
official languages, Bokmal and Nynorsk, so that
users of either language will have the option of
using it. Clearly, however, this is not a solution that
covers all technical platforms fully. The govern-
ment will be urging suppliers and development
environments to work on designing freely available
and quality solutions for platforms other than Win-
dows.
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4.3.4 Government measures

Measure 4.6:  Universally designed public sector
electronic services

The government will follow up on
the proposals made by the legisla-
tive Syse Committee in NOU 2005:8
Equality and accessibility, and put
forward a proposal for a new act on
non-discrimination and accessibil-
ity. The government wishes to see
public sector electronic services
universally designed, except where
special circumstances render this
impossible. The Ministry of Gov-
ernment  Administration  and
Reform will be examining the con-
sequences of incorporating ICT
into this act.

Under the supervision of the
Ministry of Government Adminis-
tration and Reform, the relevant
competency environments shall
produce guidelines and detailed
specifications on standards and
requirements for the universal
design of ICT. In this work it will
also be necessary to develop indica-
tors for how universal design is to
be implemented.

Once serviceable indicators for
universal design of ICT are availa-
ble, consideration will be given to
incorporating public sector report-
ing systems such as KOSTRA
(local-central government report-
ing) and the new StatRes (central
government performance indica-
tors).

WAI criteria in development of
public sector websites

In all new development or compre-
hensive further development of
public sector websites, public
enterprises will be requested to
observe WAI criteria as laid down
in Norway.no’s quality require-
ments for online services. In con-
nection with the granting of State
funds to other websites, the govern-
ment will also recommend that
requirements be made regarding
observance of WAI criteria.

Departments under the Minis-
try of Government Administration

Measure 4.7:

and Reform will be required to
apply WAI criteria as laid down in
Noreg.no quality requirements for
online services when developing
new or undertaking comprehensive
further development of their exter-
nal and internal websites.

Efforts on quality assessment of
websites must be stepped up. As of
2007, a number of central, private
online services with high utility
value will be assessed by Noreg.no.
Noreg.no will provide a labelling
scheme to signal the extent to
which public and private online
services are designed according to
accessibility criteria.

More clear-cut responsibilities in ini-
tiatives on universal design of ICT
The organisation of public sector
initiatives on universal design of
ICT and electronic services will be
reviewed with a view to achieving
more straightforward and clear-cut
provisions and responsibilities.

A new action plan on improved
accessibility for people with disabil-
ities will be prepared, in which ICT
will be focal.

Promote the development of solutions
which provide improved accessibility
of ICT-based products and services

The commitment to the IT Funk
R&D programme on information
technology for people with disabili-
ties will be extended for a further
six years from 2007.

Measure 4.8:

Measure 4.9:

4.4 Digital skills

4.4.1

The changes and developments in society and
technology require that we all, irrespective of our
role and function, make sure that we are well
informed, that we address and build our skills in an
increasing number of fields. The promotion of dig-
ital skills should be regarded as a social innovation
project carried out in the arena of educational pol-
icy. No one should be excluded due to factors such
as age, geography and finances when it comes to
their means of using and making sense of elec-
tronic service provisions.

Norway should be a pioneer globally in the use
of ICT in teaching and learning. The government

Objectives and ambitions
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espouses the objective of achieving a modern edu-
cation system, with an active and discerning
approach to new technology and which draws on
the potential that exists in the interface between
digital youth culture and the schools’ more tradi-
tional learning culture.

In higher education, the government is com-
mitted to ensuring that students are trained in and
use ICT as an integral component of their studies,
in primary, secondary, continuing, higher and fur-
ther education alike. The aim is for pupils and stu-
dents to master ICT such as they will encounter it
in working life and society generally.

The government is concerned that children and
young people especially should experience the
Internet as a safe place to be. It is necessary to
intensify efforts on promoting the use of discerning
digital usage among children, teenagers and par-
ents. Legislation and policy instruments will need
to be updated where necessary to protect vulnera-
ble groups.

4.4.2 Currentstatus

In the report “Digital skule hver dag” (Digital schoo-
ling)?, digital literacy is defined as

“... skills, know-how, creativity and attitudes
required by everyome in ovder to be able to use
digital media for learning and attainment in the
knowledge society”.

The concept of digital literacy ranges from
basic skills to more generalised insights that foster
discerning digital usage. Two different directions
may be emphasised: One of these might be
described as basic ICT skills such as e-mail, text
processing, Internet searching. The second is
based on the concept of ‘digital bildung’ which Ger-
man loan-word denotes an amplified definition of
digital literacy.?* The EU employs the term eSkills
in reference to practical IT skills and elnclusion to
encompass the challenges associated with digital
participation. Key literacy arenas are home, work,
school/college and library.

% Network for IT-Research and Competence in Education
(ITU) (2005), Digital skule kvar dag (Digital schooling)
(Norwegian only)

“HOYKOM (2003), Ein utredning for programstyret i
HOYKOM (A report for the programme board of HOYKOM)
(Norwegian only): Skule for digital kompetanse. Om framti-
dige behov for breiband i utdanningssektoren.

Basic skills in ICT usage

A recent survey by TNS Gallup® indicates that out
of those with Internet access at home, 89 per cent
respond that it is not difficult to use a computer and
more than half see themselves as proficient in deal-
ing unaided with the majority of computing prob-
lems. The same survey reveals that only a minority
see use of software or the Internet as problemati-
cal. International surveys®® indicate that as many as
four in ten in Norway can be classed in the cate-
gory “advanced” when it comes to basic ICT skills.

The same survey shows that in most countries,
gender plays a lesser role in terms of differences in
basic ICT skills. Age difference however is a far
more significant factor. The age group 55+ cur-
rently includes a good 1.2 million Norwegians. Of
these, some 800,000 are non-users of ICT and the
Internet. A “young senior” group, aged 55-74, rep-
resents a total of around 830,000. Of these around
500,000 are non-ICT users — and their life expect-
ancy is a further 10-30 years. Three in four in the
age group 65-74 are non-users of the Internet?’.
The picture emerging is that different types of dig-
ital forms of communication can be associated with
“generations” and even web users born in certain
years.

Persons of working age who are unemployed
use computers and the Internet to a far lesser
extent than those in employment. But the question
of the right to digital literacy also affects all those
who work in sectors where computer resources
are not yet used extensively. The statistics indicate
that the self-employed use ICT far less than wage
earners.

Working life as a skills arena

In an era characterised by rapid technological
development and widespread globalisation, knowl-
edge and skills will come to be an increasingly
important factor. EU surveys® indicate that 60 per
cent of working people use ICT as part of their
daily routines and procedure. New technology and
new services integrate more and more functional-
ity and content. This entails greater demands for
frequent adaptation and flexibility among employ-
ees.

25TNS Gallup (2006), Interbus nr. 3 2006

% Eurostat (2006), 2005 Community survey on ICT usage in
househalds and by individuals

27 Statistics Norway (2006), ICT in the households

2 Eurostat (2006), 2005 Community survey on ICT usage in
househalds and by individuals
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The eBorgersurvey (eCitizen survey) 2006
tells us that many of the employed regard their dig-
ital skills as adequate to meet the demands made of
them in working life. The majority of those sur-
veyed appear to have great self-confidence in the
use of ICT.

This satisfaction with personal ICT accomplish-
ments is however by and large not shared by the
managers of enterprises, nor by researchers. And
a number of Vox*® enquiries also indicate that the
labour market is experiencing high demand for
digital skills. The Vox barometer for 2005 also
found a large gap between the importance of com-
puting skills among employees and their satisfac-
tion with their attainment of such skills.

Although many rate their personal skills as
high, many employees feel that they have not kept
up-to-date on developments and see themselves as
highly vulnerable because they lose control over
various daily or job-related tasks. In a survey con-
ducted by the FAFO Institute for Labour and Social
Research, one in four who took early retirement
under the AFP scheme (minimum age 62) identi-
fied the introduction of corporate ICT systems as a
reason for taking early retirement®!. This may be
an indication that senior employees are being side-
lined through the introduction of new technologies
and that a lack of basic ICT skills may result in
mature employees being passed over and hence
losing their motivation to stay in work.

Digital literacy in the education sector

ICT promotes changes in learning environments,
the way in which we learn and the means by which
learning generates new knowledge®”. New forms
of communication and sharing cultures within
schools, and not least between schools and their
environment, encourage schools to open up to
extended collaboration between home and school,
local actors such as businesses and other public
bodies.

As part of the Knowledge Promotion pro-
gramme, new curricula were introduced in autumn
2006 for primary and secondary education. The
basis for all learning and development is made up
of five core skills: reading, writing, oral expression,

PVox (2006), Vaksnes laering 2006 - tilstand, utfordringar,
anbefalinger

30Vox is the national center for learning in working life

SLFAFO (2002), Report 385: AFP-pensjonisten: sliten eller frisk
og arbeidsfer?

32 Network for IT-Research and Competence in Education
(ITU) (2005), Digital skule kvar dag (Digital Schooling)
(Norwegian only)

arithmetic and the use of digital resources. In the
new curricula, ICT skills are integrated in the skills
attainment targets for all subjects. Among other
things, pupils are required to learn to search for,
locate, process, produce, re-use, present and criti-
cally assess information as well as communicating
and interacting with others. Norway is well in the
lead internationally with a curriculum in which dig-
ital skills are to be integrated in all subjects.

Teaching skills in basic education

The introduction of the Knowledge Promotion pro-
gramme and new curricula challenge teachers in
several ways. The new curricula contain skills
attainment targets which presuppose that teachers
are fully au fait with how ICT can be used in educa-
tion. This poses challenges in relation to both the
training of new teachers and continuing education
of working teachers.

Moreover, trends in children’s and teenager’s
social practices involving ICT pose new challenges
for the digital literacy of the teachers themselves.
In the general training programme for generalist
elementary teacher training, “ICT as an educatio-
nal resource for communication and learning” is a
multidisciplinary area prescribed as a component
of curricula for all subjects in education. In their
local curricula, the teacher training colleges must
observe this requirement such that trainee teach-
ers are to receive training in the use of ICT as a
communication resource and tool for teaching in
the various subjects.

ICT and learning among pupils

The OECD report Are Students Ready for a Techno-
logy-Rich World? What PISA Studies Tell Us, pro-
vides a useful summary of the challenges posed by
ICT in education. The report points out that in an
age in which ICT features strongly in everyday life
and in education, the minority of students with
inadequate access to ICT, who make little use of
ICT and who are not confident in using ICT are
underperforming in relation to their peers. The use
of ICT in schools serves to bridge this digital
divide. The OECD also raises the issue of whether
students who use ICT more are necessarily using
them to best effect. It is the quality of ICT usage,
rather than the quantity that will determine the
extent to which ICT will have a positive impact on
the students’ academic outcomes.

The Norwegian universities and colleges are at
different levels in their use of ICT. There are also
great disparities between different professional
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Figure 4.3 The relationship between the students’ use of ICT and average performance in mathematics
and reading. In the figures, students are broken down into quarters by use of the Internet and software.

Source: OECD/PISA

environments internally in the different institutions
of education. In general, Norwegian higher educa-
tion is well advanced in terms of ICT usage. A solid
infrastructure and a good network has been estab-
lished through UNINETT, the company owned by
the Ministry of Education and Research. The insti-
tutions of education have also introduced platforms
at institutional level for electronic processing of
course and learning resources, the so-called LMS
(Learning Management Systems).

Discerning digital usage - safe use of the Internet

Discerning digital usage is the ability to acquire
important information, interpret media content and
to exercise critical judgment. Digital literacy is
about possessing the insights required for being
fully worthy participants in the current digital soci-
ety. Here, abilities in communication and content
production on the Internet will be important. We
are witnessing a trend whereby users are shifting
from being passive media consumers to being
active participants and content producers. The abil-
ity to create and share media content is becoming
increasingly important and may be termed “digital
cultural literacy”. This makes new demands on
user competence and critical evaluation, and also
on the ability of each individual to distinguish
between the valuable and the trivial, and what can
and cannot be trusted®.

The concept of eSafety, that is, safe use of the
Internet, is particularly topical in relation to chil-

dren and teenagers. Use of the Internet has to
negotiate territory between the right to receive
information and the right of children and young
people to be protected against illegal, harmful and
undesirable aspects of information and communi-
cations media. The UN Convention on the Rights
of the Child places emphasis on both access to
information and protection against harmful infor-
mation.

SAFT’s (Safety, Awareness, Facts and Tools)
child studies indicate that technology usage by
children and young people is changing and they
too are spending more time on technology. It also
reveals that children and young people have
become more critically aware of the information
they find on the Internet. This critical approach is
important in the light of the fact that
— 75,000 children state that they have received e-

mail that has upset or frightened them. Just 14

of children in the age group 9-16 state that

they have posted malicious comments on the

Internet (bullying or intimidation).

— 24 per cent of those who use the Internet state
that they have received unsolicited sexual
posts.

Children and young people are not only potential
victims. They can also be responsible for criminal

33 Petter Bae Brandtzeeg, Sintef IKT, Aftenposten 18.1.2005:
“Digital dannelse er blitt en nedvendighet, bade for voksen
og barn“
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acts and for causing harm to others. Posting abu-
sive material is one example. Exposing classmates
or others to ridicule on the Internet or by mobile
phone is a malicious type of bullying, and one
which society clearly must take sharp issue with.

The Ministry of Children and Equality and the
Ministry of Culture and Church Affairs, in conjunc-
tion with other relevant ministries, are responsible
for ajoint action plan on safer use of the Internet for
children and teenagers. This joint action plan is of
singular importance because the efforts to promote
safer use from many ministries, subordinate
departments and enterprises, trade organisations,
individual actors on the market and voluntary
organisations will be coordinated and presented in
a coherent fashion.

eSafety is not only associated with children and
teenagers. Among all consumers - old and young —
the need for information, education and accounta-
bility is present — and is predicted to increase still
further. Among other concerns, the issue of per-
sonal data protection affects all ages and user
groups.

4.4.3 Challenges

The government has identified the need to imple-
ment measures to maintain and develop digital
skills among vulnerable groups in the population in
order to prevent digital divides from growing in the
years ahead. In order to achieve this it is essential
to provide skills arenas for everyone. The skills are-
nas might be school, work, public arenas such as
libraries or local authority service centres, shop-
ping centres and also home.

If we consider skills building from a lifelong-
learning perspective, it is important to institute
measures for adults — both the employed and the
unemployed. Unlike other learners, such as col-
lege students and school pupils, many people in
this group do not use ICT on a daily basis. With
regard to adult learning, digital skills can serve to
reduce long-term unemployment and exclusion
from the labour market. Continuing and further
education is one of the most important resources
we have for qualifying people for a working life that
is constantly changing, both in terms of structure
and procedure. The government sees it as a great
challenge to create conditions conducive to a more
inclusive labour market that is accommodating of
different people with differing abilities. In 2006, the
government, through the Ministry of Education
created a “Programme for basic skills in working
life”. The programme funds private and public sec-
tor companies who provide training in reading,

writing, arithmetic and ICT for their own employ-
ees and jobseekers.

The picture of the elderly as the group with the
weakest digital skills has scarcely changed in
recent years. At the same time, we find that the
negative consequences of not participating on the
Internet are constantly growing. The public sector
invests heavily in the development of web-based
services that also have senior citizens as a key tar-
get audience. Elderly persons over the age of 60
and pensioners are large consumers of counter
services®, and this entails costs and drawbacks.
Those who use online services, both from the pub-
lic and the private sectors, are extensively
rewarded by for example extended due dates,
cheaper tickets and lower charges. This situation
may change as more technology-savvy generations
reach this age, but it is likely that that the chal-
lenges mentioned above will be present for many
years to come.

Voluntary organisations in Norway will be able
to play a key role in mobilising a number of the age-
determined groups that are currently being left
behind. The government, through the agencies of
the Ministry of Government Administration and
Reform and the Ministry of Education, wishes in
future to continue supporting non-profit organisa-
tions that wish to assist in building the public’s dig-
ital skills. Public service providers should more
extensively form partnerships with both the labour
market and non-profit organisations to improve
digital skills in the adult population.

Public offices such as local labour and welfare
office user sites, municipal service centres and oth-
ers should also be arenas for offering instruction
and assistance in using public sector online serv-
ices. Similarly, private actors in media, finance,
retail and travel should be urged to assume respon-
sibility for providing instruction to users so that
they become fully proficient at using their solu-
tions.

An education system adapted to the pupils’ and
students’ media habits

Children and young people are exposed to and use
digital media and services at an ever-earlier stage
and many have acquired a number of digital skills
even before they start school. Schools are required
to create conditions that are conducive to learning
for all pupils and students irrespective of the
resources available to them at home. Digital skills

3 Nye tjenester pa postkontorene (New services at the post
offices), Fafo report 249 1998
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acquisition is an integrated component of all sub-
jects and although many households with children
have access to a computer and the Internet, a
group of pupils/students will lack access to the
equipment required for doing homework. This
might exacerbate the differences between pupils/
students with different family backgrounds.

At the same time, children’s knowledge of new
technology should be put to use by schools where
possible. Many children and teenagers have exten-
sive computing experience from gaming. It is
therefore important that schools do not regard
youth digital culture as a threat to school content
and ways of working, but manage to balance their
role in relation to young people’s digital media hab-
its. Schools should be well-informed of and engage
in studying external influences in order to identify
the considerable potential for learning and cooper-
ation inherent in the technologies that are rapidly
adopted by children and young people, such as the
so-called Web 2.0 technologies.

eSafety

The government is concerned about the safety of
children and young people on the Internet. The
Ministry of Justice and the Police has appointed a
working group to examine measures for prevent-
ing Internetlinked child-abuse. The group will
present its recommendations in January 2007 and
the government will be considering the measures
proposed. Children, teenagers and adults have a
need for open discussion about ethical use of the
Internet instead of it becoming a covert youth
domain. SAFT’s youth survey provides clear indi-
cations that parents have little awareness of chil-
dren’s’ and teenagers’ actual Internet usage. The
Government sees it as a challenge to encourage
schools and parents jointly to assume responsibil-
ity for acting both as guides and limit-setters. Eve-
ryone who works with minors should be well
informed of children and young people’s media
usage and how this can be used constructively in
teaching and interaction with children.

4.4.4 Government measures

Measure 4.10: Public enterprises shall contribute to
digital skills building.
Public sector enterprises are to con-
tribute to digital skills building in
the nation by more extensively
forming partnerships with the

Measure 4.11:

Measure 4.12:

Summary in English: Report No. 17 to the Storting 33

labour market and non-profit organ-
isations.

Local and central government

offices providing services to citi-
zens will be urged to go further in
establishing terminals for citizens
and in organising instruction of citi-
zens in order to ensure access to
electronic services for that segment
of the public that does not have
access to computer equipment at
home or at work.
Information provided to schools,
parents, minors and consumers asso-
ciated with safe use of the Internet to
be further coordinated

This is further to the action plan
on “Children, young people and the
Internet”, a joint action plan on
eSafety for minors. This joint action
plan is of singular importance
because the efforts to promote
safer use from many ministries,
subordinate  departments and
enterprises, trade organisations,
individual actors on the market and
voluntary organisations will be
coordinated and presented in a
coherent fashion.

The Knowledge Promotion pro-
gramme shall be followed up

The programme to ensure all
pupils/students of digital literacy as
a basic skill will be followed up in
connection with implementation of
the Knowledge Promotion pro-
gramme. The same applies to the
drive to provide all teachers with
the necessary proficiencies and
skills for using ICT in education

The universities and colleges
shall promote digital skills building
among students and staff as an inte-
gral component of their own activi-
ties in education and research. The
institutions of education are to
engage in national measures such
as UNINETT and Norway Opening
Universities (national initiative for
higher education) on further devel-
oping constructive and efficient use
of ICT in Norwegian higher educa-
tion.
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5 Research and development

Research has been and will continue to be crucial
for advances in information and communications
technology, including use of the technology. First
because ICT is a special field of research for the
development and use of technologies. Second
because ICT is a key resource in effectively all
fields of research. New technologies and enhanced
use of technologies will therefore serve to drive
research in future. Third, it is necessary to obtain
insights into how ICT is changing society such as
through new forms of organisation, communica-
tion and information flows. ICT research therefore
covers a wide field which will call for extensive
commitments in the coming years.

5.1 Research policy ambitions and
priorities

Research and development will be crucial in ensur-
ing a knowledge-based and innovative society in
future. The government has the objective of
extending the aggregate research effort in Norway
to 3 per cent of gross domestic product by 2010.
This is an ambitious objective that will entail a
strong government commitment and a strong
increase in R&D efforts in business and industry.

The government’s overarching priorities in its
research policy follow the main lines of Report to
the Storting no. 20 (2004-2005) Vilje til forskning
(Commitment to Research). This priority operates
with 3 dimensions (see Fig. 5.1). The first of these
is the structural dimension: along this dimension,
internationalisation will be a sustained perspective.
In addition, pure research must be promoted with
special emphasis given to quality and research in
mathematical, scientific and technological disci-
plines. The third structural priority is research-
based innovation and inventions, including
research into increased innovation in the public
sector. The second dimension is the strengthening
of research in the four thematic areas of energy &
environment, food, marine and health. The third
dimension comprises the three technology areas of
information and communications technology, bio-
technology and materials technology and nanote-
chnology.

Pursuing these ambitions and priorities will
provide broad impetus for Norwegian ICT
research. In addition to the fact that ICT is defined
as one of three prioritised technology areas, ICT
will be strengthened through the other priorities. A
broad commitment to internationalisation, pure
research and research-based innovation will bene-

51%%3 rrE1I gr?t QOceans Food Health
New materials .
nanotechnology Biotechnology

Figure 5.1 Priorities in Norwegian research policy.
Source: Report to the Storting no. 20 (2004—2005)
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fit ICT research extensively. Furthermore, ICT will
be an important element in the thematic commit-
ments and the other technological areas.

5.2 The importance of ICT research for
the information society

Information and communications technology is
global, but national research and know-how is still
crucial for the ability to make use of the technol-
ogy. The ICT sectors are research intensive and
research has primarily been devoted to compo-
nents and how they are assembled in data and com-
munications systems. However, increased penetra-
tion of ICT will also entail increased demand for
research into use of the technologies.

Chapter 3 describes how ICT boosts productiv-
ity and value creation in society. This productivity
and value creation is based on innovation and
research surrounding technology, knowledge of
how the technologies can be used and the skills
required for making the most of their potentials.

Recent research! suggests that technological
advances will play a key role in future and that
research policy should be geared to stimulate diffu-
sion of new technology within mechanisms of eco-
nomic growth. There are currently sound pros-
pects for capitalising on Norwegian ICT invest-
ments. But to achieve this, Norway must be more
ready to tap into the potentials afforded by technol-
ogy. This requires research into and knowledge
about how we use and implement products and
services in terms of organisation and administra-
tion and how we may reap the benefits of the
investments that are made. This entails both
research into ICT usage generally and research
and development in the ICT sectors.

Recent research in Norway indicates that a sig-
nificant proportion of research projects in which
ICT is involved, result in innovations. Innovation is
often the result because information and communi-
cations technology transcends traditional divides
in terms of new organisational forms, procedures
and other new possibilities. New public services
and raised efficiency in public administration are
also based on new and updated ICT expertise. In
addition, society is influenced by breakthroughs

1 Gordon, RJ. (2000):Does the “New Economy” Measure up to
the Great Inventions of the Past? “Journal of Economic Per-
spectives” vol. 14, 4/2000; Jergensen, (2003); Hagen, K.P.
(2002): Den nye skonomien (The New Economy). Article
in”Neeringspolitikk for ny ekonomi” (Business policy for the
new economy), Hope, E. (ed.) Oxford. 1995.

connected with ICT, which can have both intended
and unintended effects. Research and knowledge
building are therefore essential.

5.2.1 Public administration requires

ICT research

Over a period of many years, Norwegian public
administration has introduced radical changes
resulting in appreciable efficiency improvements.
The ongoing reform programme also entails
adjustments which demand new expertise. Partici-
pation in R&D projects and programmes is impor-
tant in order both to share costs and experience
and to avoid fragmented sourcing of expertise. The
fact that government departments have often faced
short time limits within which to introduce new
solutions has meant that there was not always suf-
ficient time to undertake research or development
projects and apply for national or international
research funds. Instead, the departments have
developed solutions with the aid of in-house or con-
tracted external resources.

One instrument in ICT research consists of the
research & development contracts administrated
by Innovation Norway, cf. Chapter 6. This scheme
is designed to promote innovation activity and is
based on mutually binding partnerships on product
development between a supplier and a government
department or a private enterprise.

5.2.2 Norwegian ICT research has yielded
results

Norway has no large, international industry drivers
in the ICT sectors such as Finland’s Nokia or Swe-
den’s Ericsson, which account for a preponderance
of research in the ICT sectors in these two coun-
tries. Against that, Norway has talented research
centres linked to the demand among medium-
sized and small businesses for custom ICT prod-
ucts and software. Telenor is the largest individual
company in the Norwegian ICT sectors and is one
of Norway’s largest R&D enterprises. In addition,
Norway’s applied research and pure research has a
solid expert foundation and its results demonstrate
innovation and sustainability, among other things
through the development of the SIMULA program-
ming language, the GSM industry standard and
the FAST search engine. All three testify to
advanced capability in software engineering and
demonstrate that it is worth targeting Norwegian
ICT in this area.
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5.3 Current status and financing of
Norwegian ICT research

ICT research goes on in business and industry, at
research institutes, universities and colleges. The
research involves many disciplines, takes place in
many sectors and comprises both pure research
and development.

In 2003 the total operating costs of ICT
research in Norway amounted to NOK 5.3 billion,
broken down into NOK 4.5 billion in the commer-
cial sector, just over NOK 700 million in the insti-
tutes sector and close to NOK 300 million in the
universities and colleges sector.

The decade 1993-2003 saw a heavy real
increase in the operating costs of ICT research in
business and industry, but a real fall in the univer-
sities and colleges sector and the institutes sector,
although with a slight rise post-2001 (see Fig 5.2).

Business and industry accounts for just under
half of the total R&D programmes in Norway?’.
Business and industry carried out R&D in ICT
worth a total of approx. NOK 4.3 billion in 2003,
around a third of business and industry’s total R&D
costs. ICT has special status in that almost all
industries carry out research in this area. Service
provider sectors in particular concentrate their
efforts on ICT.

The universities and colleges sector conducts
almost a third of all R&D in Norway and is respon-
sible for a preponderance of the fundamental and
long-term ICT research, while it also produces
graduates. All of the four main universities in Nor-
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Figure 5.2 R&D operating costs within ICT 1993 -
2003 by performing sector. Fixed 2000 prices.

Source: R&D statistics, Statistics Norway/NIFU STEP

2 NIFU - Studies in Research, Innovation and Education, 2004

way have strong R&D centres in several fields of
ICT, while some colleges have made a strong com-
mitment to special areas within ICT.

The institutes sector carries out a fourth of all
research in Norway and plays an important role in
the Norwegian research and innovation system.
The institutes supply applied research to business
and industry and public administration and build
bridges between companies and government
departments and academia.

ICT development calls for close interaction
between pure research, innovation and applied
research — and the distance between them can be
short. Interdisciplinary approaches and project for-
mats are becoming increasingly important as a
result of technological convergence and the grow-
ing diversity of applications and issues associated
with use of the technology. The Research Council
of Norway has a wide array of programmes and
instruments to enable it to promote all aspects of
ICT research. A particularly relevant drive is the
VERDIKT research programme, designed to oper-
ate across disciplinary and sectoral divides. The
programme is one of seven major research pro-
grammes under the Research Council of Norway.

Of the three prioritised technology areas, ICT
is the one that receives the most funding through
the Research Council of Norway. In the Research
Council’s budget for 2006, ICT research accounts
for NOK 410 million or 7.8 per cent of the Research
Council’s total budget. Figure 5.3 below shows the
trends in the period 2000 to 2005 in the Research
Council of Norway’s funding allocations to projects
in the five priority areas identified in the 1999
research report. ICT research, financed through
the Research Council of Norway shows stagnation
in real terms, while growth in the other priority
areas has increased from 60 per cent to 110 per
cent.

During the same period, the government estab-
lished the Skattefunn tax offsets scheme (see box
5.3), which to a great extent funds ICT-related
R&D.

Norway’s total investments in ICT research are
relatively low in international terms. Measured as a
percentage of GDP, expenditure on ICT research
in Norway amounted to 0.24 per cent in 2003. This
places Norway in the bottom half of OECD coun-
tries, but ahead of countries such as Great Britain
and Australia. Finland ranked highest with its total
expenditure on ICT corresponding to 1.27 of GDP,
followed by Korea and Sweden with approx. 1 per
cent. Norway’s ranking is to some extent explained
by its relatively high GDP level and relatively low
total R&D commitment in business and industry.?
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Figure 5.3 Percentage increase in Research Council of Norway allocations to the five priority areas in the

1999 research report.

Source: Research Council of Norway, 2006

If we look at the percentage share attributable
to ICT research in R&D overall in business, Nor-
way comes out of it better. In Norway, ICT
research accounts for almost a third of business
and industry’s total expenditure on independently
conducted R&D. This places Norway almost on a
par with countries such as Denmark and France,
but still a good stretch behind Ireland and Finland
where ICT research accounts for 70 and 64 per
cent respectively of total R&D in business.*

5.4 ICT research should be broad-
based

ICT research is conducted predominantly into
fields of technology and science, but also encom-
passes social sciences, humanities and law. This
lends the breadth and depth to the research that is
needed for responding to challenges in the infor-
mation society. Issues in these three areas influ-
ence each other. By conducting ICT research of a
sufficiently high standard and scope in all disci-
plines, Norway will be well placed to respond to
developments in the information society. Research
and development activities must be followed by
pilot and feasibility studies.

3 Source: OECD, Information Technology Outlook 2006.
4 Source: Statistics Norway, Nekkeltal om informasjonssam-
funnet (Key figures for the information society) 2005

Technological and scientific research

Technological and scientific ICT research will
advance the development of new hardware and
software and better understanding of technical cor-
relations and potentials. This research covers a
wide range of fields. In terms of hardware, it com-
prises microtechnology and telecoms technology,
while the software-oriented research concerns
itself with programming languages, user inter-
faces, the design of large-scale software systems
(including systems for communication and com-
munications services), databases and security
issues. Norwegian business and industry research
into communications technology is directed at
fields such as network solutions, telecommunica-
tions equipment, communications services and
middleware®.

Business and industry research in software and
its applications covers a broad thematic spectrum
including system software, communications, serv-
ices and user interfaces, and with applications in
electronic commerce, telecommunications and
data processing activities everywhere in society.
Expertise in and capability for software development
is becoming more and more important. Software
development accounts for some 75 per cent of the
cost of developing a mobile phone and around 50
per cent of the cost of developing a new car. It is
crucial for innovation and is essentially linked to

5 Middleware: software that ensures a connection between
components and applications.
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R&D initiatives, both as regards supporting use of
ICT in business and society generally, but also in
terms of developing the ICT sectors. The techno-
logical and scientific research centres in Norway
have strong expertise in software development and
have proven innovative capacity. These centres
should be further developed so they are geared to
responding to future challenges and opportunities
in the information society and will be able to under-
pin growth of the ICT sectors, which are among
the fastest growing sectors.

The total volume of digital data worldwide dou-
bles approx. every four years. The capability to
process, distribute and make use of this data vol-
ume requires state-of-the-art electronic infrastruc-
ture. One key component of this is GRID infra-
structure. GRID collaboration and use of research
networks requires the development of applications
capable of handling huge data volumes and organ-
ising data processors to interoperate as one.

Norway has also built up important electronic
infrastructure in several areas: the State-owned
company UNINETT AS operates networks and net-
work services for universities, colleges and
research institutions in Norway. In the years lead-
ing up to 2009, the campus network will be
strengthened and coordinated to make a high-
capacity infrastructure available to end users at all
universities and colleges nationwide. Norway has
also engaged in extensive collaboration on high
performance computing (HPC). This collaboration
involves a number of key actors in Norwegian
research. Since 2004, the collaboration has been
organised as a subsidiary of UNINETT AS (UNI-
NETT Sigma). This company has been designated
the Norwegian GRID coordinator, both in the pan-
Nordic and European grid projects.

Substantial initiatives are in progress interna-
tionally to develop the GRID infrastructure. The
challenge in future will be to develop a framework
that will enable Norway, the Nordic Region and
neighbouring regions to collaborate in such a way
that the region will stand out as an attractive part-
ner in this field, both in Europe and globally.

Scientific and humanistic ICT research

Scientific and humanistic ICT research is vital in
order to acquire knowledge of how ICT systems
should be designed in order to meet the needs of
different users and in the interest of obtaining a
broader perspective on what influences technolog-
ical developments and how technologies influence
culture and society. Research into the cultural and
societal aspects of ICT provides an informed basis

for public and private sector enterprises and for
individual citizens. The development of digital
learning resources for example require knowledge
of genre trends in new media and of how different
age groups use ICT. In addition, new commercial
services are dependent on, for example, insights
into technology, users, business models and regu-
latory framework conditions.

Legal ICT research

Legal research deals with the legislative aspects of
ICT. Developments in ICT call for legislative
amendments as a result of convergence between
technologies and in respect of copyright and other
intellectual property law, consumer law, contract
law etc.

Most areas of society and activities are cur-
rently to a greater or lesser extent governed by law.
As ICT is adopted and impacts on all areas, tradi-
tional, statutory regulation will need to be
amended or adapted. In addition, potentials arise
out of new technologies that entail reviews of legal
framework conditions. Many changes result in
products shifting between areas which were tradi-
tionally treated as separate. A typical example
would be the transition from “products” to “serv-
ices”. Data were typically locked in a physical
medium (a book, a record, a CD-ROM, a DVD) but
are now also sold as an online service.

Legal informatics research covers fundamental
issues arising as a result of the nature of informa-
tion and communications technology, unique legal
informatics issues which have arisen as a result of
new technologies; issues pertaining to markets for
electronic products and services, and -electronic
administration, in particular ordinary public serv-
ice production.

5.5 Scientific expertise

Although ICT research embraces many disci-
plines, an ICT initiative will be particularly depend-
ent on access to technological and scientific exper-
tise. Firstly, there is a strong need for staff with a
scientific training who will be capable of develop-
ing and using ICT solutions in business, public
administration and society generally. Secondly, it
is important that the best graduates have a means
of pursuing a research career in ICT and ICT-rele-
vant fields. Thirdly, it is necessary to have a suffi-
ciently large number of teachers with scientific
training to ensure future recruitment to the various
scientific disciplines in the long term.
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In Norway there is currently high demand for
researchers and highly qualified personnel in ICT
and ICT-relevant disciplines.

The percentage of students who graduated in
science has fallen from 22.4 in 1994 to 17.8 % in
2004. However, there are signs that this negative
trend may have been reversed. The increase in the
number of applicants for engineering programmes
is, for example, 17 per cent up on the previous year.

In spite of the encouraging upturn, there is still
aneed, at every level of education, to ensure future
recruitment to the sciences. Follow-up on the gov-
ernment’s national science in education strategy
comprises a number of measures from pre-school
to PhD level. As an element in pursuit of this strat-
egy, the government has also established a
National Forum for Sciences under the supervision
of the Minister of Education and Research.

The government’s follow-up on this and other
initiatives to promote recruitment to the sciences
will be highly influential on future initiatives in ICT
research in Norway.

5.6 Participation in international
research and development in the
ICT area

ICT research is inherently international. The inter-
nationalisation of Norwegian research is a general
research policy priority. The internationalisation of
Norwegian ICT research serves to raise the quality
and relevance of ICT research and to promote
innovation and value creation in the ICT sector. To
that end, Norway has a declared policy of engaging
actively in the EU framework programmes, the net-
work for market-oriented R&D, in R&D pro-
grammes through the European Space Agency
(ESA), other organisations and through bilateral
research partnerships.

5.6.1 Participation in EU research

programmes is essential

The EU framework programmes for research and
technological development constitute the most
important international collaborative arena for all
Norwegian R&D initiatives. Of particular impor-
tance is the relationship building with other
researchers, research institutions and business
and industry that Norwegian actors have to
achieve in order to secure funding and participa-
tion in an EU project. The EU framework pro-
gramme also influences Norwegian policy and

research policy priorities through new initiatives in
and linked to the programme.

Since 1994, Norway has participated, through
the EEA Agreement, in the EEA-relevant compo-
nents of the EU’s Framework Programmes for
research on a par with EU Member States. ICT is
the largest thematic area. The EU’s 7th Frame-
work Programme for research and technological
development (FP7) starts in 2007 and will run until
2013. The programme has four specific pillars:

— Collaborative R&D within prioritised thematic
areas through the Cooperation programme

— Basic research through the research frontier
in the Ideas programme

— Strengthening human resources and mobility
through People

— DPotentiating research capacity in Capacities,
with a focus on infrastructure and SMEs.

Norwegian participation in the ICT component of
FP6 is substantial, amounting to approx. 15 per
cent of total Norwegian participation. Out of IST
(Information Society Technologies) applications
with Norwegian participation, 22 per cent have
been recommended for funding, compared with an
average of 17 per cent for all IST applications. Par-
ticipating in FP7 for research and technological
development is a means of boosting Norwegian
ICT research and promoting Norwegian priorities.
The two projects DIADEM (Delivering Inclusive
Access for Disabled or Elderly Members of the
community) and InterRisk (Interoperable GMES
Services for Environmental Risk Management in
Marine & Coastal Areas of Europe) are notable
examples. The aim is for both Norwegian participa-
tion and Norwegian financial returns within the
ICT programme to be stepped up in FP7.

The EU has actively supported the establish-
ment of more than 30 European Technology Plat-
forms (ETP). Norway should be an active partici-
pant in these. The platforms can be used strategi-
cally to develop Norwegian commercial ICT
research. The Research Council of Norway should
promote participation in the ICT platforms, work
for the creation of Norwegian arenas capable of col-
laborating with relevant European technology plat-
forms, and ensuring good linkages with national
programme activities.

The government attaches importance to active
and strategic participation by Norway in the formu-
lation and implementation of relevant Joint Tech-
nology Initiatives also.

The EUREKA collaboration is a European net-
work for market-oriented R&D in which several
European ICT companies have taken the initiative
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for major programme projects (ICT clusters) in
areas such as microelectronics, telecommunica-
tions, software and multimedia. Norwegian
involvement is primarily within the areas of soft-
ware technology, telecommunications and
microsystems. Norwegian business and industry
regards the market proximity of the EUREKA col-
laboration as relevant and positive. Norwegian
EUREKA participation in the ICT area should be
continued and if necessary boosted.

As of 2007, the EU will be running a dedicated
framework programme entitled “Competitiveness
and Innovation Programme” (CIP). This pro-
gramme will comprise ICT initiatives for stimulat-
ing new eCommerce markets, electronic content in
European media and increased use of digital tech-
nology, collaboration and development on eHealth,
eGovernment and elnclusion. Components of ICT
research in FP6 will also be transferred to CIP.
This will include areas which the EU finds are
more allied with development efforts, such as
eGovernment initiatives. The government is cur-
rently deliberating the question of Norwegian par-
ticipation in CIP.

5.6.2 Global collaboration on ICT research

The global nature of the ICT area dictates that Nor-
way’s participation in international ICT collabora-
tive research should not be restricted to Europe
although participation in European collaboration is
of particular importance also in view of the fact that
Norway is part of the EU’s Single Market.

Norway has signed a number of bilateral agree-
ments which pave the way for collaboration at
researcher and institutional level within the ICT
area also. Collaboration with North America is
important for Norwegian ICT research and the ICT
sector and is based on collaborative relations
forged over many years between Norwegian and
North American academic centres in a number of
ICT fields. The universities and ICT businesses
often also enjoy more dynamic partnerships in
North America than in Europe and this can give
vital impetus to Norwegian ICT research.

With key Asian countries also, increasing col-
laboration is occurring both on R&D and market
penetration. Schemes and initiatives to promote
bilateral R&D collaboration should be continued
and if necessary boosted. A new bilateral research
agreement with India was signed in November
2006 and a new, corresponding agreement with
China is under negotiation.

5.6.3 Measures to boost Norwegian
ICT research

Information and communications technology has
great and mounting influence on economic growth
and productivity, is adopted increasingly by the
whole of society and impacts society in new ways.
The government will promote a culture of innova-
tion and entrepreneurship in all research fields,
through interaction between business and indus-
try, the public sector and research centres. The
government wishes to see ICT research make sub-
stantial contributions to this type of culture and
this type of interaction. The government will be
intensifying ICT research on a broad front:

— The government has the objective of extending
the aggregate research effort in Norway to 3
per cent of gross domestic product by 2010.
This is an ambitious objective that will entail a
strong government commitment and a strong
increase in R&D efforts in business and indus-
try.

— The government will prioritise and boost ICT
research in the general R&D appropriations in
line with the guidelines laid down in Report to
the Storting no. 20 (2004-2005) Vilje til fors-
kning (Commitment to Research).

— In initiatives for the High North, the govern-
ment’s priorities will include ICT research.

— The government will be working to strengthen
ICT research through a wide array of instru-
ments under the Research Council of Norway
and will be instrumental in ensuring that
diverse initiatives are seen in context. The
VERDIKT programme on core competence
and growth in ICT will be a key instrument.

— The government will promote recruitment to
ICT and ICT-relevant disciplines, among other
things by pursuing the Ministry of Education
and Reform’s science strategy and the
Research Council of Norway’s strategy for
pure research in mathematics, science and
technology.

— Besides appropriations for R&D, the public
sector plays a key role in business growth as a
client for and procurer of different products,
development projects and services. The gov-
ernment will be further developing the public
sector’s role as a good and demanding cus-
tomer in the ICT area.

— The government wishes Norway to participate
in the EU’s Seventh Framework Programme
for research and technological development
and will be presenting a bill on Norwegian par-
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ticipation once the final resolutions have been
passed in the EU (due early 2008).

Norway has accepted an invitation to partici-
pate in the design of European technology plat-
forms. This is important for both Norwegian
ICT research and for other Norwegian partici-
pation in European collaborative research. The
government will be calling for the establish-
ment of additional Norwegian national technol-
ogy platforms where European technology
platforms have been established with active
Norwegian participation.

The Government will be proposing that Nor-
wegian EUREKA participation in the ICT area
be continued and if necessary strengthened.
The Government is considering regular partici-
pation in various action programmes within
the ICT area in the EU.

The Government will also be strengthening
collaboration on ICT research with countries
outside of Europe, among other things by
drawing on the bilateral agreements with the
USA and key Asian countries.
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6 ICT and business policy

6.1 The Government’s goals and
ambitions

Nowadays most of the value creation in business
occurs within service provider enterprises and the
volume of private services is twice that of public
sector services. The significant advances in ICT
over the past fifteen years have changed the organ-
isation, supply channels and services in a way that
has injected great dynamism into international
commerce.

Over the last decade, advances in ICT have
influenced developments in and operating condi-
tions for the service sector. With turnover of NOK
177 billion in 2005, an increase of two per cent on
the previous year, the ICT sectors are sizeable in
themselves. Equally significant is the very nature
of ICT: a pervasive technology that is deployed in
and raises productivity in a number of sectors in
the economy, from feed in agriculture and fisher-
ies, through automation in industry, to radical
changes in widely differing sectors such as retail-
ing, banking and insurance. In a short space of
time advances in ICT have enabled knowledge-
intensive commercial services especially to
achieve increased penetration, knowledge sharing
and worksharing across large distances. ICT enter-
prises are characterised by being knowledge-inten-
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Figure 6.1 The ICT sector in figures

Source: «Ngkkeltall om informasjonssamfunnet 2005»,
SSB 2006

sive and environment-friendly. A strengthened ICT

sector therefore advances the transition to a green

knowledge economy.

As discussed in Chapter 3, the ability to tap into
the opportunities brought in the wake of these
developments is a source of great economic poten-
tial. Economies of scale and network effects make
it difficult to compete with the large international
suppliers of the standard types of ICT equipment
and software, yet internationalisation also creates
opportunities for the Norwegian ICT sector. This
means that business policy in ICT needs to operate
with two types of focus:

— Further development of the use of ICT in busi-
ness and society generally in order to raise Nor-
wegian competitiveness.

— Identification of niches and development of
clusters in which the Norwegian ICT sector
has special preconditions for making its mark.

Norwegian niches should be associated with areas
in which we have special preconditions for success.
This will often, but not necessarily, be associated
with challenges which are especially manifest in
Norway such as:

— Shipping and activities in the North Sea dictat-
ed the need for satellite communications and
navigation equipment and have been drivers for
manufacturers and operators in these indus-
tries;

— Norwegian topography made radio communi-
cations highly attractive and turned Norway
into a leader in wireless communications;

— High exploration and production costs in the
North Sea have intensified demand for effec-
tive seismic surveys substantially in the Nor-
wegian petroleum sector and both Norwegian
and international firms are developing the nec-
essary software here in Norway.

In future, initiatives in the High North will pose
substantial challenges in terms of ICT solutions
suitable for exacting climatic conditions (such as
automation, handheld terminals etc.). Integrated
operations and eOperation in the petroleum sector
will extensively facilitate the development of new
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solutions which will be of great value to Norway as
a solutions exporter.

The Government’s objective is for Norway to be
one of the leading, innovative, dynamic and knowl-
edge-based economies in the world within the
fields in which we possess advantages. Norway is
to be a good country to do business in.

6.2 Challenges associated with
innovation and efficient use of ICT
in business and industry

6.2.1 Business and industry must be

sufficiently adaptable

Efficient use of ICT in business and industry pro-
motes radical changes in costs, productivity, qual-
ity and service through the restructuring of pro-
duction and other business processes. This places
new demands on logistics and distribution, which
in turn requires new organisational forms based on
professional deployment of ICT.

The interaction between an ICT-supplier indus-
try and corporate use of new technologies has
great influence on general economic growth. Both
in value chains and networks, the links between
the actors are close and the synergy effects
between them are substantial. Innovation studies
indicate that customers and suppliers are the most
important sources of company innovation. In order
for business to become a more advanced and
proactive user of ICT it needs to be in close contact
with a skilled ICT-supplier industry — and in order
to achieve a booming ICT sector it in turn needs
demanding customers to spar with, both at home
and abroad.

According to the latest productivity estimates
from Statistics Norway' the highest productivity
growth over the last decade was enjoyed by private
service providers, and commodity trading and
domestic transport especially. According to Statis-
tics Norway, there is strong indication that innova-
tion through the deployment of new technology is
one of the factors driving this growth. These sec-
tors have also carried out large-scale organisa-
tional restructuring projects on the back of heavy
investment in ICT solutions.

However, this trend also embodies certain neg-
ative elements. Many firms have found that devel-
oping new ICT systems was far more expensive

1 Statistics Norway, @konomisk utsyn 2006 (Economic out-
look 2006).

and more time-consuming than estimated, and the
benefits far weaker than expected. New competi-
tors emerge, often unexpectedly and change the
ground rules and threaten the profitability of estab-
lished actors. A key challenge is therefore to build
the ability of businesses to assess the potentials of
a new technology, to develop a strategy for ICT
investments and to plan for its use in line with busi-
ness strategy and competitive parameters.

6.2.2 Business and industry requires both
user skills and high-end expertise

Information and communications technology is
also a tool for effective development and adminis-
tration of skills and expertise in business and
industry. This comprises both elLearning (web-
based/IT-supported learning) and IT-supported
skills management in individual enterprises or
enterprise networks. One critical factor in the skills
picture is access to ICT skills in business and
industry in the shape of what might be called ‘stra-
tegic ICT skills’, which are necessary for making
efficient use of the inherent capabilities of the tech-
nology and high-end expertise in technology,
which is a precondition for further innovation and
development in the ICT industry. In addition there
is the need for operational ICT skills.

User skills: Studies indicate that large busi-
nesses are best-in-class in terms of having a work-
force with good/advanced ICT skills, while they
are also relatively quick in and conscientious about
adopting and using ICT tools in order to further
strengthen the business’s competitive edge. There
is much to suggest that the biggest demand for
skills still lies with the small and medium-sized
enterprises (SMEs).

High-end expertise/strategic skills: Great opti-
mism prevails in Norwegian business and industry,
but there are reports of mounting recruitment
problems in the knowledge industry (e.g. the 2006
corporate survey of Aetat, the Norwegian Public
Employment Service). The consequences may be
many. The obvious ones being that Norwegian
business and industry, the ICT sector especially,
will have to recruit from abroad to secure talent for
their vacancies.

The fasttrack scheme for processing of resi-
dence and work permits for foreign professors and
PhD students works relatively well for large organ-
isations, but there is an evident need to provide
information about this option for SMEs.
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6.2.3 eCommerce is important for value
creation in business and industry

Technological progress will ultimately entail large-
scale structural changes in the economy. But they
also offer commercial prospects within a number of
new areas. Electronic commerce provides cost sav-
ings in sales, sub-contracts, purchasing, payment
services and distribution.

Efficient use of information technology gener-
ally and electronic commerce specifically makes it
possible to build competitive advantages within
SMEs. The technology serves to counter some of
the challenges associated with being a small oper-
ator in an increasingly global and competitive mar-
ket and of being based far away from the main busi-
ness markets.

In 2004, approximately one in five Norwegian
enterprises had turnover from orders placed over
the Internet. This was a substantial increase over
the previous year. Essentially, it is the largest
enterprises that have established systems and
solutions for e-commerce over the Internet.

Mounting international competition and the
new business prospects offered by eCommerce for
small enterprises make it essential to identify any
barriers against the use of eCommerce in these
enterprises. It is also important to determine what
role the public authorities can and should play in
this context.
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Figure 6.2 Percentage of Norwegian enterprises
with turnover from sales over the Internet.

Source: Statistics Norway 2006

6.2.4 ICT and sustainable local communities

The government wishes to create conditions con-
ducive for profitable and competitive business
communities throughout Norway. The growth of
regional business and industry is conditional on
the presence of stronger regional competency and
innovation centres, ideally sited with universities
and colleges. It is important to build up and
develop these centres and to encourage partner-
ships between them and regional business and
industry, other competency centres and national
and international networks.

The government will facilitate the emergence
of strong regional programmes: Norwegian Cen-
tres of Expertise (NCE), Centres for Future Stud-
ies and Centres for Research-Driven Innovation
(SFI) designed to stimulates centres with espe-
cially high potential. ICT centres are just one of
several types of centre that will receive funding
from these schemes. The business-oriented boost
to policy on development of Norway’s outlying dis-
tricts must be geared to several areas. Firstly, it is
important to promote greater awareness of exper-
tise and innovation among existing business com-
munities. Strategies and frameworks for the use of
policy instruments should focus more intently on
competency building and innovation. Secondly, a
greater effort must be made to encourage start-ups
of more competitive, future-oriented and innova-
tive enterprises. This will entail a special challenge
in encouraging start-ups in sectors with high value-
creation capacity. Efforts to incorporate entrepre-
neurship in the education system at all levels
should be stepped up. Finally, it is important to pro-
mote business-to-business partnerships and
between businesses and knowledge institutions by
fostering good regional value creation centres.

6.2.5 Innovation challenges for business

and industry

In modern knowledge economies, innovation is the
main driver of value creation. Developing new con-
cepts and realising these in a market entails a risk,
but is vital for all businesses or countries seeking
to retain and build their competitiveness. Innova-
tion is driven by several factors other than
research, but R&D still remains core to the innova-
tion process.

Through comprehensive studies, the Research
Council of Norway? has identified four innovation
challenges facing drives to increase future value
creation: (1) innovation in existing business, espe-
cially within our strongest fields; (2) interaction
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with innovation activities in the public sector; (3)
innovation and growth in new, knowledge-inten-
sive business, and (4) commercialisation in interac-
tions between business and R&D institutions. The
Research Council of Norway believes that an
increased public sector R&D drive in these areas is
essential for spurring the necessary innovation and
value creation.

The main public sector actors in the promotion
of business enterprises are usually referred to as
the “policy instruments system”, and they include.
Innovation Norway, SIVA - Industrial Develop-
ment Corporation of Norway and the Norwegian
Research Council. The policy instruments system
is discussed earlier in this chapter.

Innovation in existing business and industry

Norway has a number of business and industry
centres with strong international positions. The
most prominent examples are in petroleum, aquac-
ulture and light-alloy metals, along with the marine
and maritime industries, while Norway also has a
competitive edge in niches in the wood processing
and food industries. It is worth noting that in these
industries, Norway also attracts globally leading
companies and researchers, while they also gained
prominence in the EU Sixth Framework Pro-
gramme.

Interaction with innovation activities in the public
sector

Public authorities are responsible for creating con-
ditions that favour innovation. In addition, the pub-
lic sector itself plays a key role in the innovation
system in exercising its authority, as a service pro-
ducer and infrastructure provider. This makes it
especially important to retain focus on innovation
in the public sector as part of a cohesive innovation
policy.

The public sector can also provide a direct basis
for innovation in business and industry, and repre-
sents a large and important market for private sup-
pliers when it comes to products and services. Like
large enterprises, public bodies can act as drivers
for business growth. As a demanding client, the
public sector can contribute to innovation in sup-
plier firms. Innovation as it occurs within public
bodies can be transferred to private enterprises
and thereby contribute to increased value creation.

2 Research Council of Norway: Research for innovation and
value creation, contribution to Report to the Storting no. 20
(2004-05) — Vilje til forskning (Commitment to Research)

Innovation can also be undertaken through public-
private partnerships (PPP).

Through active use of the Norwegian system of
public research and development contracts
(“OFU” contracts), under which public institutions
procure R&D from firms, the public sector is
instrumental in building up the product spectrum
and technical expertise in Norwegian business and
industry, thus improving its competitiveness. The
OFU contracts scheme is a targeted instrument for
adaptation and market-orientation in Norwegian
business and industry, while it is also to improve
efficiency in public administration.

As regards research and development contract
schemes, the percentage of the total adjustable
allocation earmarked for PPP contracts has been
heavily reduced since the 1990s. Funding schemes
for research and development contracts under
Innovation Norway are the principal instruments
for promoting increased R&D partnerships within
the private sector and between the private and pub-
lic sectors. Innovation Norway is therefore work-
ing to increase the number of PPP projects under
the scheme.

Innovation and growth in new, knowledge-intensive
business and industry

Norway has one of the highest levels of education
in the world, but its level of knowledge is not fully
reflected in Norwegian business and industry. Nor-
wegian industry is obviously less knowledge-inten-
sive than industry in immediately comparable
countries. New, knowledge-intensive business and
industry is often fostered by strong expertise and
commercial centres.

Research initiatives tend to yield the greatest
economic returns where there is a centre to carry
research and research findings forward, including
private equity and venture capital environments. In
the absence of such environments, there has to be
dedication and ability to pursue long-term and
cohesive priorities in order to achieve economic
returns on R&D investments. This means that
investments in research have to be followed up by
instruments that promote enterprise start-ups and
growth. In certain instances, it is desirable to pro-
mote access to private equity through government
measures in order to realise economically favoura-
ble projects that would otherwise have gone
unfunded. The government holds that public
financing provisions should supplement private
equity where the capital markets do not function as
desired.
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Government financing for commercial enter-
prises is substantial, both in terms of the scale and
numbers of financing programmes. The financial
instruments comprise low-risk loans, subordinated
loan capital, venture capital loans, guarantees, sub-
sidies, grants and equity and are aimed at both sin-
gle enterprises and private seed and venture funds.
The greater proportion of public loans and grants,
including loans to private seed funds, are chan-
nelled through Innovation Norway. Equity invest-
ments in private venture funds are placed by
Argentum Fondsinvesteringar AS.

Commercialisation in interactions between business
and R&D institutions

In order to generate innovation and value from the
results of R&D, these results have to be commer-
cialised. In other words, ideas, technologies or new
expertise have to be applied or realised in a market.
Good ideas in themselves are not enough: there
must also be the ability to extract value from them.
This can be achieved by the R&D institutions deal-
ing with commercialisation themselves or by the
results being transferred to a commercial actor or
implemented in the public sector. One condition
for capitalising on research results is to secure the
intellectual property rights to them.

Commerecialisation uses and creates value from
the knowledge and know-how developed through
R&D investments. The Norwegian institutions of
higher education (universities and colleges) have
recently been charged with a responsibility for
extracting financial benefit from research results.

One bottleneck for commercialisation of R&D
results is the lack of early-phase financing. Com-
mercialisation of knowledge-intensive products
and services is associated with high risk and sub-
stantial, long-term capital requirements. State
instruments can assist in carrying projects over to
a phase in which they are able to achieve financing
in the ordinary capital market.

6.2.6

The ICT sectors are distinctive in terms of intellec-
tual property rights in the sense that all types of
rights are relevant to them. This applies to copy-
right, database protection, circuit layout rights, pat-
ents, registered designs, trademarks etc.

In its political platform (Soria Moria Declara-
tion), the Government states that it will improve
Norwegian patent policy to ensure that we can
secure patent rights commensurate with those of
competing nations. To that end, in February 2006

Intellectual property rights

the Government decided that Norway should join
the European Patent Organisation (EPO) by
1.1.2008. After broad consultation, the government
has now presented a Bill to the Storting and a Bill
to the Odelsting concerning the expedience of rat-
ification and legislative amendments to that end.

In June 2006, the government decided to sign
an agreement with Denmark and Iceland on the
founding of a Nordic Patent Institute (NPI), the
implementation of which must be approved by the
Storting. The object of the NPI will be jointly to
obtain more profitable and competence-building
contracts from abroad, while benefiting from syn-
ergies and shared learning effects from the joint
enterprise. NPI was already approved at the World
Intellectual Property Organization’s (WIPO) AGM
in September 2006 as a signatory of the Patent
Cooperation Treaty (PCT) of 1970. NPI will under-
take the operative activities on Norway’s accession
to the EPO.

6.2.7 Re-use of public data

The value creation potential from re-use of public
data is high. Increasing use of information technol-
ogy has created wholly new means of using infor-
mation from diverse sources and for collating and
refining that information. Public information such
as map data, meteorological data, business infor-
mation and traffic information can be used as the
basis for new products and services and are thus a
vital economic resource. The information already
available in the public sector can be an important
factor in the digital knowledge-based economy and
one objective is therefore to ensure efficient re-use
of public information in the interests of increased
value creation and the development of new serv-
ices. This forms the basis for EU Directive 2003/
98/EC on the re-use of public-sector information,
as implemented in the provisions laid down in the
new Freedom of Information Act adopted by the
Storting in May 2006 (and which is due to enter
into force on 1 January 2008).

The fundamental principle of the directive is
that no discrimination must be made between
actors seeking to re-use information from the pub-
lic sector (non-discriminatory conditions). The
right to re-use may be restricted by legislation on
protection of personal data or intellectual property
rights. However, the directive calls on the public
sector to waive its own copyrights.

The non-discriminatory condition entails that
information must be priced the same for the same
types of actors and that exclusive agreements on
access to information are as a rule prohibited. In
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the light of the new rules on re-use, it may there-
fore be necessary to review the financing models
currently in use in the public sector in connection
with the production of digital services and prod-
ucts.

One important challenge going forward will be
how to sustain the high quality of digital products
and services if these can no longer be operated as
a commercial undertaking, and external private
actors are to be granted cheaper access to informa-
tion. The government wishes to avoid a situation in
which the quality of public data and services is
impaired as a result of revised financing models,
which would do business and industry, the content
industry in particular, no favours.

For information sorting under the principal arti-
cles of the Freedom of Information Act 3, under the
new Act it will be permissible only to apply rules
regarding charges to recover administrative costs
if data access involves a large volume of copies,
transcripts or printouts or reproductions of high-
cost media*. However, it will also be permissible to
apply rules concerning charges to recover costs
over and above purely administrative costs’. Here
the Act sets an upper limit corresponding to that
set out in Article 14 of the Directive on re-use. This
prescribes that the total income should not exceed
the actual costs of collecting, producing, reproduc-
ing and disseminating information, together with a
reasonable return on investment.

The government believes that, in the interest of
maintaining the high quality of digital products and
services in the public sector, it will be crucial for
the price to be based on recovery of costs, but that
as a rule no profit should be applied.

eContentplus

The Storting has resolved that Norway is to partic-
ipate in the EU eContentplus programme, which
has a framework budget in excess of NOK 1 bil-
lion/€149million over three years (2005-2008).
The programme aims to address use and re-use of
public digital quality content in a common Euro-
pean context. eContentplus will promote the acces-
sibility of more digital content across linguistic and
cultural borders in Europe for the benefit of citi-
zens and for a growing content and content

3 That is, documents concerning public bodies’ exercise of
their authority.

4§ 8, 2nd part of the new Freedom of Information Act

5 §8, 3rd part

processing industry. The needs of citizens are dis-
cussed in more detail in Section 4.2.3.3.

6.2.8 Convergence

Technological advances® have resulted in number
of sectors gaining a common foundation in digital
technology. This in turn means that the traditional
sectoral divides are becoming blurred, erased
even. The Internet can now be communicated over
television networks and telephone services. Tele-
phone services can now be communicated over the
Internet and television networks. TV can now be
communicated over the Internet and telecoms net-
works.

This ‘intermingling’ of telecoms, datacoms and
media sectors is referred to as convergence. The
convergence trend influences what services are
offered and how the market responds. The
changes result in actors offering more services
over the same infrastructure, the same services
over different infrastructures and recipients receiv-
ing more services on the same terminal. The
change processes occur throughout the value
chain.

The legislation in this area essentially imple-
ments EU regulation which Norway is obligated to
comply with under the EEA Agreement. In the
drafting of further regulations, regulation of the
sectors should as far as is merited be taken in con-
text to ensure that the different regulations func-
tion well together and that they are sufficiently
future-proof. It is particularly important that regula-
tions in overall terms do not impose undesirable
rules determining which services succeed in the
market.

The Ministry of Trade and Industry in conjunc-
tion with the Ministry of Culture and Church
Affairs, the Ministry of Transport and Communica-
tions and the Ministry of Government Administra-
tion and Reform will be establishing an interminis-
terial convergence group. The main object of the
group will be to promote the growth of conver-
gence. The establishment of this working group
will entail no changes in the respective ministerial
authorities. In connection with the establishment
of the interministerial convergence group a liaison
committee (reference group) will also be
appointed for the ICT sectors, composed of mem-
bers of the interministerial convergence group
along with representatives of actors on the market.

6 Convergence is also referred to in Chapter 2.5.3
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6.3 Government measures

A substantial number of the government’s busi-
ness and industry measures are generalised and
not ICT-specific, although several schemes are of
singular importance for the ICT sector. As dis-
cussed earlier in the report, the government finds
it necessary to promote business expertise, to sup-
port conducive conditions for sustainable local
business, to build business innovation and to
address the regulatory challenges posed by tech-
nological progress and the diffusion of new serv-
ices. Government measures in these areas are as
follows:

Measure 6.1:  Increase appropriations for “Pro-
gram for basiskompetanse i arbeids-
livet” (Programmie for basic skills in
working life)

The government wishes to increase
funding for this programme and
has proposed an appropriation of
NOK 35.4 million for the pro-
gramme through the 2007 govern-
ment budget. The appropriation for
2006 was NOK 25 million.

Increase appropriations for the “fast
track” scheme

The government wishes to boost
the “fast track” scheme and in the
budget for 2007 has proposed ear-
marking NOK 2.5 million to raise
capacity within the Norwegian
Directorate of Immigration for the
processing of applications from
skilled labour. The budget also pro-
poses that the Labour and Welfare
Service be allocated NOK 7.5 mil-
lion for the programme to increase
support for employees seeking to
recruit foreign labour through
EURES (the European Job Mobility
Portal)

Sustainable local communities

The government wishes to create
conditions conducive to profitable

Measure 6.2:

Measure 6.3:

Measure 6.4:

Measure 6.5:

Measure 6.6:

2006-2007

and competitive business commu-
nities throughout Norway. This
should be achieved through the
policy instruments systems of Inno-
vation Norway and SIVA - Indus-
trial Development Corporation of
Norway.

Innovation in existing business and
industry

The government wishes to promote
innovation in existing business and
industry by providing funding for
industrial research and develop-
ment contracts (“IFU” contracts).
The IFU programme is a targeted
grants scheme for small and
medium-sized Norwegian enter-
prises operating as suppliers to
large enterprises located in Norway
or abroad.

Create conditions conducive for new
knowledge-intensive business and
industry

In order to create conditions condu-
cive for knowledge-intensive busi-
ness and industry, the government
will increase the appropriations for
start-up grants and incubator-
grants.

Re-use of public-sector information
The government will pursue a cohe-
sive policy to ensure efficient re-use
of public information for increased
value creation and the development
of new services.

In order to facilitate re-use of
public sector information, the main
rule that access should be free of
charge must be observed and
charges shall be applied only in spe-
cial circumstances under which the
principle of cost recovery shall be
the guiding rule.
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7 Round-the-clock public administration - ICT within
and in partnership with the public sector

7.1 Objectives and ambitions

The government’s aim is for the public sector to be
robust and efficient and for it to undergo reform in
line with developments in the economy. In line
with the government’s political platform (Soria
Moria Declaration), the programme of reform is to
achieve greater prosperity and less use of
resources for administration. The keywords in this
initiative are usability, openness, efficiency
improvements, quality and involvement. To that
end the government will be working with employ-
ees, voluntary societies and organisations to build
a good public sector.

In the reform efforts, ICT will be an important
resource. Norway is at the forefront internationally
in using ICT in the public sector. But the sector is
large, the actors are many, and interaction between
them could be improved. Each individual govern-
ment organisation is responsible for its own pro-
curements or development of in-house ICT solu-
tions, while we also have an autonomous municipal
sector. The result is that many electronic services
are scarcely coordinated.

The aim is for the users! to be met by a more
user-oriented and efficient sector through facilities
such as electronic self-service solutions. These
facilities should allow them to provide and receive
electronic services 24 hours a day, i.e. from what
we call a ” round-the-clock electronic public admin-
istration”. Round-the-clock public administration
will pose challenges for organisational, legal and
administrative processes in the public sector.

The government has decided that the realisa-
tion of a round-the-clock public administration is to
be based on these main principles:

a) Electronic self-service facilities for citizens and
business

b) Development of common ICT components for
the public sector

¢) Establishment of common architectural princi-
ples for the public sector

1 By users of public sector ICT services we mean citizens and
businesses, as well as public sector employees

The project of realising these principles will call for
reinforced cross-sectoral coordination functions. It
will be necessary to identify new ways of organis-
ing and managing this project, including the neces-
sity of a dedicated body.

7.2 Current status - ICT in a large and
diversified public sector

Norway has a large public sector which is involved
in many areas of society and organised through
various types of affiliation. In 2005 central govern-
ment administration accrued 234,200 normal man-
years, while local government administration
accrued 337,800. All told, central and local govern-
ment administrations accounted for approx. 29 per
cent of total employment (in normal man-years).
Publicly financed service production has seen a
strong increase over the last 30 years.

Electronic interaction in and with the public sector

Use of ICT in the public sector in Norway has
essentially been based on the need to raise internal
efficiency through the automation of service pro-
duction and administrative processes and through
more user-oriented services.

Electronic coordination in the public sector is
still increasing, both horizontally and across the
administrative levels (central/local government).
The complexity of this coordination is enormous.
The many organisational units have a large
number of tasks and services to be performed
using innumerable ICT systems. Statistics Norway
reports that in 2005, 341 central government
departments had independent decision-making
responsibility in the ICT area. In the municipal sec-
tor, each local authority and county makes inde-
pendent decisions in the ICT area (431 local
authorities and 19 counties). The majority of public
bodies/agencies have their own in-house system®
for application processing and decision-making

2 Incl. employees in the health authorities. Source: Statistics
Norway
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support. These are often developed and enhanced
over a long period of time and typically represent
the backbone of the organisation.

The need for coordination between the public
and private sectors is showing a growing trend, in
parallel with coordination internally within the pub-
lic sector. In certain contexts, public administra-
tion tasks are also dependent on the public sector
and private business and industry having coordi-
nated their electronic services. In certain areas of
society, administrative authority is delegated to pri-
vate or semi-private institutions or agencies.

A second variant of the interaction with the pub-
lic sector is that business and industry is presented
with many requirements laid down in legal acts and
rules, notably those associated with reporting of
statutory information to various types of authority.
The need for coordination and streamlining of this
dialogue has been conveyed on numerous occa-
sions by representatives of business and industry.
Many enterprises have made investments in ICT
solutions to support their business critical and
administrative processes. Public bodies should be
able to benefit from this by ensuring that public
sector ICT solutions are interoperable with busi-
ness systems so as to prevent duplication of work

3 By ’in-house system’ we mean an ICT system that is custom-
ised or developed to cater to the organisation’s specific, inter-
nal core procedures.

and unnecessary paper routines. Excellent exam-
ples of such interoperability already exist. A
number of payroll and finance systems have devel-
oped functionality which at a few keystrokes
ensure that enterprises can report required infor-
mation to the national authorities. As at November
2006, 4 in 15 of the most frequently used forms for
business reporting are not available electronically.

7.2.1 User-oriented services

For some time now, the public sector has been

committed to greater usability of services through

the use of, for instance:

— the Internet as a channel for service provision
and information publishing, and

— system-to-system communications for auto-
mated exchange of reports between systems,
without manual interventions in the actual
transmission of data

In Norway we have a wide array of public sector
websites. All the local authorities have their own
websites, as do almost all central government bod-
ies and in addition there is a large number of
themed portals.

4 This type of interaction is particularly widespread in and for
the business sector, as well as for internal use in public
administration.

Stage 4:
Interaction with other
bodies

Services requiring close
collaboration with other
public bodies (horizontal

integration).
. For example:
Sta(g.'e .3' . » obtaining data from other
Inleldu'flllse.:d Bocer
communication

* carrying out calculations
and comparisons, and

* presenting the results to
users.

Services enabling users to
enter and obtain information
individualised for each user.

User information and benefits

Stage 2:
Stage I: Communication
Publication geared to target
audience

("online brochures')
General information about
the body and its services

Information and basic
interactive services

Service linked to internal IT
system in the public body
(vertical integration).

Users will not be aware of
the interaction with the
other bodies. Collaboration
between the bodies will
usually be formalised in
advance.

Complexity

Figure 7.1 Service stages
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However, large differences remain in terms of
the complexity of the facilities and the resources
required for providing round-the-clock public
administration services. In basic electronic services
it is sufficient to have solutions for information pub-
lishing and basic communications solutions such
as e-mail or web forms which are not directly
linked to the organisations’ in-house systems. In
more advanced electronic services users essentially
perform the entire service-process themselves via
an electronic self-service solution.

The establishment of efficient electronic self-
service solutions is a demanding project. The fig-
ure below illustrates that increasing service and
the user-orientation of electronic services entails a
substantial increase in complexity®.

Most of the public sector faces the challenge of
making the transition from passive information
mediation and basic electronic services (stages 1
and 2) to being able to offer more advanced serv-
ices (cf. stages 3 and 4 in Figure 7.1). Not until this
transition has been made will the public sector and
the users be able to reap the substantial rewards of
digitisation.

7.2.2 Key cross-sectoral initiatives/common
solutions in the field ICT

In order to streamline everyday procedures for
users and raise the efficiency of how resources are
used in public sector systems, a number of specific
coordination initiatives have been implemented.

Altinn

Altinn (“Allln”) is a common portal for business
sector communication with the public sector. On
the portal, businesses have access to electronic
services from a number of public bodies. Eventu-
ally businesses are to have access to all services,
forms and information from the public sector
through “Allln”. In addition to the Internet portal,
“Allln” provides system-to-system information
exchange. This enables data to be exchanged
directly between a company finance system and
“Allln” for example. For a number of statutory obli-
gations such as self-reporting for the self-employed
and companies, 80—90 per cent of form data is sub-
mitted directly from user-sited systems. The fact
that this is possible is presumably the main expla-
nation for why use of “Allln” has been adopted so
extensively.

5 Complexity here refers to the need for interaction between
multiple ICT systems in order to establish effective services

The number of services offered within “Allln” is
still growing, as is the number of public bodies that
have adopted the solution. However, there is still
much potential for improvement

Miside

The citizens’ portal, Miside (“Mypage”) was
launched in December 2006 with the object of con-
solidating access to public services and dialogue
with public administration. On “Mypage”, each
individual citizen can have public services per-
formed, gain access to information about him/her-
self in public registers and a secure electronic mail-
box for messages to and from the authorities.
Through “Mypage”, all citizens are assigned a per-
sonalised page.

“Mypage” makes numerous public services
available in one place, while responsibility for the
services is still lodged with the respective public
bodies. It should be noted that the citizens’ portal
is not a new, large registry containing data on all
Norwegian citizens. “Mypage” allows users to look
up and gain access to information that is already
recorded in different public registries.

Electronic ID and electronic signatures for the public
sector

Making electronic self-service solutions available
on the Internet imposes special requirements on
the security of electronic communications. Both
the sender and the recipient must be sure of whom
they are communicating with. In addition, the par-
ties must be able to rely on the contents of what is
being communicated.

In response to these challenges, in 2004, a joint
Requirements specification for PKI in the public
sector was prepared. The strategy sets out in
essence three primary measures:

— Establishment of a public approval scheme for
providers of eID and e-signatures in the public
sector in conformity with a joint requirements
specification.

— Establishment of a general agreement con-
cerning a joint security portal for the entire
public sector, including the municipalities.

— Establishment of a general agreement con-
cerning an enterprise eID and employee elD
for internal use in the public sector.

The security portal was conceived as a joint login
and signature solution for public websites. In July
2005, the State signed a general agreement on
security portal services with a commercial sup-
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plier. But many of the most relevant suppliers
wanted to offer their services direct to the individ-
ual national bodies and municipalities. This meant
that the security portal services were insufficiently
used, which benefited neither of the parties. They
therefore agreed in June 2006 to terminate the
agreement.

In the autumn of 2006, the Ministry of Govern-
ment Administration and Reform began working
on a new strategy for eID and e-signatures for the
public sector. The strategy will be presented in the
spring of 2007.

Register data — Source of knowledge for efficient
and responsible administration

With increasing interaction, more and more public
bodies, and individual private enterprises, have an
increasing need for data from other bodies’ regis-
ters for their internal procedures. Within the regu-
latory framework for the registers in question,
access to register data is crucial for day-to-day pro-
cedure and service provision in the public sector.

The requirement for “common” information is
especially acute for the identification of individuals,
enterprises and property. Some of the public regis-
ters have been set up and developed with the aim
of meeting such common requirements, such as
the National Registry, the Central Coordinating
Register for Legal Entities and the GAB (property)
register.

In 2004, a working group produced the report
Arkitektur for elektronisk samhandling i offentleg
sektor (Architecture for electronic interaction in the
public sector). The working group advised under-
taking a thorough review of important common
master data® in the public sector, with a view to cost
efficiencies, quality improvements and usability of
the services.

Digital Norway - Cooperation on geodata

“Digital Norway” is a broad cooperation between
enterprises to acquire and facilitate the use of geo-
data. The cooperation covers the establishment,
maintenance, administration and accessibility of
geodata at municipal, region and national level.
Participants can download geodata as required,
direct from the original data owner. This will guar-
antee access to updated information when partici-
pants release copies and different versions of data-
sets.

6 In the first instance, data elements for identifying individuals,
enterprises, property and mapping data.

More efficient purchasing procedures

According to Statistics Norway, in 2005 public sec-
tor procurements totalled NOK 276 billion. Of this
around NOK 120 billion was used for purchasing
goods or services related to day-to-day operations,
a type of purchase that is extremely well-suited to
electronic commerce (¢Commerce). The govern-
ment’s objective’ is that, during 2009, 25 percent of
the volume of public operational procurements
must be wholly or partially acquired through com-
petition based on electronic processes for interact-
ing with the business sector. With the new regula-
tions on public procurements in place in the near
future®, and sound solutions for electronic signa-
tures and electronic invoices within reach, the con-
ditions are now well set up for achieving this goal.

One important instrument for making public
procurements efficient and ensuring the quality of
the procedures is to use ready-made skeleton con-
tracts and templates. There is therefore an aim to
establish closer cooperation with relevant stake-
holders in order to develop common standard
agreements for the procurement of ICT products
in the public sector for different procurement
forms and processes.

ICT cooperation in the municipal sector

The government wants to stimulate change and
development work in the municipal sector. The
municipalities have to master the statutory tasks,
while, through their propositions to citizens and
business and industry, they ensure long-term sett-
lement, value-creation and welfare. Broadband and
modern digital services help to reduce the prob-
lems of distance for business and industry and peo-
ple in remote areas. There is an objective to man-
age resource consumption in the municipalities
within the important and demanding tasks we face,
within schools, health and care services. ICT is a
key tool for achieving this goal. The municipalities
should therefore try out ways of organising them-
selves so they can provide the necessary control
over developments, which can bring about
reduced costs, economies of scale and rational con-
sumption of resources. These are challenges for
the individual municipality itself to deal with. If the
state is to override the municipalities, this must be
done through statutes and regulations.

7 See also the eNorway plan 2009, Ministry of Modernisation
(2005)

8 The new regulations will probably come into effect on
01.01.2007



2006-2007

Summary in English: Report No. 17 to the Storting 53

An Information Society for All

7.2.3 Current coordination of ICT policy

It is an established management principle in the
public sector that, to the greatest possible extent,
each individual sector and enterprise shall itself
determine what instruments it will adopt to meet
the requirements and expectations of superior
authorities. This also applies to the enterprises’ use
of ICT. This means that each individual sector and
body also formulates its own ICT plans and strate-
gies.

As of 1 October 2004, the Ministry of Govern-
ment Administration and Reform has responsibil-
ity for the government’s coordination of ICT policy.
The Ministry thus has overarching coordinating
responsibility for the ICT area vis-a-vis the munici-
pal sector. The Ministry of Transport and Commu-
nications is responsible for telecoms policy and the
Ministry of Trade and Industry is responsible for
the ICT sectors and for research in the ICT area.

According to the OECD? Norway has a well-
founded vision of electronic administration
through the objectives set out for the public sector
in eNorway 2009. The plan sets out an obligation,
but provides little guidance for the ministry and
departments on the organisation of specific meas-
ures. Additionally, it is pointed out that the strate-
gic planning capacity in relation to the manage-
ment and administration of the ICT area is weak in
both the ministry and departments.

In the administrations, in the ICT area there are
a number of coordinating bodies of a more or less
formal nature, both between and within sectors.

7.3 Challenges and measures

In accordance with the linear responsibility princi-
ple, each individual public body is responsible for
establishing and developing its own ICT infrastruc-
ture in those areas where the public body finds this
appropriate. The linear responsibility principle
ensures that quality is increased for ICT-based pro-
cedure and service provision within each individ-
ual sector/enterprise, but poses challenges in
terms of the interaction between sector-based and
enterprise-based ICT solutions. the Ministry of
Government Administration and Reform has a
coordinating mandate for the ICT area, but this is
limited. In this situation, an increase in electronic
interaction in and with the public sector may
present major coordination challenges in the time

9 OECD, e-Government Studies for Norway (2005)

to come. This will be discussed in more detail
below, where we also discuss specific measures.

Electronic services to citizens
and business and industry

7.3.1

Increasingly greater expectations on the part of
users

Innovation and service development in the private
sector are increasingly creating expectations
which users and businesses are imposing in turn
on public bodies. When bank statements can be
downloaded at home in seconds, this goes quite a
way to defining premises for what can be expected
from the public sector.

Citizens and business and industry do not
expect that they should need to know how public
services are organised. They expect digital serv-
ices to be cohesive and coordinated, where the
user is able to complete some of the procedure
through, for example, self-service options. Citizens
and businesses want better access to details about
themselves in the public sector and to information
about the public sector.

Better coordination of public sector electronic self-
service solutions

The public sector has responded to the increased
expectations from users by, for example, focusing
on portals. In evaluating the quality of public web-
sites, www.norway.no has pointed out that portal
developments have made good headway in the
public sector in recent years. The public sector has
developed a number of different types of portals,
such as thematic portals, service portals, business
portals, intermunicipal portals and national portals.
On the whole, public sector portals have unclear
boundaries and information and service content.
They may also overlap to some extent and feature
different presentations of the same themes. The
strong growth in different types of portals has
therefore created a confused situation for users.
The Ministry of Trade and Industry is in the proc-
ess of designing a paradigm for how the different
information portals directed at business and indus-
try can be better coordinated and structured, to
make them as user-friendly as possible. This will
be concluded during the first half of 2007.

There will be advantages to be had by making
the development of self-service solutions more
coordinated and coherent. This may be especially
beneficial for the municipal sector where the elec-
tronic service provisions will be largely the same
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from one authority to the next. Forms portals have
therefore been set up to offer the most commonly
used municipal forms in such a way that they can
be re-used and integrated with the municipality’s
procedural/archive and technical systems.

In the years to come, there will be a need for
self-service solutions requiring the establishment
of services which cut across enterprise boundaries;
see Stage 4 in Figure 7.1. This is not a trivial matter,
since it requires that the different enterprises inter-
act closely on the development of services. Also, in
some cases, personal privacy concerns limit how
far the enterprises can go in exchanging informa-
tion.

In terms of user information and efficiency, it is
reasonable to prioritise electronic self-service solu-
tions for dialogue with citizens and business and
industry.

Government measures

Measure 7.1: Establishment of electronic self-ser-
vice solutions

Each enterprise/sector must make
relevant services available via the
“Mypage” and “Allln” portals, in
addition to any communication via
the enterprises own websites. The
enterprise/sector has responsibil-
ity for following up on this measure.
Establishment of a publishing service
for public sector -electronic mail
records.

This shall contribute to promoting
openness and democracy by giving
people much better knowledge of
and insight into public sector activi-
ties, resource consumption and
results'’.

Systematic user surveys.

All national public bodies shall
carry out systematic user surveys
which shall also include the enter-
prises’ outward-facing ICT services.
As a main rule, the results must be
published.

Measure 7.2:

Measure 7.3:

7.3.2

The concept of ICT architecture can be described
as a regulation scheme for using ICT, which

ICT architecture in the public sector

1The public electronic mail records (“OEP”) service is
expected to be operational from 1 January 2008.

describes ICT structures and relationships within
and between public bodies. The objective of ICT
architecture is to get different ICT systems to fit
together and work together well. A well-function-
ing ICT architecture in the public sector can con-
tribute both to better user information and to more
effective use of public resources. By identifying,
structuring and categorising elements, ICT archi-
tecture can increase the potential for cross-cutting
re-use and reduce the extent of unnecessary dupli-
cation and hence reduce costs.

One consequence of a lack of architecture is a
loss of flexibility which in turn makes it laborious
to develop self-service solutions for citizens and
business and industry. One particular challenge is
that stricter requirements for integrated and
straightforward self-service solutions for citizens
and business and industry entail increased com-
plexity and a need for more cooperation across
organisational divides. A concern for usability will,
in certain cases, be in direct opposition to the need
for efficiency which each individual enterprise is
subject to. An increase in the number of services
from different enterprises in, for example, the
“AllIn” and “Mypage” service portals will mean that
individual enterprises will potentially have to adapt
their services to the different contexts they are to
be included in.

An increased requirement for user information
and the development of electronic self-service solu-
tions which require electronic interaction across
bodies and administrative levels dictate the need to
establish an overarching ICT architecture for the
public sector. Such an architecture cannot initially
cover every aspect of public sector ICT use, but
should, in the first instance, focus on coordinating
service provision over the Internet to citizens and
business and industry.

The organisation of an overarching ICT archi-
tecture should look to the development trends
seen within the organisational architecture and
overarching ICT architecture in other countries.
For example, Denmark, the UK and the USA have
all recently focused strongly on establishing an
overarching ICT architecture in the public sector.
One common trait for these countries is that they
have opted to develop a layered service-oriented
architecture. This type of architectural model
shares the components involved in different layers.
It is customary to divide an overarching ICT archi-
tecture into three main layers: presentation layer,
shared component layer and enterprise layer.



2006-2007

Summary in English: Report No. 17 to the Storting 55

An Information Society for All

P—

Business

«
¢

Citizens

= -
Presentation layer .~ ~o
- o
- ~

- ~

"AllIn"

National and local
authority portals

| Norge.no/"Mypage" |

Common public ICT components

Shared
register

Distribution centre
Authentication/eID

data

Meta data

Service catalogue i

Public bodies' in-house IT systems

i |
i |
| Electronic services u'l

(=]
3
=
o
=
3
[
=5
<)
3
7]
o
[o]
c
=
Gi

<

.|
|
| Register information uJ

Local ICT architecture

("]
b
S
]
b~
c
]
-
("]
c
S
el
(]
il
e
i
£
£
b~
(]
g
s
=
Q
~
(0]
©
1
(]
h-
c
(o]
hd
[}
c
[}
o
o

< |

| )

- -

Adm.

system

In-house

system

|

Register

Figure 7.2 Common ICT architecture in the public sector

The model below illustrates a common ICT
architecture for the public sector.

The presentation layer is the layer that citizens
and businesses encounter and which displays pub-
lic sector self-service solutions through, for exam-
ple, centralised service portals (such as “Allln” and
“Mypage”) and enterprise portals (the public bod-
ies’ and municipalities’ homepages).

The shared component layer contains a range of
shared ICT components which public bodies need
in order to offer self-service solutions effectively.
The joint development of such components and
their use by several public enterprises saves the
individual body development resources, since it
does not need to create and operate expensive
components itself. In addition, the public sector
will be better placed to develop services for end
users if public bodies have access to help services
from other public bodies.

The different shared components which should
be included in this layer are discussed in more

detail in chapter 7.3.4. The necessary functionality
for achieving interactivity and re-use will concern,
amongst other things, form production, data trans-
port, data definitions, electronic ID, dialog mes-
sage boxes. The work on future common
resources should also take account of the fact that
data from important central registers, such as the
Central Coordinating Register for Legal Entities
and the National Registry, should be administrated
and developed in a more coordinated manner, both
technically and semantically.

The enterprise layer contains the enterprise’s
technical system, registers and administration sys-
tems (e.g. procedural, archive and finance sys-
tems). If the bodies are to offer self-service solu-
tions or register information in the presentation
layer, they will use elements from their own enter-
prise layers (and perhaps also others’ enterprise
layers) and the shared component layer. The enter-
prise layer is owned and administrated by the indi-
vidual public sector/body.
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What is common to all layers is that the interac-
tions between them are based on clearly defined
and open standards for interoperability; see Ch.
7.3.3. In addition, it is necessary to make exacting
requirements from a comprehensive information
security regime entailed by realisation of the over-
arching architecture.

The overarching ICT security architecture in
the public sector must be flexible and adaptable, so
that it interacts to the greatest possible degree with
the ICT architectures that exist within the individ-
ual sub-sectors and the individual bodies. What
ensues from the overarching ICT architecture
must have the least possible negative impact on
changes in the way public bodies perform tasks
and organise themselves.

Government measures

Measure 7.4: Establishing an overarching ICT
architecture for the public sector.
The architecture must be layered
and, as a minimum, will consist of a
presentation layer, a common com-
ponent layer and an enterprise
layer. The architecture must, to the
greatest degree possible, be based
on open standards and a regime for
information security. Before the
end of 2007, a more detailed
description of the architecture prin-
ciples with associated strategies,
paradigms and guidelines will be
prepared. The sectors’ and public
bodies’ ICT strategies and major
public ICT projects must be based
on and support the overarching ICT
architecture principles for the pub-
lic sector.

7.3.3 Administration standards - Open
standards

Internal electronic interaction within a public body,
between bodies or with citizens and business and
industry assumes that ICT solutions can “talk
together”. We therefore need common standards
which ensure that interfaces between systems
work as intended!™.

' We can draw a parallel with households: because there is a
single standard for how electrical sockets are designed in
Norway, we can be sure that the lamp we buy in the shop will
fit the socket we have at home.

In Figure 7.2 the standards are illustrated as a
component of the overarching ICT landscape in
the public sector. Standards play a role at all levels
of the structure. They enable the ICT systems in
each individual organisation to work together.
They are also important for the interaction with
common public sector ICT components, and for
the interface with the external world.

There is a need for different ICT standards. We
need technical standards which make it possible for
different systems to exchange data. But a stream of
data is worthless if we do not know what it means.
Therefore we also need conceptual (semantic) stan-
dards which ensure that everyone is interpreting
data in the same way. There is also a need for
organisational and procedural standards which
mean that interacting parties have explicit divi-
sions of responsibility and are agreed on, for exam-
ple, the order of steps involved in a lengthy proc-
ess. One example of the latter are the procure-
ments regulations for the public sector which
make it clear to all parties how the procurement
process must proceed.

Through the growth of information technology,
it has proved to be the case that software which
attains substantial penetration in the market can to
a great extent become a factor which other soft-
ware suppliers have to adapt to. So-called vendor-
owned standards can inhibit competition in the
market and can lead to monopolistic conditions. As
a counterweight to this, there are a number of
international organisations which operate stand-
ardisation processes, in which different actors,
through open debate, work to agree that individual
specifications be accorded the status of so-called
open standards. Such standards are subject to a
shared control regime in respect of changes and
updates, and the technical details are available to
all interested parties. This produces a shared tech-
nological foundation allowing products from differ-
ent vendors to interact more extensively.

It is not that any one open standard should nec-
essarily be established for a public sector ICT sys-
tem. Before a standard may be assigned such a sta-
tus, it must be evaluated in accordance with a
number of different criteria, such as how mature
the standard is and its penetration in the market.
Only exceptionally will it be appropriate to define
standards specially for the purpose of Norwegian
public service administration. Standards will be
assigned a graded status, such as ‘recommended’
or ‘mandatory’ for use in the public sector. The pre-
ferred standards for the public sector will be pre-
sented in a so-called reference catalogue on the
Internet. This will offer a list of guidelines and rec-
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ommendations for the standards area for the devel-
opment of ICT solutions and ICT procurements in
the public sector. In addition to open standards, the
catalogue will also, to a certain extent, indicate
industry standards which are important for the
public sector. It cannot be expected that all of these
will be capable of being replaced by open standards
in the first instance.

It may also be relevant to assign some stand-
ards a status of mandatory for public bodies, and in
that case they must be given practical anchoring in
the relevant regulations. The government will eval-
uate how and to what degree it is practical to do
this. This will be affected by the degree to which
the established guidelines and recommendations
are followed in practice by the public bodies.

The work which the public sector undertakes
in terms of open ICT standards will take place in
dialogue with Norwegian business stakeholders
and other relevant actors in Norway. It will also be
of interest to establish cooperation with foreign
authorities, e.g. in Denmark!® and the EU.
Account must be taken of international standardi-
sation processes and of the use of standards in Nor-
wegian business and society in general.

Among the first specific problems that the gov-
ernment will address are the following:

— Information from the public sector aimed at the
public must be available in an open document
format

— Electronic storage must be in a format which
will be readable and processable in the long-
term

— Semantic standards will be established to
define the meaning of register information and
data that is frequently exchanged between the
public sector and its externalities

— Public websites and Internet solutions must be
designed so that they work with a wide selec-
tion of browsers and meet other requirements
concerning accessibility; see Ch. 4.2.

In addition to participating in standardisation work
for the Ministry of Government Administration and
Reform, activities are planned in the municipal sec-
tor to increase the use of open standards. In its
eKommune (eMunicipality) 2009 strategy and
action plan, the Norwegian Association of Local
and Regional Authorities (KS) has established a
goal for all municipalities and counties to have
incorporate requirements for open standards in

12 Please see for instance Denmark’s reference catalogue at
www.oio.dk/standardar
13 Notably the EU IDABC programme

their ICT steering document during 2007. All
municipalities and counties shall also have imple-
mented relevant requirements for the use of open
standards by 2009. In order to assist the munici-
palities and counties to achieve these goals, KS
aims to establish a set of administration standards
for data and document exchange in the municipal
sector based on relevant national administration
standards. KS will establish a standardisation body
for ICT in the municipal sector. Cooperation
between this body and the overarching Standardi-
sation council for the public sector under the Min-
istry of Government Administration and Reform
will bring about the harmonisation of municipal
and multi-authority ICT standards.

Government measures

Preparation of a reference catalogue
of administration standards.
Administration standards will be
established which will be collated
in a so-called reference catalogue.
The reference catalogue will pro-
vide public bodies, suppliers and
other stakeholders with an over-
view of recommended and manda-
tory administration standards rele-
vant to ICT solutions in the public
sector. The reference catalogue will
be compiled gradually over time
and in 2007 will be expanded to
include specific standards in sev-
eral new areas.

Measure 7.5:

7.3.4 Shared ICT components in
the public sector

In order to achieve more effective electronic trans-
actions and to avoid having to develop complex
solutions more often than necessary, there is a
need to establish a number of shared public sector
ICT infrastructure components. Among other
things, figures from Statistics Norway reveal that
40 per cent of local authorities state that a lack of
shared public sector ICT solutions and infrastruc-
ture is one of the main challenges in the establish-
ment of electronic administration.

The need for shared solutions in the public sec-
tor can be justified on the basis of considerations of
effective use of public sector resources. Large pub-
lic bodies with a large number of interactions with

14 This requirement is in line with corresponding requirements
for the public sector in the eNorway 2009 plan.
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citizens and business and industry have invested in
systems components for managing multiple users
safely and securely. Many of these components
can be coordinated and used in a wide number of
areas in the public sector, e.g. in health, education
or for collecting taxes and contributions.

Based on experiences from, for example, the
development of the “Allln” business portal and the
“Mypage” citizens’ portal, in the first instance there
is a need to review and coordinate the need for
shared components within areas such as electronic
IDs/e-signatures, data transmission, form develop-
ment, data definitions and service pledges (the list
will be dynamic). This will be expanded on below.

Electronic ID - electronic signatures

There is a need for solutions/components which

support secure electronic transactions both

between public bodies and end users and internally

in the public sector. The need for security is linked

to at least four conditions:

— Who is one dealing with (authenticity)

— Is the information being submitted/exchanged
genuine and not falsified (integrity'®)

— Is the information being submitted/exchanged
protected from view (confidentiality)

— Can one trust that the sender is responsible for
the information (non-deniability'%)

Distribution centre

A distribution centre/message centre is a solution
which supports public data exchange between two
or more parties, usually private sector providers
and public sector recipients. For example, a distri-
bution centre is used to transmit customs mes-
sages between forwarding agents and the Directo-
rate of Customs and Excise. The solution is most
often used when a number of suppliers have to
send data to many recipients. There are currently a
number of commercial distribution centres in Nor-
way.

Forms engine

A forms engine provides support to allow a user to
register and check data which is to be sent from a
sender to a recipient over the Internet. The user
employs a browser to access the form and fill it out

5 Integrity means that information to be processed is not
changed or damaged as a result of intentionally unauthorised
or unintentionally authorised processing.

16 Non-deniability means that a person is not subsequently able
to deny having sent or authored the information

and check the data. A form engine provides sup-
port for developing and maintaining web forms and
verification rules. A forms engine is an integrated
solution which may comprise one or more (stand-
ard) software components. The “Allln” solution
currently contains a forms engine solution which is
used extensively connected to the Tax Directo-
rate’s electronic services. Other actors are also
developing forms engines for use in the public sec-
tor, including for the municipal sector. To avoid the
municipal sector having to develop proprietary and
partially overlapping solutions, the Norwegian
Association of Local and Regional Authorities (KS)
has developed a standard for representing user dia-
logs in electronic forms. The format is based on
open standards and can be used by all forms suppli-
ers.

Shared register data and meta data

A more uniform administration regime in the regis-
ter area within, for example, ICT architecture,
standards, methods, storage, accessibility, pricing
and contracts can offer better services and more
efficient administration. The work in progress on
evaluating contents, quality and access to personal
data based on the National Registry is an important
measure in this area. This will also offer input into
other coordinating measures for the register and
metadata area at an overarching level.

The coordination tasks under discussion are
highlighted in Figure 7.2 in the shared component
layer. This will largely be policy and strategy work.
The aim is then not to develop new shared regis-
ters in the shared component layer, in any case not
initially, but rather to underpin and coordinate the
work among the administrators of the most impor-
tant registers in the public sector.

Service catalogue

A service catalogue contains technical descriptions
and interface definitions for electronic services
which have been generated in the public sector
and which are re-usable. This type of catalogue is
aimed in particular at developers of digital services.

Government measures

Measure 7.6: An assessment will be made as to
whether to establish shared compo-
nents.

In order to support the increasingly
complex electronic transactions in
and with public administration and
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also contribute to a highly user-
friendly administration which uti-
lises scarce resources as efficiently
as possible, an assessment will be
made as to whether to establish
shared components for the public
sector. The measure will involve
evaluating how this should be
financed, managed and organised.
Cooperation with large-scale ICT
projects on shared components.
Large-scale new national ICT
projects are to be assessed as to
whether they can use the State’s
shared ICT components or whether
they may have or can develop com-
ponents which can be made availa-
ble to all. It is a precondition that
these assessments must not result
in especially negative conse-
quences for the project and for
innovative operating solutions etc.
linked to it.
Measure 7.8: Assess compilation of a new national
register.
In conjunction with the work on
shared personal data, the govern-
ment will evaluate a new national
register.

Measure 7.7:

7.3.5 Organisational challenges linked
to shared components in the ICT area

The management of ICT projects is strongly linked
to management guidelines within each individual
sector. The management models which exist
nationally at a cross-sectoral level are largely
linked to informal contact networks, various advi-
sory bodies and steering groups. As a rule, such
groups arise on an ad-hoc basis in order to solve
specific collaborative challenges between different
public bodies. The management challenges linked
to shared solutions are substantial, not least in the
municipal sector. The freedom of municipalities to
select their own ICT solutions may be somewhat
impractical in a wider context. The tasks encoun-
tered are largely the same in all municipalities and
it may be beneficial for the municipalities to act
more collectively and concertedly in the ICT area.
More collaboration and joint measures in the ICT
area can produce better municipal services and a
more efficient municipal sector. This is one of the
core messages in the eKommune (eMunicipality)
2006 plan from the Norwegian Association of Local
and Regional Authorities (KS). It is illogical and

expensive not to be able to evaluate more collabo-
ration and re-use of systems and components in the
ICT area.

The management challenges are also con-
nected with the division of labour between the pri-
vate and public sectors. The establishment of
shared solutions/components will require a review
of what is practical to lodge with the public sector
and what can be left to the market in terms of devel-
opment and realisation.

Government measures

Measure 7.13: Clarify the organisation of work on
shared components.
The government will assess how
the work on a shared ICT architec-
ture for the public sector, the estab-
lishment of shared components,
further work on administration
standards etc. going forward
should be organised, managed and
financed.

7.3.6

In order to facilitate the wider diffusion of elec-
tronic administration, it is important for citizens to
have confidence that electronic procedure is per-
formed as securely and under the same legal terms
as for traditional paper-based procedure. By estab-
lishing electronic administration solutions, such as
Internet self-service solutions, a specific assess-
ment will be made of the planned solutions before
the security requirements are prescribed.

ICT systems should be seen as one of the most
critical resources in the public sector. Emphasis
should therefore be given to assuring operational
security and quality, to compliance with legislative
requirements and to ensuring the systems are
user-friendly, i.e. without unnecessary, cumber-
some security schemes. ICT security should be
built into ordinary systems as far as possible to
make them highly robust against defined threats.

ICT security in the public sector

Government measures

Measure 7.9: Assess shared national requirements
for ICT security processes.
For areas where there are special
legal requirements, contractual
conditions or some special risk, the
government will evaluate the need
for certification!’. ICT security in
the public sector will be founded on
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the national strategy for informa-
tion security; see Ch. 9.5. Success
in implementing electronic admin-
istration is therefore predicated on
systematic management of the
authorities’ and public bodies’ ICT
security. For other security meas-
ures, please see Ch. 9.

7.3.7 Open source software

Open source software is software code that is
offered under special licensing conditions which
grants the user organisation access to read the
source code (in a readable programming lan-
guage) and the right to modify or develop the soft-
ware.

The development model on which open source
software is based is characterised by openness and
information sharing. This type of software has its
origins in technical environments where non-profit
objectives and technical prestige are more power-
ful driving forces than commercial considerations.

Roughly half of public bodies use open source
software for at least one area of functionality. There
are reasons to believe that among these bodies
open source software comprises only a small pro-
portion of the total software portfolio. Overall, cur-
rent usage is restricted.

The issue of open source versus proprietary
software is not one of either/or, but rather both
together. This applies both on the basis of cost-ben-
efit assessments at the individual public body level,
but also from a socio-economic perspective with
regard to cost, competition, competency-building
and innovation. In practice, these categories of soft-
ware will co-exist in most public bodies going for-
ward.

The Government wants public bodies to make
more extensive use of solutions based on open
source code for several reasons:

— Use of open source software can facilitate the
re-use of solutions across and between public
bodies!®. There may be benefits to be obtained
in this way especially in the municipal sector,
since all municipalities have to offer essentially
the same type of services to their citizens.

17 Based on, for example, the NS-ISO/IEC 17799 standard

18 This does not however apply only to open source software.
Sound re-use of software can also be achieved using proprie-
tary solutions.

— Increased use of open source software in the
public sector can also provide the basis for
increased competency building in society. A
culture of sharing software developed “in-
house” will benefit organisations, businesses,
students and ICT specialists.

— The emergence of solutions based on open
source software may contribute to increasing
competition within niche areas in the software
market.

— Greater public sector attention to open source
software may stimulate the Norwegian ICT
sector which is focused on open source.

— Open source software is often based on the use
of open standards and may therefore contrib-
ute to boosting public sector initiatives in this
area.

From a legal point of view, the development and
extensive use of open source software presents a
number of challenges. One of these concerns cop-
yright problems. Open source software challenges
the established actors in that it has become an
innovative way of commercialising code and skills,
in other words, a different way of exercising copy-
right. This will present a challenge in relation to
information and the use of open source software
licences for commercial purposes.

The foundation for the acquisition of ICT solu-
tions in the public sector is the legislation on public
procurements. Article 5.4 of the Public Procure-
ment Act imposes a requirement of objectivity and
non-discrimination in the criteria for selecting sup-
pliers and awarding contracts. It is therefore
important to take objectivity into account so that
suppliers are not excluded where they could other-
wise have been capable of offering solutions.

The greatest barrier to increased use of open
source software relates to competence. Decision-
makers and ICT experts, in conjunction with ICT
procurement must evaluate a number of aspects
where open source software differs from proprie-
tary solutions, including legal and licensing condi-
tions, skills, the security aspect and how the soft-
ware code will be maintained and administrated in
practice. There is therefore a need for a centre of
expertise capable of supporting decision-makers
and IT specialists in public bodies. Such a centre
should be able to offer instructional material, prac-
tical advice and overviews of relevant projects in
the public sector.
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Government measures

Measure 7.10:

Measure 7.11:

Establishment of a national centre of
expertise for open source software.
To provide public bodies with bet-
ter conditions for an active relation-
ship with open source software, a
centre of expertise will be estab-
lished to serve as a key resource for
public bodies in this area.
Preference for open source software.
The government will consider lay-
ing down a policy of preference in
favour of open source software, so
that public bodies must choose
open source software in particular
when such solutions are equally
cost-effective and of sufficient qual-

Measure 7.12:

61

ity compared with vendor-owned
software. The Ministry of Govern-
ment Administration and Reform
will also assess establishing a gen-
eral principle that software devel-
oped under contract to the public
sector must be made available as
open source software.

Open source software as a theme in
relevant education.

The government will evaluate how
to promote training in and aware-
ness of open source software in fur-
ther education and collaborate on
improved educational courses in
this area at college and university
level.
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8 Personal privacy

8.1 Introduction

8.1.1

Personal privacy can be defined and described in
many different ways. However, what is key is that
each individual is inviolable and has a right to
respect from other people, respect for his/her own
integrity and for his/her privacy. Personal privacy
is thus closely linked to the individual’s right to a
private life, self-determination (autonomy) and self-
realisation. The right to privacy ensues from the
European Convention on Human Rights (ECHR)
article 8 and is a central aspect of the EU Data Pro-
tection Directive (95/46 EF).

Personal privacy affects the balance of power in
fundamental relationships in society, including the
relationship between public authorities and citi-
zens, between employers and employees and
between businesses and consumers. Public
authorities can, for example, strengthen their posi-
tion vis-a-vis citizens by using personal data to raise
the efficiency by which they exercise their author-
ity. The ability to withdraw into a protected per-
sonal sphere is, for many people, a prerequisite for
active democratic participation in the public
domain. It can therefore be said that personal pri-
vacy is a prerequisite for a well-functioning demo-
cratic society. In addition, the protection of per-
sonal privacy affects the degree of pluralism and
democracy in society in a broad sense.

It also influences economic conditions in soci-
ety. Electronic commerce and electronic adminis-
tration are areas of major economic and welfare
significance, where the degree of participation
depends on trust between people. One important
aspect of this trust concerns the processing of per-
sonal data which is used in the new electronic solu-
tions. While a good reputation for processing per-
sonal data can be a competitive advantage and facil-
itate the implementation of new initiatives, a poor
reputation can have negative financial effects.

The various personal privacy interests will
often be in conflict with other interests which do
not represent personal privacy, especially in rela-
tion to commercial interests, efficiency, criminal
investigations, sound health provisions, consumer

What is personal privacy?

interests, etc. It is especially the individual’s inter-
est in discretion which may conflict with other
interests, since it limits access to information. At
the same time, different personal privacy interests
are often in conflict with each other. Interest in dis-
cretion may, for example, be in conflict with inter-
ests in a case being as transparent as possible
through having complete, high-quality and up-to-
date data. The individual is naturally interested in
decisions being made on the basis of the correct
information whether it concerns medical treatment
or taxation. In this case, interest in discretion and
interest in a matter being as transparent as possi-
ble may both be termed personal privacy interests
even if they are in opposition to each other.

Both conflicts between different personal pri-
vacy interests and conflicts between personal pri-
vacy interests and other interests must be resolved
through efforts to strike the right balance. An
enterprise must, for example, only acquire and
process data which are technically justified in the
enterprise being operated, or are necessary if the
data are sensitive.! There are more stringent
requirements for processing sensitive data than for
non-sensitive data.

8.1.2 Personal privacy and other societal
interests

In weighing the regard for personal privacy up
against other considerations, at times, the regard
for personal privacy will have to cede. Efficiencies
which require an extended duty to process data of
a private nature, and more vigorous initiatives
against crime through, for example, extended
retention times for telecommunications data can
be seen as a setback for personal data, protection.
Some may argue that the position of personal pri-
vacy has recently been weakened by the strong pri-
ority given to the fight against terrorism and organ-
ised crime in the wake of the terror attacks of 11

1 According to Section 2 (8) of the Personal Data Act, sensitive
personal data are data concerning: “a) racial or ethnic origin,
or political opinions, philosophical or religious beliefs, b) the
fact that a person has been suspected of, charged with,
indicted for or convicted of a criminal act, ¢) health, d) sex
life, ) trade-union membership”
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September 2001, 11 March 2004 and 7 July 2005.
As a result of the international “war on terror”,
there has been an increase in surveillance and
other monitoring measures which have put per-
sonal privacy concerns under great pressure.

In addition, measures implemented by other
countries are increasingly having consequences
for us. The US authorities have, for example,
imposed requirements on the EU regarding elec-
tronic access to passenger lists from airlines which
want to land in the USA. The Americans have also
entered into an agreement on access to data from
Europol. With prospects of specific benefits in the
shape of cost savings, more efficient counter-meas-
ures against crime and so forth, it is easy to push
the less tangible concept of personal data protec-
tion to one side. In this way, we may reach a situa-
tion where we approve each individual measure
while the sum of the measures over time results in
unacceptable personal data protection.

It is a demanding challenge to keep a view of
the whole and ensure that we do not gradually
erode fundamental rights “for the good of society”.
The concern for fundamental rights might mean
that one is restrictive and “makes haste slowly”
even if the argument for weakening personal data
protection may seem powerful and legitimate. In all
cases, such legal developments should as far as
possible result from political debate and considera-
tion.

8.2 Current status

8.2.1 Actors and key legislation

in the personal privacy area

There are a number of key authorities in the per-
sonal privacy area. The Ministry of Justice and the
Police is responsible for the Personal Data Act, the
Ministry of Health and Care Services is responsi-
ble for the Health Act and the Ministry of Govern-
ment Administration and Reform is responsible for
personal data regulations, supervision of the Data
Inspectorate and administrative responsibility for
the Privacy Appeals Tribunal.

The Data Inspectorate is the special body for
personal data protection in Norway and is an inde-
pendent administrative body with cross-sectoral
responsibility. It was created on 1 January 1980.
The Inspectorate was established to ensure com-
pliance with the Personal Data Act. The purpose of
the Act is to protect the individual against viola-
tions of personal privacy through the use of per-
sonal data. The Data Inspectorate is both supervi-
sory authority and ombudsman. In specific terms,

this involves primarily supervisory tasks, licence
processing, general information and investigation
of breaches of the regulations. The Data Inspector-
ate also has an important role as ombudsman. This
involves providing advice and information to indi-
viduals who contact the Inspectorate.

The Privacy Appeals Tribunal is an independ-
ent administrative body created pursuant to the
Personal Data Act. The Privacy Appeals Tribunal
deals with complaints against decisions made by
the Data Inspectorate pursuant to the Personal
Data Act, the Health Act and certain other acts.

8.2.2 Attitudes to and knowledge
of personal privacy

Personal privacy is not constant. This also applies
to the public’s attitudes to and knowledge of per-
sonal privacy. Even if people are increasingly
becoming generally less sceptical of advanced ICT
solutions and the extended application of data
processing they involve, this does not necessarily
mean that people are losing interest in personal pri-
vacy issues. It may well be the case that people’s
concerns about personal privacy have a different
focus than in the 1960s and 70s. While, at that time,
most people were concerned about information
technology in general, the concerns today are
linked to a number of more specific risks which are
often raised by the media — identity theft, the dis-
semination of MMS files, the saving of search
terms in Internet search engines and so on. The
fact that people generally feel less alienated by
ICT, combined with few specific scandals concern-
ing personal privacy, have caused the public
debate on personal privacy to lose some of its force.

In Norway, attitudes to personal privacy are
mostly characterised by very high confidence that
one’s details will be processed lawfully and respon-
sibly. However, many enterprises do not appear to
warrant trust. This emerged from two comprehen-
sive surveys carried out by the Institute of Trans-
port Economics (TQI) in 2005 for the Ministry of
Modernisation (now the Ministry of Government
Administration and Reform) and the Data Inspec-
torate. The surveys related to experiences of,
knowledge of and attitudes to personal privacy and
the Personal Data Act.

One of the surveys was aimed at the public, the
other at enterprises in the public and private sec-
tors. The public survey (TQI report 789/2005)
shows that most people appear to have great confi-
dence in the way enterprises process personal
data. Public bodies in particular appear to enjoy
great confidence. The surveys also reveals signifi-
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cant omissions in people’s knowledge of the area.
For example, 56 per cent answered that they
believed there was a body which ensured that per-
sonal privacy legislation was complied with, but
only 33 per cent were able to identify the Data
Inspectorate as this body. 41 per cent were una-
ware of the obligation in the Personal Data Act to
provide information to registered persons.

In relation to Norwegian enterprises, the Insti-
tute of Transport Economics’ survey (TQI report
800/2005) shows that most enterprises, in spite of
very limited knowledge of the Personal Data Act
and poor adherence to the Act’s requirements,
have a positive view of personal privacy and the
Personal Data Act. To a question about knowledge
of the act, a full 82 per cent responded “little knowl-
edge” or “none”. Only 4 per cent of the respond-
ents stated that they met the five central require-
ments ensuing from the Act. However, the survey
provided little insight into why compliance was so
low.

There is cause to take a serious view of the dis-
parity between the large degree of confidence the
public shows and the poor compliance with the Act
among enterprises in the public and private sec-
tors. The conclusion is obviously that the public is
not justified in its confidence. Such a conclusion
however might be premature. It is possible that the
enterprises actually handle personal data in ways
which many - if they had detailed knowledge of the
matter — would be satisfied with. That the legal
norms have a poor impact does not exclude other
norms within sectors and professions etc having
positive effects on personal privacy.

8.3 Future challenges and proposals
for measures

The international terror threat may have led to a
lessening of the fear of a “big brother is watching”
society. It is rather strange to recall the debate in
the 1970s and 80s about the extent to which sur-
veillance cameras should be permitted in public
spaces.

Both individuals and society as a whole have
developed much more tolerance towards registra-
tion and surveillance than previously. This is hap-
pening at the same time as technological develop-
ments are increasingly making new types of moni-
toring and surveillance into tools for more people.

8.3.1 Appointment of a personal privacy

commission

The appointment of a personal privacy commission
has been discussed in various contexts without, for
the moment, any final position on the question
being taken. A proposal to appoint a personal pri-
vacy commission was discussed in the Storting in
the spring of 2006 and there was unanimous agree-
ment on the intention. It was nonetheless left to the
government to consider the matter more closely
and, where appropriate, to return to the Storting
with a proposal.

Any proposal to appoint a personal privacy com-
mission will have to be evaluated in conjunction
with relevant ministries and will describe a more
specific mandate for a consideration of personal
privacy.

Because of the diverse personal privacy chal-
lenges we currently face and will face in the future,
there is a need for a full situation report on those
challenges. In addition to a review of threats to per-
sonal privacy, legislation and other instruments for
protecting personal privacy must be surveyed,
evaluated and seen in context. The personal pri-
vacy issue transcends sectors and it is a challenge
to ensure that different sectoral reforms do not
lead to the overall level of surveillance growing too
large.

Work in any commission should take place in
parallel with the government’s revision of the Per-
sonal Data Act. The government sees the need to
undertake a wide-ranging inquiry into how it would
be possible to prevent personal privacy in general
from being compromised by the introduction of
new information technology. Such an inquiry
should propose concrete measures.

Government measures

Measure 8.1: Appointment of a personal privacy
COMMISSION.
The commission will take up the
vulnerable position of personal pri-
vacy in its encounter with techno-
logical developments and produce
proposals to reinforce the status of
personal privacy.

An examination will also be
made of the relationship between
the various provisions which regu-
late personal privacy in order to
ensure coordination, harmonise
terminology and prevent overlap-
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ping, and to make the legislation

more accessible.

— The relationship between the
Personal Data Act and special
legislation.

— The relationship between provi-
sions concerning the duty of
confidentiality in various areas

— The need for specific legal pro-
visions in areas of life where
there is a special need for clari-
fying personal privacy issues

— Development of more sector-
specific guidelines

8.3.2 Electronic tracking

More and more of our daily activities are being reg-
istered and logged (electronic tracking). There is
an increase both in terms of the amount of tracking
and its level of detail, lifetime and purpose — often
without the person the details may be linked to
being aware of it.

Electronic tracking features both in personal
electronic equipment (e.g. mobile phone, PC, on-
board vehicle computer) and in toll booth elec-
tronic collection systems, banks’ transaction sys-
tems and so on. Data are vulnerable to misuse
depending on how well they are protected. The
consequences of this are becoming more challeng-
ing. Previously, one could be reasonably sure that
electronic tracks would be overwritten relatively
quickly. Nowadays, storage capacity has become
so large and cheap that one can no longer reckon
on data gradually disappearing of its own accord.

Solutions where previously one left no trace,
such as cash payments, will increasingly be
replaced by solutions which identify you, such as
bank cards. The anonymous solution, cash pay-
ment, will not be supported to the same degree by
technology. The number of electronic solutions
seems to be increasing rapidly and this is also true
of the user groups who have access to them. There
will be accumulations of services in portal solutions
which will increasingly be able to gather informa-
tion about users. The equipment we have at home
will increasingly become more intelligent.

Since localisation data can often be linked to
individuals (mobile phone user, end user), these
are also considered personal data. This provides
guidelines for how they may be supplied to others,
e.g. other companies offering services via mobile
phones (content providers).

8.3.3 Theright to anonymity

The discussion on the requirement for identifica-
tion is connected with the degree to which it
should be possible to remain anonymous. This
poses special challenges, notably because the nor-
mative status of anonymity in relation to fundamen-
tal human rights appears to be somewhat unclear.
On the one hand it can be asserted that anonymity
in itself is not an absolute right since it is only pos-
sible in areas where others (e.g. legislators) have
not addressed and restricted the right to self-deter-
mination. On the other hand it is difficult to disso-
ciate an interest in anonymity from the more gen-
eral right to privacy laid down in, for example, arti-
cle 8 of the ECHR. Nonetheless, there is a sound
basis for asserting that consideration of precisely
this right dictates that restrictions in the possibility
to conceal one’s own identity must have a suffi-
ciently persuasive justification.

The right to remain anonymous is not explicitly
prescribed by Norwegian legislation. Such a right
can however be deduced from the fundamental
rights in, for instance, article 8 of the European
Convention on Human Rights and the EU personal
privacy directive. These state that the individual’s
fundamental rights and freedoms must be
respected, especially the right to privacy. In both
the personal privacy directive and in the Norwe-
gian Personal Data Act, the right to self-determina-
tion for each individual is a fundamental principle,
principally expressed as that one must give a volun-
tary, informed and explicit consent to the process-
ing of personal data.

Developments indicate a need for a broad,
cross-sectoral, legal-policy discussion on the ques-
tion of what kind of future there should be for the
potential for anonymous activity. Whether or not
personal identification must be a prerequisite for
interaction should be one of the most important
issues for discussion now and in the future.

Government measures

The government advocates that there
must remain an option for anony-
moussolutions in contexts where it is
not necessary to identify oneself.
Anonymous authentication solu-
tions must be available in contexts
where this is expedient. The gov-
ernment will examine the options
for

Measure 8.2:
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— Pseudonymous solutions as al-
ternatives to full anonymity and

full identification.
— Pseudonymous certificates in
digital signature solutions

where adequate

— Anonymous payment cards as
alternatives to  debit/credit
cards linked to an identity.

8.3.4 elD and freedom of choice?

A prerequisite for using electronic services will fre-
quently be some form of electronic identification.
Most active Internet users now have an increasing
number of user names, passwords, PINs, password
calculators and other aids for identifying them-
selves and getting through electronic gateways.
The responsibility for remembering, and the
responsibility the individual feels for protecting all
of these codes so that they do not fall into the
wrong hands, may feel burdensome. The situation
is becoming more and more impossible. The ques-
tion is how to get rid of this code chaos. A first step
may be to have a more uniform option for identify-
ing oneself to public services. The public sector is
working on facilitating the use of electronic com-
munication and on eID in communicating with the
public sector. The Ministry of Justice is currently
working on the issue of introducing a national ID
card which could be used for eID.

The drive to clear up the code chaos also raises
more fundamental issues. The simplest solution
would, of course, be to have one key which works
everywhere — both for public and private sector
services. But do we really want to develop “a gen-
eral key to the life of each individual citizen”? We
need to develop a very aware attitude to what sort
of key system we want to create. It is by no means
certain that the individual would be best served by
a common general key to all aspects of life. Most of
us will intuitively see the need for well-thought-out
zoning, on both personal privacy and practical
grounds, to protect us from intruders. These are
some of the important issues under consideration
in the joint efforts to establish eID (see Ch. 7.3.4.)

8.3.5 Use of technology to reinforce
personal privacy

There should be a balance between the authorities
and the individual citizen when it comes to using
digital technology. The increased use of technol-
ogy on the part of the authorities must be balanced.
One objective is for all public bodies to arrange for

everyone to be able to obtain electronic personal
data about himself/herself in a simple and secure
manner. One example is “MyPage” which will offer
each individual an insight into the personal data
which public bodies have registered about that per-
son.

In addition, more emphasis should be given to
privacy enhancing technologies or PETs. Exam-
ples of these would be technologies for encryption
and authentication (secure identification) of users,
which prevent intruders from accessing personal
data. The government has sought to promote more
extensive use of certain types of privacy enhancing
technology in national ICT policy. Cryptography is
one example of this.

Government measures

The government will implement
measures to support use of privacy
enhancing technologies.

The public sector should lead the

way in this

— work through

— Legislative changes which pro-
vide more direct support for the
use of privacy enhancing tech-
nologies.

— Personal privacy requirements
as standard in new ICT sys-
tems, including:

— Requirement for implementa-
tion of more fine-meshed
administration of access rights
to information on a need-to-
know basis

— Requirement for possibility to
log transactions

Measure 8.3:

Measure 8.4: The government will implement

measures to improve enterprises’

compliance with the Personal Data

Act, including

— preparing sectoral “best prac-
tice” instructions with advice for
sound technological solutions

— preparing a thorough compe-
tency programme for different
contexts

8.3.6 Automated procedure - automated
decision support system

Electronic procedure can involve full or partial
automation of judicial decisions. Traditionally this
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means that legislation is expressed in program
code. The development of such programs and the
use of more modern tools in which legislation is
specified involves in reality preprocessing conceiv-
able cases.

It is presently up to each individual organisa-
tion to establish a methodology which provides for
the legal security guarantees in the legislation, to
the extent that they apply. The question is whether
it is not time to look more closely at how current
legal security guarantees can be catered for in
more expedient and suitable ways in relation to
fully or partially automated solutions. The chal-
lenge will be special provisions on actually deter-
mining the legal content, access to a complaints
procedure, and rectification of any errors. This
applies to documentation of such programs, how
accessible they are and their openness to inspec-
tion.

Government measures

Measure 8.5: The government will examine how

legal protection can be catered for
satisfactorily in rvelation to fully or
partially  automated  decision-
making solutions.
The opportunity for making a com-
plaint and the rectification of any
errors, openness to inspection and
documentation and how accessible
the different programs are will all
be examined.

8.3.7 Legislation

The laws and regulations linked to personal pri-
vacy are dealt with in various acts and provisions
and may appear to lack transparency and hence be
difficult to access. There is therefore a need for bet-
ter harmonisation and coordination in order to pre-
vent duplication and facilitate access, in relation
both to the Personal Data Act and special legisla-
tion and to confidentiality regulations in various
domains. Current regulations are based exten-
sively on paper-based processing and do not take
sufficient account of the current challenges posed
by electronic communications. This is liable to be
increasingly problematical in terms of the aim of
further development and digitisation of the public
sector.

By incorporating the personal privacy aspect
earlier in a legislative process, it will often be possi-
ble to reach a solution which caters both for per-
sonal privacy and for the law’s primary objective.

For the same reason that it is important to take
account of personal privacy at an early stage of a
legislative process, it is important to do the same in
specific procurement and development situations.
In these cases, personal privacy considerations
may appear to be barriers or factors that make ICT
usage more expensive. It is nonetheless rare that
personal privacy presents a definitive barrier to
achieving improvements with the aid of ICT. To
the extent that there are extra costs associated
with catering for personal privacy, these costs can
often be reduced by taking account of personal pri-
vacy early on in the development or procurement
process. This is the responsibility of the individual
procedural officer and is an issue essentially of
competency.

Government measures

Measure 8.6: The government will implement a

factfinding process to inquire into:

— How regulations can be de-
signed to support the use of pri-
vacy enhancing technologies

— The development of tools for
performing internal monitoring
in accordance with the Personal
Data Act

— The development of general

tools for catering for the
requirement for information
security

— How the Personal Data Act can
be made more effective through
simplification and the removal
of difficult terminology

— The need for harmonisation
with other regulations in the
personal privacy area

Measure 8.7:  The government will review the divi-
ston of labour between the Data
Inspectorate and other supervisory
authorities which have remits
which include the processing of
personal privacy data, with in the
interests of facilitating closer coo-
peration and coordination.

8.3.8 Large-scale information systems -
pressure on personal privacy

Many private enterprises, organisations and public
bodies are now working on merging large-scale
information systems. This is true in the finance,
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health, welfare and research sectors, among oth-
ers. A common trait here is the readiness to offer
better service, be more efficient, offer better cus-
tomer processing and provide more comprehen-
sive data.

Many actors also want to store data over
increasingly extended periods of time. The more
retention times increase, the more likely that data
will be used in new contexts. The wish to store data
may in itself appear sound and well-founded, but
the totality of stored data on each individual person
may however represent a threat to personal pri-
vacy.

It is important that the altered risk which large-
scale information systems may represent for indi-
vidual personal privacy is examined satisfactorily
and that necessary security measures are imple-
mented. Privacy enhancing measures, such as bet-
ter and more fine-meshed access control and data
encryption, may help to keep the risk at a satisfac-
tory level.

8.3.9 Publishing on the Internet

More and more personal data are being published
on the Internet. These range from details voluntar-
ily published on a personal website, letters sent to
public administration, standard contact details, job
information or invidious images published for pur-
poses of harassment.

Publication of personal data happens in many
cases without the consent of the person the details
relate to. This is not without problems, either in
relation to ethical considerations or in relation to
the Personal Data Act. The problem can be exacer-
bated by the person responsible for publication cit-
ing freedom of expression as justification.

From a personal privacy perspective, the great-
est problem with publishing on the Internet is that
the individual loses control of the information
about himself/herself. Data spreads rapidly,
whether they consist of photos taken with a mobile
phone camera, film clips or false information pub-
lished in order to bully or intimidate. The Internet
has a number of special characteristics relative to
other media. For example, there are very limited
opportunities for replying or for getting false infor-
mation deleted.

Government measures

Measure 8.8: Measures will be implemented to
ensure that making children and
young people aware of personal pri-
vacy is focal in education, through

targeted information about technolo-
gical facilities and challenges in the
personal privacy area.

8.3.10 Public documents on the Internet

That the administration’s documents and personal
data should be “public” in accordance with the
Freedom of Information Act is not to say that they
should be electronically searchable on the Inter-
net. How access can be provided to public records
and documents using the Internet while providing
satisfactory personal data protection is therefore a
substantial challenge in both legal and technical
terms.

8.3.11

Legislation alone can scarcely protect personal pri-
vacy in a satisfactory manner. Legislation must be
seen in context and work in conjunction with other
administrative instruments. Emphasis must be
given to information, use of privacy enhancing
technology, competence-building and debate.

Competence

Government measures

Measure 8.10: The government will implement
measures which ensure sufficient
competence, understanding and
internal methodology which means
that assessment is made of incorpo-
rating personal privacy issues and
expedient measures early on in the
development of legislation which
deals with procurement and other
development processes among
authorities and enterprises.

8.3.12 Research

As mentioned, protection of personal privacy is a
key human rights obligation for states. Both within
the EU and in Norway, significant resources have
been devoted to ensuring sound personal privacy.
We need figures to inform us of the impact of legis-
lation and policy in this area and results to explain
why the figures are as they are. In other words,
there is a need for figures on the extent to which
enterprises are complying with the law and, for
example, explanations of why some enterprises fail
to comply. Similarly, we need to know more about
the effect technological innovations have on per-
sonal privacy. The objective must always be to have
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the best possible basis for a meaningful and effec-

tive policy. Government measures

In order to ensure an informed personal privacy Measure 8.11: The government will institute mea-
debate and a factual foundation for governance, we sures for systematising and promo-
need independent research. Such research must ting research initiatives for the perso-
look at the overall picture and interrelationships nal privacy area. A multidiscipli-
and should involve legal, social and ICT aspects. nary research programme for ICT

and personal privacy in the broad
sense of the issue should be estab-
lished.
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9 ICT security

The complexity of current ICT systems and net-
works is increasing, both in business and in public
administration. When socially critical and business
critical systems are also connected to the Internet,
we face substantial security challenges. The work
on ICT security in this context covers the protection
and the development of information systems and
networks to make them robust and secure. It is
also about introducing new ways of thinking and
acting in the use of information systems and net-
works and in exchanging information. Only an
approach which takes proper account of the inter-
ests of all the actors and of all kinds of systems, net-
works and associated services can ensure effective
ICT security.

Security on the net deals primarily with the
issues of confidence in use of the technology and
being aware of both the benefits and drawbacks of
using the Internet. The problems involved in this
area, in addition to general personal privacy chal-
lenges, are pornography, violent content, bullying,
and so on. A special focus is aimed at protecting
minors against illegal and harmful content on the
web. eSafety (Internet safety) is closely linked to
digital skills.

Chapter 9 deals only with ICT security as
defined above. eSafety was dealt with under Section
4.4.2. Current status — Digital skills. Personal pri-
vacy issues were discussed in chapter 8.

9.1 The government’s ambitions and
objectives

Most electronic products and services currently
available in the market assume that the systems
are readily accessible, are stable and that the infor-
mation which is distributed or collected is accu-
rate. The dynamics of the area make it more diffi-
cult to maintain a stable security level in a modern
communication and information system where
information is saved, processed and transmitted
electronically than when information is kept in a
physical medium. This situation also raises to legal
issues.

The government wants general ICT security in
society to be sound. ICT infrastructure of critical

importance for society must be robust and secure
in the face of the potential threats to which it is
exposed. Critical information systems must be
secure so that the harmful effects of any breaches
of security are no greater than what may be defined
as ‘acceptable risk’. General awareness must be
raised of the risks associated with information sys-
tems and networks, of policies, routines, measures
and procedures that are available to counter these
risks and of the need for these to be adopted and
implemented.

Issues surrounding ICT security involve many
actors and interests. Everyone must assume
responsibility in accordance with their role and
take the necessary measures to promote security
in information systems and networks. This applies
equally to the individual user as to suppliers of
products and systems and the authorities. Manu-
facturers have a special responsibility for develop-
ing products with satisfactory security levels in line
with user requirements. Security features must be
documented and communicated to users. As with
all other security and contingency work in society,
all efforts in ICT security must be founded on the
principles of responsibility, equality and proximity.
This means that the enterprise which has initial
responsibility for ICT security in an information
system or network in daily operation also has
responsibility for implementing the necessary
security and contingency measures in order for the
system to function satisfactorily in a crisis situation
as well. The state has an overarching responsibility
for ensuring that society’s overall requirement for
ICT security is met. This applies in particular in
cases where it cannot be expected for the individ-
ual owner of a socially critical information system
or network to assume responsibility for ICT secu-
rity on his/her own.

ICT-related security is not a problem that can
be solved once and for all. The rapid technical
upheaval in the ICT area is leading to more new
and changed circumstances for ICT security. The
work of promoting society’s ICT security must
accordingly take place as a continuous process
with long-term objectives. ICT security work must
necessarily be technically oriented, but there is
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also a need to look more closely at the administra-
tive aspects of security work.

9.2 Status - Protection of the
information society

To date, security has not been a driving force in
development. On the contrary, the development of
the Internet, for example, has been characterised
by entrepreneurs who have been focused primarily
on innovation and commercial development. The
need for ICT security has not presented itself to
any great extent and security has not been a barrier
to creativity, either for users of the technology or
among criminals. ICT security has simply not been
especially high on the agenda of the individual
user. The top of the agenda has been the immedi-
ate response to needs and curiosity.

The concept of information security is based on
these three basic qualities:

— Integrity — that the system is secured against
manipulation of the system’s functionality and
data.

— Accessibility — that the system is secured
against stoppage of its intended functionality
and that the system has access to necessary
data.

- Confidentiality — that the system’s functionality
and data are secured against unauthorised
access.

Accidental failure or a directed attack against the
information within an infrastructure will consist of
a set of tools aimed at one or more of these quali-
ties.

ICT infrastructure comprises an increasingly
large share of critical infrastructure in society.
Socially critical ICT infrastructure is defined here
as installations and systems which are essential for
maintaining functionality critical for society which
in turn covers fundamental needs in society and
the population’s sense of security. What comes
under the concept of socially critical infrastructure
for electronic communication will increasingly be
determined by what electronic communications
services are needed to enable users with socially
critical functions to perform their socially assigned
remits. If some of these users can find alternative
services, they will be able to establish redundant
solutions which make the socially critical ICT infra-
structure less vulnerable.

9.2.1 Facts about the status of ICT security in

Norway

Primary responsibility for protecting information
systems and networks is lodged with the owner or
operator. This enterprise responsibility is not inde-
pendent of other responsibilities which an owner
and/or operator of an enterprise has. At central
authority level, this principle means that the indi-
vidual ministry has overarching sectoral responsi-
bility for protection of the sector’s ICT infrastruc-
ture and for preventive ICT security work within
the sector being kept at a satisfactory level. This
means both making it less likely that unwanted
events occur and reducing damage if such events
do occur. The ministry can independently propose
State instruments for protecting the sector’s criti-
cal ICT infrastructure, such as regulatory instru-
ments, financial instruments, etc. The ministry also
evaluates what preventive ICT security measures
are required at any time in order for ICT security in
the sector to be at an acceptable level of risk.

Statistics Norway produces annual surveys of
the security state nationally, in business, in munic-
ipalities, at county level and in homes. Statistics
Norway’s figures from 2005! show that the figure
for users who have been subject to one or more
ICT security events is increasing. At the same time,
the statistics indicate that more and more enter-
prises in the private and public sectors are now tak-
ing ICT security seriously and are implementing
various types of security measures. Nearly all
those surveyed, in whatever sector, now use tech-
nical protective measures of one kind or another.
In addition to Statistics Norway’s surveys,
NorCERT (the Norwegian Computer Emergency
Response Team) in the Norwegian National Secu-
rity Authority (NSM) issues monthly reports
which provide an assessment of the risk of a seri-
ous data attack on critical information infrastruc-
ture in Norway. These are available on NSM’s web-
site (http://nsm.stat.no/vdi).

The public statistics say little about the extent
of data crime and the threats directed at ICT sys-
tems. There is a general opinion that data crime
and unwanted events are not often reported to the
police or to the authorities. Regrettably, many ICT
security events deriving from accidents or mishaps
are rarely or never communicated outside of the
enterprise in question. To obtain an overview of the
situation, since 1989, Neeringslivets sikkerhetsrad
(NSR) (The Business Security Council) has under-

1 Statistics Norway: “Key figures on the information society
2005” (Statistical analyses 80).
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taken 5 surveys in order to disclose hidden statis-
tics in the area. The purpose of these “hidden sta-
tistics” surveys is to calculate the real extent of data
crime and ICT security events in the private and
public sectors, as well as surveying the security
level and security measures in enterprises and
evaluating their significance.

Based on details in NSR’s Mporketallsunder-
sokelsen 2006 (Hidden statistics survey) and Statis-
tics Norway’s statistics on business structure in
Norway, it is estimateed that Norwegian enter-
prises? were exposed to some 3,900 data breaches
in 2005. This result is in stark contrast to the police
statistics which only show 61 reports in this cate-
gory. Similarly, there are estimated to have been
8,900 cases of misuse of enterprises’ ICT resources
in this period. Here, there have been only 11
reports to the police. The NSR’s survey reveals that

2 As at 01.01.2006, there were 451,908 businesses registered in
Norway. 99.5 per cent of businesses had fewer than 100
employees.

hidden statistics are still large when is comes to
data crime. Especially alarming is that the surveys
reveal that a third of enterprises do not know
whether they have experienced unwanted ICT
security events.

Increased use of Internet services in business
activities has made Norwegian enterprises more
vulnerable even to short interruptions of opera-
tions. More and more enterprises are saying that
they would have significant problems from a halt in
operations of one day, some even after only an
hour. Morketallsundersokelsen 2006 (Hidden statis-
tics survey) estimates the annual costs related to
ICT crime and unwanted ICT events in Norwegian
enterprises at NOK 1.8 billion. The survey offers
no general view of the size of the loss to private
households resulting from a lack of ICT security in
the home. There is however no reason to believe
that the security situation in private households is
better than in the private and public sectors.

Mechanism/measure O 20
Firewall on the network
Antivirus etc.
Spam filter
Security copy
Personal password
Backup power, UPS
Locked data room
Virtual private network (VPN)
Filter against unwanted web traffic
Duplication of critical components
Different security zones on the network
Wireless network encryption
Personal firewall
Physical authentication mechanisms
One-time passwords
Intruder detection
Encryption of removable media
Digital signatures

Biometric authentication

No. employed l 15

l 6-10

l 11-24

40 60 80 100

5199 ] 200498 [ > 500

Figure 9.1 Technical security measures - size of enterprises

Source: Morketalsundersokinga 2006 (Hidden statistics survey)
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Technical protective measures

More or less all Norwegian enterprises have imple-
mented technical protective measures. The com-
monest technical solutions are passwords and anti-
virus solutions. The use of security copies is also
generally widespread. All major enterprises have
firewalls installed. 83 per cent of small and
medium-sized enterprises have implemented this
security measure. The surveys reveal however
than only 15 per cent of the enterprises which have
installed a firewall have regularly reviewed its
rules, settings and security logs.

Organisational measures

In general, the use of organisational measures has
not grown in line with enterprises’ exposure to
threats. Among large enterprises, most have guide-
lines for implementing ICT, but only a quarter of
small enterprises do so. There is a notable lack of
instruction of employees in the safe use of IT and a
lack of preparations for managing a security
breach.

A more detailed overview of the enterprises’
technical security measures is given in the table
below.

Socially critical infrastructure

11 per cent of enterprises state that they perceive
themselves as part of the socially critical infrastruc-
ture. These enterprises also state that they are
more vulnerable, in that 40 per cent believe that
they would encounter serious problems within one
hour of key ICT systems being out of operation.

A more detailed overview of what security
measures enterprises with socially critical func-
tions have implemented is shown in the table
below.

International cooperation on ICT security

Because information and communications technol-
ogy are global in nature, work on standardisation
and policy creation takes place largely in the inter-
national arena. Beyond product and service suppli-
ers, the key actors are international organisations

Measure O 20

40 60 80 100

Guidelines for staff use of IT

Can manage IT security breaches
out of working hours

Employees sign a non-disclosure
agreement

Plans for managing IT security
breaches

Employees receive instruction
in safe use of [T

Systematic [T-related training

No. employed I 1-5

Newo [Ji1es

25199 ] 200493l > 500

Figure 9.2 Organisational measures - Size of enterprises

Source: Merketalsundersekinga 2006 (Hidden statistics survey)
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Firewall on the network

Antivirus etc.

Spam filter

Security copy

Personal password

Backup power, UPS

Locked data room

Virtual private network (VPN)

Filter against unwanted web traffic
Duplication of critical components
Different security zones on the network
Wireless network encryption
Personal firewall

Physical authentication mechanisms
One-time passwords

Intruder detection

Encryption of removable media
Digital signatures

Biometric authentication

l Critical infrastructure

Non-critical infrastructure

Figure 9.3 Security measures — Critical infrastructure

Source: Morketalsundersokinga 2006 (Hidden statistics survey)

such as the Internet Corporation for Assigned
Names and Numbers (ICANN), European Tele-
communications Standards Institute (ETSI), the
EU, OECD, the UN, NATO etc. The development
of the Internet is very much more outside of Nor-
wegian control than is the case for other more tra-
ditional infrastructures. Because the technology is
so complex, Norway participates actively in a
number of international technical arenas. All work
takes place essentially within the frameworks of
several different international organisations. The
purpose of Norwegian participation in international
ICT security work is two-fold. Firstly, the outcome
of this work contributes to greater information
security in Norway. Secondly, it gives Norway an
opportunity to take part in designing a globally
more secure Internet.

9.3 The government’s specification of
the ministerial coordinating and
sectoral responsibility for ICT
security

As for other work on security and contingency, all
ICT security work is based on three fundamental
principles:

— The responsibility principle: The person who is
responsible under normal operation is also re-
sponsible in the case of extraordinary events.

— The equality principle: The organisation in
operation in everyday life will, as far as possi-
ble, be equal to the one in operation during cri-
ses.

— The proximity principle: Crises must be dealt
with at the lowest possible level.
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The majority of all work on ICT security will there-
fore, be conducted within secfors and primarily in
the individual enterprise. Securing of the sectors’
socially critical ICT infrastructure has the highest
priority. In all key sectors (e.g. banking and
finance, energy and telecommunications), there
will be considerable financial and human resources
devoted annually to maintaining an adequate level
of ICT security. In order to promote sectoral coor-
dination, a number of legislative administrators
have taken the initiative to establish separate crisis
and coordination councils within their areas of
responsibility. Two examples of these are Bered-
skapsutvalet for finansiell infrastruktur (BFI)
(Contingency Council for Financial Infrastructure)
in the banking and finance sector (under the lead-
ership of Norges Bank) and the Samvirkegruppa i
telesektoren (Telecoms Sector Coordination
Group) (will be led by the Norwegian Post and Tel-
ecommunications Authority (NPT)). The object of
the councils is to determine and coordinate meas-
ures in the sector in a given crisis situation in addi-
tion to preventing situations which might result in
major disruptions to the sector’s ICT infrastruc-
ture. The work of the councils will also emphasise
detection of vulnerable points which might gener-
ate spreading effects in the sector’s infrastructure
and thus be significant for stability and confidence
in the systems and networks in question.

The Office of the Auditor General has operated
with an overarching coordinating perspective in its
fact-finding report. A great deal of emphasis has
been given to work carried out at the executive
coordinating level. ICT security work carried out in
the individual sectors — which comprises the cor-
nerstone of national ICT security work - is not
emphasised to the same degree. The report pro-
vides valuable input in terms of how organisation of
responsibility at the overarching level can be
improved, but overall the Office of the Auditor Gen-
eral’s inquiry has served to create an impression
that the security status of the field of ICT in Nor-
way is weaker than is actually the case.

Primary responsibility for securing information
systems and networks is lodged with the owner or
operator. The ministries have an overarching secto-
ral responsibility for looking after the security of the
sector’s ICT infrastructure and for the satisfactory
state of preventive work on ICT security in the sec-
tor. They also assess what preventive measures are
necessary and can independently propose meas-
ures for protecting critical ICT infrastructure in
their sectors. In addition to sectoral responsibility,
many ministries, boards and councils have various
cross-cutting remits. Two central coordinating min-

istries are the Ministry of Justice with coordinating
and supervising responsibility for society’s civil
security and preparedness, and the Ministry of
Government Administration and Reform with coor-
dinating responsibility for ICT policy, including
work on ICT security.

Preparedness, operational assistance and crisis
management on the one hand and general preven-
tive work on the other hand constitute a primary
difference in terms of which ministry has coordi-
nating responsibility within work on ICT security.
On the basis of this difference, the government has
made the following specification of responsibilities
within ICT security:

The ministries’ sectoral responsibility for ICT security

Each ministry is responsible for assessing how
necessary it is to implement measures of a preven-
tive nature, as well as preparedness measures and
crisis management within its sector. Individual
ministries for a sector have a more central role in
the national work on ICT security than others. This
applies to the Ministry of Transport and Communi-
cations and the Ministry of Defence. The Ministry
of Transport and Communications, as sectoral min-
istry, is responsible for ICT security linked to elec-
tronic communications networks and services.
Sectoral responsibility includes preventive security
work, preparedness and crisis management. The
provisions of the Electronic Communications Act
also cover the Internet. The Norwegian Post and
Telecommunications Authority, as the authority
under the Ministry of Transport and Communica-
tions, has special responsibility linked to security
and preparedness in electronic communications
networks and services. The Ministry of Defence
has all responsibility for work on ICT security
linked to the military sector, including preventive
measures.

Coordinating responsibility for preventive ICT
security beyond sectoral responsibility

The Ministry of Government Administration and
Reform’s coordinating responsibility for ICT secu-
rity is anchored in the coordinating responsibility for
IT policy and relates only to preventive cross-secto-
ral work on ICT security, with the exception of the
Ministry of Justice’s supervisory responsibility.
The Ministry of Government Administration and
Reform’s coordinating responsibility includes con-
tact with business in conjunction with preventive
work on ICT security.
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The Ministry of Justice and the Police has a
coordinating and supervisory responsibility for
society’s civil security. The Ministry of Justice’s
responsibility for ICT security is limited to a general
coordinating responsibility, and the executive tech-
nical responsibility for preventive security services
in the civil sector. The coordinating and supervi-
sory responsibility means that the Ministry of Jus-
tice is to collate reports and conduct system-ori-
ented supervision with the ministries and prepare
reports for civil contingency. Such supervisory
responsibility shall cover planning for ICT contin-
gency measures in the same way as other contin-
gency measures in the ministries.

9.3.1

Each specialist ministry has responsibility for 1)
relevant enterprises in the sector (e.g. owners of
socially critical infrastructure or where weak-
nesses in the enterprise’s ICT system can impact
life and health) have a plan for crisis management,
2) necessary coordination if crises escalate and 3)
restitution, reporting and follow-up being per-
formed after crises have occurred.

The Ministry of Justice has an overarching
coordinating and supervisory responsibility for
society’s civil security. This does not alter the
departmental ministers’ responsibilities. All crises
must be handled in accordance with the principles
for central crisis management; at the lowest possi-
ble level in the enterprises that have responsibility
under normal conditions. No difference must be
made between an ICT crisis and other crises. The
Ministry of Government Administration and
Reform accordingly has no coordinating responsi-
bility in a crisis situation, without regard for how
ICT-related a crisis may be, beyond the sectoral
responsibility the Ministry of Government Admin-
istration and Reform has for its own councils etc.
This division is a clarification of the coordinating
responsibility of, respectively, the Ministry of Gov-
ernment Administration and Reform and the Min-
istry of Justice, and implies a limitation in relation
to the sectoral responsibilities of the Ministry of
Transport and Communications and the Ministry
of Defence.

Who is responsible during a crisis?

9.3.2 National coordination of warnings,
advice and assistance for information
security

The lack of conscious and systematic security
work in Norwegian enterprises are a cause of daily
security breaches linked to problems of access,

integrity and confidentiality and hence financial

and societal losses. ICT systems and solutions are

becoming generally more advanced and complex.

Needs for mobility and an increased threat picture

in constant change impose greater requirements

on security. In order to manage these trends, the
enterprises must establish more professional work
processes in the management of ICT systems. The
public sector has a special responsibility for pro-
tecting security in socially critical ICT infrastruc-

ture owned by the public sector, but also to be a

driving force for private owners of such infrastruc-

ture to take good care of security.

Over recent years, the central authorities have
worked purposefully to implement a nationally
coordinated warning and advisory service in the
ICT area. This is primarily to take care of the
authorities’ responsibility in the area, but private
business and the individual user also stand to ben-
efit from some of the knowledge and products
which issue from this. One key priority has been to
develop a warning system for protecting socially
critical infrastructure, competence networks, a sys-
tem for knowledge-dissemination, and to develop
and operate targeted advice and opinion-forming
work within the information security area.

There are essentially three national units which
have been charged with the various practical tasks
in this context:

— Norwegian Computer Emergency Response
Team (NorCERT) integrated with the Var-
slingssystem for digital infrastruktur (VDI)
(Warning system for digital infrastructure) in
the Norwegian National Security Authority
(NSM) (Pilot project from January 2004. For-
mally created on 01.01.2006).

— Norsk senter for informasjonssikring (NorSIS)
(Norwegian Centre for Information Security)
(Pilot project from April 2002. Formally cre-
ated on 01.01.2006).

— The Norwegian Post and Telecommunications
Authority (NPT)

The budgetary responsibility for NorCERT has ini-
tially been lodged with the Ministry of Government
Administration and Reform as the coordinating
ministry for ICT security in the civil sector. From
2007, budgetary responsibility and funds for
NorCERT will be transferred to the Ministry of
Defence which has budgetary responsibility for the
National Security Authority (NSM).

NorSIS, after research activities for three and a
half years’ at SINTEF in Trondheim, was estab-
lished on a permanent basis in association with
Gjovik kunnskapspark AS and Bluelight/NISlab at
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the Technical College in Gjevik from 1 January.

The Ministry of Government Administration and

Reform has budgetary responsibility for the units.
NPT is an independent administrative body

under the Ministry of Transport and Communica-

tions. The body’s primary areas of responsibility
are to regulate and monitor the post and telecom-
munications sector in Norway. NPT is self-
financed, primarily through fees from the telecoms
operators. Funding for telecoms security and pre-
paredness is appropriated from the national
budget.

The three units’ areas of responsibility are
described below:

— NorCERT has a primary responsibility for anal-
ysis and threat assessment, advice, assistance
for and management of major security events
related to the Internet. NorCERT shall also deal
with preventive measures for effective event
management. NorCERT shall be the Norwe-
gian contact and coordination point nationally
and internationally to protect against and re-
spond to security events which have a severe or
acute impact on networks and system access,
confidentiality and integrity. NorCERT is avail-
able 24 hours a day, seven days a week.

NorCERT is an extension of the Varslings-
system for digital infrastruktur (VDI) (Warning
system for digital infrastructure). VDI was initi-
ally a cooperative project between the security
authorities and a selection of participants who
own socially critical IT infrastructure. They en-
gaged in a cooperation on active monitoring of
traffic (not the content) from the Internet to a
representative selection of enterprises with
such infrastructures. Using sensors positioned
on the network, it is possible for the VDI system
to provide early detection of coordinated at-
tacks and warn the relevant bodies and other
owners of socially critical ICT infrastructure.
The permanent establishment of NorCERT has
resolved the most significant limitations of the
initial VDO project. The limitations lay primari-
ly in the definition of target groups; VDI is a co-
operation between a restricted number of
public bodies and enterprises and private busi-
nesses which comprise a representative selecti-
on of enterprises within critical infrastructure.
With NorCERT, the authorities are seeking to
reach out to all enterprises which have socially
critical infrastructure and information. In practi-
ce, the development of VDI, i.e. the creation of
NorCERT where VDI is now a warning and ve-
rification system, has served to create greater
transparency through information which is ac-

quired and analysed being distributed to a
much larger target group than previously.
Technical and more policy-oriented meetings
have also been established. NorCERT/VDI
also produces more reports than previously and
new products are on the way, including custo-
mised reports for a single sector or a specific
enterprise and reports which will be published.
These reports are available on NSM’s website,
www.nsm.stat.no.

NorSIS has the overarching goal of improving
security and making information and commu-
nications technology in society generally less
vulnerable. NorSIS will raise awareness of
threats and vulnerabilities, advise on security
measures and contribute to advocacy through
skills development, information exchange and
advice of a preventive nature. NorSIS’s target
group is primarily SMEs in the private sector
and the public sector including local authori-
ties. NorSIS shall also, as far as possible, sup-
port citizens’ needs. Information from NorSIS
shall be “open” and all social groups shall be
able to benefit from NorSIS’s services (web,
guidelines, reports, courses, conferences, etc.)
NorSIS also cooperates with the media to
reach its target groups. NorSIS will also work
to build skills among the population in general.

NorSIS shall assist in promoting a culture of
security among users of information systems
and networks, for example, through acquiring
greater awareness of risks, routines, measures
and procedures. The centre’s activities shall
also contribute to instilling confidence among
all users of information systems and networks
and in the way they are developed and used.
NorSIS has also commenced a cooperation with
technical colleges and to some extent also six-
th-form colleges with a view to preparing curri-
cula and teaching modules for the ICT security
area.

NorSIS also provides advice and instructions
for the information security area. The NorSIS
website — www.norsis.no — offers a wide range
of downloadable guidelines.

NPT has been assigned special authority for
security and preparedness in electronic com-
munications networks and services. NPT’s
responsibility is primarily preventive, but, in a
crisis, it may act as an important support for
the ministry which “owns” the crisis. NPT’s
target groups are providers and users and elec-
tronic communications networks and services.
NPT’s tasks include determining security and
preparedness requirements for communica-
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tions networks and services and verifying that
the stipulated measures are implemented.
Other tasks include raising awareness and
competence, and preparing guidelines for pro-
viders and users of electronic communications.
The establishment of the nettvett.no portal is
one example of the NPT’s instructional under-
takings within the security area.

NPT continuously maps the entire physical
infrastructure established by all the actors in
the Norwegian market and uses this informati-
on to find vulnerabilities in the critical infra-
structure and to coordinate cooperation
between the actors in a crisis or contingency si-
tuation. NPT will also collate risks and vulnera-
bility assessments from providers and produce
an overall risk assessment. This provides an im-
portant basis for clarifying which contingency
measures should be financed by the authoriti-
es.

The division of labour and the coordination between
NorCERT, NorSIS and NPT is as follows:

NorCERT and NPT collaborate regularly on
preventive security work aimed at providers of
electronic communications services and networks.
As an operational organisation, NorCERT will have
good insights into threats linked to the Internet
and provide ongoing threat assessments. NPT has
authority to follow up with any security measures
aimed at Internet providers. NPT will also be able
to contribute such knowledge about the market
and the actors as is necessary to arrange security
measures that distort the market as little as possi-
ble.

NorSIS and NorCERT complement each other
in terms of developing and disseminating informa-
tion to different groups in society. They meet regu-
larly and collaborate closely in several specialist
areas. NorSIS is defined by NSM as a special con-
tributor to the VDI cooperation and receives alerts
and information about attacks and threats in the
same way as VDI participants. In practice NorSIS
acts both as a sparring partner and as a collabora-
tion partner with a view to disseminating
NorCERT’s alerts and vulnerability information to
a larger target group.

NorSIS performs advisory, awareness raising
and instructional work and has its own website
(www.norsis.no) which offers news, advice, guid-
ance primarily to SMEs in the private and public
sectors including municipalities. NorSIS also helps
to disseminate information concerning serious
events.

Through its mandate from the Ministry of
Transport and Communications, NPT has also cre-
ated a website, www.nettvett.no, as an information
point for ICT security. This offers practical infor-
mation to all consumer groups and to SMEs. NPT
works closely with representatives from consumer
bodies, the police, banks, e-commerce and the ICT
sector to develop and enhance the website.
Through cooperation with these representatives, a
warning service for Internet fraud attempts has
also been created.

There is a limited area involving instructional
work where there is an overlap between NorSIS’s
activities and the work NPT performs at www.net-
tvett.no. To manage this overlap, NPT and NorSIS
have taken the initiative for practical cooperation
aimed at exchanging information and re-using
instructional material.

In parallel with the activities of NorCERT, Nor-
SIS and NPT, suppliers of products and systems,
consultants in the security area and the media will
be key sources of information and training within
various specialisms and product areas. Here, both
NorSIS and NPT collaborate with a number of key
private actors and voluntary organisations with the
aim of developing and distributing free advice and
guidelines for the information security area.

9.4 Objectives and strategy for
promoting ICT security

Accessibility to, the security of and confidence in
information and communications technology are
prerequisites for achieving the aim of a sustainable
information society for all. Security threats result-
ing from technological developments such as
denial of service attacks which overload systems,
virus attacks, hacking, phishing, botnets etc. must
be addressed promptly to build confidence and
secure operation of networks and systems. It is
also important for the police to be able to find and
convict those who use the Internet for criminal pur-
poses. It is thus important for the police force to
have high-level skills in the field of ICT and to be
equipped with the best methods, tools and technol-
ogies.

A coordinated and effective participation from
business, central and local authorities and the indi-
vidual in the IT security area is predicated on a
shared understanding of the challenges. The indi-
vidual actors must also have the chance to contrib-
ute to a socially sound development. This means
that they must have the greatest possible access to
relevant information and that there is a productive
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dialogue between the authorities and other actors

in the field.

In order to secure the Norwegian information
infrastructure, it is necessary to:

— provide for good protection of the information
structure through preventive measures. The
measures to be implemented will be both tech-
nical and administrative.

— Be able to respond effectively to ICT security
events through contingency measures. The
measures to be implemented will be both tech-
nical and administrative.

— Provide sustainability in security work
through, for example, skills development and
standardisation.

The National Information Security Coordination
Council (KIS) has implemented a review of the
National Strategy for Information Security.
Because of the strong dynamics in the field, the
present strategy is out-of-date in terms of technical
content and measures. A new proposal for the strat-
egy will be presented in mid-2007. The strategy
work will take place in an open and inclusive way
vis-a-vis the bodies working with information secu-
rity.

Based on the security challenges and trends,
some measures will probably be given more

emphasis in the revised strategy. This applies in
particular to the need to protect socially critical ICT
infrastructure. Another key aspect is to promote a
culture of security as a way of thinking, analysing
and acting when it comes to operations and other
circumstances relating to information systems and
networks. Instilling a security culture will require
both initiative and comprehensive participation
and must result in strong prioritisation of security
planning and administration as well as an apprecia-
tion of the security needs of all the actors. There is
also a need to promote Norwegian research exper-
tise within ICT security. Research must aim to pro-
mote and make available new knowledge which
can assist in increasing ICT security and reduce
vulnerable aspects through the use of today’s and
tomorrow’s ICT systems and networks.

Changes in the risk picture dictate a need for
reprioritisation. The government emphasises the
significance of the authorities and all enterprises in
the private and public sectors with ICT security
and contingency remits organising their general
plans and budgets as the new security challenges
are revealed. To achieve robust information secu-
rity, it is important to address damage prevention
and damage limitation measures as a whole. Infor-
mation security is a cross-sectoral challenge.






