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Message by Sha Zukang
United Nations Under-Secretary-General for
Economic and Social Affairs

Since its inaugural meeting in 2006, the Internet Governance Forum has
brought together representatives from the United Nations, national
governments, the private sector, civil society, and NGOs to discuss public
policy issues related to Internet governance.

In the last four years, the Forum has matured and evolved. The annual
meetings, held in Athens in 2006, Rio de Janeiro in 2007, Hyderabad in 2008
and Sharm El Sheikh in 2009, have engaged thousands of stakeholders from
around the world. The Forum has shown itself to be a place where all
stakeholders can share opinions and work toward a common understanding
of issues and challenges in Internet governance.

The theme of the fourth meeting in Sharm El Sheikh was “Internet
Governance: Creating Opportunities for All”. The meeting was attended by
stakeholders from some 100 countries and covered public policy issues such
as openness, privacy and security, access and diversity, and management of
critical Internet resources. The meeting also provided an opportunity for
consultations among Forum participants on the desirability of the
continuation of the Forum beyond its five-year mandate.

This publication contains the proceedings from the 2009 meeting in Sharm El
Sheikh. It also includes views expressed by participants on the future of the
Forum including their suggestions for its improvement should its five-year
mandate be extended by the General Assembly in the fall of 2010. It is a
valuable record for those interested in following the evolution of international
dialogue on Internet governance issues.

As information and communication technology evolves and extends in reach,
global policy discussions on future Internet development play an ever greater
role. They can help ensure that the Internet’s potential to advance economic
and social development is maximized. Indeed, there are countless ways that
Internet can advance peace, democracy, freedom of speech and rule of law, as
well as improve the lives of the poor and the vulnerable in our societies. It is a
communications medium, an educational tool, and a business necessity that
must be made accessible to all people, regardless of their circumstances.
International cooperation and coordination will be critical to achieve this
objective.
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The Third IGF Book

Markus Kummer

This book documents the proceedings of the fourth meeting of the Internet
Governance Forum (IGF), held in Sharm el Sheikh from 15-18 November
2009. It is the third publication in a series. Documenting the IGF proceedings,
in accordance with its mandate as set out in the Tunis Agenda on the
Information Society. Two books on the IGF have previously been published,
the first one covered the meetings held in Athens, Greece, in 2006 and in Rio
de Janeiro, Brazil, in 2007 and the second one the meeting held in Hyderabad,
India, in 2008.

This publication contains excerpts from the transcripts of all the main sessions
as well as reports of the workshops and other events held at the Sharm el
Sheikh meeting. More than 100 workshops, best practice forums, dynamic
coalition meetings and open forums were scheduled around the broad themes
of the main sessions and the overall mandate of the IGF. The full transcripts
of all the main sessions and all the reports can be accessed on the IGF Web
site in full.

Five years after Tunis, the IGF has found its place in the constellation of
international institutions dealing with Internet related public policy issues.
While there was some scepticism to begin with, there is now a broad
recognition that there is a complementarity of functions between the IGF and
international organizations and institutions dealing with Internet related
policy issues. While at first sight there might be some apparent overlap in
terms of substance, there is no such overlap in terms of functions, as the IGF
is not a decision-making body. It is more like an incubator for ideas and
policy initiatives that will be brought to maturity elsewhere. The IGF serves
as a platform for dialogue that can prepare decisions that are taken by
organizations and institutions that have the ability to do so. The IGF mandate
as stipulated by Tunis Agenda for the Information Society is to provide a
platform for multistakeholder dialogue on public policy issues pertaining to
the Internet and also to limit its abuses. It is here to stimulate debate and
discussion. The IGF’s methodology is based on the exchange of information
and the sharing of good practices. The IGF is not here to make decisions, but
decision-makers attend the IGF meeting and go back to their respective
institutions where they may take decisions taking into account the
discussions held at the IGF meeting. In addition, the approach taken within
the IGF is always to look at an issue from multiple angles and by all
stakeholder groups, whereas most of the existing institutions have a more
narrow focus and examine issues through one specialized group of experts.

The IGF started as an experiment. However, through the four meetings held
across different continents, the IGF has found a way of bringing together all
stakeholder groups, governments, the private sector, civil society,
international and intergovernmental organizations as well as the academic
and technical communities. The IGF succeeded in facilitating a dialogue
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between bodies dealing with different cross—cutting international public
policies regarding the Internet and discussing the issues that do not fall
within the scope of any existing body.

Much progress has been made from Athens in 2006 to Sharm el Sheikh,
allowing generalizations and issue segmentation to closer linkages between
the main themes. Over time, it became apparent that some themes were
closely linked and had to be discussed in tandem. Discussing security without
addressing the Internet's openness and Issues related to freedom of
expression would not give the full picture. The same convergence emerged
with issues of access and diversity.

The agenda of the Sharm El Sheikh meeting touched on a broad range of
public policy issues related to the Internet, in line with the definition of
Internet governance as set out in the Tunis Agenda. A strong theme in all the
events was the role of children and young people in creating the information
and knowledge society. In this context, the meeting also discussed new issues
related to the continued growth of social networks, and the ensuing
governance issues that are emerging, in particular, the need for new
approaches regarding privacy and data protection, rules applicable to user-
generated content and copyrighted material, and issues of freedom of
expression and illegal content.

One key agenda item was the possible extension of the IGF mandate beyond
the original lifespan of five years. This was based on the Tunis Agenda which,
in Paragraph 76, requests the Secretary-General “to examine the desirability
of the continuation of the Forum, in formal consultation with Forum
participants, within five years of its creation, and to make recommendations
to the UN Membership in this regard”. This consultation took place at the
Sharm EI Sheikh meeting. It was initiated by an online process and an open
consultations in Geneva. This publication contains excerpts of the Sharm El
Sheikh consultations. Again, readers are encouraged to visit the IGF Web site,
which contains all contributions made during the preparatory process and all
statements that were delivered ait the Sharm El Sheikh meeting, both
verbatim in written form as well as in videos. Many speakers emphasized the
usefulness of the IGF as a platform for dialogue, free from the pressures of
negotiations. They praised its ability to reform itself on a continuing basis,
based on the comments made by stakeholders in the open preparatory
process for the annual meeting. In this way, the IGF was seen to be a flexible
model that could adapt to changing circumstances. Furthermore, the
spreading of the IGF model to regional and national IGF type processes was
mentioned as a witness for the validity of the IGF concept.

The 2009 meeting saw an increase in the number of participants from
developing countries, in particular from Africa. Participants from Africa
represented 32 %, from Asia 17 % and from Latin America and the Caribbean
5% of the total. Participants from Western Europe made up approximately 27
% of participants, Eastern Europe represented 5% and participants from
North America made up 12% of the total. The gender balance was further
improved. Whereas in 2008 13.6% of all participants were women, in 2009 this
figure increased to 29 %, close to the 30% target set by the United Nations
Development Fund for Women for sufficient participation of women.
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This book also includes chapters with some historical context which assess
how dialogue on the IGF's main themes evolved over the first four years and
the extent to which there has been progress in terms of collective learning and
consensus building. The authors, mostly from an academic background,
analyze how the respective theme has been discussed in the main sessions
from Athens through Sharm el Sheikh and evaluate the level of progress
attained over the course of these four meetings in terms of promoting
collective learning and mutual understanding among stakeholders. The
views expressed are those of their individual authors and do not necessarily
reflect the views or positions of the United Nations itself or any of its organs
or agencies. However, it is my hope that they contribute to the collective
discourse on Internet governance.

My thanks go to all those stakeholders who are so committed to the IGF
process. Without their dedication and enthusiasm the IGF would not be what
it is: a collective endeavour to foster a better understanding of how the
Internet works. My thanks go also to Under-Secretary-General Sha Zukang
and his staff in the United Nations Department of Economic and Social
Affairs for their ongoing support of the IGF process in general and their
assistance in producing this publication, in particular to Haiyan Qian, Marie
Oveissi, and Elvira Doyle; the publications team led by Valentina Kalk, and
designer Marko Srdanovic; also to Chengetai Masango here with me at the
IGF Secretariat and all the interns and fellows who have helped with various
aspects of the project, in particular to Barrack Otieno and to Kyle Shulman.
Of course, this publication would not have been possible without the
dedicated work of our editor, William J. Drake.



The Fourth IGF Meeting

Nitin Desai

The fourth edition of the IGF held at Sharm al Sheikh was judged to be a
success by most observers and participants. The excellent organisation of the
conference facilities and logistics by the Egyptian hosts, the work done by the
MAG in orgamsmg the main sessions, the commitment and effort of the
workshop organisers and, most of all, the enthusiasm of the participants,
particularly the many young people who livened up proceedings, helped to
make this a most memorable event.

Every IGF builds on the modalities developed at earlier IGFs and this was
true for the Sharm al Sheikh meeting also. The new structure for the main
sessions gave more time for interaction and participation by the attendees.
This evolution is understandable as many of the participants are now
veterans and are familiar with the issues. They do not need to be educated or
advised by expert panels. This growing familiarity has also made it much
easier to handle the dialogue on issues that were considered contentious and
that remain so to this day.

The IGF has also evolved in the way in which the workshops connect with the
main discussion. They now play a major role in feeding ideas into the main
panel discussion. They provide the community that participates in the IGF an
active role as organisers and not just as passive attendees. In a very real sense
the IGF is a cooperative endeavour of a diverse group of stakeholders who
have learnt not just to talk to one another but also to work with one another.

All of this is valuable. But it is worth keeping in mind that the IGF cannot
fulfil its role in Internet governance if it becomes just a gathering place for old
friends. Every IGF involves not just veterans from earlier IGFs but also new
participants. The fact that the IGFs have been held in different regions adds
to this capacity to provide a space for new comers, particularly the young
ones. By doing so it not only helps to democratize internet governance but
also plays a certain educative role as new participants come away from the
meeting with some exposure to the experience of other countries,
corporations, NGOs and internet managers. This educative dimension was
particularly evident at the Sharm al Sheikh meeting.

Sharm al Sheikh also saw a major dialogue on the functioning of the IGF. The
outcome of this is reflected in this book. And the dialogue continues as the
member states of the UN consider the future of the IGF beyond its current
five-year term. The other stakeholders who participate in the IGF also have to
consider whether it has splayed a useful role in Internet governance. But in
answering this question it is worth bearing in mind the concept of Internet
governance that guided the deliberations of the Tunis phase of the WSIS that
decided to set up the IGF.
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The Tunis agenda defined Internet governance as “the development and
application by governments, the private sector and civil society, in their respective
roles, of shared principles, norms, rules, decision-making procedures, and
programmes that shape the evolution and use of the Internet.”(Paragraph 34, Tunis

Agenda). Given this definition the questions that we need to ask are whether
the IGF has

* Helped in the evolution of principles, norms and rules (e.g. on child
pornography) for the internet

* Influenced the decision making procedures in the institutions that have
operational responsibility for internet management (e.g. ICANN)

» Catalysed programmes that could further the effective use of the net (e.g.
multilingualism and IPV6)

The Tunis agenda also had some more specific substantive concerns about
these matters and they are captured in the goals set for Internet governance in
the agenda: “The international management of the Internet should be multilateral,
transparent and democratic, with the full involvement of governments, the private
sector, civil society and international organizations. It should ensure an equitable
distribution of resources, facilitate access for all and ensure a stable and secure
functioning of the Internet, taking into account multilingualism.” (Paragraph 29,
Tunis Agenda)

The most overarching goal set by the Tunis summit is in the first sentence
above. But it would be too much to expect that the IGF, an open dialogue
forum for all stakeholders with no decision-making capacity, is the answer to
the goal of a management system for the Internet multilateral, transparent
and democratic system, with full stakeholder involvement. That remains
work in progress.

The IGF was an attempt to provide a space where the stakeholders mentioned
in the Tunis goal were brought together on a platform where they were equal
in their role in the dialogue. In this sense it is part of the effort to meet the
goal set by the member states of the UN at Tunis. The question however is
whether the IGF has been able to make a difference in the knowledge,
attitudes and perceptions that guide the decisions taken by all stakeholders,
including those in charge of managing the global internet, each in their
respective area of responsibility.

The Tunis agenda also mentions goals about the distribution of resources,
about access, stability and security, multilingualism and this has determined
the way in which the IGF main sessions were structured. Has the IGF played
some role in furthering these goals

» Through voluntary partnerships,

» Through a better exchange of knowledge about good practices, or

* Through an influence on the decisions made by those who control the
management of the Internet?

The answers to the questions posed above will vary from “Yes” to “Maybe”

to “No”. They will also vary between and amongst stakeholders. The
challenge now is to ensure that all the voices that were heard in Sharm al
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Sheikh with their answers to these and other questions about the impact and
functioning of the IGF will continue to resonate in the corridors of power.
This book, which captures the full flavour of these discussions, will surely
help to ensure that they do.
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Editor’s Introduction

William J. Drake

This is the third volume of IGF proceedings to be published by the United
Nations. Like the IGF itself, the books have enjoyed the flexibility to
experiment with different approaches in fulfilling their mandate. The first
volume in the series, Internet Governance Forum (IGF): The First Two Years
(edited by Avri Doria and Wolfgang Kleinwéchter) included, inter alia,
background papers offering stakeholder perspectives; IGF Secretariat
materials on the preparatory process; edited transcripts of the main sessions
at the 2006 Athens and 2007 Rio de Janeiro meetings; and, en bloc, the
organizer-submitted reports of the workshops and related events held at the
two meetings. The second volume in the series, Internet for All: Proceedings of
the Third Internet Governance Forum, Hyderabad, India 3-6 2008 (edited by Don
MacLean) followed a different model. It eschewed background papers,
sharply reduced the coverage of the preparatory process, and grouped
together the transcripts of the main sessions and the workshop and related
reports according to theme. Both models worked well and had different
advantages in terms of making the meeting records accessible and putting
them in context.

This volume continues the experimentation and embodies both continuity
with and change from its predecessors. As in the previous volumes, the
transcripts of the main sessions have been substantially edited to enhance
their readability. Long interventions have been compressed; ungrammatical
formulations have been corrected; and off-topic, redundant, or other bits of
commentary that are not needed to convey a speaker’s position on the issue at
hand have been eliminated. The latter includes expressions of thanks and
related comments, although these have been retained where particularly
appropriate. The net result of this editing was a 45% reduction in the length
of the record that nevertheless preserved almost all the interventions in the
main sessions. The complete transcripts, as well as the complete texts of other
materials extracted herein, remain available on the IGF website.

Also retained from the previous volumes is the practice of identifying the
interventions by audience members in the main sessions as being “from the
floor”. But whenever the excellent transcribers were able to capture the
names of the people making the comments, these identifications have been
inserted into the text.

The reports on the workshops, best practice forums, open forums and
dynamic coalition meetings have been included largely as submitted and in
full. The principal editing performed involved harmonizing the formatting of
names and event titles; deleting redundant or outdated passages retained
from the initial proposals that listed actors in the field, web site addresses,
and topics that would be cover; and changing the abundant and stylistically
variable listings of points to either uniform bullet points or regular text, as
appropriate. The lengths and narrative styles of the reports vary rather

ix



widely; it might be desirable for future reports to be prepared in accordance
with a standardizing template.

As in the second volume, the organizer-submitted reports of the workshops
and related events have been grouped thematically with the edited transcripts
of the main sessions. Hence, the transcripts and reports, which together
constitute the bulk of the book, are presented under the titles of the four
thematic main sessions: Managing Critical Internet Resources; Security,
Openness and Privacy; Diversity and Access; and Internet Governance in the
Light of WSIS Principles. Also herein are the edited transcripts of the other
sessions held in the main hall, including the preliminary events (the
Orientation Session, and Regional Perspectives); the Opening Ceremony and
Opening Session; the Closing Ceremony; and the Emerging Issues session,
which in the 2009 meeting was focused on the impact of social networks.

Included as well are the edited transcripts of two novel events on the Sharm
el Sheikh program. The first was the Taking Stock and the Way Forward
session, which this year was a UN consultation focused on the desirability of
the continuation of the forum. The consultation was chaired by Mr. Sha
Zukang, the United Nations Under-Secretary-General for Economic and
Social Affairs." Forty seven attendees representing all stakeholder groups
were invited to make brief statements on whether the IGF should be
continued beyond the five year mandate given to it in the Tunis Agenda for
the Information Society. The views expressed were almost uniformly positive.
Also included are extracts from written statements that were not delivered
orally at Sharm el Sheikh; as with the main session transcripts, the complete
statements can be consulted on the IGF website.

The second event was an honorary session on, Preparing the Young
Generations in the Digital Age: A Shared Responsibility. This was organized
by the host country and featured a keynote address by H.E Ms. Suzanne
Mubarak, the First Lady of Egypt and the President and Founder of the
Suzanne Mubarak Women's International Peace Movement. The edited
transcript of this event is included in an appendix. In addition, the appendix
contains extracts of remarks by the Chairman and the Executive Coordinator
at the Open Consultation in Geneva on 9 February 2010 on the feedback
received regarding the Sharm el Sheikh meeting.

In addition to the above materials, this year’s volume contains the full text of
the Chairman’s Summary of the meeting. It provides concise summaries of
the sessions, as well as the prepared closing remarks of H.E. Dr. Tarek Kamel,
the Egyptian Minister of Communications and Information Technology. And
unlike the previous volumes, the book does not include information from the
preparatory process, all of which is readily available on the IGF website.

The biggest change in this year’s volume concerns the background papers.
As it was being prepared, the IGF was nearing the end of its mandate from

"In fact, the consultation was initiated prior to the meeting in an online process that
included a questionnaire prepared by the IGF secretariat. A synthesis paper
reflecting all the commentaries received is available in all UN languages on the IGF
website.



the Tunis Agenda, and a United Nations decision on the forum’s possible
continuation was pending. As such, the time seemed right to reflect on the
IGF’s contributions to our collective understanding of the issues, institutions
and interests that comprise the Internet governance landscape. To do this,
rather than assemble a large set of brief stakeholder perspective papers as per
the first volume, this year’s edition offers a smaller set of more detailed
research-oriented papers. While the authors mostly work in academic
settings and were thus amenable to this type of endeavor, they also have
varied connections to the stakeholder communities involved and are veteran
participants in the IGF process.

Each of the first five papers takes up one of the themes that have been
discussed repeatedly in the IGF main sessions: openness, diversity, access,
security, and critical Internet resources. The authors were asked to read
through the transcripts and then briefly a) describe how the dialogues from
Athens through Sharm el Sheikh have addressed their respective topics; b)
assess the progress, if any, that could be detected in terms of clarifying the
issues, promoting mutual understanding, and identifying options for action;
and c) offer some recommendations on how the topics could best be taken
forward in future IGF meetings.

The sixth chapter addresses the cross-cutting theme of development and,
given the comparatively diffuse treatment of the topic to date, concentrates
more on the forward-looking task of offering recommendations. Finally, the
seventh and eighth chapters shift the focus to the IGF’s procedural
innovations; they explore the dynamics of multistakeholder participation, and
the utility of a forum focused on dialogue rather than decision-making,
respectively. It is hoped that in the aggregate, these papers present a useful
synoptic overview of some of the IGF’s main concerns and dynamics during
its first four years.

Editing an IGF book is a somewhat unwieldy undertaking. The materials
involved are voluminous in quantity and in a variety of formats and styles
that must be converted and harmonized for publication. For their excellent
assistance with these tasks, the editor would like to thank Barrack Otieno and
especially Kyle Shulman of the IGF Secretariat. He also would like to thank
Markus Kummer for inviting him to take on this project, and for accepting his
proposal of the background papers section; and the staff at United Nations
Department of Economic and Social Affairs for their support.
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II. Background Papers



Critical Internet Resources:

Coping with the Elephant in the Room

Jeanette Hofmann

The management of critical Internet resources was a central topic throughout
the World Summit on the Information Society (WSIS) process and also played
a prominent role in the creation of the IGF. Seemingly irreconcilable
disagreements over how to govern the Internet formed the starting point for
the IGF, and some protagonists believe that progress on this matter should be
the benchmark for assessing its achievements. Civil society proposed a new
multi-stakeholder forum as a procedural compromise. If governments were
unable to reach consensus by means of formal negotiation, a less restricted,
declaration-driven space may offer a more constructive framework to
overcome the political deadlock. Now that the five-year term of the IGF
reaches its end, it is worth reflecting on how the IGF approached the issue of
critical Internet resources and which role it may play in the further
development of Internet governance.

The first section of this paper considers the topics discussed under the
heading of critical Internet resources at the plenary sessions of the IGF: the
Internet address space and the pending transition to IPv6; the future of the
Internet Corporation for Assigned Names and Numbers (ICANN) after the
end of the Joint Project Agreement (JPA); enhanced cooperation, the second
Internet governance related outcome of WSIS; and new Top Level Domains
(TLDs) and Internationalized Domain Names (IDNs). The second session
discusses the changes in the IGF's approach to critical Internet resources:
What, if anything, has been achieved since the inception of the multi-
stakeholder forum? The final section offers some thoughts on the specific
contribution of the IGF to the development of Internet governance
arrangements. It comes to the conclusion that one of the important yet
undervalued achievements of the IGF lies in the creation of a shared frame of
reference that enables meaningful debates across stakeholders and political
cultures.

Three out of four IGF meetings devoted a main session to the management of
critical Internet resources. In Rio, the scope and definition of critical Internet
resources played a central role. From the perspective of developing countries,
electricity may well constitute a critical Internet resource. Other participants
cautioned against overly broad definitions and recommended that the IGF
should focus on issues requiring global coordination. While the workshops
have offered a mixture of global and local aspects, the main sessions have
indeed centred on problems of global or transnational coordination.

A common and typical element of all subjects discussed at the IGF concerns
the uncharted territory in the management of critical Internet resources. In a
global space without a formal constitution and established procedures,
changes in the governance arrangements or the introduction of new resources



require experimentation. There are no well-tried models and methods on how
to transition to a new address space under conditions of self-regulation.
Likewise, there are no good examples of how to govern such a rapidly
changing and expanding resource in a consensual, integrative manner. Hence,
each new task in the area of critical Internet resources turns out to be
pioneering work with uncertain outcomes. The debates at the IGF should be
read in this spirit.

IPv4 and IPv6: Two Protocols Running in Parallel for Our Lifetime?

The addressing system of the Internet is facing the most important change
since its inception in 1983. Experts expect the pool of unallocated addresses to
dry out in the very near future. Although IPv6, a new and much larger
address space has been available for about ten years, Internet service and
content providers so far have not deployed the protocol to a significant
extent. The slow uptake of IPv6 poses a serious problem because the two
protocols defining the address space, IPv4 and IPv6, are incompatible; they
speak different languages, as it were. This means that organizations and end
users will have to use IPv4 and IPv6 addresses in parallel until all devices
connected to the Internet have migrated to the new standard or are at least
able to communicate in both languages. Consequently, the demand for IPv4
will keep growing even after all available IPv4 addresses have been allocated.
The IGF has addressed the issues related to the transition from the various
perspectives of equipment vendors, network operators, Regional Internet
Registries (RIRs) and governments.

One of the first questions that may come to mind concerns responsibility:
Who is actually in charge of the transition from IPv4 to IPv6? For the actors
involved in Internet address management, the migration process is a shared
responsibility. There is no single organization that coordinates this process on
a global level. As a RIR representative explained at the meeting in Sharm EI-
Sheikh, "We have a great number of people who do need to move forward at

the same time".?

The transition affects almost every product that "speaks IP", and IPv4 is
indeed deeply embedded in the Internet's infrastructure. Moreover, it touches
upon a lot of commercial investment in an economic environment of fierce
competition: The equipment vendors need to update their products, the
network operators need to update all component of the transport
infrastructure, each application and website on the Internet needs to
understand the new protocol, and so do the various generations of equipment
on commercial and private premises. Because the Internet protocol affects so
many elements of digital communication, the transition proves to be a painful
process that may take much longer than originally expected. One expert
predicted that both protocols, IPv4 and IPv6, will run in parallel for "at least
our lifetime!"

The RIRs support the transition process through training activities in all of the
five world regions. In a growing number of countries---Japan, India and

> www.intgovforum.org/cms/2009-igf-sharm-el-sheikh.
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Egypt were examples mentioned in the main sessions---governments play an
active role in encouraging more collaboration within the private sector
concerned. While the Internet industry welcomes such initiatives, their effects
so far have not been overwhelming. Some observers therefore have suggested
that governments should assume a more encouraging role and, for example,
create monetary incentives for the adoption of IPvé.

At the time of the IGF meeting in Sharm El-Sheikh in 2009, IPv6 deployment
amounted to a mere "fraction of one percent" of all Internet traffic. This raises
the question as to why the uptake of IPv6 is so slow and what are the
obstacles that prevent vendors and operators from offering IPv6. At the
Hyderabad meeting, network operators described the problems that impede a
smoother transition to IPv6. From their perspective, the central issue is the
lack of customer demand for IPv6. Deployment of IPv6 will not bring any
new features; on the contrary, if implemented successfully, it will be
completely invisible to end-users. Some observers conclude from this that
customer demand will not be a driver of the migration until the shortage of
address space becomes noticeably "painful”" and starts hampering the growth
of the Internet.

A related problem concerns the costs of the transition, which cannot easily be
passed on to customers. One participant described the resulting business
dilemma: "IPv6 brings three new features: address space, address space,
address space'---features not easily sold as added value to customers.
Financial constraints may slow down the adoption process to the operators'
regular upgrade cycles where IPv6 will compete against other priorities that
are backed up by customer demand. In many cases, developing countries are
facing even tighter budgets for the migration process. At the Sharm El-Sheikh
meeting, a participant explained the situation in Pakistan: "It took us nearly
two decades to deploy an IPv4 infrastructure. And then the next thing we
know...that address space is going to be out soon, and with IPv6 coming in,
we have that same issue again of building that new infrastructure".

As a RIR representative summed up the situation around the time of the
Sharm El-Sheikh meeting, "in fact, IPv6 isn't necessary on today's Internet. But
it's going to be very necessary in two years' time." So, will the invisible hand
of the market still be able to handle the transition process without major
hiccups along the way? Notwithstanding the good economic reasons working
against early deployment of IPv6, the Internet industry regards the market as
the most effective mechanism available for coordinating all the players
involved in the transition.

In light of the slow uptake of IPv6, the main session at the IGF meeting in
Hyderabad also raised the issue of IPv4 address scarcity. One the proposals
on the table to mitigate the shortage of IPv4 address space concerns the
creation of a market for excess address space. Over the last decade, the RIRs
have treated Internet addresses as a public good that cannot be traded.
Should this policy be changed so that organizations can sell underutilized
address space and thereby enable a more efficient use of the four billion IPv4
addresses? As it turned out, no reliable data exist on the actually utilization
rates of IPv4 and, thus, on the potential size of such a second hand market for



Internet addresses. Large parts of the address space may not appear in the
routing tables of the Internet because they are used in private networks.

While some address policy experts recommend a trading system as a means
to mitigate the risks associated with the depletion of the address pool, others
caution that the share of unused address space available for sale might be too
small to make much of a difference to the upcoming bottleneck. Irrespective
of such trading provisions, the RIRs reported in Sharm El-Sheikh on new
policies concerning the last blocks of unallocated IPv4 address space. The
regional communities designed specific allocation rules for the last "slash
eight" address block (approx. 16 Million addresses) in each region to ensure
that new businesses will have access to IPv4 addresses for many years to
come.

Against the background of the problems surrounding IPv4, in Sharm El-
Sheikh the ITU raised the possibility of an intergovernmental registry to
supplement the regional allocation structures for IPv6. While the ITU regards
such a public registry as a way to ensure that their member states, particularly
developing countries, have access to the new address space, other
participants emphasized their trust in the existing regional allocation
structures.

Enhanced Cooperation: A Living Concept in a Changing Context

As a concept, "enhanced cooperation" goes back to the final phase of the
negotiations of the Tunis Agenda (TA). This may explain why the language of
the paragraphs 69, 70 and 71, which describe this outcome of WSIS, seems
particularly vague and open to manifold interpretations. The authors of the
respective paragraphs drew a link between a consensual need for enhanced
cooperation and "international public policy principles pertaining to the
Internet" (§ 69) but the nature of this link remains unclear. A main session at
the IGF meeting in Hyderabad aimed to flesh out the possible understandings
of this new concept and to discuss the actions taken by the UN to support the
process towards enhanced cooperation.

In light of the TA's request to provide annual performance reports on
enhanced cooperation, a representative of United Nations Department of
Economic and Social Affairs (UNDESA) summarized the responses given by
nine organizations on their actions’. According to the UNDESA, the
organizations concerned understand the concept to mean the "facilitating and
contributing to multi-stakeholder dialogue" as well as "formal or informal
cooperative arrangements" reflecting the multi-stakeholder approach. The
nine organizations engage in multi-stakeholder activities for reasons of
information sharing and consensus-building. Tasked with taking stock of
these Internet related actions, UNDESA notes a lack of "practical guidance as

® The organizations that are regarded as relevant for the process towards enhanced
cooperation are: Council of Europe, ITU, ICANN, ISOC, NRO, OECD, UNESCO,
WIPO, W3C.



to what makes up an enhanced level of cooperation or what makes
cooperation truly enhanced".*

Government representatives at the main session in Hyderabad highlighted
different aspects of enhanced cooperation. For some, the key element consists
in "governments on equal footing". Consequently, the crucial question is to
what extent the "present arrangements for Internet governance do enable
governments, on equal footing, to develop public policy principles"
pertaining to the management of critical Internet resources. The participation
of governments in ICANN through arrangements such as the Governmental
Advisory Committee (GAC) is considered as not conducive to enhanced
cooperation because the GAC has an advisory role in contrast to the US
government's supervisory role.

For other governments, the central point of enhanced cooperation is what it
does not imply: enhanced cooperation, according to this interpretation,
neither affects the mandate of existing international organizations nor
envisages the creation of new formal structures. Enhanced cooperation
should be understood as a process enabling governments, international
organizations and other stakeholders, in the future, to develop "globally
applicable principles on public policy issues".

A participant from civil society portrayed "enhanced cooperation" as a means
to "do global public policy in a legitimate and participative manner" to shape
the Internet towards the objectives defined by WSIS. He interpreted enhanced
cooperation as the process which aims to fill the gap between the vision of a
"people-centred, inclusive and development-oriented Information society" as
described in the Geneva Declaration of Principles and "actual public policy
making".

This public policy-driven interpretation contrasts with the eyewitness'
account of the negotiation process. From the negotiator's perspective,
enhanced cooperation constitutes a compromise. Although the majority of
governments agreed that Internet governance should be improved,
governments held different views on how such improvements should be
achieved. While some governments aimed to enhance and re-distribute public
authority in Internet governance through new policy structures, others
insisted on an evolutionary approach within the existing organization
framework. The "creative ambiguity" inherent in enhanced cooperation,
which reflects the overall commitment to change but does not detail specific
paths towards this goal, was a prerequisite of agreement to the Tunis Agenda.

Whereas enhanced cooperation and the IGF initially looked like different
processes after WSIS, the latter appears now as one form of enhanced
cooperation. As one of the participants at the main session put it, enhanced
cooperation should be understood as a "living concept"”, not only because
existing governance arrangements are not perfect but also because their
context keeps changing.

* All quotes from the transcript, "Arrangements for Internet Governance, Global and
National /Regional", www.intgovforum.org/cms/hyderabad_prog/AfIGGN.html.
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Post-JPA and the Internationalization of ICANN

In September 2009, the JPA, one of the two contracts between the US
government and ICANN, was replaced by a new arrangement, the
Affirmation of Commitments (AoC). The main session on managing critical
Internet resources in Sharm El-Sheikh discussed the meaning of this change
and the ways in which it may affect the internationalization of ICANN.

From the perspective of ICANN, the AoC adds several new elements to the
management of critical Internet resources. The central change is that ICANN
has to commit itself to act as a responsible organization "in the global public
interest". The AoC recognizes ICANN's organizational independence and
introduces four periodic review processes to assess if ICANN meets its
commitments. Furthermore, ICANN will analyze and publish the positive
and negative effects of its decisions to explain how its policy decisions are
reached. It is also worth mentioning that, unlike the JPA, the AoC does not
include an expiration date; it is intended to be a long-term agreement.

Many speakers at the IGF acknowledged the AoC as a major step towards the
internationalization of Internet governance. At the same time, however,
several observers predicted that, as a consequence of the new agreement, "not
so much will change in the business that ICANN does". A number of
participants pointed out that the Internet Assigned Numbers Authority
(IANA) contract, which covers among other things administrative functions
related to the root zone file and the address space, represents the "bigger step"
towards the internationalization of ICANN. Another protagonist reminded
the audience that the US Government remains "the sole global authority" that
approves all delegations and re-delegations of TLDs and that most likely the
authority for signing the root will also lie with the US Government. Along the
same lines, a government representative questioned the independence
ICANN has gained through the AoC.

The TANA contract, the second contract between the US government and
ICANN, ends in September 2010. Should the responsibility for the IJANA
functions also be delegated to ICANN, as one speaker suggested? Although
the audience welcomed the prospect of a further internationalization of the
management of critical Internet resources, it did not agree on an adequate
organizational arrangement for the IANA functions. Whereas some speakers
firmly believed that intergovernmental organizations would provide a
suitable home, others argued that civil society should not longer look to
governments but rather build organizational structures by itself: "We should
look more to create structures that accrue trust on themselves".

Some participants welcomed the AoC, particularly the newly introduced
review mechanisms, as an opportunity to "engage ourselves and help out
with this new and more open model". In the same vein, another actor
characterized the new review panels as a "step towards a real form of global
accountability to a global public'. Nevertheless, there are challenges, as
another speaker cautioned, and these challenges are about the
implementation and the methods of these new processes. Self-reviews by
ICANN, other participants agreed, are not "a substitute for accountability".



While the AoC means progress to many observers, it leaves several questions
unanswered. One of the gaps highlighted in the main session at the meeting
in Sharm El-Sheikh concerns the IANA contract and the political implications
of DNSSEC: "As if the root zone management has nothing to do with the
whole issue", as a participant put it. Other gaps highlighted by a critic
concern a more explicit "commitment of ICANN towards freedom of
expression, association, and the right to privacy".

Modifications of the DNS: DNSSEC, IDNs and New TLDs

Around the time of the IGF meeting in Sharm EIl-Sheikh, the technical
community was planning to modify the domain name system in four
different ways. A first change concerns the introduction of IDNs, that is
domain names containing characters with non-Latin scripts. ICANN has
developed a fast track process to enable the creation of new country code
TLDs (ccTLDs) for countries with languages based such scripts. The second
modification relates to DNSSEC, a set of extensions designed to prevent
specific types of attacks by authenticating the origin of DNS data. DNSSEC is
scheduled to be added to the root in summer 2010. A third change pertains to
the long-awaited delegation of new generic TLDs. The fourth change
involves adding IPv6 addresses to the name servers in the root. The so-called
glue records enable TLD servers to respond to queries from hosts with IPv6
addresses. The main session on critical Internet resources in Sharm El-Sheikh
addressed the first three of these modifications.

Given that the DNS has not been subject to substantial changes for a long
time, the technical community conducted studies to understand the potential
impact of these modifications on the performance of the Internet. A central
outcome of the "root scaling study" is that stress for the DNS might result
from the rate rather than the extent of changes. As one of the authors of that
study explained, "The root system...can accept lots of changes, and over time
it is possible to change all of it, if we have to. But it takes time." Members of
the audience inquired about the policy implications of this recommendation:
Will the signing of the root result in further deferrals of new TLDs? The root
scaling study suggests that the root should be signed before new TLDs are
added because DNSSEC will enlarge the size of the root.

Participants involved in applications for IDN ccTLDs expect the new ccTLDs
to significantly trigger local content and multilingual applications. Yet, one
expert added a note of caution. Even if IDN ccTLDs are introduced very soon,
it will take some time until all relevant Internet applications are able to
understand the new language scripts. This includes also email, which may
take a year to implement.

The introduction of IDN ccTLDs may also raise regulatory issues. These
concern, for example, the relationship between incumbent operators and the
new, non-Latin c¢cTLD. In Japan, a complex selection process has been set in
motion to determine which organization and which policies should govern
the new non-Latin name space. The option of having two different ccTLDs
proves to be a domestic challenge as a participant of the Japanese policy
process explained. Another observer warned against using the introduction of



IDN ¢cTLDs as an opportunity to withdraw recognition of existing ccTLDs:
"One would encourage every government and society to be respectful of their
ccTLDs in this transition."

While optimists expect the deployment of IPv6, DNSSEC and new TLDs to be
an equal playing field for all countries and stakeholders, including those in
the global south, other participants expressed concerns over high application
fees for new gTLDs. The costs of the application process may exclude
applicants with less financial resources. Claims to geographic names which
were mentioned in Sharm El-Sheikh only in passing, may become a
regulatory issue to be discussed at future IGFs.

In sum, the participants of the main sessions on critical Internet resources
have approached the various subjects in a rather pragmatic way. Compared
to the antagonistic atmosphere throughout WSIS, matters of principle have
lost some of their traction. The focus of the debate has shifted from the role of
governments and intergovernmental processes to concrete regulatory issues
relating to critical Internet resources. The changing agenda probably reflects
the different composition of the multi-stakeholder audience, which includes
not only a higher number of civil society and private sector participants but
also many practitioners. Perhaps it also indicates a certain fatigue on issues
that require a long-term approach.

Building Capacity and Breaking a Taboo: Achievements of the IGF

An objective assessment of the achievements of the IGF throughout its first
years is of course not possible. Perceptions on the IGF's performance differ
depending on one’s own expectations, aims and experiences. The following
observations draw on the transcripts of the main sessions on critical Internet
resources and on personal impressions, including those gained as a member
of the Multistakeholder Advisory Group (MAG).

It is no coincidence that this chapter’s first section on the topics discussed at
the IGF mainly relies on the meetings in Hyderabad and Sharm El-Sheikh.
Only the third and the fourth meeting were able to address the management
of critical Internet resources in a detailed and systematic manner. The first
IGF meeting in Athens remained more or less silent on all controversial
issues; it simply omitted critical Internet resources from the agenda. Although
the MAG had tried hard to provide a balanced and diverse program, it could
not agree to include critical Internet resources in the program. A significant
number of MAG members feared that a main session on critical Internet
resources would be used for pillorying ICANN.

The widely shared concern of merely reproducing lines of conflict in the well-
known WSIS style also affected the public debate at the first IGF meeting.
When a participant brought up the issue of political authority over the DNS
root and address space, the panel did not respond. Instead, the moderator
encouraged the panel and the audience to stay away from this topic: "...the
thoughts that are unspoken in the room and maybe on the panel are that if we
have learned anything from the last four years of these discussions, it's that
the idea that Internet governance is a lot broader and a lot more than just that



one issue. And that we have all talked about that issue and we kind of
recognize it is the gorilla in the room that's far away. But there's other issues
that we want to talk about that we feel that are just as pressing, such as
security, openness, access, and diversity. And it might be a sign of the health
of the dialogue that we actually remain mute on this one topic but actually
have a lot to say on the others."

It is worth reflecting on these early episodes in such detail because they
illustrate what a long way the IGF has come since its inception in 2006.
Looking back, the first meetings of the multi-stakeholder advisory group
were shaped by a pervasive sense of risk. The idea of an open multi-
stakeholder dialogue, be it in the form of plenary sessions or self-organized
workshops, was met with uncertainty and a vague desire for control: How
could an open dialogue be organized in a constructive way? Which topics
should be on the agenda? Should the number of workshops be restricted, and
how would their outcomes relate to the IGF itself? Could self-organized

workshops be defined as a supporting program independent of the actual
IGF?

With the memories of the WSIS debates still fresh, the program of the first IGF
aimed to avoid controversial issues altogether. At the time of the IGF
meetings in 2006 and 2007, the management of critical Internet resources in
general and the future of ICANN in particular came close to being a taboo.
The same was true for the topic of "enhanced cooperation”, which, according
to some actors, should not be at all addressed at the IGF on the grounds that
the Tunis Agenda defined it as a separate process completely independent of
the IGF. Enhanced cooperation, in this view, would become an
intergovernmental equivalent to the IGF.

In 2008, at the meeting in Hyderabad, the situation had changed. Multi-
stakeholder dialogue and self-organized workshops were not longer regarded
as dangerous. The MAG not only allocated two main sessions to the issues of
management of critical Internet resources and enhanced cooperation, it also
began experimenting with the meeting format. The second plenary session
was designed as an open dialogue without any panels or speakers to channel
the discussion. It was the goal of this new format to allow more time for
public exchange and focus on the contributions from the audience. This new
open format proved to be so successful that it was extended to other main
sessions in the following years.

A closer look at the first open dialogue in Hyderabad reveals a surprising
degree of diversity in terms of how the audience addressed the various topics.
The discussion on the Internet address space focused, among other things, on
the slow uptake of IPv6. It highlighted some of the problems that
organizations of the Internet industry face in light of the pending transition.
Thus, the "take away" of this part of the open dialogue was a perhaps more
comprehensive understanding of the complexity as well as the financial
constraints involved in the market-driven transition process.

® See, www.intgovforum.org/cms/IGF-Panel1-301006.txt. More commonly, IGF
participants have referred to the “elephant in the room”---hence the title of this
chapter.



The open debate on enhanced cooperation, on the other hand, illuminated the
broad range of possible interpretations of this concept including the specific
language of the Tunis Agenda supporting these diverging views. Particularly
striking were the different perceptions of the respective paragraphs 69 to 71.
While some emphasized the importance of "equal footing" as a benchmark for
assessing Internet governance arrangements, others regard the process
towards enhanced cooperation mentioned in paragraph 71 as the key to its
correct interpretation. From an advocacy perspective, in turn, enhanced
cooperation makes sense in the context of the WSIS vision of a people-centred
and development oriented information society.

The strength of this first multi-stakeholder debate on enhanced cooperation
was that it went beyond a mere exchange of opinions. It acknowledged the
ambiguity of the term, presented the variety of meanings and, above all,
managed to portray these meanings as equally legitimate. The notion of
enhanced cooperation as a "living concept” brought up by one of the
panellists testifies to this achievement. The mutual respect shown for
conflicting views among the audience suggests a collective learning
experience which allowed the participants to fully benefit from the diversity
of political values and rationalities assembled at the meeting. While the
discussion on the management of the Internet address space offered insights
on the challenges of a self-governed industry, the debate on enhanced
cooperation enlightened the audience on the scope of valid interpretations.
One of the moderators summarized this discursive accomplishment by
speculating on the future role of the IGF in this field: "So perhaps there is a
role for the IGF in this context. As a non-threatening environment for
discussion, where we don't have to make decisions, we can talk, share
practical experiences from different perspectives, and as we heard this
morning, move to the point, perhaps, where we can listening to each other,
moving from a disconnected series of statements to a shared conversation, no
longer comfortably numb, perhaps, but invigorated by a true exchange of
views."

Although the IGF has not led to a convergence of expectations and views, it
has created a communicative space which in itself leaves an imprint on
further debates on the management of critical Internet resources. A first
indicator of such changes can be seen in the fact that fundamental matters
such as the legitimacy of the current political oversight arrangements have
ceased to overshadow all other relevant aspects of Internet governance. While
still regarded as important, Internet governance arrangements are now
discussed in more specific ways, thereby better reflecting the perspective of
those actors who negotiate and implement regulatory rules. From a
regulatory perspective, however, Internet governance arrangements present
themselves in a variety of ways. Political oversight over the DNS differs from
that over the address space. As the example of the Internet address space
demonstrates, no single actor has proved to be powerful enough to organize
the transition from IPv4 to IPv6. Furthermore, political concepts such
enhanced cooperation or the AoC are assuming new meanings when put to

® www.intgovforum.org/cms/hyderabad_prog/OD_CIR.html.
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practice. A pragmatic debate of the management of critical Internet resources
is able to take notice and acknowledge such changes.

To some extent, the increasing emphasis on policy questions reflects the
particular structure and composition of the IGF. While WSIS was essentially
an intergovernmental process with additional multi-stakeholder provisions,
the IGF is, as one of the speakers at the stock taking session in Sharm El-
Sheikh characterized it, a "hybrid of U.N. intergovernmental and
nongovernmental protocol and practice where individuals and institutions
concerned with Internet governance and development gather". This hybrid
creates a space "where all stakeholders feel comfortable, to the extent they can
contribute meaningfully and openly in discussion, debate, and collaborative
planning with other stakeholders."” As a result of this unique space, more
attention is given to the operational but also the civil liberty dimension of
Internet governance.

The most important merit of the IGF so far might actually lie in the area of
capacity building. Thanks to the IGF, a greater number of people today have a
more comprehensive picture of the management of critical Internet resources,
including the various interests and conflicting visions surrounding this field.
At the stock taking session in Sharm El-Sheikh, one of the speakers expressed
this in the following way: "I don't deny that for national or international
bureaucrat accustomed to the rigidities of forms and format, it can appear
irritatingly messy. But we are prepared to take a bit of mess in exchange for
the extraordinary capacity building potential that this forum offers". The
specific charm of capacity building in the context of the IGF is that it works
both ways. All information providers are at the same time information
recipients.

A closer integration of the various rationalities and goals shaping Internet
governance has been achieved and the actors involved may have a better
sense of the interplay but also the inconsistencies between criteria of global
legitimacy, practical requirements of the policy processes, and the logics of
the market. Interestingly, the multi-stakeholder dialogue also undermines the
traditional distinction between technical and public policy issues in Internet
governance that still shaped the thinking reflected in the Tunis Agenda.
Discussing policy implications of technical decisions has become a common
practice at the IGF.

Thanks to the pragmatic focus of the discussions, the participants have
developed a level of confidence and ownership in the process that enable
public exchange even on controversial or complex aspects of the management
of critical Internet resources. Considering how strong the original concerns
were against putting the management of critical Internet resources, and thus
ICANN, once again at centre stage, this is no small achievement. The big
animal in the room, be it a gorilla or an elephant, has disappeared. At least for
the time being.

" www.intgovforum.org/ cms/2009-igf-sharm-el-sheikh.
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Lessons Learned: The Strength of Intangible Outcomes

WSIS was the first public international process that addressed the
management of critical Internet resources from an intergovernmental
perspective. Moreover, it was the first time that ICANN itself became an item
on the international agenda. With hindsight, WSIS will probably be regarded
as a turning point in the development of Internet governance. Even if the
endless controversies seemed counterproductive more often than not, WSIS
set an irreversible process in motion that has profoundly transformed the
political landscape of Internet governance. Two points are worth stressing in
this context.

First, WSIS made it clear that ICANN is accountable not only to one
government and the relevant Internet industry but to a much broader global
community of stakeholders. Second, WSIS expressed an, albeit vague, need
for a general normative framework, the so-called globally applicable public
policy principles, arching over the regulatory and operative matters of
Internet governance. In the long run, the performance of policy making and
the legitimacy of political oversight structures could be assessed against such
a consensual framework. The WSIS documents specify a few basic principles
that may help pave the way towards such ambitious visions. Considering the
status quo of the debate on enhanced cooperation, however, the development
of a consensual set of public policy principles for Internet governance still
seems a long way.

The unilateral oversight arrangement in Internet governance formed a key
issue throughout WSIS and for some it remains the raison d'étre of the IGF. At
the moment, however, a full internationalization of critical Internet resource
management can at best be conceived as a long-term process. As a minimum,
steps towards internationalization would require broad political consensus on
the type of the intended arrangement that would replace unilateral oversight,
including its scope, goals and underlying norms. Throughout its first term,
the IGF has largely managed to remove the taboo surrounding ICANN and
the management of critical Internet resources after WSIS. Five years after
WSIS, international public debates on Internet governance can take place
without getting bogged down in ideological deadlocks. In view of the likely
renewal of the IGF's mandate, one may ask what lessons can be learned from
the present achievements or, to be more precise, how can the IGF use its
specific strengths to support the goal of a legitimate management of critical
Internet resources as outlined in the WSIS documents.

At the formal consultation held by the UNDESA at the meeting in Sharm El-
Sheikh, a considerable number of speakers emphasized the IGF's "significant
impacts on Internet governance", which are, as one participant conceded, "not
easy to measure, but still very real".® Lacking formal decision-making
authority, the IGF can only produce soft outputs in the form of collective
learning, networking or influencing more powerful third parties. The
relevance of soft and hard-to-measure results is not undisputed though. Can
the IGF really be a "catalyst for change", as one speaker portrayed the forum,

® The transcripts of the stock taking consultation held by UNDESA can be found at,
www.intgovforum.org/cms/2009-igf-sharm-el-sheikh.
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merely by providing a space for exchange of experience and opinion? Sceptics
suspect that the ostentatious appreciation of the IGF's soft outputs is a mere
pretext to fend off attempts to create a formal international decision making
authority. However, the discursive achievements of the IGF deserve to be
taken seriously.

The multi-stakeholder and trans-disciplinary perspective of the IGF fosters a
dialogue among actors who normally operate in more or less separate worlds.
Conversations between different stakeholders groups which evolve almost
naturally at IGF meetings used to be rare and rather complicated to organize.
Even in the Internet world where organizational boundaries are often
informal, professional boundaries may prove to be pretty tight. Multi-
stakeholder interaction across professional boundaries is a necessary
precondition for developing a common understanding of the issues in
Internet governance. An important, yet somewhat undervalued achievement
of the IGF consists in shared frames of reference which build conceptual
bridges between stakeholders, regions and political cultures. Some evidence
for such processes of "semantic world ordering" can be found in the emerging
terms of art such as 'critical Internet resources’, 'multi-stakeholder approach'
or even 'enhanced cooperation’, which are gradually acquiring stable sets of
meanings. While the development of collective frames of reference do not
necessarily mean consensus, they indicate progress in debates on policy
principles and goals. As one speaker at the UNDESA consultation in Sharm
El-Sheikh observed, "we have become more receptive to each other's
perspectives and concerns. As participants have adapted to this open
environment, we have seen rhetoric reduced." Put differently, the IGF helps
developing a common ground around the policy issues related to Internet
governance it addresses; a common ground which allows people with diverse
backgrounds and competences at the very least to agree on what they still
disagree upon.

Shared understandings of the problems at hand not only facilitate political
debate, they are also an essential element of public and private regulation.
Policies governing the allocation of Internet addresses, the introduction of
new TLDs or accountability provisions for ICANN draw their rationales from
general accounts of the issues they aim to tackle. Problem statements of the
pending address shortage, desirable competition in Internet's the name space
or the need to hold ICANN accountable imply observations, values, concerns
and expectations. Such perceptions don't originate from single actors; they are
the result of public reflections or "joint authorship". A growing number of
people, organizations and events contribute to the evolving semantic
framework underlying Internet governance, and the IGF, including its recent
regional offshoots, has arguably become the most important open platform
for its review and continuous transformation. Due to its transnational scope
and its links to other international organizations, the IGF's multi-stakeholder
dialogue contributes to the emerging transnational public sphere in the field
of Internet governance. This is also reflected in the fact that some of the policy
principles shaped throughout WSIS and the IGF are migrating to other
organizations both on the national and international level. In the case of
ICANN, for example, they have been adopted as building blocks for the
recently created accountability framework.
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The present strength of the IGF lies in this specific type of discursive capacity
building at the interface of intergovernmental organizations, civil society
advocacy and private self-regulation. While the patronage of the U.N. lends
authority and structure to the IGF, the multi-stakeholder approach has
managed to override many of the constraining provisions typical of U.N
processes. In particular, this concerns privileges of participation and speaking
rights. The unique combination of institutional anchoring in the U.N. and
experimental multi-stakeholder arrangement turns the IGF into a laboratory
of transnational coordination that seems to work precisely because it does not
draw on formal decision-making but the legitimacy of the institution. It is no
secret that the efficacy of regulatory norms generally depends to a
considerable degree on their acceptance by the people concerned. This is
particularly true for transnational regulation where enforcement capacities
are weak and compliance is uncertain. Internet governance arrangements
thus depend on the consent of the governed and the question is if and how
the IGF can be used to enhance such consensus-building processes.

Conclusion

Throughout its first five years, the development of the IGF was largely driven
by the expectations and the feedback and of its attendees. Each annual
meeting has experimented with new communication formats in order to get
the most out of a multi-stakeholder dialogue aiming to increase the capacity
for collective deliberation in the Habermasian spirit of an "ideal speech
situation”. The future role — and legitimacy — of the IGF will depend on its
ability to reconcile the diverse expectations that have emerged in light of the
present experiences. This concern in particular growing calls for outcomes:
How can insights gained at IGF meetings are made more durable? Can
agreements reached in open discussions be recorded in forms that would
allow other organizations to benefit from them? And finally, should the IGF
set itself tasks and design communication formats that explicitly target
consensual outcomes? Considering its tradition of trial and error, the IGF
should not shrink back from experimenting with new ways of organizing
debates and documenting them. The regional IGFs may have already taken
the lead in this context and should be able to demonstrate how to best
respond to the quest for outcomes.

However the IGF will deal with the call for more tangible outcomes, its future
role, and political weight, will likely be that of a soft normative authority
rather than a formally constituted body passing judgments. Its strength lies in
creating a global public sphere for Internet governance rather than in setting
rules. The IGF is also good at linking principal concerns to practical
experiences; a well-suited basis for sounding out scenarios of
internationalization.
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Openness:

Protecting Internet Freedoms

Olga Cavalli

The Internet has from its early days been an open platform for
communication and knowledge sharing. This openness has been the key
factor in it success. But in recent years, it has become one of the main points of
contention in the global debate about Internet governance. The World
Summit of Information Society (WSIS), especially in its second Phase in Tunis
(2005), pushed the issue up the agendas of governments, the private sector,
civil society, and the technical community worldwide. This chapter assesses
how the openness of the Internet has been addressed during the four
meetings of the Internet Governance Forum (IGF) from 2006 through 2009,
and the shifting terms of the debate over time. The dialogue in the IGF has
covered freedom of expression, privacy, cyber security, interoperability,
intellectual property and free content. As security is addressed elsewhere in
the book, this chapter will concentrate in particular on the relationships
between openness and freedom of expression, the free flow of information
and intellectual property.

Since the creation of the TCP/IP protocol and the establishment of its early
institutional structures, the Internet has grown and consolidated to become
the major communication platform as we know it today. It is an essential tool
allowing societies to produce, find and share any kind of information from
any place in the world that is connected, and it is the basis of what is called
“The Information Society.” The centrality of the Internet as a medium
allowing the open exchange of knowledge, ideas, opinions, and information
was stated in the outcomes documents of the WSIS. Paragraph 4 of the
Geneva Declaration of Principles establishes that:

We reaffirm, as an essential foundation of the Information Society, and
as outlined in Article 19 of the Universal Declaration of Human Rights,
that everyone has the right to freedom of opinion and expression; that
this right includes freedom to hold opinions without interference and
to seek, receive and impart information and ideas through any media
and regardless of frontiers. Communication is a fundamental social
process, a basic human need and the foundation of all social
organization. It is central to the Information Society. Everyone,
everywhere should have the opportunity to participate and no one
should be excluded from the benefits the Information Society offers.’

Two years later, in 2005 during the Second Phase of the WSIS, all stakeholders
including more than 170 national delegations as well as civil society, private
sector and academic representatives, agreed to the Tunis Agenda of the

' The declaration is available at www.itu.int/ wsis/docs/ geneva/ official / dop.html.
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Information Society. In paragraph 42, the agenda makes reference to the
freedom of expression and dissemination of knowledge.

We reaffirm our commitment to the freedom to seek, receive, impart
and use information, in particular, for the creation, accumulation and
dissemination of knowledge. We affirm that measures undertaken to
ensure Internet stability and security, to fight cybercrime and to
counter spam, must protect and respect the provisions for privacy and
freedom of expression as contained in the relevant parts of the
Universal Declaration of Human Rights and the Geneva Declaration of
Principles.'

The principle of “free flow” of information was constructed from Article 19 of
the 1948 Universal Declaration of Human Rights (UDHR): “Everyone has the
right to freedom of opinion and expression; this right includes freedom to
hold opinions without interference and to seek; receive and impart
information and ideas through any media and regardless of the frontiers.”
Nevertheless, the significance and implementation of the free-flow principle
has been contested by governmental and nongovernmental stakeholders.
Factors like competing interests, the complexity of the issues, and variations
in national legal systems and traditions can make it difficult to reach broad
agreement on either restrictive or permissive interpretations."

Openness as a main theme in the IGF brings to the debate the challenges to
the freedom of expression in the light of privacy rights, security and stability
of the Internet and intellectual property rights. Openness in Internet
governance is important to all stakeholders and it should be acknowledged as
one of the integral attributes of the Internet that merits protection at all
levels.” The treatment of openness in the four meetings of the IGF will be
reviewed and we will also analyze how the debates may have influenced
relevant regulations in light of events that have brought them to the attention
of the media and national policymakers.

As indicated in its mandate, the IGF has met four times in different
continents; this process also included preparatory meetings, where openness
was always mentioned as a relevant issue. All stakeholders emphasized its
importance as one of the key founding principles and characteristics of the
Internet. The open nature of the Internet was seen as part of its uniqueness
and its importance as a tool for advancing human development, as the

2 Available at, www.itu.int/wsis/docs2 / tunis/ off/ 6rev1.html.

> See, William J. Drake, “The Distributed Architecture of Network Global
Governance”, in, Governing Global Electronic Networks: International Perspectives on
Policy and Power, William J. Drake and Ernest J. Wilson III, eds. (Cambridge, MA:
MIT Press, 2008), pp. 47-48.

* See Christian, Moeller, “Openness as a Prerequisite for Freedom of the Media”, in,
Internet Governance in a Global, Multistakeholder Environment, Wolfgang Kleinwéchter,
ed. (Berlin: Marketing Fiir Deutschland GmbH, 2007), p. 76.
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Internet should help to ensure a fairer distribution of scientific knowledge
among countries.

Athens: Human Rights, Freedom of Expression and Networks

The dialogue during the first IGF meeting in Athens showed that open
networks, freedom of expression and free flow of information, ideas, and
knowledge were major concerns for all participants.” Different views were
expressed relating to the fear of online censorship given the new
empowerment that Internet brings to the users. The role of major
corporations in using their technological power, faced with the demands by
some governments for the blocking of content, captured most of the
dialogue’s attention. Also the role of the Internet Service Providers (ISPs) was
reviewed as they are in key intermediary positions, particularly in countries
with restrictive laws on information and communication. Also of interest
were the tensions strict intellectual property rights and access to knowledge,
the balance between the rights of the consumer and the content producer, and
threats to human rights. From a different perspective, another key element of
openness that was discussed involved keeping the infrastructure free and
open. Interoperable networks with low or reasonable access costs were seen
as key tools that allow users to exchange content and knowledge.

Questions about the responsibility of network operators and level of
regulations were present in the debate. Regulations differ from country to
country and, in general, the Internet has been much less regulated than the
traditional broadcast and print media. This fact brought to the discussion the
relevance of security and network management strategies. The technology
that allows parents to control and filter what their children can see similar to
what is utilized by operators to manage their networks and to enable free
flow of information. It was noted during the discussion that network
operators management approaches can directly impact the flow of
information, and it was suggested that measures should be taken to ensure
that that free flow of information is maintained. The fact that network
operators decide if voice over IP traffic can pass through an exchange point or
not, and at what speed with what quality of service, was pointed to as
something that could harm the free flow of information if it is not properly
regulated or reviewed.

Whether and how to revise copyright laws in the context of Internet was also
mentioned. Working within the constraints of strengthened copyright rules
could push against sharing. The Internet was described as a new global
library, in principle available to all and especially important for developing
countries and distant locations with scarce access to public libraries and
universities. In these cases, Internet could be an opportunity where, for
example, all scientific research that is publicly funded can be made freely
available, but in order to allow this, new alternatives to copyright may need
to be established. Copyright was mentioned as a relatively new invention in
human history and in this sense the possibility of explaining to governments

* IGF Athens transcripts available at, www.intgovforum.org/cms/athensmeeting.
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the importance of promoting the interests of users in freedom of expression
and access to information was mentioned.

Rio: Collaborative Culture, Information, and Scientific Knowledge

The dialogue that started in Athens continued in the second meeting of the
IGF in Rio. This time the focus broadened to include the collaborative
production of culture, information, and scientific knowledge, along with
similar concerns raised the first year about liability of Internet service
providers and the liability of online service providers.**

It was pointed out that freedom of expression and free flow of information, as
stated in Article 19 of the UDHR, the Geneva Declaration of Principles and
the Tunis Agenda should be considered relevant elements of local regulations
and further international cooperation.

Interoperability limitations were described as a major barrier to an open
Internet in developing countries, and openness was emphasized as a key
factor for innovation as it lowers barriers for new competition in the markets.
The Budapest Open Access Initiative was brought out as one example of a
document that allows scholars and institutions worldwide to make scientific
knowledge available, in contrast to intellectual property restrictions that
make information access exclusive and proprietary. Achieving the right
balance between these two issues was seen as a big challenge.

Search engines were mentioned as key elements in reaching information. The
degree to which they are transparent was considered an openness issue, as
they should neither exclude, filter, and unduly preference particular sources
of information. The search engines’ claims to be neutral and impartial was
discussed.

There was a debate on to the level of regulation or self-regulation that is
needed, and a general sense that a mixed solution may be a good way to face
this challenge. This could include both soft and hard law instruments. It was
mentioned that debates in the World Intellectual Property Organization
(WIPO), such as on the development agenda, and in the UN Educational,
Scientific and Cultural Organization (UNESCO) should be considered and
that legislation should be adapted to the new world of cyberspace.

In its economic dimension, the debate went through different regulations
related to intellectual property, software and licensing regimes. There was
discussion of open standards as elements to promote innovation and
development of value added services and products in countries that need to
enhance their economies and industries.

Openness brought into the debate questions related to access, diversity, and
security. Privacy rights, the right to information, and the fight against
criminality could end up promoting regulations that may go against the free

¢ IGF Rio transcripts available at, www.intgovforum.org/cms/secondmeeting.
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circulation of information and contents. As the Internet was considered a
well-adapted space for pluralism and cultural diversity, it was expressed that
openness should be preserved and enhanced. The maintenance of an open
Internet, as it was originally envisioned, should be an essential requisite for
any law or regulation related to it.

Hyderabad: Security, Privacy and Openness

The even broader scope of the dialogue held in Hyderabad included not only
the openness perspective but also privacy and security. Although all these
three concepts are related, the following paragraphs summarize the most
relevant ideas expressed about openness.” Freedom, as one of the main
features of the Internet, was mentioned as a desired characteristic to be kept,
but at the same time, finding the right balance between national security and
privacy was considered important as but difficult.

There was discussion about the treatment of the free flow of information in
the outcomes of the Organization for Economic Cooperation and
Development (OECD) Ministerial meeting that was held in Korea in 2008.
During the OECD meeting, participants agreed on the relevance of
information flow, Internet technology and innovation to economic growth,
while recognizing that there are risks associated with the use of these
technologies and the need to address them in an appropriate fashion,
including the concept of accountability: obligation flows with information. It
was recognized that there is a tension on how much monitoring is needed
and the difficulties of finding the right balance between openness and this
needed monitoring. There was also discussion of the International
Telecommunication Union (ITU) meeting held in South Africa, the World
Telecommunication Standardization Assembly. The Global Network
Initiative was considered of great importance as well.

Users become their own publishers creating blogs or having their profiles in a
social network, and at the same time they are using services from an ISP as a
communication channel for interacting with many other users who are also
posting and creating content. This content may cross borders, and if the
countries involve insist that there should be common cross-border rules then
the data flow might never happen, as there are few possibilities that similar
legislative regimes could replicate from one country to another.

Sharm el Sheik: Openness, Social Media, and Web 2.0

At the fourth IGF, the increasingly important question of privacy was
assessed in relation to Web 2.0, social networking and cloud computing.'®

7 IGF Hyderabad transcripts available at, www.intgovforum.org/cms/2008-igf-
hyderabad.

® IGF Sharm El Sheik transcripts available at, www.intgovforum.org/cms/2009-igf-
sharm-el-sheikh.
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There should be ways to look at privacy, security and trust as mutually
beneficial and enhancing as opposed to trading them off against each other.

In relation with social media, it was mentioned that there are internal rules
developed by large networks in the form of the terms of use. The way in
which those terms are used and their complementarity with the protection of
privacy and openness is also an issue that should be considered and
discussed. People use the Internet trusting that this is a viable media for them
to exchange their views, to have their dreams, to realize these dreams, and
through their work, cultural exchange, to understand other cultures. This
trust should not be undermined by criminal activities or other threats. In this
sense, education and openness were mentioned as key elements to achieve
such a trust.

Freedom of expression was mentioned as a collective right, like
communication. In this view, it is the right of peoples to express their
cultures, their traditions, their languages and to reproduce these without any
limitation or censorship. Also access to information of public acts and
activities was indicated as relevant to transparency.

It is important that states do not generate limitations or obstacles to that free
access to information or free expression. The state should have the
responsibility to regulate efforts to make effective the exercise of human
rights. The only limitations acceptable in terms of freedom of expression or
access to information should be those that protect other human rights and
those that protect a higher interest or a higher value than the one they are
limiting.

The Search for Rules

The framers of the Internet did not design their network with visions of
mainstream dominance. Instead, the very unexpectedness of its success was a
critical ingredient. The Internet was able to develop quietly and organically
for years before it became widely known, remaining outside the notice of
those who would have insisted on more cautious structures had they only
suspected how ubiquitous it would become."”

Today the cost of copying digital content is very low and exchanging it over
the Internet is easy. This fact, produced by the usage of computers and
digitalization of all contents, brings new policy challenges but also opens the
door to new business models for accessing digital content. Some new business
models could prevent unauthorized content usage without unduly restricting
the free flow of information. During the OECD Ministerial Meeting held in
Seoul, these issues were discussed and it was indicated that many new
business models are emerging around the provision of content, and that this
area is evolving rapidly.”® Some new media player web sites provide users

? Jonathan Zittrain, The Future of the Internet and How to Stop It (New Haven: Yale
University Press, 2008), p. 7.

10 See, OECD Ministerial Meeting 2008, available at,
www.oecd.org/dataoecd /62 /27/40780975.pdf.
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with a wide variety of videos, music, radio channels and online games of
authorized downloadable content. Users can stream media or listen to music
without the fear of breaking any rule against unauthorized use.

Some new intellectual property rules may result in barriers against the free
flow of information. There are new regulations that intend to punish those
who download music and content illegally. During 2009, the so-called
HADOPI” Law in France, approved the establishment of state agency to track
and punish illegal downloader’s, whose Internet access accounts would be
shut down for up to a year. But the French Constitutional Council ruled that
“access to public communication services on line" was a human right, and
that only a judge could cut off an individual's Internet access.

The Anti-Counterfeiting Trade Agreement (ACTA) is also one example of
these rules. Its scope is broad and it includes also copyright infringement
using the Internet. This plurilateral agreement intends to create standards for
intellectual property rights enforcement through a new international legal
framework. ACTA would also require that existing ISPs no longer host free
software that can access copyrighted media; this would substantially affect
many sites that offer free software or host software projects. Countries may
join ACTA on a voluntary basis and it would create its own governing body.
Many voices were raised against ACTA negotiations not being opened to the
public, as critics charged they should be conducted in a more inclusive way
with civil society and developing countries representatives.

Recently representatives of many developing countries agreed on the need for
an interoperability framework to help advance the Millennium Development
Goals (MDGs). A multistakeholder event named "Global Governance meeting
on interoperability frameworks 2010", held in Rio de Janeiro debated how to
bring ICT into the MDG agenda, given the impact of the global economic
crisis on countries capacities to achieve its development objectives. A
Government Interoperability Framework was pointed to as a relevant factor
to ensure that the use of ICT is focused directly to development. This is an
important need especially for the developing world, and it is reflected in the
Latin American and Caribbean Plan of Action eLAC 2010. eLAC proposes to
promote the interoperability of standards-based e-government systems in
Latin America and the Caribbean in order to ensure that the option of inter
connecting services within a single jurisdiction or across different
jurisdictions remains open, as stated in its Goal 38:

Promote the interoperability of standards-based e-government systems
in Latin America and the Caribbean and continue with the
development of a regional interoperability platform and standards for
e-government services in order to ensure that the option of
interconnecting services within a single jurisdiction or across different
jurisdictions remains open, taking into account recommendations
relating to work in this area such as The White Book on e-government
Interoperability.

" HADOPI stands for Haute autorité pour la diffusion des ceuvres et la protection
des droits sur Internet.
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The fact that eLAC effort is multistakeholder adds value to it, as several
private companies are developing products and giving services that are not
always totally compatible with existing platforms. This is especially
problematic in developing countries where the price of buying and updating
ICT infrastructure is in general higher than in the developed world.

Taking a look from the service provider’s perspective and its relation with the
user, it is important to remember that the Internet was built as an open
architecture network, allowing its growth without a central control. The fact
that operators are technically able to use network traffic management tools to
treat packets differently has raised public concerns that the open architecture
guiding the Internet’s development might be in jeopardy. In 2008, the FCC
concluded that an ISP was discriminating against certain P2P applications
using packet inspection techniques, “regardless of the amount of congestion
of the network,” as stated by FCC Chairman Kevin Martin.*® But after an
appeal filed, the Court allowed in April 2010 the Internet service companies
to block or slow specific web sites.

ISPs argue that using these traffic control tools, they allow them to manage a
balanced distribution of bandwidth among all users. As the world is not
equally cabled and broadband access is a scarce resource in developing
countries (especially in rural areas), this argument may be true. In some
developing areas, national and international backbone capacity is extremely
expensive and it should be used in a very efficient and equal manner among
ISPs” customers.

People store great amount of data somewhere in the network, and this cloud
of services is every day more powerful in space and speed, offering different
type of services for free or at a very low price. At the same time many states
are trying to control this flow of information, and this is a big challenge to the
freedom of expression.

There may be reasons raised by states for filtering or blocking content, and
these actions are supported by private actors. Internet censorship and
surveillance violate what is called the end-to-end principle of network design
and therefore risk the future growth of the network and the innovation that
might derive from it. The end-to-end principle stands for the proposition that
the “intelligence”” in the network should not be placed in the middle of the
network, but rather at the end-points. By imposing control in the middle of
the network rather than at the user level, the censors are stymieing the further
growth of the network.”

2 “Statement of Chairman Kevin J. Martin Re: Formal Complaint of Free Press and
Public Knowledge Against Comcast Corporation for Secretly Degrading Peer-to-Peer
Applications”, Broadband Industry Practices, File No. EB-08-IH-1518, WC Docket
No. 07-52, Federal Communications Commission, April 22, 2008, Available at
http:/ /hraunfoss.fcc.gov/edocs_public/attachmatch /FCC-08-183A2.pdf.

¥ For a discussion see, Ronald Deibert, John Palfrey, Rafal Rohozinski, and Jonathan

Zittrain, eds., Access Denied: The Practice and Policy of Global Internet Filtering
(Cambridge MA: MIT Press, 2008).
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Some kinds of content such as references of a certain culture or religion may
be upsetting for some governments. This fact has caused several censorship
events to social networks and content sharing web pages during 2010. If
content is not considered appropriate by someone, this should not be a reason
for limiting access on the whole web platform. The problem that some web
sites like Google, YouTube, Orkut or Facebook are facing is that in occasions
some content that is illegal in one country is not illegal in another. They also
claim that it is extremely complicated to supervise all the content that users
upload into these platforms. For this reason Facebook may consider making
this type of content inaccessible to users in the country.

Orkut, a very popular social network in Brazil owned and operated by
Google, received a complaint from users saying that some content was
offensive for them, this resulted in a request from the local court for a daily
payment while the pages remained hosted in the social networking platform.
Google claimed that the company did not have technical possibilities to
monitor every page on Orkut, but this was not a valid explanation for the
court.

Balance is needed and also difficult to find, if there are restrictions to an open
Internet the limits should be narrow and clearly stated, if there are national
security reasons, they should be defined. The problem seems to be the
definition of these barriers to openness and the distortion that they may have
if used inadequately.

Conclusion

Regulations play an important role in shaping services and defining the
functioning of the Internet. All parties need to be heard and considered.
Finding a right balance seems to be difficult to achieve and this is why
dialogue and exchange of information in a multistakeholder environment is
the only way to move forward and try to find practical ideas and solutions to
the diverse problems brought by the open structure of the Internet, the
content exchange and the freedom of expression.

The recent changes made to the Intellectual Property Law in Chile are a good
example of how regulations can be modified to address some concerns of the
society.” It incorporates the concept of “fair use” that allows a limited use of
some sources of information without requesting a specific authorization from
their authors. This usage is limited to some activities like book reviews,
journalist investigations or academic purposes. This concept is already
present in the United States legal framework and this change in the Chilean
law is the first one made in Latin America. Fair use of copyrighted material
and other limitations and exceptions are important for the Internet economy.
For example, one force driving the expansion of the Internet as a tool for
commerce and education is the user’s ability to locate useful information with
widely available search engines. These search engines are based on the fair
use concept to show the results of each query.

23



Another regional example worth mentioning is that the European
Commission recently announced its five-year “Digital Agenda” plan for
telecommunications and IT in Europe, which includes a commitment to open
standards and interoperability through an improved ICT standard setting
framework, and the creation of a single market for the European Union
cultural content and innovations.

Using open standards, working towards a more flexible legal framework
related to copyright, committing to interoperable networks and creating
platforms to share cultural content are relevant steps towards a more
balanced model for a digital information-based economy. This can only be
achieved through an open dialogue space where governments, civil societies,
users, academics and business representatives can exchange ideas on an equal
footing, finding innovative ideas and synergies among them. And this is
exactly what the IGF was meant for, a global, open, multistakeholder
dialogue where all actors can interact; openness is the fundamental element of
the Internet and as it is for the IGF.

New challenges will arise in the Internet era and in the digital economy as
new services are constantly being developed. There will be new platforms
and new ways of interaction between users, in relation to content, their work,
their universities, and their families. The overwhelming amount of data that
we are all producing, needs to be stored, cared, managed, secured, copied and
protected. There are no clear rules in relation with this data stored in “the
cloud”, where does it belong to and under which legislation it will fall.
Governments must protect this information and at the same time they must
protect the right to communicate; the gap between security and censorship
can be a thin one. Every community has the right to protect its culture as it is
reflected in digital content on the Internet, but this protection should not
prevent others from communicating using the same technology platform.

All the information and the innovation that is generated today by the Internet
would not exist if the concept of openness were not present from the very
beginning and if it were not preserved until today. Perhaps the big challenge
is not only to find the right balance between regulation and free flow of
information, but more important, to avoid any regime that would inhibit the
ability of the users to communicate, of the technology providers to continue
enabling access, of the service providers to offer new services and of the
academics to investigate and achieve innovation. And the IGF is the space for
this debate.
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Diversity:

Achieving an Internet that is Really for All

Hong Xue

The Internet is an inherently diversified arena. Diversity is to the Internet as
biodiversity is to the nature. In the Internet Governance Forum (IGF), diverse
stakeholder groups discuss diverse issues from diverse viewpoints, but
everyone shares a common belief in communication, understanding and
construction. Diversity also is a principle that has been supported by the
World Summit on Information Society (WSIS). For example, the Geneva 2003
Declaration of Principles stress cultural diversity, linguistic diversity in the
generation of local content, and media diversity.” Similarly, the 2005 Plan of
Action and Tunisia Agenda for the Information Society* state that cultural
identity, cultural and linguistic diversity, traditions and religions should be
respected; and that the creation, dissemination and preservation of content in
diverse languages and formats, and people’s access to knowledge and
information and diversity of choice, should be promoted. Finally, diversity
also can be viewed as important to the United Nation’s Millennium
Development Goals (MDGs) on promotion of equality, education and
sustainable development.”

Diversity was identified as one of the broad themes of the inaugural IGF in
Athens. At each annual meeting since then it has been discussed as one of
main session topics. Irrespective of other evolutions in the meeting agendas,
diversity has been preserved as a key topic for multi-stakeholder policy
dialogue.

The IGF discussions have generally focused on four topics: contents accessed
and created in international or local languages, application tools for Internet
usage, internationalized domain names (IDNs), and people with disabilities.
Discussions on these topics also have extended into topical areas addressed
elsewhere in the IGF agendas, such as technical standards and policies on
education and copyright.

! “Geneva Declaration of Principles”, WSIS-03/ GENEVA /DOC/0004 (12 December
2003), at www.itu.int/wsis/docs/geneva/official/dop.html, and “WSIS Plan of
Action”, WSIS-03/GENEVA/DOC/5-E (12 December 2003), available at,
www.itu.int/wsis/docs/geneva/ official / poa.html.

?> “Tunisia Agenda for the Information Society”, WSIS-05/TUNIS/DOC/6(Rev. 1)-E
(18 November 2005), at, www.itu.int/ wsis/docs2 / tunis/ off/ 6rev1.html.

> “MDG Action Points: Addendum to the Background Note by the Secretary General

on Committing to Action: Achieving the Millennium Development Goals”, available
at, www.un.org/millenniumgoals/2008highlevel / pdf/addendum.pdf.
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Athens

At the IGF in Athens, the main session on diversity featured, apart from the
Chairman and the Moderator, ten panellists from governments,
intergovernmental organizations (IGOs), private sector, and civil society,
including academia. Although the views of the panellists varied, there was
consensus that diversity is integral to the Internet, and about plurality,
richness, and being local to reflect the whole spectrum of human endeavours.
Diversity also was seen as being about marginalized or disadvantaged groups
like women, youth, people with disabilities and indigenous peoples, and
closely linked to access and participation.

Primary among the issues discussed by the panellists and the other
participants were issues of language, literacy, and disability. The promotion
of multilingualism was underscored as an important issue of diversity.
Linguistic divides, like digital divides, hinder people’s abilities to access,
create and disseminate knowledge and information. Concerns were expressed
that minority and indigenous languages were disadvantaged on the Internet
for knowledge production and access, both at national and international level.
The participants emphasized the importance of preserving cultural heritage
and indigenous knowledge. It was pointed out that language policies
supporting diversity should not be limited to written languages, but also
should cover oral cultures with or without writing system. The participants
advocated enabling people to create contents and access the Internet in local
languages by overcoming technological and policy barriers.

With respect to technological barriers, various technical solutions were
identified. These included using broadcasting or audiovisual materials for
multilingual communications, or developing localized software (browsers,
search engines, operating system, etc.) to facilitate access and the creation of
local content. IDNs were identified as a key nexus of technology and policy
issues. The introduction of native scripts in the domain name system would
enable non-Latin script users to access and navigate the Internet. In addition,
it was important to advance language communities’” involvement in decision-
making about code-points and the maintenance of stability and security of the
Internet.

Laws and policy may also pose barriers to diversity. It was mentioned that
the translation of international content into local language was important to
bring all the people online. Copyright and other restriction in the cultural
arena, such as bilateral trade agreements, could increase the costs of
translation and limit the use of translated contents. It was also suggested that
cultural policy be developed to support multilingual content that may not be
commercially viable.

The lack of literacy was identified a big challenge to diversity. Illiterate people
are completely voiceless on the Internet and can hardly create and share
knowledge. To address the problem, it was important to review education
policies that prioritize dominant languages and international contents and to
enable the people who can only communicate in local (spoken or written)
language to access and use the Internet.
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People with disability are stakeholders in Internet governance, and
facilitating their use of the Internet should be a priority. It was suggested that
technologies and policies be adopted to facilitate disabled peoples’
participation in the development process.

Finally the Discussion referred to the Universal Declaration on Cultural
Diversity adopted at the United Nations Educational, Scientific and Cultural
Organization (UNESCO), and suggested the establishment of multi-
stakeholder programs involving relevant international institutions, e.g.
UNESCO, the International Telecommunication Union (ITU), and the Internet
Corporation for Assigned Names and Numbers (ICANN). And apart from
the main sessions, there were parallel workshops focusing on diversity. Of
note was that at the workshop, Towards a Multilingual Global Internet:
Avoiding the Risk of Fragmentation, which was organized by UNESCO,
ICANN and National Telecommunication Regulatory Authority of Egypt, one
speaker suggested set up a global fund for IDNSs.

Rio de Janeiro

At the IGF in Rio de Janeiro, diversity was again a main session topic. Apart
from the Chairman and the Moderator there were eight panellists and four
discussants, three of which had been on the panel in Athens. Not many of the
workshops held in parallel to the main sessions submitted reports, and of
those that did, none were primarily concerned diversity.

At the main session, each panellist’s presentation was much longer than those
given in Athens. Speakers reemphasized that diversity must be multi-
dimensional and inclusive of all the people, especially disadvantaged ones,
such as immigrants or African children. Language, culture, and media
diversity, education in local languages, the creation of local contents and
enabling people with disabilities were consistently addressed. It was
mentioned that diversity was an important tool to empower people and help
change society.

With respect to new or more deeply probed topics, a couple of technology
and policy issues arose. It was mentioned that open and non-proprietary
standards were important to the compatibility of and innovation in devices
and software. Some speakers argued that adherence to standards, especially
accessibility standards, may be an alternative way to promote diversity. Free
and open source software was addressed as an important element to generate
local contents, translate international contents and support people with
disabilities. IDNs were again an intensively discussed issue, but more people
noted their limit role in creating local contents and offered caveats about new
risks of phishing and other security problems. It was also mentioned that
IDNs would need to cooperate with application technologies, such as emails
or electronic address books, to be really useful.

The proliferation of strict intellectual property norms concerned the panel.
The need to balance intellectual property protection and spread of knowledge
was mentioned. It was proposed to set up a group to find a solution to
releasing copyrighted materials for local language use and enabling disabled
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people. There was also discussion on supporting the measurement of
diversity by developing tools and criteria. It was suggested that the ITU,
UNESCO and other international organizations responsible for WSIS follow-
up should coordinate work on the issues that had been identified.

Hyderabad

The IGF in Hyderabad reformed the meeting format by combining the
relevant themes into one super main session followed by open dialogues.
Hence, for the main session on, “Reaching the Next Billion”, there were two
sub-sessions, “Realizing a Multilingual Internet” and “Access: Reaching the
Next Billions”, which addressed diversity and access, respectively.

In the sub-session on, “Realizing a Multilingual Internet”, apart from the
Chairman and the Moderator, there were six panellists from governments,
technical community, civil society and the private sector. A couple of new
case studies on enabling diversity were presented, and there was special
attention paid to development challenges in India, the host country. The
issues that were primarily discussed, such as the localization and availability
of contents and tools, and IDNs, were largely not new, particularly to the
audience who had been following the IGF from Athens. However, the
discussion was not short of new elements and flashes of genius ideas. For
example, it was mentioned that online communication is increasingly
occurring in media rather than in written forms, and that the multilingual
Internet was spreading to the mobile network. In addition, rather than a text-
based mobile Internet, there would be a breakthrough to a voice-based
Internet.

It was discussed that there were no common framework and terminologies to
address multilingualism and multiculturalism. It was suggested that certain
standard or a shared models be created for the adoption of scripts and
languages online to prevent the risk of having only scripts depicted online
and not having languages, especially oral languages. It was considered that
the IGF might move the discussion forward on this in particular.

The newly introduced open dialogue following the two sub-sessions proved
more communicative and interactive than the panel discussion. The dialogue
sought to identify the linkages between diversity and access, and provided
the opportunity for more participants (including remote participants) to join
the live discussion. However, the new approach may have been more
successful in form than in substance, as the discussion seemed to do more to
refresh peoples’ memories than to inspire new ideas. It was argued that
multilingualism is more than written languages and extends to access and the
creation of content. For the analysis of diversity in the social, political, or
economic arenas, geography, culture, language and the script used to
represent the content should be considered.

Remote participation technology, despite problems of slow speed and

intermittent transmission, attracted participants from around the world and
significantly enriched the dialogue.
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There were 61 workshops held parallel to the main sessions, five of which
were on diversity. Among the pertinent workshops that submitted reports,
the Linguistic Diversity Dynamic Coalition’s session was important. The
Coalition adopted a set of detailed recommendations for the facilitation of
language diversity, such as writing a training manual in several languages
informing the general public about the stakes related to the presence of
languages in the cyberspace, and brought the recommendations forward to
the IGF as a whole.

Sharm El Sheikh

At the fourth IGF, access and diversity formed one main session that was split
into two sections. The section of diversity involved seven panellists from
international organizations, the private sector, civil society, and the technical
community, plus the Chair and the Moderator. The discussion focused on
diversity in language and access by persons with disabilities.

With respect to language diversity, the participants addressed character
coding, necessary application technology, IDNs and the generation of local
contents, with a focus on Arabic language and scripts. Egypt, the host
country, encouraged ICANN to accelerate its process on multi-lingualization
and to make it a priority in order to ensure the continued coherence of the
Internet.

What was new and somewhat inspiring to the audience was that ICANN
green-lighted the fast-track IDN country-code Top-Level Domains (ccTLDs)
process after almost 10 years of technology and policy development on IDNs.
Without prejudice to the ISO 3166 standard and other string requirements,
ICANN approved non-Latin character ccTLDs through compressed and
simplified policy development procedure in order to address the pressing
needs of the countries and territories that use languages based on scripts
other than Latin. An IDN ccTLD string must constitute a meaningful
representation of the corresponding country or territory name. It was
announced that Egypt’'s country-code domain name registry filed the first
application for a non-Latin script ccTLD.

With respect to people with disabilities, the discussion was informative and
insightful. The UN Convention for People with Disabilities and the MDGs
were cited to emphasize the rights of persons with disabilities to access and
express themselves on the Internet. In addition, the Dynamic Coalition on
Accessibility and Disability made a statement to address the need of the
people with disability. At the Chair’s request, the participants endorsed the
message by acclamation.

Among more than 100 workshops parallel to the main sessions, a few were on
diversity. The Workshop of Promoting Cultural Diversity through Cultural
Heritage in Cyber Space discussed the important role played by world digital
libraries in preserving cultural heritage. The Workshop of Global Internet
Access for Persons with Disabilities addressed the access challenges for
persons with disabilities, including the UN Convention for Persons with
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Disabilities and the specific measures that can be taken in order to implement
accessibility.

The remote participation facility was significantly improved in Sharm EIl
Sheikh. The entire meeting was webcast, with video streaming provided from
the main session room and audio streaming provided from all workshop
meeting rooms. All main sessions had simultaneous interpretation in all UN
languages. The online platform allowed for remote participants to interact
with the meeting. Unfortunately remote participation may not have reached
its full potential in some workshops due to unpreparedness of the organizers
or moderators. In some circumstances, questions and comments made via
online platforms were not responded to equally with those raised physically
in the conference room.

Assessment of Progress

The four-year old IGF is only an infant, but the discussion on diversity has
become gradually mature and forms the basis of future development. The
progress that has been made should be recognized.

Multi-Stakeholder Participation

The IGF discussions on diversity followed the WSIS principles and the
recommendations of the Tunis Agenda that the international management of
the Internet should be multilateral, transparent and democratic, with the full
involvement of governments, the private sector, civil society and international
organizations.” In the four IGF meetings, all stakeholder groups were able to
share their opinions on an equal footing. The discussion on IDNs, local
contents and digital media demonstrated that multi-lingualization of the
Internet is an integral part of a multilateral, transparent and democratic
process involving all stakeholders.

Multistakeholderism makes the IGF a unique global forum to bring UNESCO,
ICANN, private sector, technical community and civil society together.
Through multi-stakeholder discussion, each stakeholder group can see its
strengths and limits more clearly than before. UNESCO has the history and
mission to promote culture diversity, and adopted the Universal Declaration
on Cultural Diversity in 2001 and Convention on the Protection and
Promotion of the Diversity of Cultural Expressions in 2005, but it is relatively
new to the cyberspace. Involvement in the IGF discussion enabled UNESCO
to expand its ambit to the Internet and engage more stakeholders in
international cultural diversity programs. ICANN plays a significant role in
the Internet governance by managing the Internet domain name system, but
its technology and policy development was rarely scrutinized in a wider
global context. The IGF provided such a unique opportunity to place
ICANN'’s IDN program under the spotlight of the global diversity dialogue
and to enable the other stakeholders that had not been involved in the
ICANN process to make comments and contributions. The technical

* See the Recommendations of the Tunis Agenda in regards to Internet Governance,
paragraphs 29 and 53.
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community was inspired to engage in out-of-the-box thinking on technology
for diversity and to take social economic impact into account. Civil society
acquired the global audience for debates and deliberations on diversity
policy. It is hoped that, through the IGF diversity discussion, all the
stakeholder groups become more aware of the necessity of strengthening
cooperation with each other for the further development and deployment of
technical standards and policies on the Internet.

Capacity Building

The IGF discussion on diversity provided the opportunity for minority or
indigenous groups, disabled people or other disadvantaged groups to build
capacity for global participation by accessing new information and
knowledge, presenting their independent views, and joining cross-
stakeholder debates. It is inspiring to see that people who were unfortunately
disfranchised in other forums were able to be united and form a dynamic
coalitions at the IGF to advance their agendas even when the IGF was not in
session. The Dynamic Coalition on Accessibility and Disability and the
Dynamic Coalition for Linguistic Diversity are two prominent examples. The
former aims to facilitate interaction between relevant bodies, and ensure that
ICT accessibility is included in the key debates around Internet governance in
order to build a future where all sectors of the global community have equal
access to the Information Society. The latter encourages civil society, the
private sector, research institutions and NGOs, as well as governments and
organizations to adopt and implement measures enhancing equitable
multilingualism.

Enriching and Deepening Understanding

The IGF discussion enriched and deepened the multi-stakeholders’
understanding on key issues of diversity. Since the first IGF, the dialogue has
covered a widening range of topics, such as access to information, the creation
of content in local language, IDNs, improving and reviewing literacy, and
enabling people with disabilities. Through mutually-inspired cross-
stakeholder group discussion, new dimensions were presented to enrich
people’s understanding. For example, IDNs were identified as an important
issue for diversity from the beginning, but their limitations were revealed
through deepened discussion. Notwithstanding their importance for content
access and location, IDNs cannot substitute for content creation, nor can they
achieve their full potential until the needed standards and application
technologies are deployed. Similarly, the linkage between diversity and
access was gradually clarified through discussion. Consequently, in the two
most recent IGF meetings, diversity and access were merged into one main
session.

Looking Forward
Although it is important to recognize the progress that has been made in the
IGF diversity discussions, their imperfections should not be overlooked. A

Chinese adage says, “enlightened by looking at both side while benighted by
heeding only one side”. For the purpose of improvement or amendment, it is
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necessary to look at the “other side”. The following comments are intended as
constructive criticism for the betterment of the IGF.

“Renewing” the Discussion

While new information and case studies were presented, since the key issues
on diversity were identified at the inaugural IGF, there has not been enough
new thought, vision, or perspective over the past three years. The IGF
discussion on diversity should stimulate new thinking and move the
discussion forward. It is important to take stock and build on the previous
discussions, but not to repeat them. Compared with the other main themes,
the diversity discussion has been less dynamic and inspirational. For
example, in the thematic session of Managing Critical Internet Resources in
Sharm El Sheikh, another dimension of diversity acknowledged in WSIS
principles—diversity of choice—was raised. It was mentioned that the
Internet should remain open to new approaches, so long as they don’t result
in fragmentation. The handle system that had been used by the publishing
industry for 10 years could offer an alternative to the DNS system used
presently for the Internet. In addition, the discussion on IDNs went deep into
the diversity considerations of IDN management, which was timely for
ICANN's fast-track IDN ¢cTLDs and new gTLD programs.” The session on
diversity was comparatively static after four years, partially because there
were many old faces or insiders invited to present every year. Some people
have been invited to present on the panel two or three times now. New
people and fresh ideas should be introduced.

More Concrete Outputs

The IGF provides not only an open forum for discussion, but also a venue for
all stakeholders to collaborate on developing public policy for the Internet.
The Tunis Agenda says the IGF should identify emerging issues, bring them
to the attention of the relevant bodies and the general public, and, where
appropriate, make recommendations. Although the increased comfort with
the multi-stakeholder model is a kind of output, there have not been more
tangible deliverables. The IGF had not provided concrete advice or
recommendations to the relevant intergovernmental bodies and other entities
on the diversity issue. At the other international fora dealing with diversity,
the influence of the IGF may hardly be felt.

On the other hand, the deliverable outputs were not presented to the relevant
international or national policy bodies and the general public. All through the
four IGFs there were some brilliant statements or proposals raised, such as
the statement made by Dynamic Coalition on Accessibility and Disability at
Sharm El Sheikh, the suggestion to develop cultural policies in support of
multilingual contents that are not commercially viable in Athens, and the
proposal to set up a group to find solutions to releasing copyrighted materials
for local language use and for enabling disabled people in Rio de Janeiro.
Although the IGF has no intention to become a decision-making forum, the

° It was mentioned that new gTLDs and regional TLDs reflecting African values,
culture and history could be managed by people from the relevant countries and
regions. On the other hand, some speakers noted the importance of introducing
competition in the selection of the registry to run the new IDN TLDs.
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consensus reached through the IGF dialogues could indeed be helpful to
decision-making at the other fora.

In addition, the IGF could produce and offer useful capacity-building
outputs, such as off-line/online training and toolkits aiming at greater
awareness and better understanding of diversity issues to facilitate national
and international public policy making.

Better Organization

The IGF has grown into large-scale global meetings. Every time there has
been thousands of participants. But although the meeting format has been
improved to allow more communications between the panellists and
audience and more effective remote participation, the discussions could be
more responsive and interactive among the panel and the audience. If the
moderators could intervene appropriately in a timely manner, each issue and
question would be responded to and panellists would not talk to themselves.

If the IGF were equipped with more resources and staffing, its meeting
preparation could be more professional. It has been suggested that those so-
called preparatory or organizing meetings well before the pertinent main
sessions should be open to the relevant stakeholder groups, rather than
excluding the organizations that had been involved in developing the themes,
topics and programs from the beginning.

With respect to the program, there should be more panellists presenting from
the users’ prospective on the diversity panels. The IGF has emphasized the
importance of fully engaging those whose primary interest is the use of the
Internet, and has stated that its discussions are relevant to the users’ interests
and concerns.

Conclusion

The IGF is a unique place to discuss diversity issue. As a multilingual,
multicultural and multi-stakeholder global dialogue forum, its diversity is
self-evident. Multistakeholderism allows all groups to present their diverse
opinions in the same forum. Many of the diversity issues addressed are not
being discussed effectively anywhere else. Segments of the issues were being
discussed elsewhere, but their totalities. Most importantly, there has never
been a global forum to accommodate all aspects of the diversity discussion,
from indigenous cultural heritage to IDNs, from international law to national
policy, from the facilitation of people with disability to the generation of
Internet contents in local language. At the IGF, all these seemingly unrelated
topics were discussed together by various stakeholder groups. Despite the
difficulties and challenges, the IGF discussion on diversity is significant to the
development of global Internet governance. It is hoped that the IGF will
move the discussion forward to enhance cooperation between stakeholder
groups and influence the development of public policies for the Internet.
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Access:

The First and Final Frontier

Willie Currie and Anriette Esterhuysen

From the outset of the World Summit on the Information Society (WSIS)
process, expanding access to the Internet was identified as a fundamental
challenge to achieving an inclusive information society. For developing
countries it was the primary rationale for getting involved in the WSIS
process in the first place. The Geneva Declaration states that “Universal,
ubiquitous, equitable and affordable access to information and
communication technology (ICT) infrastructure and services, constitutes one
of the challenges of the Information Society and should be an objective of all
stakeholders involved in building it.”* It is therefore not surprising that the
Tunis Agenda for the Information Society includes access in the mandate of
the Internet Governance Forum (IGF). Paragraph 72 e) requires the IGF “to
advise all stakeholders in proposing ways and means to accelerate the
availability and affordability of the Internet in the developing world.”

One of the questions that has been posed over the last five years is how
effectively the IGF has played this role. If one looks at the transcripts and
summaries of the main sessions on access at the IGF over the last four years, it
is evident that a great deal of advice has been exchanged by stakeholders
from governments, the private sector, civil society and international
organizations. Yet, it is difficult to establish its impact. As a space that exists
primarily for policy dialogue on Internet governance, the IGF has no
mechanism to negotiate uptake of advice by stakeholders. Nevertheless the
main sessions and open dialogues on access provide a rich vein of thoughtful
debate, statements and arguments about the best way “to accelerate the
availability and affordability of the Internet in the developing world.” They
are also interesting in that they reflect difference in perspective, e.g. between
civil society and business, and demonstrate, over time, a trend towards
greater consensus.

Over the four years of the dialogue on access at the IGF, the discussion shifted
from a focus on specific challenges and solutions, such as international
interconnection costs and Internet exchange points (IXPs), to more general
and structural factors such as policy and regulation and their role in ensuring
that markets are both enabled, and effectively regulated. A key cross-cutting
thread was the importance of competition in driving down the cost of access
and of open access models to increase access to the Internet through enabling
innovation, and localised solutions. The tension between whether access will
be addressed most effectively by 'the market' alone, or by public sector-led

* Paragraph 21, Section B2 of the Declaration of Principles, “Building the
Information Society: A Global Challenge in the New Millennium”, 12 December
2003, available at, www.itu.int/ wsis/docs/ geneva/ official / dop.html.
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initiatives largely dissolved over time as consensus emerged that a
multiplicity of interventions and roles are needed.

Yet it also emerged that policy reform does not always lead to increased
access, usually because of a backdrop of poor governance. Like other
development challenges such as health, education, and food security,
addressing Internet access has economic and political dimensions.

This assessment of how the IGF has addressed access draws on the invaluable
transcripts® of the main sessions provided by the secretariat and lets
stakeholders do the talking. It captures the voices of participants in their own
words to demonstrate the diversity of positions that have been debated over
the four years of IGF access sessions. Following this sampling of viewpoints
and voices on access, we reflect on what progress has been achieved in terms
of clarifying issues, promoting understanding, and identifying options for
meeting the challenge of 'access for all' to the Internet. We conclude by
suggesting an approach for taking the issue forward.

Athens

Ulysse Gosset, a broadcaster from France 24 Television, opened the main
session on access in Athens by noting that “when we talk about broadband,
the digital divide is enormous, it's an abyss. Sixty percent of Americans and
Europeans have access to broadband and only forty percent in Asia. And 0.1
percent of Africans have access. So there is a genuine lack of equality in
access.”

The access session took forward the WSIS debate on International Internet
Connectivity (IIC) that was the focus of paragraph 50 of the Tunis Agenda,
which acknowledged that “there are concerns, particularly among developing
countries, that the charges for international Internet connectivity should be
better balanced to enhance access.” The debate on the issue began when Juan
Fernandez, from the informatics and communications industry in Cuba,
stated that, “the main obstacles to access to the Internet are hunger, lack of
education, discrimination and exclusion. So those who are ill, those who are
hungry, those who are illiterate, and those who are excluded from everything
also would be excluded from new technologies and from the Internet.” He
went on to say that “once the underdeveloped countries have undertaken this
tremendous effort and sacrifice to create the minimum conditions for them to
be able to connect up to the Internet, then they find themselves confronted
with a situation where they have to pay for the connection up to the Internet
at the same level as the developed countries....And these poor countries seem
to be financing the Internet by this system.” This point was taken further by
Kishik Park, chairman of ITU-T Study Group 3 and head of the IPv6 Forum in
South Korea, who said that “..several years ago, some international
interconnection rate was set..about five billion US dollars developed
countries paid to developing countries. But at that time mostly we were using
some accounting rate system. ..What happened these days? Now, about three

* The Internet Governance Forum website carries the transcripts of the main sessions
on access, www.intgovforum.org/cms.
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billion US dollars every year, developing countries are paying to developed
countries.”

These viewpoints were challenged by Sam Paltridge, communications analyst
in the division of information, computer and communications policy of the
OECD, who said that, “if you look at the most recent data, it shows out-
payments increasing to a number of countries, and to Africa as a whole. And I
believe that this is probably because of the growth of mobile communications
in Africa..there was never actually a strong relationship between
telecommunication development and the amount of settlements that were
paid. There is a much stronger relationship for development with reform to
telecommunication markets.” Craig Silliman, deputy general counsel of
Verizon Business, took the point further to say that regarding the cost of
international interconnecting links...the Internet is a network of networks,
which means when you are buying interconnectivity on a global basis, you
have a choice of literally dozens of providers in a market that is intensely
competitive. We have seen prices drop in this market by over 90% over the
last couple of years.”

The second issue that received attention was the question of the value of
Internet Exchange Points (IXPs) for keeping Internet traffic within a
developing country to cut down on the cost of international transit through
developed countries. Mouhamet Diop, secretary general of ISOC Senegal,
gave the example of Senegal where Somitel, a subsidiary of France Telecom
provides Internet access to more than four other countries using SAT3. “All
these countries pay for access to the Internet through local transit in France.
So all this is going out of Africa for a service that remains in Africa.” The
solution to this problem is for developing countries to set up IXPs and Bill
Woodcock, research director at Packet Clearing House, gave the example of
Indonesia where “APGI, the Indonesian ISP Association has got an exchange
point going in Jakarta. They have 110 Internet providers interconnected there.
It's one of the largest exchange points outside of the five or six largest
developed countries.”

The question of the relationship between the market and the government
with respect to access came under focus. Milton Mueller, a professor at the
Syracuse University School of Information Studies and a partner in the
Internet Governance Project, made the point that “we’re basically talking
about universal service, about the classic division between the dynamism of
the market to get you about 80% of the construction of the infrastructure, and
that there is always a role for governments and subsidies and redistribution
for filling out anywhere from 2% to the final 20%, depending on what kind of
country and what kind of economy you're dealing with.”

Vincent Waiswa Bagiire, director of the Collaboration on International ICT
Policy for East and Southern Africa, gave the example of the East African
Submarine Cable System (EASSy) in which the World Bank was willing to
provide funding to a private sector consortium provided they undertook to
allow open access to the cable to bring down costs and not establish a
monopoly, as was the case on the west coast of Africa with the SAT3 cable
and the high costs of access associated with monopoly provision. Parminder
Jeet Singh, executive director of IT for Change in Bangalore, argued that “at
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the international level, we think the default ICT policy globally has been set to
a private sector default..We want to bring back the balance between the
public and the private in ICT policy, because that’s a very important issue for
development and the proper role of public investment and public regulation
has to be established.”

Bill Woodcock said that the most important issue confronting access to the
Internet is the monopolization of the local loop...And I would really like to see
the local loop, the right of way opened up to access by those who would put
in new fiber networks.” Milton Mueller challenged this point saying that
“you can’t regulate a loop if there is no loop. For many parts of the world, the
question is not how we regulate the local loop. It's how do we build a local
loop. And frequently you can build obstacles to the creation of infrastructure
if you focus on exporting western models which presume a monopoly,
universally covered infrastructure and you are trying to regulate access to it
to allow other competitors to enter, then you have a completely different
problem when there is no local loop and you have to build one.”

A number of speakers emphasized that access was not just about
infrastructure but also about the capacity to use it. Hugo Lueders, secretary
general of the European e-Skills Certification Consortium, said “there is a
world beyond the cable...there are real issues of formal and informal
education” and gave the example of the Athens e-skills declaration of 2002.
Georg Greve, president of the Free Software Foundation Europe, made the
link between freedom, openness and access and argued that it was important
to have “the freedom to adapt your software to your local cultural context,
through your language, that you can change it so that the users in your
country can actually use it. Free software is defined by the four freedoms:
unlimited use for any purpose, the freedom to study, to modify and to
distribute.”

Rio de Janeiro

Helio Costa, minister of communications in Brazil, introduced the access
session in Rio de Janeiro by posing the question of “who may be the next
billion people to be connected to the Internet? How do they differ from those
who are already connected?”

Mike Jensen, independent Internet and telecom consultant, identified the goal
as “affordable universal broadband - affordable for the next billion, the
bottom of the pyramid, and universal in terms of complete coverage across
the world or across every nation.” He highlighted five things to be done to
achieve this goal:

» More competition and innovation in the Internet and telecom sector;

=  Much more backbone fiber, national and international;

* More effort to build demand, especially by national governments to build
useful local applications;

* Improved availability of electric power;

» Better indicators for measuring progress.
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Valerie D’Costa, program director of infoDev, reflected on three points to be
considered in connecting the next billion. She said “we should think about
what the user interface device should be and particularly the promise of
mobile and wireless technology. She argued that “one of the learning points
about better serving the next billion users is to listen better to what they need.
A lot of discussion centers around how to get broadband connectivity to the
under-served But less attention is paid to what those villages will use a one
megabit line for”. She said that we need “to expand the evidence base
showing the causal link between ICTs and development, between technology
and development, between the Internet and development.” Sylvia Cadena,
project coordinator of a Latin American community wireless initiative,
presented a perspective of people working in the field of community wireless
networks and argued that in addition to applied research into wireless
technologies and better attempts to integrate community wireless networks
into regulatory processes, that reforms were needed in four areas to enable a
wireless network to serve a rural community - certification, regional
integration, a change in attitude to rural communities to stop treating them
as the exception to the norm, and making services with greater demand in
rural areas like voice, messaging and emergency communication for disaster a

right.

Anita Gurumurthy, executive director of IT for Change, argued that it was
important “to see ICTs not just as commercial or business infrastructure but
also as development infrastructure, where the public interest is clearly
separated from the rest, just as it is in the case of public health or public
education. Basic access calls for the essential role of the state in creating that
comprehensive ecosystem which makes access meaningful...It is the nature
and manner of use of technology by communities that needs to determine
infrastructure policies and frameworks of governance. So far the business use
of technology has monopolized policy frameworks...We need to think of the
6.6 billion people in the world and not just the next billion.”

Jacquelyn Ruff, vice president of International Public Policy and Regulatory
Affairs at Verizon, posed the question of “what is it in terms of a policy, legal,
and regulatory framework that will help draw capital to the areas, especially
in the developing world, that need it in order to get to the next billion? The
factors to consider include is there a transparent and stable regulatory
environment; respect for the rule of law; openness to foreign investment; a
commitment to encouraging competition; good licensing and spectrum
allocation procedures, a flexibility for innovative services, such as Voice over
IP and finally an environment that enables local developers to create
attractive and useful content?”

Radhika Lal, policy adviser on ICT for Poverty Reduction, UNDP, argued that
“we don’t just look at all the sort of blockages on the supply side, but we need
to bring the consumer, the citizen back in. What is the role of the state in
terms of looking at the demand side? Countries like Estonia where access to
the Internet is a right has meant very high rates of penetration and dynamic
business growth. So these things don’t need to be antithetical. It's possible to
have a very strong empowerment and rights-based framework and yet create
the conditions for very strong private sector development.”
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Hyderabad

Kiran Karnik, founder-director of ISRO’s Development and Education
Communicational Unit, opened the access main session by remarking that
“nothing could be more important than to discuss in this IGF the ways and
means by which we can increase that access and move not just to the next
billion, but the next billions.” Shri S.K.Gupta, adviser to the Telecom
Regulatory Authority of India, said that “we need to understand who are
these next billions? They are a sizable but less affluent population spread
mainly in rural and semi-rural areas, economically not strong, young, with
aspiring futures, maybe having limited exposure to Internet or computer or
ICT applications. The next billion will demand access networks with
enhanced capabilities and widespread applications and services of perceived
utility, supportive regulatory and policy frameworks, and collaborations
across industry to support different applications, like e-commerce, e-
governance, e-education and e-health.”

Peter Hellmonds, head of corporate social responsibility, Nokia Siemens
Networks, made three points: “first, for there to be increased access, we need
a sufficient supply and an effective demand. And a functioning market that is
competitive is very essential as competition drives down prices, it increases
choice and it expands access. Second, simply building networks alone is not
sufficient as there are other factors affecting demand, such as the awareness
of people, their incentives, their motivation and their capabilities. Third, next
to the increased coverage of networks and capacity building, the ability of
applications that need to be adapted to the needs of the end users including in
rural areas is key to improving the development outcomes.”

Alison Gillwald, director of Research ICT Africa, noted that “the evidence of
policy failure in increasing access to the Internet in Africa was often as a
result of poor institutional arrangements and poor governance. If there are
any lessons for Internet governance from telecom reform, it’s that you simply
can’t graft reform onto existing governance systems. They have to be owned
and developed organically. The failures of market reform in
telecommunications and the resulting high prices they have produced are
because the reform model has neither become a market model nor remained a
strong public utility but remained somewhere in between. With the emphasis
on markets and competition, one asks, if the evidence is so strong that
competition policies produce results, why has it not been done? If it creates
demand and brings down prices, why hasn’t it been done? And that’s really
a political challenge, it's not an economic challenge, that one has to look
towards governance systems and how one might reform those. It's not that
markets are not working in Africa but we don’t have working markets
because they are not fully competitive.”

Brian Longwe, director of the African Internet Service Provider’s Association,
gave the example of the money transfer system called M-PESA that Kenyan
mobile operator, Safaricom, introduced which has reached four million
subscribers in two years. Part of M-PESA’s success was because “financial
and communications regulators in Kenya decided not to subject M-PESA
through treating their services as a bank but chose to perceive M-PESA as a
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non-bank payment service. Regulators can either promote innovation, access
and development or hinder it.”

Anriette Esterhuysen, executive director of the Association for Progressive
Communications, raised the issue of the social impacts of access: “when we
talk about access and filling the access gap, are we talking about creating
more consumers of telephony and Internet services or are we also talking
about creating citizens, creating empowerment, entrepreneurs, researchers?
The Internet is not populated by passive users who wait for other people to
generate useful content. What has been responsible for the explosion in
Internet usage and social networking platforms and multimedia is users
creating content that is relevant to themselves and those they associate with.”

Sharm el Sheikh

Hopeton Dunn, director of the Caribbean Program, Telecommunications
Policy and Technical Management, University of the West Indies, introduced
the main session on access at Sharm El Sheikh by remarking that, “when we
speak about access, we are speaking not only about the physical ability to
connect to a network, but about a great range of additional means by which
access is to be attained such as financial access, the ability of people to afford
the content, to afford the connectivity. We are talking about the essential
activity of literacy to access, including information literacy, all the cognitive
skills associated with being able to use the network. We are talking about
access to relevant content, to institutional support, including political access

and a voice. We are talking about linguistic access and access by the
disabled.”

Ben Akoh, program manager of the Open Society Institute of West Africa,
argued that “spectrum is the lifeblood of infrastructure, of
telecommunications, of access eventually”. He said “we must begin to see
spectrum and its management as a major component of access by reclaiming
unused spectrum space, effectively leveraging the benefits of digital
dividends arising from digital migration and specific advocacy and policy
recommendations need to be made about how this is handled...Access to
spectrum should be couched under the themes of access to information and
freedom of expression.”

Pierre Dandjinou, CEO of Strategic Consulting Group in Senegal and Benin,
motivated for a switch in the connectivity paradigm to address mobile
broadband in Africa. African countries need to work out the best market
structure for mobile broadband, the best use of spectrum for mobile
broadband as well as the role of governments and regulators to make it
happen. In addition high taxation on mobile services should stop and an
effective strategy to produce reliable power supply developed.

Mohamed El Nawary, vice president of Telecom Egypt, highlighted the
significance of submarine cable infrastructure to the Middle East and Africa
and the importance of a diversity of cables and routes across the
Mediterranean. He noted that, “much of the world’s IP transit is happening
here which raises the issue of cost and the need to review IP transit versus IP
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peering. With enough traffic happening in this region, we wonder if very
soon this will become an important enough network access point for the rest
of the world to consider peering with us and hence reduce our cost of Internet
access.”

Ernest Ndukwe, CEO of the Nigeria Communications Commission, argued
that “for many developing countries, the last mile or last meter access to the
Internet has to be wireless and it is important that last meter access is
developed side by side with national and regional backbone infrastructure to
ensure affordable bandwidth costs, interconnection, interlinking and peering.
I recently launched a campaign for what I termed fiber without borders.
Africa today needs optic fiber highways crisscrossing the continent. There is
no doubt that if this happens, this will help aggregate African data traffic,
reduce costs of access, increase regional transit footprints, encourage regional
peering, facilitate development of local content and enhance the contribution
of Africa to the knowledge resource on the Internet.”

Ermanno Pietrosemoli, president of EsLaRed in Venezuela, examined the use
of low cost solutions for connectivity in developing countries. He said that for
rural areas WiFi solutions can be easily modified to provide connectivity to
rural villages even at long distances as compared to more expensive WiMax
and cellular solutions. He said that “in the quest to see how big a distance
could be reached, we made an experiment in April 2006 where we were able
to take advantage of a clear line of sight between a mountain that is 4,300
meters high and a hill that is 125 meters and we were able to span a distance
of 280 kilometers with just normal off-the-shelf WiFi gear and external
antennas.”

Rohan Samarajiva, chair and CEO, LIRNEasia, drew attention to “two
experiences that we have had in the last 10 to 15 years. The extraordinary
success is mobile telephony. Because we licensed a large number of
companies in certain countries, we now have a situation, for example, in India
where we are connecting 15 million people a month. We have a situation
where affordability is now becoming not a problem. In India, in Bangladesh,
in Pakistan, a mobile phone is extraordinarily affordable. The prices, the
ARPU (the average revenues per user) are below $5 and the companies are
making profits and investments. What we need to do is to develop
government policies that will leverage this model to the broadband arena.
When it comes to universal service, which is the abject failure, there is no
country that I know of where this has worked well. We have $4billion
unspent in Brazil. We have $4billion unspent in India. So the model will be
served by reducing taxes and by freeing up frequencies, by focusing on the
business approach of a budget telecom network model and the government
action that can support it rather than pure government action alone.”

Assessment of Progress
The access debate at the first IGF in Athens paid considerable attention to
international interconnection costs and IXPs as issues that affects the

affordability of the Internet. While the two poles of the debate around
Internet interconnection costs were explored, there was no resolution of the
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issue and it is interesting that it did not surface much in the access sessions of
the following three years. Does this suggest that the topic does not really have
‘legs” and is an issue that can be parked as unresolved but not resolvable?
Perhaps.

A key observation from the second IGF meeting in Rio de Janeiro was the
semblance of convergence of opinion and recommendations on how the
availability, accessibility, and affordability of the Internet can be improved
upon in the developing world. Three main areas in which opinions were seen
to converge were identified: first, there appeared to be agreement that the
competitive market model has been effective in increasing access in
developing countries. There were therefore calls for policy coherence in the
telecom sectors of developing nations — specifically “for the principles of
competition to be consistently and evenly applied to all areas of the telecom
sector”.

Second, there was recognition of the applicability of collaborative models,
with an emphasis on the roles of the public sector and communities, for
providing access in areas where traditional market models seem to have
failed. Such areas include rural and other under-served areas where the
participation of diverse network operators and providers - including
municipal government authorities, co-operatives, and community operators
has contributed to increasing access. There were therefore calls for the review
of policy and regulation, and the establishment of incentives to facilitate
increased participation by this cadre of operators.

Third, there continues to be conviction and consensus on the potential of ICTs
as tools for development — particularly at the level of rural and local access.
ICTs can be used in increasing accessibility to healthcare and education; they
can help in decreasing vulnerabilities and improving citizen engagement with
governments and their institutions. There was a therefore a call for the
promotion and adoption of a multi-sectoral approach in achieving universal,
affordable and equitable access. Specifically mentioned was the integration of
ICT regulation and policy with local development strategies, as well as the
exploitation of complementarities between different types of development
infrastructure (for example transport networks, water pipes/canals,
power/ electrification, communication etc.).”

The access debate in the third IGF at Hyderabad picked up on some of the
issues raised in Rio, namely, that if most people think that competition has
resulted in lower costs of communication why has this not been uniformly the
case, especially in Africa? The answer seemed to be that the competition
dimension of communications reform often ran into problems of governance
in developing countries. There was insufficient political commitment to
competition by developing country governments, and “it’s not that markets
are not working in Africa but we don’t have working markets because they
are not fully competitive”, Alison Gillwald argued. This suggests that where
there is failure of the policy to extend affordable access to the Internet, the
problem may lie at the doors of governments that do not implement

* Abiodun Jagun, “Building Consensus on Internet Access at the IGF,” APC, May
2008, at, www.apc.org/en/system/ files/ APClssuePaper_200805_IGF_EN.pdf.
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communications reform effectively to increase access for citizens and reduce
the cost of communications for consumers.

The access session at the fourth IGF in Sharm El Sheikh was notable for the
emphasis placed on the importance of mobile as the path to broadband access
to the Internet in developing countries and the need to allocate spectrum
effectively to do so. This was coupled with two innovative interventions: the
notion of fiber across borders in Africa and the budget telecom network
model developed in South Asia.

Over the four years of main sessions and open policy dialogues on access, the
issue of Internet access has been explored from the last mile or meter through
national backbone networks to international fibre optic cables. Suggestions
have been made on reducing costs by implementing IXPs to keep local traffic
local, and the question of international interconnection costs has been debated
back and forth. Stakeholders have emphasized that it’s not just about the
supply of the cable, a matter of physical infrastructure but also about building
the capacity to use the networks and to develop local content in local
languages to build demand. And it has become clear that mobile broadband is
the way forward in developing countries, based on increasing competition
and reducing costs for low-income users and allocating spectrum to increase
mobile broadband use. In this process, national and international broadband
networks operating on open access principles become ever more important to
enhance fibre across borders. The question of power supply becomes integral
and with it multi-sectoral approaches to exploiting complementarities
between different types of development infrastructure like transport
networks, water pipes/canals, power/electrification, and fibre cable
networks. Linked to this, and not sufficiently explored at the IGF, is the
importance of wusing renewable energy resources when expanding
infrastructure.

Taking the Issues Forward

The dialogues on access to the Internet at the IGF discussed here started
during an Internet and telecoms boom (2006) and continued into a period of
global financial crisis (2009). It is interesting to see that many of the points
made by stakeholders in the debates are to do with the proper role of the
public and private sectors with respect to increasing universal affordable
access. While the value of competition as a spur to access was acknowledged,
the role of governments with respect to development and governance was
also emphasized. A key point coming through the debates was that the role of
governments and of the market doesn’t need to be at odds. “It’s possible to
have a very strong empowerment and rights-based framework and yet create
the conditions for very strong private sector development,” in Radhika Lal’s
words. This fits with the lessons of the financial crisis---that regulation
matters, that markets need clear and simple rules and the interplay between
governments and markets is crucial.

The way forward on access to the Internet is to explore this dynamic further

and the IGF dialogues should continue to expose new thinking and positions
to support the achievement of universal affordable broadband as a right of
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citizens of developing countries in the near future---to push beyond the final
frontier where there is Internet for all. Strengthening the development
agenda in the IGF can make it a valuable forum for exploring how issues that
are of concern in developed countries, such as network neutrality, can impact
on access in the developing world where it is often not discussed.

The IGF would do well by focusing on different forms of access, e.g. public
access and the role of public institutions in providing access. It could place
greater emphasis on approaching access from the perspective of social and
economic, cultural and civil and political rights. One pitfall that the IGF
should avoid at all costs is to make the assumption that equitable access is no
longer a priority. This is refuted by the evidence of a growing broadband
divide, and of access gaps remaining even in countries with extensive
infrastructure. As more and more social, economic and political transactions
and relationships take place, at least in part, on the Internet, the importance of
access will increase.

Conclusion

The IGF has been an extremely valuable space for broad-based discussion of
access. That the impact of this discussion is hard to measure does not detract
from its value. Dialogue, and the diversity of discussion enabled by the IGF
format (workshops that drill down into specific areas and main sessions
which provide a broad overview of a theme) contributed to building
understanding on key issues, such as the role of policy and regulation, of
market failure, and of the potential for local initiatives and innovative
business models.

But there were also gaps. The lack of competition in international fibre and
satellite connectivity has not really been addressed. Nor has the impact of
vertical integration in the mobile industry. There is an assumption that 'any’
access is better than 'no access at all’; an assumption that should be examined
much more carefully. Ongoing and new exclusions based on age, gender,
ability, and class should also receive more attention. As stated above, a
'rights-based' approach to access has not been given much consideration.
Many participants, including from governments, appear to feel threatened by
the language of 'rights'. They should view it as an opportunity for
strengthening a public interest approach to Internet governance. Now that a
country like Finland has made broadband access a 'right' more government
will hopefully be open to this approach.

Probably the primary weakness has been not so much in the discussion itself,
as in the limited participation of developing counties. Unless people from
those parts of the world where access is still limited and very expensive join
the debate, the potential of this forum to inform, connect, and inspire will not
be sufficiently realised. Regional IGFs are filling this gap, but they often lack
the participation of people who are not yet connected.

While there is more emphasis on a development agenda in the IGF, growing

this process will not be easy, and ultimately it has to be led by developing
country participants and take place at regional and global IGFs. It should also
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include those communities within the developed world who still lack access.
We need the voices of the people who still experience the consequences of not
having sufficient and affordable access inside the IGF to make sure the topic
remains alive and the dialogue relevant.
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Security:

The Key to Trust and Growth of the Internet

Alejandro Pisanty

The subject of Internet security has been scrutinized throughout the World
Summit on the Information Society (WSIS) process (2002-2005) and
subsequently in the Internet Governance Forum (IGF). In the IGF, Security
was selected---along with Access, Openness, and Diversity---as one of the
four main themes for discussion; a fifth, Critical Internet Resources, was
added subsequently.

Security is a concern for many people and organizations involved in and
around the Internet — in its operation, usage, service delivery, and standards-
setting environments. The Internet Engineering Task Force (IETF) has long
had the norm that every Request for Comments (RFC) must contain pertinent
security considerations for the standard to which it refers.

A related concern is trust: a lack of security can undermine trust on the
Internet and make people refrain from using it actively in order to reap the
benefits of the Information Society. This is one of the reasons that WSIS paid
so much attention to security.

Security was in the minds of the creators of the Internet. The basic design was
that the network itself would be mostly open, and security mechanisms
would use the efficiency of the network to protect the information through
appropriate cryptography, which was already available.

As the Internet expanded, especially after the invention of the World Wide
Web, millions of people with little or no computer experience became Internet
users. Numerous mechanisms to abuse, circumvent, or social-engineer the
security mechanisms appeared as well. Also, as more and more forms of
human conduct were translated to the Internet, malicious behaviour was
adapted and many forms of fraud and other crimes were taken into the
networks.

Security has been treated with attention in the IGF. Every meeting of the IGF
has had one main session dedicated to security, either on its own or in
combination with other themes like privacy and openness. The
Multistakeholder Advisory Group (MAG) of the IGF has taken great care in
calling together qualified speakers from many different functional
communities and geographies for these sessions. Furthermore, a large
number of workshops on security and related issues have taken place.

In the following, a summary is presented for the main session discussions on
security at each of the IGF meetings from 2006 to 2009, complemented by
elements from the workshops. The Hyderabad session of 2008 is given a
slightly different treatment because it had already absorbed two years of
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development of the IGF, so it showed some effects of the previous years’
discussions, and also two years have passed since the session and therefore
we can begin to identify its impact. This is followed by a brief analysis of the
dialogues in the IGF, as well as some recommendations for the future
treatment of security in the IGF.

Athens

The discussions about security in Athens were exploratory in many senses.
This was the first IGF meeting, so although speakers were experienced in
their fields and many had already met, the discussion context was new. The
combination of speakers and the purpose of the meeting were equally novel.

The session covered a large number of subjects; many were dealt with in
some depth while others were barely mentioned, due mostly to time
constraints. The relationships between these subjects are complex and
therefore the discussions touched upon many different issues.

This free flow of conversation allowed many unplanned topics to emerge.
Several security issues were first treated in the IGF in this session, including
stakeholders’” roles and the problems they face. Other problems discussed
were definitions and status of Internet security, cooperation, and the
relationships between security and other aspects of the Internet and the
Information Society. A more detailed breakdown follows:

A lively discussion took place. One speaker described his view of the main
factors of Internet security that need attention, which are availability of the
network, integrity of transmissions over the network and confidentiality of
communications, especially in the face of intelligent adversaries trying to
break these three features. Another speaker added that a key issue for
security is that violations are now made for financial gain, and no longer for
technical prestige. A third speaker noted that many measures intended to
increase security are taken at the expense of privacy.

A workshop before the main session discussed the security-privacy nexus and
its relationship with identity online. In this view, security and privacy
protection have to be built together, since privacy is essential for individual
freedom in a free and open society. A panellist mentioned that not only
actions of criminal individuals should be considered; he also stressed “threats
from the state, from states which use information technology to settle
accounts [and...] criminal action by governments.”

Several speakers argued in favour of a proactive instead of reactive approach
to Internet security; for looking into the future threat landscape. The need to
consider continuity of operations as a priority was stressed. Some participants
also emphasized both the need and the difficulty of reconciling legal
frameworks among countries, a task with which the European Union has had
intensive experience.

In contrast, another speaker espoused moving away from the plethora of
problems and looking instead at the positive side. In his view, while not
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denying the problems, there are more successes than failures in Internet
security, as proven by the fact that extensive transactions, including e-
commerce, take place on the Internet. He said that security is not only a
question of technology; a holistic approach is needed, in which people are
included and considered, since people themselves are often the weakest links
and the cause of security breaches.

Looking at responses to security threats, others spoke about the work of
Computer Emergency Response Teams (CERTs) and cooperation among
them as part of the framing of the subject. Yet another speaker stated that
international cooperation among governments alone may first worsen some
problems before producing improvements, because this form of cooperation
could overrule other collaborations that already take place.

Reports made in the meeting showed that at the time there was a transition in
response depth and promptness of some countries’ CERTs and ISPs, with fast
improvement in tracing and stopping spam and phishing as well as virus
spread. This was achieved by intensifying purposeful cooperation, mostly
among business, academic and technical stakeholders.

The discussion took up the question whether governments should establish
policies and procedures with respect to the responsibilities of providers, the
software industry, and all other players in the field. Among the responses,
two contrasting viewpoints were offered. One was that users should (almost
forcibly, as in the case of “Internet drivers’ licenses”) receive basic training
about security. The other was that the open nature of the Internet would
make it very difficult to impose education on all users.

A round of discussion centred on the roles that governments can take in order
to foster or improve Internet security. Options discussed included
responsibility for critical infrastructures; legislation on behaviours which
should be criminalized; coordinating security measures among sectors
including business, academia, and civil society; and undertaking regional
cooperation. Further, the European Union’s Cybercrime Convention and
threats from and against the state were mentioned.

All speakers agree that Internet security can only be approached by the
cooperation among stakeholders, both in their own countries and across
borders. Some stated that high levels of cooperation are already taking place,
within countries and internationally. What may be lacking is cooperation
across sectors, i.e. governments, the technology community, the legal
profession and legislatures, regulatory experts, businesses, and others.

A further insight on cooperation in Internet security was provided by one
speaker: the forms of cooperation prevalent between network providers,
specifically telephony providers and carriers, who own and control their
networks, do not map easily to the Internet. The Internet demands
cooperation far beyond what has been practiced among traditional network
operators. In addition, cooperation with and among developing countries has
to include creating security awareness among decision-makers, as well as
capacity building.
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It was suggested that a top-down approach to introducing secure conduct for
all stakeholders will take too long and probably not succeed in the end. A
bottom-up approach including a code of conduct must be tried. This
approach was further enriched with a call to share best practices and technical
arrangements, such as the ones used in Canada at the time of the meeting to
fight botnets and spam.

Other examples of cooperation among WSIS stakeholders cited include the
OECD anti-spam toolkit, described as a starter set for policies; the Anti-
Phishing Working Group (APWG), and the Mail Anti-Abuse Working Group
(MAAWG). Both working groups are based on cooperation among many
sectors, among which are CERTSs, service providers, software companies, and
in some cases law-enforcement authorities. The success of the APWG and the
MAAWG arises from their lightweight, multistakeholder, problem-oriented
memberships and missions, and the focused cooperation among their
members.

Throughout the session, speakers and participants showed some of the
known problems in Internet security and the ways in which they are being
addressed. While this was not a technical or a training session, the depth of
the problems and the combination of power and limitations of some solutions
were described.

An important component of many solutions to security problems is the
development of public-key cryptography and the accompanying credentials
and certificates. These are used for providing electronic signatures and proof
of identity in order to increase the security of some systems. Speakers stated
that the development and implementation of these and other solutions are
best left to the technical, academic and private sectors, whereas laws and
policies are the responsibilities of governments. Mulstistakeholder
cooperation enhances effective solutions.

Contributions from speakers through remote participation brought up a fresh
variety of issues such as electronic identification and authentication as well as
the effect of open standards on Internet security. Resonating with the open
standards or at least an “open approach”, there followed statements that
openness contributes greatly to Internet security whereas “security by
obscurity” does not. This links to the “Openness” and “Diversity” themes of
the IGF.

Interoperability and diversity provide both challenges and improvements to
Internet security. The technical nature of these issues is addressed in technical
standards-development organizations (SDOs). A productive discussion of
these issues in the IGF, therefore, can concentrate on general ideas which
could feed the technical and democratic processes of the standard-setting
communities.

A closing round touched on the value of the session and of the IGF itself. The
wide range of views was found to be exciting; it is agreed the added value of
the IGF is in bringing together parties that don’t usually get together. The
knowledge obtained during the discussions in the IGF can then be taken to
other areas where decision-making bodies actually meet. The emerging view,
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picked up by the Chairman of the session, is that the wide range of subjects
raised can feed into adaptable systems to find solutions. Bringing together all
stakeholders can help each of them do his or her job more effectively.

Rio de Janeiro

The security discussions in Rio de Janeiro picked up various themes from the
Athens meeting, with some repetition as well as progress in identifying
problems and questions more sharply. The panel opened by stating that clear
thought about security requires defining the object to be secured.

The speakers discussed both individuals’ and organizations’ security, as well
as problems that arise from the perspective of national security. The notion of
security about which the IGF speaks remains very open. The discussions can
be grouped together in roughly the same format as in Athens.

Concepts of security expressed during the meeting included:

= “Security as control of the future”, adjusted by views of what is being
secured (an individual’s information, a country’s assets) and the openness
and creativity, therefore unpredictability, of the Internet

=  Trust and confidence in commercial transactions
* Reliability
* Resiliency of networks

» National security, with implications for Internet-mediated attacks on vital
infrastructures of countries

» Security of the “end point”, computers and devices connected to the
network

= Security of the network

» Security of users or citizens against fraud and crime
» Security of users or citizens to protect their privacy
» Security as an obligation of the state

Cooperation for security was recurring theme in the discussions, as already
observed in Athens. Speakers stated that there is a need for stronger
cooperation among governments and for supporting it with the work of
international organizations. It must be built on successful, fruitful cooperation
among stakeholders in the technical and operational communities of the
Internet, business and civil-society organizations, etc.

Cooperation is needed for building up the capacity of developing countries to
deal with security issues. Examples of already existing cooperation, such as
among CERTs, were shown, with emphasis on the varied nature of the
participating organizations (technical, academic, business and governmental).
This cooperation may extend into education. Education is required in order to
promote a security-oriented mindset among software developers to diminish
software vulnerabilities which are part of the security problem.

Several speakers expressed the need for cooperation to support capacity-
building in the judiciary power. Another speaker, underlining the needs for
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security of information at the national level, put forward a view expressing a
perceived need to establish “international organisms that do not exist right
now but should exist” as well as international agreements.

This set of issues was present again in Rio de Janeiro. It appeared mostly in
examples (notably, the contributions of CERTs) and was reflected in the
discussions about cooperation and the relationship with other issues.
Speakers in Rio went less into detail about the solutions to specific problems
than they did in Athens. Policy-making was the principal focus.

The issues discussed or mentioned in relationship with Internet security were,
among others, the possible mandate of international organizations to regulate
the Internet (strongly opposed by private-sector speakers), free or open-
source software, sales of private data in black or open markets, civil liberties,
and compliance and the risk of overregulation. At the end of the session,
speakers converged in recognizing again the necessity of a multistakeholder
approach to the problems of Internet security. In the words of the Chair of
the main session, “the dynamic nature of the Internet requires agile tools and
the constant updating of methods, as well as intense cooperation and the
adoption of preventive steps, without losing sight of each country, each
culture, each nation.”

Hyderabad

The meeting of the IGF in Hyderabad had the main discussions on security
divided in two panels: “Dimensions of Cyber-security and Cyber-crime” and
“Fostering Security, Privacy, and Openness”. They were followed by an
“Open Dialogue on Promoting Cyber-security and Trust”. The summary
presented here covers all three sessions.

In Hyderabad, the discussions on security began to include emerging topics
like online social networking and other sources of user-generated content.
The contributions were varied and diverse. Many continued trends and
subjects from Athens and Rio de Janeiro. For brevity, they are grouped in a
slightly different way.

An opening speaker stated that there begins to be an agreement on the
definitions of cybercrime and the related categories of cyberterrorism and
cyberthreats. He said further that traditional crime has moved online, by
using cyberspace for known crimes of the real world. As examples he
mentioned money laundering, sexual exploitation of children, gambling,
intellectual property and identity theft, extortion, threats, illegal drugs, and
prostitution. He also said that new crimes like phishing continue to appear.

Other risks to consider are threats to countries’ critical infrastructure
(electrical power lines, water distribution systems, transportation, etc.) and
cyberterrorism. In all cases, investigating threats and responding to crimes is
complex because of challenges like geographical distance and cross-border
operation. More cooperation is needed with developing countries to avoid the
appearance of “cyber-havens”, similar to those existing for money
laundering.
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In the first meetings of the IGF, in Athens and Rio de Janeiro, the word
“cybersecurity” was used only a dozen or so times, compared with several
hundred for “security”. In those meetings, it was introduced only by the
International Telecommunications Union (ITU) and a few speakers, mostly in
reference to the ITU’s presentations. It appeared somewhat more often in
Hyderabad with a variety of meanings.

Speakers described many instances of cooperation between stakeholders for
Internet security. One panellist described new institutional models of
response to address cyber-threats and forensic issues. As in Athens and in Rio
de Janeiro, many speakers mentioned CERTs and Computer Security Incident
Response Teams (CSIRTs, an extension of the CERT concept) and the
collaboration among technical, business, civil-society and government
stakeholders. This collaboration is increasing.

One of the co-chairs of the Open Dialogue recognized the need to tailor
solutions to the problems and circumstances. There is no “one size fits all”
solution, he said. According to one speaker, not only the concept of cyber-
security (understood most generally) but even the concept of “data as an
asset” is missing in developing countries. The digital divide is a challenge for
capacity building on Internet security.

User-generated content and online social networking services increase the
challenges of security as users expose personal information that can be used
to hurt them or their organizations. A better understanding of this problem is
based in turn on understanding privacy. In developing countries, he noted,
laws for privacy protection are incipient and often not observed. According
to the same speaker, sometimes people may be ready to relinquish some
privacy for the sake of protection against threats.

One of the co-chairs summarized the session as follows: there is an emerging
consensus that the nexus of cybercrime, cybersecurity, privacy and openness
is a joint responsibility of all stakeholders. In the words of one speaker, all
stakeholders should work together in synergy. The IGF provides a space “for
developing deeper understanding of the different viewpoints, the different
perspectives”, and brings forward the balance between rights and
responsibilities and the importance of education.

A co-chair of the open dialogue relayed the impossibility of summarizing the
rich debate that took place in the session. He called to “move from discourse
to action”. For this purpose, he pointed to the issue of child protection against
sexual abuse and pornography. He said it has been “debated at length and
[...] the discussion has matured enough to create a common environment
where all relevant stakeholders could build trust and work together.”

Sharm el Sheikh

In the Sharm el Sheikh meeting of the IGF, security discussions continued to
evolve. Thanks to the presence of various experts, some concepts were made
more clear-cut. Other speakers extended the discussion to further areas
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concerned with security, such as personal life and gender perspectives. They
also increased the attention given to the effects of user-generated content.

Discussions of national security perspectives almost vanished. The main
session was titled “Security, Openness, and Privacy”, which clearly picks up
from the conclusions of the meetings in Hyderabad. This session was opened
with the question whether security, openness, and privacy are opposed, or
whether there are ways in which they can enhance each other. Some
participants added the considerations of trust and accountability. According
to one speaker, accountability can increase security if, for example, companies
are held liable for the security of their software products, or operators are
made responsible for the security of their networks. If this happens, trust also
grows. The ways in which accountability can be achieved remain open.

One of the panellists connected privacy to consent and to exploitation and
abuse in private spaces. She applied a gender and a feminist analysis to this
problem by explaining online risks specific to women in unequal societies,
such as gender-specific exploitation and abuse, and the equally specific need
for protecting the privacy of women and other disadvantaged sectors of
society.

Another panellist stated that today there is virtually no limit to the amount of
information that can be recorded. There is also almost no limit to the scope of
analysis that can be performed on that information, nor to the time that the
information can be stored and recovered. The information is not owned by
those who produce it but in many cases, due to contractual consent, by those
who store it. Each of us produces a “data shadow” which becomes larger each
day. This “data shadow” is beyond the individual’s control due to the
commoditization of ever-cheaper technology and services.

“Online social networking sites” are of increasing importance. They are based
on an exchange in which the user provides personal information and the sites
sell access to focused publicity based on the user-provided information.
Individuals” and organizations’ security may be threatened by misuse of the
recorded information in unpredictable ways, particularly in the long term.

The problems in social networking are complex because information can also
be used by malicious parties against the users of the social sites. These are
problems of conduct and not of technology; in a related session this author
stated that “Social media don't kill, rape, or traffic with images of child abuse.

People do.”

Many speakers in the session and workshops insisted that problems arising
from human conduct must be addressed as such, not as problems of
technology, and dealt with by means of education and legal measures.

For one of the speakers, the important balance to be achieved now is not
security versus privacy, because these two must come together, but instead
liberty versus control. Liberty includes access to information and freedom of
expression. Several speakers and participants stated that governments should
not put laws in place to limit these freedoms, but to guarantee them.
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Therefore security considerations, in turn, should not be used as an excuse for
filtering or censorship.

Finally, another speaker insisted repeatedly that all security and privacy
analyses must be made with a human-rights perspective. Cybersecurity as
national security was mentioned only once by a speaker and was never the
centre of discussions or analysis.

In his statements at the close of the IGF meeting of 2009 in Sharm el Sheikh,
Mr. Sha Zukang, Under-Secretary-General of the United Nations
Organization, stated the following overview regarding issues related to
security:

“Consensus has been building that cybercrime, cybersecurity, privacy and
openness were the joint responsibility of all stakeholders, and the UN General
Assembly was considering the issue of cybersecurity in its current session.
Issues of access and diversity remain central to the IGF; the Internet offers
unprecedented opportunities for countries and people in all corners of the
world but the conversion of that potential into reality requires that the
Internet be managed for the benefit of humanity as a whole.”

Concerning the emerging theme of social media, Under-Secretary-General
Sha said the real issue was whether, on balance, the variety of content
available on the Internet through social media was ushering in a better-
informed society, and felt this was a perspective worth further discussion.

The final messages of the meeting reiterated the importance of
multistakeholder cooperation, the impressive speed of change in the Internet
security landscape, and the consequent rapid creation of new issues.

Assessment

The discussions about security in the IGF have drawn together participants
from varied geographic, institutional, professional, and stakeholder
backgrounds. Deep technical expertise has been brought together with
experience in policy formulation and execution, and with principled
advocacy. These discussions have not converged on a single definition of
Internet security or on a single concept as a central concern for the IGF.

A mapping between the subjects discussed in the IGF and those of interest
outside the IGF shows that the IGF condenses the highest level of aggregation
of the subjects globally. There is little room for in-depth discussions of
technical, legal, legislative, international relations, political economy, and
many other aspects of the global debate. Further, there is a time lag of
approximately two years between the time a subject enters the mainstream of
more than one community of interest, and the time it enters the IGF.

There is a similar time lag in the reverse direction. It takes approximately two
years, at least, from the moment a participant first meets a subject in the IGF
to the time IGF-gained perspectives begin to show in the specialist
communities.
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Some subjects that have been mentioned in the IGF have been moved
elsewhere. National security and threats to national critical infrastructures
have been discussed in the IGF; however, the publicly known discussions
about “cybertreaties”, definitions of hostile conduct in cyberspace, etc. take
place elsewhere. The parties in those discussions clearly do not entrust them
to the IGF environment. As of this writing, there are first signs of agreements
to deal with these matters among a group of countries around the UN
General Assembly.

The positive feature of interactions in the IGF is that all participants are given
the opportunity to listen to and interact with parties they usually don’t meet,
particularly those outside their national environment or the communities of
interest in which they usually act. With the knowledge and relationships
gained, they can continue to collaborate with the people and organizations
they met in the IGF.

The nature, level of aggregation, and time lag between IGF and non-IGF
spaces have made it very difficult for participants to propose general
agreements in the IGF that all participants can support as recommendations
or other “concrete outcomes”.

As Under-Secretary-General Sha indicated in his speech about the
continuation of the IGF, early in 2010, cybersecurity may become a subject of
discussion in the UN General Assembly, where it would be debated by
governments alone. The WSIS framework requires the discussions in the
General Assembly to be broadly and deeply informed by the knowledge and
principles supported by all stakeholders and to absorb the lessons of the IGF.

WSIS outcome documents prescribe a framework for a people-centred
Information Society, and for the participation of all stakeholders in Internet
governance. Following that framework, even in the General Assembly, will be
essential for managing the most important Internet security risks and their
discussion in the IGF.

Recommendations

The IGF can contribute to the global debate of the security aspects of Internet
governance and should continue if it fulfils a set of conditions:

= Technical expertise continues to be available in the MAG and in the IGF
meetings

= All stakeholders meet on an equal footing

= All participants recognize that the greatest value of the IGF is the frank
and open exchange of knowledge and informed opinion among
stakeholders

* Nothing reduces the opportunity for frank and open exchange, as would
happen with the discussions of agreed outcomes, recommendations, or
negotiated text

» Capacity building and development take centre stage to fulfil the WSIS
mission of creating a people-centred Information Society
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Conclusion

Security debates show that the IGF is an agora and a crossroads. It is a place
to discuss, with pride in full citizenship among equals, to push the limits of
in-depth, mutual understanding and civic commitment for the common good.
It is colourful, varied and multicultural, due to the diversity of participants in
geography, experience, and roles in society.

The IGF flattens hierarchies, opens ears and minds, and gives something to
everyone who is open enough to take it. It is not an appropriate venue to
make far-reaching decisions, since these require clear definitions and complex
structures.

The IGF has yet to agree to a precise definition of its objectives in Internet
security. Every time it comes close the target moves; this will continue to
happen because of the speed of change of the Internet. The IGF will function
better without hanging on to a given definition; instead, it will be able to
adapt its contents and participation by keeping the definition and list of
security problems open and updated.

For decisions such as recommendations or the declaration of consensus, the
IGF would need structures and measures to ensure representation, equity,
accountability, appeal, reversal and redress of decisions. However, these
structures and the discussions to create “agreed text” would stifle the
productive debates that now take place.

The handling of issues on Internet security shows the benefits of the opposite:
intense discussions take place, knowledge is brought in, and the participants
take their new knowledge, understanding and relationships to the spaces
where decisions can be effectively made. These decisions concern technology,
technical standards, operational rules, best practices, legislation, law
enforcement, judicial practice, legislative harmonization, international
agreements, and so on. The organizations that make those decisions are
effective if they are oriented to the solution of specific problems, bring
together the right mix of stakeholders, and have adequate and efficient
decision-making structures.

The IGF functions better as a crossroads than as a destination. And, if the
Forum is good enough to allow the free flow of ideas and expertise, it
embodies ideas in flux, respect and good use for knowledge, an open spirit of
collaboration, and the general concern that the Internet is for everyone.
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1G4D:

Toward a Development Agenda for Internet Governance

William J. Drake

Development has occupied an unusual space in the Internet Governance
Forum (IGF). On the one hand, the Tunis Agenda for the Information Society
that was adopted by the second World Summit on the Information Society
(WSIS) in November 2005 contains provisions declaring development to be
central to Internet governance and to the mandate of the IGF. Moreover,
developing country governments and other stakeholders made it clear during
both the WSIS negotiations and the IGF launch process that they were
expecting the IGF to focus on development, and that this figured in their
support for its creation. These expectations also were reflected in various
statements made at the first IGF in Athens in 2006 and the second IGF in Rio
de Janeiro in 2007, both of which were held under the overarching theme of
“Internet Governance for Development”.

On the other hand, despite all the invocations of its importance, development
was not designated a distinct topic in its own right that would receive focused
and intensive treatment in the IGF. Security, openness, diversity and access
(SODA) were selected as the themes of the Athens main sessions, and critical
Internet resources (CIR) became a main session theme beginning in Rio. Like
the closely connected matter of capacity building, development was
positioned as a horizontally cross-cutting concern that should be addressed
along the way in the SODA and CIR sessions. In conceptual terms this
framing seemed sensible enough to many participants, since development
considerations do arise across the other thematic areas. But in practical terms,
this model, which has been retained since Athens, has meant that serious
attention to Internet governance for development (IG4D) generally has been
crowded out in the dialogues on the selected themes, each of which entails a
wide range of other pressing issues.

Accordingly, the approach taken here is necessarily a bit different from that of
the background papers in this volume on the SODA and CIR themes. Since
there has been much less discussion of development to look back on and
assess before making recommendations, the paper largely concentrates on
outlining an option for future activity. The proposal elaborated in the
following pages is that with an appropriate measure of recognition and
support, interested parties could evolve a “development agenda” that would
give more meaning and political impetus to the often-professed conviction
that Internet governance should be conducted in a manner that promotes
development.

The paper is organized as follows. The first section briefly highlights the ways
in which development has been addressed in the IGF to date, and
underscores in particular the comparatively limited attention that has been
devoted in this context to the roles of global governance mechanisms.
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Against this backdrop, the second section takes note of efforts in other
international arenas to devise development agendas for global governance in
order to tease out pontential lessons for an initiative on Internet governance.
The third section then lists some possible foundational elements of a
development agenda, while the fourth schematically outlines some steps that
could be taken to carry such an agenda forward in the IGF.

IG4D in the IGF

In general, the IGF main sessions have concentrated more on Internet issues
than on Internet governance institutions. Most of the discussion has been
devoted to raising awareness about selected issues, considering the
challenges they pose, and identifying broad priorities for future action---i.e.,
to initial agenda setting. In contrast, much less time has been devoted to
drilling down into the details of the governance systems that have been or
could be designed to address those issues. The CIR sessions offer some
limited exceptions, but usually there has not been focused debate on the
development and application, especially at the global level, of shared
principles, norms, rules, decision-making procedures, and programmes that
shape the evolution and use of the Internet. Undoubtedly, this approach has
promoted fluid and dynamic conversations that were less politically sensitive
than what might have ensued from plunging into the dissection of particular
governance mechanisms. But while it increased key stakeholders’ comfort
levels and support for the IGF in the wake of the difficult WSIS debates, the
approach often has given the discussions a rather institutionally ungrounded
flavour.

This dynamic has been particularly evident with respect to IG4D because it
has been positioned as a dimension of the other themes rather than as a theme
for debate in its own right. A close examination of the main session
transcripts from Athens through Sharm el Sheikh underscores the general
point, but also reveals some variation across cases. For example, in the
security sessions there has been much discussion of problems like the spread
of malware, cybercrime, and child pornography, and of the importance of
privacy, trust, reliability/resiliency, critical infrastructure protection, and
capacity building. Along the way, participants have taken note of the
important work being done inter alia by the Internet Engineering Task Force
(IETF), the Anti-Phishing Working Group (APWG), the Mail Anti-Abuse
Working Group (MAAWG), the Computer Emergency Response Teams
(CERTs), the Council of Europe (COE), the Internet Corporation for Assigned
Names and Numbers (ICANN), the International Telecommunication Union
(ITU), the Organization for Economic Cooperation and Development (OECD),
and the Internet service providers (ISPs). But there has been rather little
discussion of the substantive content and effectiveness of the governance
regimes and programs they have devised to manage the problems under
consideration, and even less of how well these address the particular
challenges faced by developing countries.

Similarly, in the openness sessions there has been dialogue on issues like

freedom of expression and censorship, intellectual property rights and access
to knowledge, and interoperability and open standards. But there has been
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much less commentary on the substance of the relevant human rights and
international telecommunication instruments, industry self-regulatory
practices, standards development processes, World Intellectual Property
Organization (WIPO) arrangements, and so on, or of their implications for
development. With the partial exception of internationalized domain names
(IDNs), on which ICANN’s role has been discussed, much the same could be
said of the sessions on diversity. None of this is to suggest that the sessions
have not been useful and informative; rather, it is simply to note that the
development dimensions of specific governance systems, particularly those at
the global level, generally was not a major item that each endeavoured to
address.

IG4D concerns have been flagged a bit more often in the other main sessions.
On access, the discussions of international interconnection charges have not
gone into the details of traffic management and the contractual relations
between service providers, but developing countries’ concerns were raised,
and the construction of Internet Exchange Points (IXPs) was promoted as a
key part of the solution. Also raised in some sessions was the importance of
enabling telecommunications policy environments at the national level, e.g. of
independent regulators, competition, effective spectrum management,
flexibility on the licensing of independent ISPs, and competitively neutral
universal service funds. However, relevant global governance frameworks,
like the General Agreement on Trade in Services (GATS) of the World Trade
Organization (WTO), and their implications for developing countries again
were not debated.

Unquestionably, the most institutionally focused debates have pertained to
CIR. This is not surprising, since it would be difficult to discuss IPv4 and
IPv6, IDNs, generic and country code Top Level Domains (TLDs) or ICANN's
relationship to the US Government without devoting some time to the
relevant policies and practices of ICANN and the Regional Internet Registries
(RIRs). Even so, attention to the specific ways in which the global collective
management of these issues does or does not impact development per se was
eclipsed by other, more politically-oriented discussions.

Arguably, the most frequent references to IG4D have been made in two
settings. One was the experimental main session on “Internet Governance in
Light of the WSIS Principles” that was held at Sharm el Sheikh. Half of the
session was devoted to the implementation of the development-related
provisions in the WSIS principles on Internet governance. While most of this
open dialogue again focused more on issues than on the institutional
frameworks devised for them, it did seem to help strengthen the conviction
among many participants that the IGF should endeavour to address
development more directly in future meetings.

Based on their written descriptions and reports, the other setting has been
some of the workshops and related events organized during the first four
IGFs. The linkages between institutions and development appear to have
been considered to varying degrees in certain open forums and dynamic
coalition meetings, and in workshops on such topics as ¢ccTLD management,
IXPs and traffic exchange, multilingualism and IDNs, sustainable
development, national initiatives on access and security in developing
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countries, and capacity building. In addition, beginning at the Rio de Janeiro
meeting, the present author has organized a series of annual workshops on
the notion of a development agenda for global IG4D. But while there have
been some opportunities for their organizers to report back in main sessions,
these workshops and other events did not notably increase the visibility of
development on the IGF’s overall agenda.

The situation now appears to be changing somewhat. At Sharm el Sheikh
and at the 2010 open consultation and open planning meetings in Geneva, a
growing number of voices were raised in support of increased attention to
development. In consequence, it was decided that there will be a main
session on IG4D in Vilnius, and a multistakeholder group was formed to
organize the event. Hopefully the session will subsequently be seen as a
worthy addition to the IGF program that should be repeated at future
meetings. But even if that happens, one three-hour session per year would
not by itself make the focused consideration of IG4D a central element of the
IGF’s identity and mission. What would needed is a broader initiative on the
part of interested stakeholders in which such main sessions serve as a
foundation and focal point.

This initiative could be organized under the rubric of a development agenda.
As has been demonstrated by experience in other international policy arenas,
adopting an “agenda” framing connotes commitment to an integrated set of
activities that are to be kept in play and systematically taken up over time.
This can help raise the visibility of the efforts involved, mobilize participation
and support, and encourage the collective monitoring and assessment of
progress on objectives. On what sort of model could such an agenda be
constructed, and what might it entail in substantive and operational terms?
These questions are taken up in the next sections of the paper.

Development Agendas: Concepts and Experiences

As a starting point, it is useful to briefly consider a few previous experiences
in the multilateral system with development agendas, and their potential
lessons for an initiative on Internet governance. Doing so quickly makes clear
that there is no single model to follow, and that what may be appropriate in a
given context may not be desirable in another. This is important to keep in
mind due to the unique properties and highly distributed nature of the
Internet governance environment.

A particularly prominent model worth considering is that of the United
Nations Development Agenda. In his preface to a UN report on the matter,
former Under-Secretary-General for Economic and Social Affairs José Antonio
Ocampo refers to the objectives set by various UN conferences and summits
and explains:

This comprehensive set of development goals, of which the MDGs are
an integral part, has come to be called the United Nations
Development Agenda. It serves as the internationally shared
framework for development---for action at the global, regional, and
country levels. The Agenda encompasses inter-linked issues ranging
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from poverty reduction, gender equality, social integration, health,
population, employment and education to human rights, the
environment, sustainable development, finance and governance. It
includes as well systemic issues, such as the differential impact of
globalization, inequalities among and within countries, and greater
participation of developing countries in global economic governance.
And it also addresses the question of inter-linkages between
development and conflict.

Two elements have permeated the content and character of the Agenda
since its inception. First is a fundamental concern with equity and for
equality of all persons, as human beings and as citizens...the second
essential element: partnership. The conference process has engaged all
the key stakeholders: governments, United Nations system
organizations, other intergovernmental and non-governmental
organizations, civil society, and the private sector.”

So the development agenda being pursued here comprises efforts at the
global, regional, and national levels to achieve progress in a broad range of
issue-areas, and it is informed by a guiding concern with social justice and
based on multistakeholder engagement. All these elements are necessary in
an overarching framework for UN development activities. = But in the
particular context of an Internet governance effort, some of them might
present significant challenges.

For example, consider the matter of goals. Everyone can agree on the
importance of, say, reducing poverty and unemployment, and on how to
measure progress on these scores. In contrast, in the Internet governance
arena there may be universal agreement on broad objectives like promoting
security, openness, diversity and access, but the discussions in the IGF and
the WSIS before it suggest that the interpretation and implementation of these
terms could give rise to significant disagreements. Moreover, the precise
meaning of the term, IG4D awaits serious analysis, deliberation and
consensus building at the international level. Of course, there is already a
good deal of agreement among some parties about what kinds of policies and
processes are best suited to the development of the Internet and to Internet-
enabled development (which linked but distinct concepts). But as is
evidenced by their positions and practices, other parties have rather different
views. For that matter, many IGF participants’ perspectives may var

significantly with respect to the meaning of the root term, “development”.”

*" United Nations Department of Economic and Social Affairs, The United Nations
Development Agenda: Development for All. New York: United Nations, 2007, Sales No.
E.07.1.17, p. iii, at, www.un.org/en/development/devagenda/UNDA1.pdf.

%2 Tt would not be helpful here to wade into the troubled waters of development
analysis and argue that a IG4D agenda should embrace a particular perspective.
That said, a suitable conception would need to at least take into account the people-
centred definition offered by the Nobel Laureate, Amartya Sen: “Development
consists of the removal of various types of unfreedoms that leave people with little
choice and little opportunity of exercising their reasoned agency...[It involves the
promotion of] crucial instrumental freedoms, including economic opportunities,
political freedoms, social facilities, transparency guarantees, and protective security.”
Development as Freedom (Oxford: Oxford University Press, 1999), p. xii.
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In light of the nascent state of the IG4D dialogue and the wider differences of
view in this policy space, it might be foolhardy to begin a development
agenda initiative by trying to reach firm agreements on substantive objectives
regarding the many issues involved. A better approach at the outset would
be to define the agenda in more neutral and procedural terms, ie. as a
sustained effort to simply “connect the dots” between Internet governance
and development and ask how the former impacts the latter, as seen through
the lenses of different analytical / political perspectives.

Another challenge in applying the UN model to Internet governance concerns
levels of social organization and action. Internet governance may take
different forms at different levels---e.g. national, regional, plurilateral, global.
In principle, a truly holistic and comprehensive development agenda would
need to address governmental and nongovernmental arrangements at each.
Could a process rooted in the IGF realistically expect to take up and foster
productive dialogue, analysis and action across all of these? There are
significant grounds for scepticism that this could work well, at least in the
initial phase. Hence, although many observers would argue that the most
pressing 1G4D issues involve national policies and practices, I would suggest
bracketing such items, i.e. keeping them in mind but not making them a
principal focus of analysis and debate at the outset. ®

For at least four reasons, it seems better for a development agenda effort to
begin by exploring global IG4D issues and institutions. First, national-level
policies and activities for Internet-enabled development are already being
discussed in a variety of other international settings. In contrast, the possible
links between development and the range of global Internet governance
mechanisms are not being addressed elsewhere in a coherent and focused
manner. Second, this approach could help to address the concerns and
promote the engagement of those developing country governments and other
stakeholders who believe that more attention should be devoted in the IGF to
global public policy and institutions.

Third, at the national level, discussions of governance issues often get mixed
together with other “Internet for development” questions like the
technology’s application to address social, economic, and political challenges,
as well as with the broader, parallel discussions of information and
communication technology for development (ICT4D). Disentangling and
drilling down on the governance dimensions often has been difficult in the
IGF, and it would be even more so if people become drawn to applications
issues, as often happens with ICT4D. Fourth, any serious probing into the full
range of development-related national actions would probably lead to
discussions of particular countries’ policies, which could prove to be even
more sensitive and problematic in the IGF context than discussing the
procedures and outputs of global institutions. So while in the long-term a
broader orientation would be worth pursuing, at the outset it would be good
to stick to the already dauntingly large and diverse landscape of global
governance mechanisms. However, one exception may be necessary: it

% In a similar vein, this discussion brackets the point that development is a generic
concept of concern to all countries regardless of national income and related
measures. The point is taken, but the concern of this paper is with development in
the developing countries.

62



would be useful to consider how national-level institutional and related
factors affect developing countries” participation in global arrangements; we
will return to this point later.

In considering development agendas focusing on global governance
mechanisms, the multilateral system offers two other models from which
lessons can be learned. One is the WTO’s Doha Development Agenda. This
was sketched out in the 2001 Ministerial Declaration that launched the
current, on again/off again Doha Round of multilateral trade negotiations.”
The declaration nominally proposes to make development promotion the
overarching objective of the negotiations. In particular, it commits
governments to take into account the different stages of development and
concerns of countries in the global South when negotiating international rules
of the game and national schedules of commitments.

The WTO framework provides two main mechanisms for development
promotion. The first is increased and more effectively coordinated technical
assistance and capacity building to enhance developing countries’ ability to
participate in and conform to the international trade system. The second is
special and differential (S&D) treatment. This may entail, for example, lower
levels of obligation to conform to international regime disciplines; more time
and flexibility in adjusting to such disciplines; and asymmetric concessions in
the reduction of tariff and non-tariff barriers to trade. S&D treatment
generally is a “best endeavour” rather than a mandatory and precise
commitment, and a pre-round proposal by a group of developing countries to
change that was rejected. Moreover, developing countries and development
proponents maintain that the industrialized countries have yet to adequately
undertake this best endeavour effort in the torturous Doha Round. But
disagreements over the extent of implementation do not negate the fact that
the principle’s recognition provides a useful tool for analysis and advocacy.

The WTO approach does not put on the table the reform of the international
regimes for trade in goods, services, and trade-related intellectual property.
Nor has it has not been a game changer in terms of the fundamental
bargaining dynamics and offers made in the current round. Nevertheless, it
institutionalized a normative baseline against which governments and other
stakeholders can undertake principled evaluations of the negotiation’s
conformity with development objectives, and at least holds out the possibility
of support and flexibility for developing countries.

A different and more consequential model is embodied in the WIPO
Development Agenda. After it was proposed by Argentina and Brazil in
2004, a coalition of developing countries collaborated with civil society
organizations and academics in an effort to bring a new balance to the global
intellectual property regime. Instead of viewing intellectual property
protection as an end in itself, the goal was to recast it as a means to promote
development and related global public interest objectives. The initiative has
been the subject of substantial controversy and difficult negotiations over the
years, but the bargaining, proposals, counterproposals, concessions and so on

¥ The declaration and related materials are available at,
www.wto.org/english/tratop_e/dda_e/dda_e.htm.
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along the way need not be recounted here. Suffice it to say that in September
2007, the WIPO General Assembly formally adopted the agenda, and that it is
now in the implementation stage. The agenda comprises 45 recommendations
grouped into six clusters.” In relation to the focus of this paper, among the
more notable of these are:

» technical assistance shall be development-oriented, demand-driven and
transparent, taking into account the priorities and special needs of
developing countries, especially the Least Developed Countries (LDCs)

* increased funding is required for capacity building, which is to be
mainstreamed into all relevant operations

» technical assistance staff and consultants shall be neutral with respect to
national policy choices

» particular emphasis shall be given to the needs of small and medium-sized
enterprises (SMEs) and institutions dealing with scientific research and
cultural industries

» developing countries shall be assisted, inter alia, in dealing with anti-
competitive practices, promoting development-oriented intellectual
property cultures and national laws, and accessing information and
expertise from WIPO and diverse other sources

» the negotiation of international rules of the game shall be participatory
and member-driven, and take into account the interests of all member
states and the viewpoints of other stakeholders, including civil society;
and shall take into account different levels of national development, and
the balance between costs and benefits to all members

= global instruments are to consider the preservation of the public domain,
entail flexibilities of interest to developing countries, and facilitate access
to knowledge and technology by developing countries

» there shall be expanded efforts to bridge the global digital divide in
accordance with the WSIS outcomes, and to promote discussions on
intellectual property-related aspects of ICT and its role in economic and
cultural development

» there shall be an annual progress reviews and an mechanism for the
evaluation of all development-related activities using specific indicators
and benchmarks, where appropriate

* new studies are to be undertaken assessing the economic, social and
cultural impact of the use of intellectual property systems

= WIPO shall enhance its cooperation with other UN agencies and
organizations, and ensure the wide participation of civil society in its
relevant activities

Even this partial list of the recommendations makes it clear that WIPO'’s is a
holisticc, multidimensional development agenda. From a procedural
standpoint, it establishes that development promotion should be a key
criterion in the ongoing monitoring and evaluation of policy processes and
outputs, and erects standing mechanisms to that end. Procedural
institutionalization of this sort establishes processes through which interests
can be mobilized, ideas can be fleshed out, and policy proposals can be
defended more effectively over time. Of course, as with the Millennium

% See, www.wipo.int/ipdevelopment/en/agenda/recommendations.html and the
related materials on the WIPO web site.
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Development Goals or the WSIS targets, establishing criteria and monitoring
progress do not by themselves catalyze real change. But such steps do
establish a collective framework for the aggregation and sharing of
information and some important normative guidelines, and as such they may
motivate some actors to consider whether and how they might tweak their
approaches to enhance the attention given to development.

From a substantive standpoint, to the extent that WIPO’s agenda ultimately
impacts its rules and programs that are applicable to the networked
environment, it will be affecting a piece of the global Internet governance
landscape. Whether similar recommendations would be worth considering in
relation to other global arrangements pertinent to IG4D is a question that
merits consideration. Certainly, one can imagine arenas in which some of the
individual elements of both the WTO and WIPO agendas could be relevant,
such as strengthening and systematizing capacity building initiatives to make
them more development-oriented; taking into account the particular needs of
SMEs and community-based non-profit institutions; and offering special
treatment in cases where full and immediate compliance with rules is not
feasible, or where resources are required of or allocated to stakeholders,
particularly governments or nongovernmental actors from LDCs. Equally,
there are arenas in which they might not be relevant; for many Internet
governance issues, preferences or slower or lighter implementation of
commitments, as per S&D treatment, would not be helpful concepts. Different
types of collective action problems require different types of solutions, and
the challenge in global IG4D would be to identify the functionally sound and
politically viable options for each, as necessary.

Whatever the relevance of any individual provisions might be, it is clear that
the neither the WTO or WIPO models could simply be transposed as a whole
into global Internet governance. These models were devised for centralized
intergovernmental organizations that have significant budgetary and staff
resources, deal with single functional issue-areas, and host the negotiation of
binding international treaties and national commitments. In contrast, Internet
governance is marked by a highly distributed and heterogeneous institutional
architecture, a much wider diversity of issues and interests, and a rather
variable geometry of political alignments and divisions across topics. And
the only institutionalized process (as opposed to institution) that has the sort
of mandate needed to host such a cross-cutting effort is the IGF, which has no
members, few resources, and no capacity to facilitate negotiations or urge
participants toward anything other than voluntary, consensus-based action.

These considerations mean that an IGF-based agenda would need to a
consensual affair based on shared interests and participatory design. It could
consist of a holistic program of monitoring, analysis and action intended to
mainstream development considerations into decision-making across global
Internet governance mechanisms. In the first instance, it could be
fundamentally informational in nature, and concentrate on surfacing,
aggregating, assessing, and making accessible knowledge and information.
Where conditions allow, it might also entail promoting voluntary norms in
order to encourage entities with decision-making roles to enhance the
development-sensitivity of their procedures and outputs. = Whether
participants within those entities might ever choose to go further that this, e.g.
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by negotiating a different blend of policy outputs, necessarily would be an
internal matter to be decided therein, rather than in the IGF discussions.

Substantive Focus

On what, substantively, might such a development agenda focus? Broadly
speaking, global Internet governance mechanisms are created in three ways:
the negotiation or collaborative design in intergovernmental, private sector,
or multistakeholder settings of shared principles, norms, rules, decision-
making procedures and programs; the coordinated convergence of
independent practices, as when powerful states or firms that have the ability
to shape a global policy space mutually adjust their policies and practices
along the same lines; and the unilateral imposition of order by powerful states
or firms. Of these, probably only negotiated shared frameworks would have
any hope of attracting a consensual effort in the IGF context, at least at the
outset. It would make sense to begin with this comparatively “low hanging
fruit;” more sensitive or complex issues could be taken up later on if a
sufficient degree of cooperation and trust has been established.

Negotiated frameworks can be mapped according to a number of typologies.
But for simplicity’s sake, we can differentiate between those that focus
primarily on the logical and physical infrastructure of the Internet, and those
that focus primarily on the Internet’s use for information, communication and
commerce (IC&C). Of course, some issues and frameworks spill across this
boundary line, but usually one arena is more in the foreground of the
institutional mission than the other.

Some governance mechanisms have a direct and significant impact on the
Internet and its usage, while others have a relatively indirect and light effect.
With regard to Internet infrastructures, the most important mechanisms at
present would be those pertaining to the root server system, domain names,
IP addresses, technical standards and protocols, and network
security / cybercrime. Of less direct and configurative consequence would be
governance mechanisms pertaining to the broader ICT landscape, e.g. the
networks, services and resources upon which the Internet often relies and
with which it will increasingly interact in the context of digital convergence.
These include, inter alia, the international regimes for telecommunications
regulation and standardization, radio frequency spectrum management, and
trade in telecommunications services. While these are typically regarded as
being outside the realm of global Internet governance, they are nevertheless
important ordering mechanisms that help shape the topography within which
the Internet is embedded.

With regard to IC&C, the most important global governance mechanisms at
present would be those pertaining to intellectual property, trade in
information-based services, information security/cybercrime, and some
aspects of global electronic commerce and of content regulation and cross-
border information flow. Examples of mechanisms of less direct and
configurative consequence, or geographical reach, would be, e.g., those on
personal privacy, consumer protection, competition policy, spam, and
linguistic and cultural diversity. The various capacity building initiatives and
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development assistance programs cut across the infrastructure/IC&C divide
and usually have an indirect effect on the Internet per se but are important
nevertheless.

Presumably, it would make sense to begin by focusing on those governance
arrangements that have the most direct and significant impact on the Internet
and its usage. The challenge would be to assess the institutional procedures
and substantive policy outputs associated with these mechanisms and to
specify their current or potential relevance to development. In each case, one
could attempt to identify “what works” for development, at least in the sense
of reflecting good or best practices, and which may pose difficulties and
hence merit adjustments. More concretely, a development agenda could be
organized around three issue-sets:

Capacity Building and Development Assistance

Capacity building clearly should be a one of the main foci of any
development agenda. The dialogues over the years in WSIS, IGF, ICANN and
elsewhere have made it clear that is a priority that is widely embraced by all
stakeholders and is most welcomed by governments and non-states actors in
developing countries. At the same time though, there has sometimes been a
tendency to almost idealize capacity building as a panacea. Such arguments
may be seen by some as implying that capacity is a substitute for politics, as if
training people will resolve (or perhaps push to the side) all the problems on
which stakeholders have been divided. For example, prior to the launch of
the IGF, the then chair of the G77 and China, Pakistani Ambassador Masood
Khan wrote to the IGF chair stating in part,

You inquired about the content of the development agenda of the IGF.
I would like to refer once more to Paragraph 65 of the Tunis agenda
which clearly underlines the need to maximize the participation of
developing countries in decision regarding internet governance in a
manner that "should reflect their interests”. This paragraph needs to
be operationalized through the IGF. It must also be noted that this
paragraph is not limited to capacity building issues. It casts the net
wider to highlight the systemic perspective of development oriented
Internet Governance. G-77 and China would like to mention this
because we noticed that many interventions yesterday adopted a
reductionist approach to the development aspects of internet
governance limiting it to capacity building. The issue is more complex
and has been addressed in a number of paragraphs in the Tunis
Agenda including paragraph 49 which reaffirms commitment on the
part of international community, “to turning the digital divide into
digital opportunity” by ensuring harmonious and equitable
development for all and addressing issues like international
interconnection costs, technology / know-how transfer, multilingualism
and providing the users with choice of different software models
including open source, free and proprietary software.*

3 “Statement by H.E. Mr. Masood Khan, Ambassador and Permanent Representative
of the Islamic Republic of Pakistan, on Behalf of the Group of 77 and China at the
Consultations on the Establishment of the IGF”, Geneva, 17 February 2006, pp. 1-2,
at, www.intgovforum.org/ contributions / IGF%20Statement%?20by%20PR.pdf.
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In a similar vein, at the Tunis WSIS in November 2005, members of the civil
society Internet Governance Caucus made several interventions questioning
suggestions that the proposed IGF focus largely on capacity building. And at
the at the Athens IGF in 2006, former ITU Secretary-General Yoshio Utsumi
rejected the notion that, “with just more capacity building...developing
countries will come around to a certain enlightened point of view. We have
heard this often, and it borders on arrogance.””

Hence, work undertaken on capacity building would need to be sensitive to
its proper place in a larger constellation of efforts to link governance and
development. It also would need to recognize that capacity building
initiative vary widely in many dimensions. To note just two: some are
designed to provide general background in the field, while others drill down
into particular issue-sets and even focus on building technical or legal skills.
And while many focus on helping development countries to participate
effectively in governance mechanisms as they are, others are more geared
toward empowering developing country actors to identify and promote their
own interests irrespective of how these conform with the existing policy
frameworks. It would be useful for a development agenda to take into
account these and other sources of variation and thereby help developing
country stakeholders to identify which offerings from which organizations
provide which kinds of support so that the most informed choices possible
can be made.

An obvious way to do this would be to aggregate information about the range
of offerings available from international organizations, national governments
and their development agencies, the business and technical communities, civil
society and academia. Such information could be presented in a standardized
manner that would allow easier comparisons and contrasts between the
options, as well as the exchange of best practices among the entities providing
such services. The point would be to surface and systematize the information
in ways that makes it more accessible and usable, and then to promote
dialogue and analysis on that basis.

By extension, the same sort of exercise could be undertaken with respect to
larger and more institutionalized development/technical assistance
programs. During WSIS Phase II there was an effort to take stock of the
programs offering financial and related aid for ICT4D. The vehicle for this
endeavour was a single consultant’s report that was not discussed in an open
manner by the full range of stakeholders involved and did not yield much
follow-on activity. A different and more open process, geared toward
specifically Internet-related technical assistance, could be imagined.

Finally, the approach suggested here could be extended by making the
connections between capacity building and development programs, on the
one hand, and the on-the-ground needs of developing country governmental
and nongovernmental stakeholders, on the other. As noted previously, trying
to consider all aspects of national policy making with respect to Internet
governance could prove politically difficult, uncomfortably delve into the

%" See the transcript at, www.intgovforum.org/cms/IGF-OpeningSession-301006.txt.
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details of particular countries” experiences, or get mixed up with ICT4D-style
applications issues. But a more focused assessment of how developing
countries organize themselves to participate in global processes, and the
capacity and related constrains they encounter, could be useful in matching
programs and needs. Instructive in this regard is the 2002 report from the
Panos Institute, Louder Voices. For example, based on interviews with
developing country participants in such bodies as the ITU, WTO, and
ICANN, the report concluded that, “some fellowship programmes result in
‘the wrong people attending meetings for the wrong reasons.””* Assessing
how the national-level interface with global processes is currently organized
and could be enhanced would seem a useful component of a development
agenda initiative.

Institutional/Procedural Issues

A second set of activities could involve assessing and exchanging information
on how the processes followed in global governance may affect developing
country participation. The heterogeneous array of institutions and
collaborations involved often employ different procedures and embody
distinctive organizational cultures in accordance with their particular
histories. These factors can impact the level and quality of participation in a
variety of ways, e.g. pro or con, formally or informally, and directly or
indirectly.

With regard to intergovernmental organizations, one trend of note has been
for non-universal bodies, including regional organizations like the European
Union or plurilateral organizations like the OECD and the G-8, to adopt
policies which, due to the scope of influence of the governments involved,
end up becoming de facto global rules. The inability of non-members to
participate in the design of such policies may raise questions from a
development standpoint. Universal multilateral bodies can pose other
challenges. Developing country governments, particularly the LDCs, may
find it difficult to send representatives with the requisite specialized expertise
to multiple, lengthy and sometimes simultaneous negotiations and expert
meetings scheduled throughout the year. This is especially problematic for
the dozens of countries that have small and understaffed permanent UN
missions, or no missions at all, in Geneva where the greatest concentration of
multilateral activity on global ICT and Internet issues occurs.

In addition, intergovernmental organizations vary in the extent to which they
invite the engagement of nongovernmental actors, including those from
developing countries. Some organizations effectively limit the participation of
particular stakeholder groupings to selected informational events and

% Don MacLean, David Souter, James Deane, and Sarah Lilley, Louder Voices:
Strengthening Developing Country Participation in International ICT Decision-Making
(London: Panos Institute, 2002), p- 28. Report available at
www.panos.org.uk/images/books/Louder%20Voices.pdf. =~ For an  updated
assessment of these issues see, David Souter, “’Louder Voices’ and the International
Debate on Developing Country Participation in ICT Decision Making”, in, Governing
Global Electronic Networks: International Perspectives on Policy and Power, William J.
Drake and Ernest Wilson Illrd, eds. (Cambridge, MA: The MIT Press, 2008).
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hallway encounters on the margins of regular meetings. And even when there
are no formal barriers at the door, there can be constraints on the extent and
effectiveness of participation, e.g. rules concerning speaking rights and
recognition, seating arrangements, access to documentation, roles in
preparatory processes and expert meetings, and so on.

Nongovernmental organizations and processes native to the Internet
environment present different challenges. Some industry bodies that take
important policy decisions operate on a pay to play basis, or simply do not
allow participation by non-member entities, whether governments, individual
entrepreneurs, technical community representatives, or civil society. For their
part, the formally open multistakeholder processes may entail informal
barriers to full participation. Some have rather conflictual organizational
cultures in which one must prove oneself through a history of quality
contributions in order to be taken seriously. Challenging peer-to-peer
dialogues can present difficulties for people accustomed to enjoying a certain
status and respect based on their positions and home organizations, or who
have different cultural and linguistic backgrounds. Often, face-to-face
meetings are simply moments in long-running and complex processes that
have evolved in multiple online and offline settings. This can make it difficult
for a “newbie” of any sort, and especially one from a different background, to
just jump in and figure everything out. Moreover, meetings that are held
around the world, often off main travel routes, in order to promote outreach
in different regions may pose significant funding and logistical challenges for
some stakeholders. And of course, inadequate multilingualism and
translation facilities are a perennial problem in many Internet-native
collaborations. Finally, even if all these informal barriers can be negotiated,
developing country participants may well find that development
considerations are simply not a part of the conversations being had and
cannot be interjected easily.

It often is difficult for organizations and participants accustomed to one way
of doing things to change their modus operandi in order to facilitate the
meaningful engagement of new actors. This is especially so if they are not
clear on how doing so would benefit the work they are doing. But change is
not impossible. For example, in light of the multistakeholder dialogues on
Internet governance in the WSIS and IGF, the OECD took the decision in 2008
to open its Internet-related work to the participation of the technical
community and civil society, both of which have become seriously involved
and are making significant contributions. In parallel, organizations like
ICANN also have taken steps to broaden participation by actors from
developing countries. There is clearly more to be done though, in both
intergovernmental and nongovernmental settings.

A neutral, non-decision making, multistakeholder setting like the IGF could
provide a good setting in which to consider these issues. The aggregation and
sharing of information, experiences and best practices concerning whether
and how developing countries participate and development considerations
are addressed might encourage entities to undertake some internal self-
assessment and to consider the viability of tweaking their procedures. For
example, they might consider the terms and conditions of information
dissemination and participation; ways to reduce newcomers’ sense of
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information overload, and related intellectual barriers to entry, e.g. by
preparing customized background materials; establishing development-
oriented focal points in the staff, or sherpas or a buddy system for meetings;
holding special sessions in their meeting programs focusing on development-
related issues; enhancing remote participation opportunities; having solid
mechanisms for evaluations and feedback from participants who are
experiencing challenges; expanding formal outreach and capacity building
efforts and inter-institutional partnerships; or even mainstreaming
developmental implications as a factor in evaluating policy options, where
applicable.

Policy Outputs

Finally, a third focus could be on the substantive policy outputs of global
Internet governance mechanisms. It is not necessary for present purposes to
attempt to map out in detail the specific issues associated with particular key
institutions that would merit consideration; indeed, it would be premature to
do so. Deciding which topics and possible connections to explore would
necessarily be the subject of debate and collaboration among the interested
parties in the IGF. That said, to make the possibility less abstract, it might be
worth simply mentioning a few illustrative examples.

With regard to the governance of CIR, there are a number of issues that could
merit assessment. For example, how do current policies and contracts
pertaining to the gTLD registry, registrar, and related services markets affect
individuals, organizations, and communities from developing countries,
whether as users or as potential market entrants? How might the approaches
currently being devised for new gTLDs---on such issues as pricing, vertical
integration, geographic names, IDNs, and content-related issues like
“morality and public order” objections to proposed strings---impact
development trajectories? =~ What about the authority relations and
management of ccTLD delegation and re-delegation processes, the WHOIS
framework, the Uniform Dispute Resolution System, or IPV4 exhaustion and
the allocation of/transition to IPV6? And of course, there are the issues
pertaining to ICANN'’s legal form, location, and relationship to the US
government. These items generally have been discussed in political terms
with respect to the internationalization of authority, but are there also any
specific concerns from a developmental standpoint? Whatever the answer
may be, it might be helpful to the global dialogue to clarify the matter.

Other infrastructural issues may be worth exploring. The question of
international interconnection has come up in the WSIS and IGF discussions,
but there has not been a focused and empirically informed discussion that
drills down into the changing economic organization of global
interconnection and traffic management. This has been taken up in some
intergovernmental settings, but without the sort of broad-based participation
that could yield balanced and widely supported assessments.

Some technical standardization processes may pose challenges beyond the
sort of procedural difficulties in participation that were mentioned above. For
example, intellectual property limitations are being built into the increasingly
diverse array of network equipment, customer devices, services and
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applications associated with Internet access. Developing country
entrepreneurs and firms may thus find themselves at a disadvantage when
seeking market entry, and the costs to developing country users may inhibit
the Internet’s expansion and application in business and other domains.

The heterogeneous realm of network and information security governance
could raise other concerns. Arrangements that globalize particular definitions
of cybercrime or methods of addressing it, whether intergovernmental or self-
regulatory, may pose challenges to local legal systems, capacities, and social
orders. They may also be insufficiently attentive to developing country’s
greater levels of vulnerability and sensitivity to spam, malware, network
attacks and the like. And the key roles played by nongovernmental actors
may put developing countries at a disadvantage insofar as their stakeholders
are often less well resourced and equipped to collaborate or negotiate with
Northern counterparts.

With regard to the governance of IC&C, the establishment of increasingly
strict rules and enforcement mechanisms for intellectual property may have
numerous implications for development that merit consideration in a
multistakeholder setting dedicated to the Internet. The same could be true
with respect to trade in content-based services, e-commerce mechanisms that
have been designed primarily by and for the industrialized countries, and so
on. The developmental consequences of weak or minilateral global
governance mechanisms pertaining to personal privacy, consumer protection,
competition policy, spam, linguistic and cultural diversity, and so on might
merit consideration as well.

Again, these are just a few examples of the kinds of items participants might
decide to flesh out and consider. For effect, examples were mentioned where
there might arguably be problems to be addressed. If the IGF process
revealed that in at least some of these cases there is room for a better fit
between governance outputs and development, this could help to stimulate
and support problem-solving discussions within the relevant decision making
bodies and among other concerned actors, such as development agencies or
the research community. Alternatively, it might be that upon examination, it
becomes clear that there is no “there there” and all the policies currently
being pursued are entirely beneficial or neutral with respect to development.
In this happy event, the focus going forward could be on learning lessons
from these successes and identifying practices worth replicating. Moreover,
working through to such conclusions could have the salutary effect of
dispelling misunderstandings and contention around the issues in question so
that collective energies can be directed to items where there is consensus that
more work is needed, be it institutional procedures, capacity building,
national governance frameworks, or something else. Either way, at least
asking the questions and having an open, global, multistakeholder dialogue
arguably would strengthen the social foundations of the Internet more
effectively than declaring issues to be out of bounds and leaving sources of
dissatisfaction or unease to fester and manifest in other ways.

For at least three reasons, such an effort would not be duplicative of work

being undertaken elsewhere. First, the discussions on these issues in the
relevant decision making bodies usually do not position developmental
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impacts as key criteria for evaluation. Second, many of the organizations
involved do not have the sort of open, global, multistakeholder participation
that characterizes the IGF, so the ways that problems and possible solutions
are framed therein is correspondingly different and may ultimately elicit less
broad-based support. Moreover, those bodies which do allow such
participation may attract partially or wholly different set of actors. And third,
as the only global collaborative process that is not limited by a specialized
mandate, the IGF is uniquely positioned to facilitate holistic assessments that
draw unconstrained linkages between issues, probe multidimensional
problems, identify orphaned issues and gaps in the governance architecture,
and make intelligible the whole terrain. Even if they are being managed in
other organizations, setting issues in such a holistic framework for
multistakeholder dialogue could broaden and deepen collective learning and
provide value-added feedback into those bodies, as the IGF has already done.

Going Forward

The IGF is uniquely suited to provide an umbrella or setting for the activity
suggested here. Its mandate in the Tunis Agenda specifically envisages cross-
cutting dialogues and holistic assessments regarding global governance
mechanisms and developing country concerns in these provisions:

b) Facilitate discourse between bodies dealing with different cross-
cutting international public policies regarding the Internet and discuss
issues that do not fall within the scope of any existing body;

c) Interface with appropriate inter-governmental organisations and
other institutions on matters under their purview;

d) Facilitate the exchange of information and best practices...

f) Strengthen and enhance the engagement of stakeholders in existing
and /or future Internet Governance mechanisms, particularly those
from developing countries;

g) identify emerging issues, bring them to the attention of the relevant
bodies and the general public, and, where appropriate, make
recommendations;

h) Contribute to capacity-building for Internet Governance in
developing countries, drawing fully on local sources of knowledge and
expertise;

i) Promote and assess, on an ongoing basis, the embodiment of WSIS
principles in Internet Governance processes...”’

But how could such an effort be put in place? It is not possible to spell out a
complete and acceptable plan of actionin the abstract. Any truly viable
proposal would have to be the product of dialogue and collaboration among a
range of interested parties who would be willing to undertake the efforts
required. Nevertheless, to facilitate discussion we can at least sketch out a
few possible elements:

¥ World Summit on the Information Society, “Tunis Agenda for the Information
Society,” WSIS-05/TUNIS/DOC/6(Rev.1)-E, November 15, p. 11, available at
www.itu.int/wsis/docs2 / tunis/ off/ 6revl.doc.
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Institutionalize a Development Day as a reqular feature of the IGF program. Devote
one day of the four-day meetings to exploring development-related themes.
The third day might be optimal, as the main session(s) on IG4D could then be
informed by the prior SODA and CIR discussions and delve more deeply into
their main implications for development. Perhaps one session could be on
capacity building, procedural, and participation issues, while the other would
be on the policy outputs of global governance arrangements. Alternatively,
one of the three hour blocks could be devoted to something other than
another large plenary dialogue; there are a number of interactive meeting
formats to choose from in revisioning the allocated time, e.g. regional,
stakeholder, or interest-based break-out meetings and report-backs on an
agreed set of issues...

Designate a special track of workshops focused on 1G4D. The Multistakeholder
Advisory Group (MAG) and/or open planning meetings could indicate
suggested topical foci that would feed into the main sessions, it being
understood that strong proposals on these themes would enjoy special
consideration, and that a representative of each event chosen would be
invited to participate in a linked main session.

Encourage organizers of open forums, best practice forums, and dynamic coalitions to
build in development components, as appropriate. The organizers and participants
in these events could devote some portion of their time to explaining how
they approach development concerns, and could provide short written
materials on the same.

Establish a multistakeholder group to assess and share information on the issue-areas
outlined above. It would be impossible to conduct serious analysis and have
intensively focused debates solely within the existing framework of annual
main sessions and workshops. This is true for other issue-areas as well; it
could be desirable for the IGF to also serve as a convening unbrella
framework under which communities of expertise and practice organize to
work on selected issues in accordance with annual, renewable mandates.
IG4D could serve as the test case for such a model.

Some innovative design would be necessary to get this right. On the one
hand, the traditional UN working group format could be too bureaucratic,
politicized, and wedded to formal outputs to be appropriate. On the other
hand, the IGF’s existing alternative, the dynamic coalitions, for a variety of
reasons generally have enjoyed rather limited government participation and
mixed success. A model would be needed that combines the strengths of the
Working Group on Internet Governance (WGIG)---e.g. balanced
multistakeholder participation and expertise, open peer-to-peer dialogue,
consensus-based conclusions---with the flexibility and openness of a “birds of
a feather” meeting.

Most of the group’s work through the year could be conducted online. For
internal communication it could use modern collaborative tools (social
networks, Google Docs, etc) that were not available at time of the WGIG. In
parallel, an open interface for document sharing and public engagement
would be required. Points of consensus and well specified disagreement in
the group’s deliberations could be brought into the relevant main sessions for
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broader discussion. These could be in the form of “messages” from the group
which do not require subsequent plenary-level adoption; this model has been
employed effectively in the European Dialogue on Internet Governance.

Provide analytical and logistical support. Some of the early arguments made
during the WSIS process for a new multistakeholder institution suggested
that it should have both a cross-cutting, holistic mandate, and a staff with the
resources and capacity to monitor developments across the Internet
governance landscape, aggregate and present information in an accessible
form, conduct research, prepare background materials for meetings, and so
on.” While budgetary constraints impose significant limitations, a small,
expert research staff would be essential for this and any other focused
initiatives, and such in-house assets could be complemented by external
collaborations. An open secretariat that enjoys good relations with the various
stakeholder communities and nearby international organizations possessing
specialized ICT policy expertise could presumably develop a web of
supportive relationships and generate materials reflecting the full range of
perspectives involved.

Provide high-level political endorsement of a development work program. If the
decision is taken to continue the IGF beyond its initial mandate, the renewal
could helpfully entail recognizing IG4D as a (not the) major focus of work
that merits support. In this context, steps also could be taken to encourage
greater participation by governments and other stakeholders from the
developing world.

Conclusion

The approach outlined here is a still evolving concept that probably raises
more questions than it answers. A broad dialogue involving all segments of
the IGF community would be required to arrive at a formulation that could
really work. But in the meanwhile, it is hoped that this paper contributes to
thinking about the prospect of mainstreaming development considerations in
the IGF and in global Internet governance processes.

“ For example, the civil society declaration to the Geneva summit in December 2003
called for the establishment of a multi-stakeholder “observatory committee” that
would track and map the most pressing developments in governance decision-
making, and assess and solicit stakeholder input on their conformity with the stated
objectives of the WSIS agenda. Similarly, the Internet Governance Caucus and some
of its individual members variously argued for an IGF that would be able to
undertake, inter alia, the systematic monitoring of trends; the comparative, cross-
sectoral analysis of governance mechanisms, with an eye toward lessons learned and
best practices that could inform individual and collective institutional
improvements; and the assessment of horizontal issues applicable to all
arrangements, e.g. the promotion of transparency and inclusive participation. Some
of this thinking was carried forward into the WGIG Report and ultimately into the
Tunis Agenda’s mandate. For an example, see, William J. Drake, “Reframing Internet
Governance Discourse: Fifteen Baseline Propositions,” in, Internet Governance: A
Grand Collaboration, Don MacLean, ed. (New York: United Nations Information and
Communication Technology Taskforce, 2004). Performance of these functions would
require some research and logistical capacity, and a stream of activity that goes
beyond an annual meeting and the preparation thereof.
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Multistakeholderism and the IGF:

Laboratory, Clearinghouse, Watchdog

Wolfgang Kleinwéachter

The UN Secretary General’s report on the IGF from May 2010 uses 57 times in
eleven pages the words “multistakeholder”, “stakeholders”, or “government,
private sector, civil society and technical community”---the main actors in
Internet governance.” The repetition of the “multistakeholder” terminology is
not a big surprise, but it is a remarkable indication that the controversial
concept of “multistakholderism” that emerged in the World Summit on the
Information Society (WSIS) is now a more or less accepted guiding principle
of global Internet governance.

In general terms, multistakeholderism means the inclusion of a broad range
of governmental and non-governmental stakeholders into the development
and implementation of policies, in particular the parties who are directly
affected by or concerned with a specific issue. The understanding of
“multistakeholderism” in Internet governance was developing bottom up in a
political process as an alternative to the conflicting proposals for “private
sector leadership” or “governmental leadership” in the WSIS process.
However, from a theoretical point of view, the multistakeholder Internet
governance policy concept is not yet defined. So far there is only little
academic analysis and a broad range of ad hoc opinions and weak theories
about what multistakeholderism is or should be.

Nevertheless the concept is seen as an innovative mechanism for policy
development and decision-making---first of all on the global level---that could
eventually produce results which are not reachable anymore with the
traditional political and diplomatic instruments of the 20" century. The
complexity of today’s global issues calls for a “new thinking” and a “new 21*
century diplomacy” which goes beyond the traditional understanding of
international relations as intergovernmental relations with the sovereign
nation-state at the top of the decision making hierarchy. The Internet and
borderless cyberspace---where now nearly two billion people around the
world can interactively communicate anytime, anywhere on anything in text,
voice, audio, photo or video regardless of frontiers---challenges the traditional
understanding of national sovereignty over a geographical territory with
tixed borders.

When the UN General Assembly launched the WSIS process by adopting UN
resolution 56/183 in December 2001, the word “stakeholder” was not
common language in the UN context. UN documents normally refer to

! “Continuation of the Internet Governance Forum: Note of the UN Secretary
General”, ECOSOC, May 2010, available at,
http:/ /unpanl.un.org/intradoc/groups/public/ documents/un-

dpadm /unpan039074.pdf.
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“member states” or “governments” if they describe rights, duties and
responsibilities of actors in a certain field. However, when the UN
community discussed the feasibility of convening the WSIS, the UN member
states acknowledged that the issues were so complex that it would make
sense to extend the number of participants beyond national governments and
to invite also the private sector, civil society and the technical community.
Paragraph 3 of UN Resolution 56/183 recommended, “that the preparations
for the Summit take place through an open-ended intergovernmental
preparatory committee, which would define the agenda of the Summit,
finalize both the draft declaration and the draft plan of action, and decide on

the modalities of the participation of other stakeholders in the Summit”.*

NGOs in the UN

The idea to include non-governmental actors into a policy development
process under the UN umbrella within a World Summit produced a number
of complicated procedural questions. The whole first preparatory meeting
(PrepCom1) for WSIS I in Geneva, in June 2002, was occupied by the
discussion what the role of the non-governmental stakeholders should and
could be.® The problem was not totally new for the United Nations. The UN
itself has a long tradition to collaborate with a broad range of non-
governmental organizations (NGOs), mainly via the Economic and Social
Council (ECOSOC).* Furthermore, the UN Educational, Scientific and
Cultural Organization (UNESCO), one of the key partners in the WSIS
process, had a long tradition to work together with non-governmental
organizations in related fields like education, media, communication, culture
and science.” And the International Telecommunication Union (ITU), another
leading partner in the WSIS process, changed its constitution at its
Plenipotentiary Conference in Kyoto in 1994 to allow private sector members
(mainly telecom operators and IT manufacturers) to join the organization.*

But neither in ECOSOC nor in UNESCO or in the ITU do non-governmental
actors have negotiating or voting rights. The role of NGOs or private sector
members is mainly to give input into a policy development process that is

2 UN Resolution 56/183, December, 21, 2001, available at,
www.itu.int/wsis/docs/background / resolutions/56_183_unga_2002.pdf.

> See, Wolfgang Kleinwéchter, “Multistakeholderism, Civil Society and Global
Diplomacy: The Case of the World Summit on the Information Society,” in,
Governing Global Electronic Networks: International Perspectives on Policy and Power,
William J. Drake and Ernest J. Wilson III, eds. (Cambridge, MA: MIT Press, 2008).

* Currently more than 3200 NGOs have a so-called “consultative status” with
ECOSOC. http:/ /esango.un.org/ paperless/ Web?page=static&content=about.

> UNESCO has official relations with 335 NGOs; see, “UNESCO and NGOs,”

resources available at http:/ / portal.unesco.org/en/ev.php-
URL_ID=32906&URL_DO=DO_TOPIC&URL_SECTION=201.html.

® The ITU has 565 private sector members and 153 “Associates.” See the list available
at, http:/ /www.itu.int/ members/index.html.
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managed and led by the governments of the member states. They are the
lower (and powerless) part of a hierarchy, with the governments on top.

From Hierarchies to Networks

The WSIS process started with this traditional system of subordination. But as
soon as the Internet became the subject of the negotiations, the “hierarchical
approach” was challenged. The developers, providers and users of Internet
services---the private sector, civil society and the academic and technical
community---proposed an alternative policy development process which was
based on a more “network approach”.

In the first preparatory phase (July 2002 until December 2003) when WSIS
discussed media and telecommunication policies, there was just “summit
business as usual”. NGOs like the Word Press Freedom Committee (WPFQ),
the International Association of Publishers, the International Federation of
Journalists (IF]), the International Association for Media and Communication
Research (IAMCR) and others wanted to have a say on issues like the human
right of freedom expression. Private sector companies, coordinated by the
International Chamber of Commerce (ICC), wanted to have a say in policies
like financing the bridging of the digital divide. This was not so different from
discussions during UNESCO General Conferences and ITU Plenipotentiary
Conferences, where NGOs and private sector members are lobbying
governments and have a chance to say something in the beginning of plenary
sessions, but do not have voting rights in the final negotiations which take
place in governmental working groups.

This changed when Internet governance was introduced into WSIS. It started
at the end of PrepCom?2 (February 2003) and peaked for the first time during
the Inter-Sessional meeting in Paris (July 2003). Originally Internet
governance was not on the list of pressing issues under the WSIS mandate.
WSIS was primarily aimed at the development of policies and actions to
bridge the digital divide. In the regional preparatory conferences in Asia,
Europe, Africa and Latin America, Internet governance was just a minor
point. Only the last of the series of five Ministerial Conferences---for West-
Asia in Beirut in early February 2003---raised the issue of Internet governance
in more detail and “woke the dog”.” When the WHSIS stakeholders
reconvened for PrepCom?2 in February 2003 in Geneva, “Internet governance”
moved quickly into the centre of the political debate. As a result governments
decided to set up a special sub-working group to deal with it.

7 The report of the West Asian Regional Conference for WSIS (“Beirut Declaration”),
February, 5, 2003, stated, inter alia: “The responsibility for root directories and
domain names should rest with a suitable international organization and should take
multilingualism into consideration. Countries’ top-level-domain-names and Internet
Protocol (IP) address assignment should be the sovereign right of countries. The
sovereignty of each nation should be protected and respected. Internet governance
should be multilateral, democratic and transparent and should take into account the
needs of the public and private sectors as well as those of the civil society.” See,
www.itu.int/ wsis/documents/listing-all.asp?lang=en&c_event=rc | wa&c_type=all.
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Governmental vs. Private Sector Leadership

The sub-working group started during the Inter-Sessional PrepCom in July
2003 in Paris and was immediately confronted also with procedural
questions. During the first meeting of the group that took place in form of a
night session in the basement of UNESCOs headquarter in Paris, nobody
controlled who was in the room. As a result, the discussion started as a
multistakeholder dialogue. Governments raised public policy issues related to
the Internet and experts from the private sector, civil society and the technical
community added their special expertise with regard to the technical,
economic and social dimensions of Internet governance.

Although some governments questioned whether the presence of non-
governmental stakeholders in the room would be in line with the procedural
rules of the summit, the dynamics of the discussion sidelined quickly these
objections. The majority of the governments realized that they do miss the
specific technical expertise which is needed to understand how the Internet
works and how the critical Internet resources are managed and coordinated.
This additional expertise and input was seen as a very welcomed and a
needed contribution for an enhanced understanding of the Internet
challenges. But later, the experts were excluded, and even the CEO of ICANN
was kicked out of the room during PrepCom3++ (December 2003) when the
final negotiations started.

The Internet is indeed different from media or telecommunication, where
UNESCO and ITU member states have long experience. While media and
telecommunication was developed first in the national context and within a
national legal framework, the Internet emerged in the 1970s and 1980s from
the very beginning as a global borderless network of networks in the shadow
of national and international regulation. The Internet was never a “law free
zone” but no country adopted specific laws for the Internet similar to the
traditional press, broadcasting or telecommunication laws.

Even the delegation of country code Top Level Domains (ccTLDs) became not
the subject of national policy discussions or intergovernmental negotiations,
as was the case with country codes for the telephone system. The domain
name system (DNS) followed a procedure based on policies developed by the
developers, providers and users of the Internet services themselves and fixed
in so-called “Request for Comments” (RFCs), drafted and adopted by the
Internet Engineering Task Force (IETF). No national government and no
national parliament was involved when Jon Postel, one of the fathers of the
global DNS, introduced the 243 ccTLDs and started to delegate it, very often
by a handshake, to trusted managers in the respective countries.

The private sector policies for the management of root servers and the
allocation for domain names and IP addresses proved to be stable, secure and
robust long before WSIS started to discover these issues as relevant for global
public policy making. But after the Paris Inter-Sessional meeting, a political
debate started about the introducing a new political mechanism overseen by
governments. The debate escalated soon around the question whether the
management of these critical Internet resources (CIRs) should remain in the
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hands of the private sector, notably within ICANN, IETF and the RIRs, or
should be moved to an intergovernmental mechanism, probably the ITU.

While the US government was clearly outspoken in favour of a continuation
with the functioning system under private sector leadership, the Chinese
government argued that private sector leadership was good for one million
Internet users but probably not good enough for one billion. The majority of
the non-governmental groups were more in favour of a continuation of the
existing mechanisms. Vint Cerf, one of the fathers of the Internet and during
this time Chair of the ICANN Board captured the thinking when he said that
in considering changes, the first thing is “to do no harm”. And he added, “If
it isn’t broken, don’t fix it”. Furthermore there was confusion about what
Internet governance means. While some understood it as the management of
CIRs only, others had a much broader understanding and subsumed under
the term shared Internet global rule systems for e-commerce cybercrime, the
protection of privacy, intellectual property and so on.

WSIS I and the Creation of WGIG

WESIS I did not produce any common position on Internet governance. The
only agreement which was reached was to postpone a final decision and to
ask UN Secretary General Kofi Annan to set up a Working Group on Internet
Governance (WGIG) with a mandate to define what Internet governance is; to
identify public policy issues which come along with Internet governance; and
to recommend to governments what to do before the convening of the second
summit, scheduled for Tunis, November 2005. However, the “agreement on
the disagreement” included two important elements that had long-term
effects. Article 49 of the WSIS Geneva Declaration of Principles, which
established the WGIG, stated, inter alia: “The management of the Internet
encompasses both technical and public policy issues and should involve all
stakeholders and relevant intergovernmental and international
organizations.”*

Article 49 implies two main conclusions: First, it is impossible to separate the
technical from the political issues with regard to Internet governance, which
means that organizations dealing with the various aspects of Internet
governance and touching either political or technical issues have to work
together and enhance their communication, coordination and collaboration.
And second, to be workable, stable and robust solutions there is a need to
involve all relevant governmental and non-governmental stakeholders,
operating on the various layers of the Internet.

In other words, Article 49, without anticipating a special model for Internet
Governance, proposed a multistakeholder framework. Consequently, when
Kofi Annan established the WGIG, he did it not in the traditional way by
inviting governments as members and non-governmental experts as
observers, but rather followed the WSIS recommendation and composed the

8 Geneva Declaration of Principles, December, 12, 2003, available at,

www.itu.int/dms_pub/itu-s/md/03/wsis/doc/S03-WSIS-DOC-0004!!PDFE-E.pdf.
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“Group of 40” by choosing 20 governmental and 20 non-governmental
representatives as WGIG members, with equal rights.

At the eve of the first WGIG meeting, Kofi Annan outlined his expectation for
the outcome of WGIG during the Global Governance Forum in New York
(March 2004):

“The issues are numerous and complex. Even the definition of what we
mean by Internet governance is a subject of debate. But the world has a
common interest in ensuring the security and the dependability of this
new medium. Equally important, we need to develop inclusive and
participatory models of governance. The medium must be made
accessible and responsive to the needs of all the world’s people...in
managing, promoting and protecting [the internet’s] presence in our
lives, we need to be no less creative than those who invented it.
Clearly, there is a need for governance, but that does not necessarily
mean that it has to be done in the traditional way, for something that is
so very different.”*

This multistakeholder nature of the WGIG---based on flexible rules of
procedure which gave all members of the group the same rights in speaking
and drafting---produced indeed a new culture of interaction. The debate
became less an ideological battle how to succeed with the own position and
more a collective search to find common answers to new emerging global
challenges. It was bottom-up and not top-down, it was not “tit-for-tat” but
rather looking for a rough consensus.”

The collaborative multistakeholder spirit allowed the production of concrete
results. Of particular importance was the carefully formulated definition of
Internet governance: “Internet governance is the development and
application by Governments, the private sector and civil society, in their
respective roles, of shared principles, norms, rules, decision-making
procedures, and programmes that shape the evolution and use of the
Internet.””' This definition rejects the concept of one stakeholder leadership in
Internet governance as some governments suggested during WSIS I. Instead,
the WGIG definition proposes an inclusive and participatory concept which
gives all stakeholders a place by referring to their “respective roles”. It links
them together in a network of shared rights, duties and responsibilities. This
definition allows a high degree of flexibility in its implementation and rejects
the concept of “one Internet governance model fits all Internet governance
challenges”. It allows a rather dynamic use of different governance models

? Kofi Annan, “Internet Governance Issues are Numerous and Complex”, New York,
25 March 2004, at www.unicttaskforce.org/perl/showdoc.pl?id=1333.

' For discussions, see, Don MacLean, “A Brief History of WGIG,” and William ]J.
Drake, “Conclusion: Why the WGIG Process Mattered”, in, Reforming Internet
Governance: Perspectives from the UN Working Group on Internet Governance, William J.
Drake, ed. (New York: United Nations Information and Communication
Technologies Taskforce, 2005).

! “Report of the Working Group on Internet Governance”, Geneva, July 2005, at,
www.wgig.org/docs/ WGIGREPORT.pdf.
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for different Internet governance issues. Based on this definition, the
governance model in the fight against cybercrime can look different than the
governance model for the allocation of domain names.

WGIG: Forum Function and Oversight Function

In the final stage of the WGIG, two other issues moved into the centre of the
debate: the “forum function” and the “oversight function”. Both issues were
linked to the question how stakeholders should be involved into global policy
development (forum function) and decision-making (oversight function).
Naturally WGIG members from the governments prioritized the “oversight
function”. In contrast, WGIG members from the private sector rejected the
introduction of a new governmental oversight body but were also indifferent
with regard to the creation of a “forum”, which some of them disqualified as
a new costly “talking shop”. But the WGIG members from the civil society
and the academic and technical community gave the “forum function” the
highest priority.

The argument of the civil society in favour of a Forum was that the creation of
a discussion space for multistakeholder dialogue could be a useful next step
in a bottom up global policy development process towards new “inclusive
and participatory models of governance”, as was called for by Kofi Annan.
Such a forum could improve the knowledge of all stakeholders and enhance
the interaction among them with the aim to create a climate of better
understanding of the many new emerging issues. This would enable the
existing intergovernmental and nongovernmental institutions to take
decisions of a higher quality within the frameworks of their respective
mandates.”

The discussion of the “forum function” within the WGIG produced a rough
consensus but the “oversight function” remained controversial, not only
between governmental and non-governmental stakeholders but also among
the governments themselves. One group wanted to have a heavy “UN
Internet Organization (UNINO), another group was more in favour of a
lightweight “Intergovernmental Internet Council” overseeing the existing
private Internet governance mechanisms. And others argued in favour of the
existing ICANN model where governments are included as a stakeholder in

? The idea to create such a discussion space originally in the form of a
“Multistakeholder Observatory Council” was proposed for the first time in a
statement of the Civil Society Internet Governance Caucus (IGC) at the WSIS Inter-
Sessional Meeting in Paris, July, 16, 2003. Such a council, “could serve as a meeting
point for improved coordination, consultation and communication on ICT issues.
Such a “Council” should be composed of representatives of governments, private
industry and civil society. It could promote the exchange of information, experiences
and best practices on issues from privacy to free speech on the Internet, from Ipvé to
ENUM. Listening to the experiences of others is a cheap investment and could
become a source of inspiration for innovative policy in the 21* Century. See:
www.itu.int/wsis/docs/pcip/plenary/internet_governance_group.pdif.

82



its own rights via the Governmental Advisory Committee (GAC) but called
for an end of the unilateral oversight of the US government over ICANN.

WSIS II and the Launch of the IGF

The WGIG Report became the blueprint for the final negotiations in the
second Summit. WSIS 1II, held in November 2005, adopted in its “Tunis
Agenda for the Information Society” the WGIG's definition and the
recommendation for a new IGF but could not agree on a new oversight
model. The compromise in the “oversight controversy” was to launch an
open process of “enhanced cooperation” among governments and also
among governments and non-governmental institutions with the option to
develop and introduce at a later stage a “new cooperation model”, as
proposed by the European Union.

The IGF and the process of enhanced cooperation are not formally
interlinked. The Tunis Agenda gave the IGF a rather clear mandate but a life
span for only five years, with the option for renewal. The process of enhanced
cooperation was vague defined and did not include a timetable. The
interpretation of “enhanced cooperation” differed widely and reached from
an understanding, that at the end of the process there will be a new
centralized intergovernmental body to the expectation that such a process
will enhance the communication, coordination and collaboration among
existing governmental and non-governmental institutions and lead to a more
decentralized multilayer multiplayer mechanism with distributed decisions
making and oversight procedures.

However based on the accepted definition of Internet governance, there was a
clear understanding that both the IGF and the process of enhanced
cooperation have to include all stakeholders in “their respective roles”. It was
also a more or less common understanding that both processes, regardless of
their separate mandates, are informally interlinked. Nevertheless the open
question remained what in detail the “respective role” of the main
stakeholder groups could and should be with regard both to the forum and
the oversight function.

IGF: Kick Start in Athens 2006

Before the first IGF there was a lot of uncertainty. Will the IGF become a
useless “talking shop”, just “another annual Internet conference”? Will it lead
to a new intergovernmental body? There was no model of how to organize
such a forum which was convened by the UN Secretary General but was not a
traditional UN conference and included all stakeholders. Also how to prepare
the forum was not clear, although the Tunis mandate of the IGF was a helpful
guideline. The Internet community indeed entered unchartered territory. Key
milestones before the start of the first IGF in Athens were the establishment of
a small and light weight executive secretariat in Geneva, the formation of a
Multistakeholder Advisory Group” (MAG) and the nomination of its Chair.
This Secretariat/ MAG/Chair model copied the successful WGIG structure.
Also the procedures for the MAG and its interactions with the broader public
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was copied from the WGIG. This removed a lot of traditional formalities of
UN conferences and allowed flexible and open communication among the
stakeholders.

A significant indication of this new approach was the simple fact that during
the first IGF in Athens in October 2006, there were no nameplates on the
tables in the main conference hall for governments or observers, as it is
normally the case in a UN conference. This small element of removing formal
barriers demonstrated the differences. The IGF positioned itself from the very
first day as a space for a more informal multistakeholder dialogue and not as
diplomatic negotiation place.

But more important than the formalities was the substance. To get started, the
MAG preferred to begin with important but less controversial issues like
Access, Openness, Security and Diversity. As the following IGFs proved, it
was a wise decision not to start with the most controversial issue like the
management of CIRs. This allowed the Athens IGF to put a more constructive
multistakeholder dialogue into the centre of the debate while not by ignoring
conflicts, but by avoiding a heated ideological debate.

Athens was not without controversies. But the way, for instance, the
controversies around freedom of expression in the Internet in the Openness
main session was discussed, where governments, private sector and civil
society representatives expressed rather different ideas, was very
encouraging and demonstrated that even very controversial positions,
policies and practices can become the subject of a civilized debate if the
stakeholders respect each other in their respective roles.”

To demonstrate and accept such a respect was easier in the environment of
the IGF than it is in a diplomatic conference, which is aimed to adopt
recommendations with commitments. With other words, the absence of the
pressure at the end of the meeting to agree on a disagreement “opened the
mouth” and allowed the development of a new open discussion culture. The
“listening to the argument of others” became as important as the presentation
of the own position.

A New Discussion Culture

This new discussion culture allowed the MAG in the preparation of the 2™
IGF to broaden its approach and to accept, among others, the proposal to add
CIR as a fifth key issue to the IGF agenda. At the Rio IGF, CIR was discussed
as openly as was the controversy over freedom of expression in Athens. The
various stakeholders had a chance to hear something critical from other
groups that they normally do not meet in their day-to-day operations. And
they had a chance to justify their policies and to learn about their weaknesses
and deficiencies without being “punished” at the end of a meeting by a
“Declaration”.

3 See, Internet Governance Forum (IGF): The First Two Years, Avri Doria and Wolfgang
Kleinwéchter, eds. (Paris/Geneva: ITU/UNESCO, 2008), p. 124.

84



Step by step the acceptance of the multistakeholder dialogue grew. The fact
that the key decision makers from the various stakeholder groups---from ITU,
UNESCO, ICANN and IETF to Google, Yahoo, Cisco, Skype and Microsoft,
from Parliamentarians and governmental representatives, including Prime
Ministers and ministers from the world leading Internet countries like the US,
EU, China, Egypt, Brazil, India and others to NGOs like APC, ISOC, Article 19
and the Free Software Foundation---left their “silos”, came to the IGF
meeting, entered into the dialogue with friends and opponents from other
parts of the world and other stakeholder groups and came back to the next
meeting, produced soon a value on its own which was quickly recognized by
the majority of the participants.

The informal nature of the IGF is a great benefit which allows also
experiments with new forms of discussion and an unorthodox approach to
critical and controversial issues, as mentioned above with regard to CIR. And
it allows a permanent critical re-evaluation and permanent change and
improvement. A good example is how ICANN changed its position with
regard to the IGF. In the beginning ICANN was rather sceptical and feared
that a discussion of CIR in the IGF could lead to an un-needed politization of
the management of technical key resources and to the development of a
governmental controlled oversight mechanism. But the practical experiences
spoke a different language. Yes, ICANN’s policies on root server
management, iDNs or new gTLDs were critically reviewed in IGF workshops
and main sessions. But the critical dialogue turned into constructive debates
where all sides enhanced their knowledge, learned from the arguments of
“the other side”, and got a chance to adjust their own approaches in the light
of open and frank discussions. ICANN understood quickly that the IGF is a
useful space to do both outreach and to learn. And for those parts of the
Internet community that do not go to ICANN meetings, it became a good
opportunity to get additional information and to test the willingness of
ICANN to react to justified criticism by the broader Internet community.

There is no formal linkage between the IGF discussions and ICANN
decisions. But the policies ICANN has developed in the last years with regard
to IDNs, DNSSEC, and new gTLDs would have been probably taken in a
different way without the IGF debates. Also governments learned via the IGF
that it makes no sense to reduce the CIR debate to the question of whether a
new intergovernmental body is needed or not. And even the decision by the
US government, to end its Joint Project Agreement (JPA) and to enter into an
Affirmation of Commitments was probably also influenced by the IGF.

Regional and National IGFs

Another remarkable effect of the global IGF is that the model is being copied
both at the regional and national level. Regional IGFs are now organized on
an annual basis in East and West Africa, in North America, in Latin America,
in Asian and in Europe. National IGFs are taken place now in more than 30
countries, including Russia, Germany, Brazil, Hong Kong, France, Denmark
and the UK. All these regional and national IGFs copy more or less the
multistakeholder dialogue model from the global IGF by linking it to the
specific challenges in their regions or countries. These regional and national
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IGFs have a double function: They are used to transfer the knowledge and
experiences from the global IGF into the regional and national context. And
they prepare the national and regional Internet community for the
participation in the next global IGF. The interesting observation here is that
the majority of these regional and national IGFs emerged bottom as a
multistakeholder project.

A good example is the case of the IGF from Germany. After the first IGF in
Athens there was a debate about a German IGF. For formalistic reasons the
Ministry of Economics of the German federal government took the lead but
what it organized was not really a multistakeholder dialogue, but more a
classical bilateral consultation with private sector and civil society. This
created some frustration among the local Internet Community in Germany.
Groups like the German Trade Union ver.di, ISOC Germany, the German
Association for the Internet Economy (eco), the German ccTLD Registry
DENIC, ICANN recognized At Large Structures and the German Association
of the United Nations took the idea of an IGF-Germany in their own hands
and stimulated a real multistakeholder dialogue. This concept was rather
successful. During the recent IGF-Germany in June 2010, the dialogue
between governmental and non-governmental stakeholders reached a new
level. Three ministers from the federal and the regional government and five
members of the German Parliament, the Bundestag, participated in the
meeting with more than 100 participants and prepared the German Internet
community for the fifth IGF in Vilnius. The top-down approach turned into a
network approach and the public authorities were pulled into an innovative
process which worked both ways: Improved understanding and more
knowledge on all sides.

A similar example is the emergence of the “European Dialogue on Internet
Governance” (EURODIG), which has been held in Strasbourg 2008, Geneva in
2009, and Madrid in 2010. Originally the European Parliament wanted to
organize an IGF-Europe. But it was too slow and too bureaucratic. The
dynamics of the process, again driven by a small multistakeholder core team
which included inter alia, the Council of Europe, the European Broadcasting
Union, the European Regional At Large Organization, various European
ISOC Chapters, EURO-ISPA, the ICC, and representatives of the government
of France, Finland and Switzerland pushed for an EURODIG and succeeded.
The 3™ EURODIG in April 2010 in Madrid saw more than 400 participants
from all stakeholder groups. The meeting was hosted by Telefonica under the
Spanish EU Presidency. The 4" EURIDIG will take place in June 2011 in
Beograd in Serbia.

Civil Society as a New Stakeholder in Intergovernmental Organizations

It is also interesting to note that the multistakeholder model has been seen as
an attractive new approach for policy development by other
intergovernmental  organizations. The Organization for Economic
Development (OECD) adopted at its Ministerial Conference in Seoul in July
2008 a resolution that paved the way for the creation of a special civil society
advisory group within the OECD (CISSAC). The CISSAC has now like other
sub-bodies of the OECD, representing business, trade unions and the
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technical community, a number of rights and responsibilities, which include
also the right to comment on governmental drafts.

Also the ITU was originally inspired by the IGF. At its Plenipotentiary
Conference in Antalya in 2006, just after the end of the first IGF, it formed a
special working group to explore how civil society could be included into the
work of the ITU. The problem here was that the ITU invited only member
states to join the working group. Consequently this governmental committee
did not recommend the inclusion of civil society into the policy architecture of
the ITU. When ITU Secretary General Hamadoun Touré addressed the
ICANN meeting in Cairo in October 2008, he argued that the IGF is a “waste
of time”. Nevertheless he came both to Hyderabad and Sharm el Sheikh,
although this did not change the ITU’s approach to multistakeholderism.
When the ITU organized its 4™ World Telecommunication Policy Forum
(WTPF) in Lisbon in April 2009, individual representatives of the civil society
got only an exceptional permission to participate in the forum as silent
onlookers and had no right to speak.

The IGF: Strengths, Weaknesses, Opportunities, Threats (SWOT)

With all the achievements and failures, the IGF is still in its childhood years.
The parents see already the “talent” of the baby, but it is needs to learn a lot
until it is mature enough to take its place in the broader system of
international politics. During the consultations on the feasibility of the
continuation of the IGF a lot of arguments were put forward pointing to the
strengths and weaknesses of the IGF and discussing the opportunities and
threads.

The most important strength of the IGF is obviously that it offers a space for
high-level open, free and unlimited discussion in an informal way among
various stakeholders on all relevant issue. There is no other place in the world
where actual and emerging issues around Internet polices can be discussed as
in the IGF. Other global gatherings of Internet experts have a much more
limited scope and do not outreach to such a broad and high quality group of
people representing constituencies that normally sit in their individual
institutional silos to manage their respective day to day operation. It is the
cross-institutional, cross—disciplinary, cross-constituency nature of the IGF
and the high level of its participants that makes it attractive to everybody.
Furthermore it has a great teaching, educational and capacity building
dimension. People come to learn, exchange best practice experiences and
enrich their knowledge, which enables them to qualify and improve their
activities at home when working for policy development, economic initiatives
and technological innovations. The “network building capacity” of the IGF,
the individual and institutional contacts enabled through the IGF are also a
very important part of the process.

The lack of a clear output from the meetings is seen on the other hand as one
of the IGF weaknesses. At the end of the annual IGF results from the forum
cannot be presented in facts and figures. There are no final recommendations,
no agreement among governments, no concrete commitments from
stakeholders. However this weakness is seen by a large part of the
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community as a strength. The argument is that the absence of the pressure to
agree on something at the end of the meeting has liberated the debate and has
to be seen as an enabler for processes that emerge very often indirectly as the
result of the IGF in other places. It is true that the IGF makes no decisions, but
it attracts those who do make decisions and equips them with better
knowledge to do so. Another weakness, mentioned by many groups is the
informal mechanisms for the preparation of the annual meetings, including
the procedures for the composition of the MAG, the financial support for the
Executive Secretariat and its weak and voluntary reporting back mechanisms.

One of the biggest opportunities of the IGF is to stimulate informal and
formal arrangements for sustainable Internet governance solutions, to
function as a laboratory, a clearinghouse and a watchdog. The IGP has the
“power of inspiration”. If sustainable results in Internet governance become
more visible and it can be proven that the multistakeholder dialogue of the
IGF has contributed to certain achievements, the IGF will be more seen much
more also as a source of inspiration for other fields of global policies as
climate change, environment, energy and the Millennium Development
Goals.

One threat for the IGF is that the five year old baby is killed in the cradle.
Governmental or non-governmental groups who had too high expectation
what the IGF should deliver could turn their dissatisfaction into opposition
campaigns and a policy blockade. Another risk is that the IGF is captured by
groups of stakeholders and misused to push for single political or economic
interests. Furthermore there is a risk that the needed enhancement of the
formal procedures can lead to a bureaucratization that could fire back and
remove the dynamics of the processes.

Summarizing the SWOT analyses, it can be said that the IGF cannot be replace
by another meeting or an intergovernmental process because it is unique. The
IGF does not and is not intended to substitute other meetings or processes
where Internet issues are discussed. Within five years the IGF has positioned
itself as a corner stone and an indispensable link within the architecture of
interlinked Internet events and processes.

Towards a More Inclusive and Participatory Model of Governance

The IGF is a learning process. A lot of improvements can be achieved.
Proposals how to overcome weaknesses of the IGF could include, inter alia:

First, the introduction of innovative forms of visible output results which
avoids the need to enter into negotiation processes on diplomatic language
for adoption by the IGF participants but which goes beyond today’s chairs
conclusion, the publication of the proceedings in an UN book and the
archiving of the transcripts, audio and video