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DIRECTIVE 9S/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 24 October 1995

NoL281!31

on the protection of individuals with regard to the processing of personal data and on the free
movement of such data

THE EUROPEAN PARlIAlvlENT AND THE COUNCIL OF
THE EUROPEAN UNIO\;,

Havmg regard to the Treaty estahlishing the European
Community, and in particular Article 100a thereof,

Having regan.! to the proposal from the Commission el,

Having regard to the opinion of the Economic and Social
Committee (2),

Acting in accordance with the procedure referred to in
Artick 189b of the Treaty ('),

(4)

Article 7a of the Treaty, the free movement of
goods, persons, services and capital is ensured
requite not only that personal data should be able
to flow freely from one Member State to another,
but also that the fundamental rights of individuals
should be safeguarded;

Whereas increasingly frequent recourse is being
had in the Community to the processing of
personal data in the various spheres of economic
and social activity; whereas the progress made in
information technology is making the proct'ssing
and exchange of such data considerahly easier;

(1)

(2)

\XThereas the objectives of the Community, as laid
down in the Treaty, as amended by the Treaty on
European Union, mclude creating an ever closer
union among the peopks of Europe, fostering
closer relations between the States belonging to the
Community, ensuring economic and social progress
bv common action to eliminate the barriers which
divide Europe, encouragmg the constant
improvement of the living conditions of its peoples,
preserving and strengthening peace and liberty and
promoting democracy on the basis of the
fundamental rights recognized in the constitution
and laws of the Member States and in the
Furopl'an Convention for the Protection of Human
Rights and Fundamental Freedoms;

Whereas data-processing systems arc designed to
serve Jllan; vvhereas they must~ \;vhatever the
nationality or residence of natural persons, respeer
their fundamental rights and freedoms, notably the
right to privacy, and contrihute to economic and
social progress, trade expansion and the well-being
of HHJividua!s~

(5)

(6)

Whereas the economic and social integration
resulting from the establishment and functioning of
the II1ternal market within the meaning of Article
7a of the Treatv will necessarily lead to a
substantial ll1crea~e 111 cross-border flows of
personal data between all those involved in a
private or pubhc capacity in economic and social
activitv 111 the :vlember States; whereas the
excha~ge of personal data between undertakings in
different Member States is set to lllcrease; whereas
the national authorities in the various Member
States ate being called upon by virtue of
Community law to collaborate and exchange
personal data so as to be able to perform their
duties or carry out tasks on behalf of an authority
in another M~mber St~1te withlll the context of the
area without internal frontiers as constituted by
the internal ITlarkct;

Whereas, furthermore, the increase in scientific and
technical cooperation ~lnd the coordinated
introduction of new telecommunications networks
III the Community necessitate and facilitate
cross-border flows of personal data;

(3) Whereas the establishment and functioning of an
Il1ternai market in which, in accordance with

(1) OJ l\;o C 277, S. 11. 1990, p. 3 and 01 No C 311, 27.11.
1992, p. 30.

(2) OJ No c: IS9, 17.6. 1991, P 38.
1') Opinion of thc Europcan Parliamcnt of 11 \larch 1992 (OJ

'\;o c: 94,13. 4. 1992, p. 198), confirmcd 011 2 Dccemher
1993 (OJ No c: .'42. 20.'12. 1993, p. .10); Council common
nositioll of 20 Fehruar\' 1995 (01 Nll C 93, 13. 4. 1995,
;p. ',) and Decision of ;he Europe;n l',lrli,11l1Cnr of 1S June
1995 (ell No C 166. 3. 7,1995).

(7) Whereas the dltterence m ieveis of protection of
the rights and freedoms of individuals, notably the
right to privacy, with regard to the processing of
persona! data afforded in rht: ~/h~lnber States may
prevent the transmission of such data from the
territorv of one Member State to that of another
Me11lb~r State; whereas this difference may
therefore constitute an obstacle to the pursuit of a
number of economic activities at Community level,
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distort competition and Impede authorities In the
dlsch~1fge of their responsibilities under
Community law; whereas this difference in levels
of protection is due to the existence of a wide
variety of national laws, regulations and
admmlstrativL' provisions;

(8) \Vhereas, in order to remove the obstacles to flows
of personal data, the level of protection of the
rights and freedoms of individuals with regard to
the processing of such data must be equivaknt in
all Melllber States; whereas this objective is VItal to
the internal market but cannot be achieved by the
\kmlwr States alone, especially in view of the
scale of the divergences which currently exist
lwtween the relevant laws in the l\1ember States
and the need to coordinate the laws of the
Member States so as to ensure that the
cross-border tIow of personal data is regulated in a
consistent manner that IS m keeping with the
objective of the JI1ternal market as provided for 111

Article 7a of the TrL'atv; whereas Communitv
anion to approximate those laws is r1lL'rdore
llL'edeLl;

(9) \Vhere~ls, given the equivalent protection resultll1g
horn the approxnnation of national Ln.vs~ the
Member States will no longer be able to inhibit the
free movement between thelll of persona I da ta on
grounds relating to protection of the rights ~1I1d

freedoms of individuals, and in particular the fight
to privacy; whereas Member States will be left ,1
margm for manoeuvre, which may, in the context
of inlplcnllTilation of the T)irective. also be
exelTlsnl by the business and social partners;
where'ls Member States will therefore he ahk to
specify in theIr national law the general condItions
goverlllng the lawfulness of data processll1g;
whercc1s in doing so the Member States shall strive
to improvL' the protection currently provided by
their legislation; whereas, within the limits of this
margin for manoeuvre and in accordance with
Community law, dispaflties conld arise 111 the
implementation of the Directive, and this could
have all effect on the movement of data within a
Member State as well as within the Commnnity;

(10) Whereas the object of the national laws on the
processmg of personal data IS to protect
fundamental rights and freedoms, notably the right
to privacy, which IS recognized both in Article 8 of
the Europeall Convention for the Protection of
lluman Rights and Fundamental Freedoms and in
the gelleral principles of Community law; whereas,
for that reason, the approxnnation of those laws
must not result in any lessening of the protection
thev afford but must, on the contrarv, seek to
ensure a high level of protection In the
(:onlnlLlnity~

(1 I) Whereas the principles of the protection of thL'
fights and freedoms of individuals, notably the
fight to privacy, which arc contained in this
Directive, give suhstance to and amplify those
contained in the Council of Europe Convention of
28 January 1981 for the Protection of Individuals
with regard to Automatic Processing of Personal
Data;

(12) Whereas the protection principles must apply to all
proceSSl1lg of personal data by ~lny person whose
actlvitie, are governed by Conununity law; whereas
there should be excluded the processing of data
carried out hI' a natural person in the exercise of
activities which arc exclusively personal or
domestic. such as correspondence and the holding
of records of addresses;

(13) Whereas the acitivities referred to in Titles V and
VI of the Treaty on European Union regarding
public safety, defencL', State security or the
acitivities of the State in the area of criminal la ws
fall outside the scope of Community law, without
prejudice to the oblIgations inCU111bent ""y"'lJ

Member States under Artick 56 (2), Article 57 or
Article 100a of the Treaty establishing the
Furopean Community; whL'reas the processing of
personal data that is necessary to safeguard the
I'('onomi,- wl'll-lwinp of thl' "utI' do,'s not to,ll-_ .. __ - -, ~-_. "--"l' _._~- .. _~.•• - -_ .. _ ........••..

within the scope of this Directive where such
processlllg reLlte, to StatL' security matters;

(14) Whereas. gl ven the IIII portance of the
developments under way, in the framework of the
infofll1ation socicty~ of the techniques used to
capture, transmit, manipulate, record, store or
commuTllclte sound and Image data relatmg to
natural persons, tillS Directive should be applicable
to processing involving such data;

(15) Whereas the processing of such data is covered by
this Directive only if it is automated or if the data
processed are contained or arc intended to be
contained in a filing system structured according to

specific criteria relating to individuals, so as to
permit easy access to the personal data 1I1

question;

(16) Whereas the processing of sound and image data,
such as in cases of video surveillance, does not
come within the scope of this Directive if it is
carried out for the purposes of public security,
defence, n~ltional security or in the course of State
activities reLHing to the area of criminal law or of
other activities which do not come withm the
scope of Community Lrw;

(17) Whereas, as far as the processing of sound and
111lclge d:lt:] C:lI"ried out for purposes of journalism
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or the purposes or merary or artistic expression IS
concerned, in particular in the audiovisual field,
the principles of the Directive are to apply in a
restricted m;l1l1ler according to the prov!S!ons Jaid
down in Article 9;

(18) Whereas, If] order to ensure that IIldlviduals arc
not deprived of the protection to which thev arc
entitled under this Directive, any processil;g of
personal data in the Cornmunity tllUS! be carried
out in accordance with the law of one of thl'
lo./f I. (' .. ,. \ 1j\JellllJcr .~ra[es; wnereas, 111 III IS connecnon,
processmg carried out under the responsibility of '1
controller who is estahlished in a Member State
should he governed hy the law of that St'He;

(19) \'Vhereas estahlishment on the territory of a
.vlemher State Implies the etrectlve and real
exercise of activitv through stahle arrangements;
whereas the legal form of such an estahlishment,
whnhcr simply brimch or it subsidiary with a legal
personality, IS not the determining factor in this
rcspl'(t~ vi,;'hC'rc;Js~ vvhclI a Single conrrollcr lS

established on the territory of several Member
States, partlcularlv by means of subsidiaries, he
must ensure, in order to avoid any circumvention
of national rules, that each of the establishmenrs
fulfils the oblIgations inlposcd hy the national tn,v
applicahle to its activities;

(20) Whereas the fact that the processing of data IS
carried out by a person established in a third
country must not stand In till' way of the
protection of mdividuals provided for in this
Directive; whereas in these cases, the processmg
should be governed by the law of the Member
State in which the means used arc located, and
there should be guarantees to ensure that the rights
and obligations provided for III thiS Directive arc
respectl'd in practice;

(21) Whcre'ls this Directive is without prejudice to the
rules of territorialitv applicahle m crimmal
matters;

(22) Whereas Member States shall more precisely define
in the laws they enact or when bringing into force
the measures taken under this Directive the general
Circumstances In which processmg IS lawful;
whereas in particular Article 5, in conjunction with
Articles / and 8, allows ivlember States,
mdependently of general rules, to provide tor
special processmg conditions for specific sectors
and for the various categories of data covered by
ArtIcle 8;

(23) \'Vhereas Member States are empowered to ensure
the implementation of the protection of individuals
both by means of a general law on the protection
of Il1dividuals as regards the processll1g of personal

data and bv sectOrIal jaws such as those relating,
for exampl~, to statistical institutes;

(24) Whereas the ll'gislation concerning the protection
of legal persons With regard to the processlllg data
whICh concerns them is not ;lffected by thIS
Directive;

(2S) \X!hereas the prInciples of protection must be
reflected, on the one h'lnd, in the obligations
Imposed on persons, public authorities, enterprises,
:.lgellcics or other bodlcs responsihle for processing,
in particular regarding data quality, technical
sccurit)7, notification to ihe supervisory authoriTY,
and the Circumstances under which processing c~n
ill' carried out, and, on the other hand, in the right
conferred on indiVIduals, the daL1 on whom arc
the subject of proCl'SSlllg, to be informed that
processing is taking pL1CC, to consult the data, tu
request corrections and even to object to
processmg Il1 certalll ClrClllllst~lTlCl"';

(26) \X1hereas the principles of protection ll1ust apply' to
any information concnn1l1g an Identified or
Identifiable person; whereas, to determine whether
;1 person is identifiahle, account should be taken of
all the means likelv reasonablv to be used either bv
the controller or iJy any oth'er person to identify
the said person; whereas the principles of
protection shall not apply to data rendered
anonymous in such a wav that the data subJect IS
no longer identIfIable; when'as codes of conduct
withlll the meaning of Article 27 may be a useful
Il1strumellt for proVldll1g guidallL'L' as to the wavs
In which cLlta may be rendned anonymous and
retained in a form in vvhich Identification of the
data subject is no longer pOSSIble:

(27) \'Vhereas the protection of illlhvH.luals must apply
as much to automatic proccsslllg of data as to

manllal processing; whereas the scope of this
protection mllst not In effect depend on the
techniques used, otherWise this would create a
serIOUS risk of circumvention; whereas,
nonetheless, ;l.S regMds manual processing, this
Directive covns only filing svstems, not
unstructured files; whereas, Il1 p'lrticular, the
content of a filing system must be structured
aCl~ording to specific criteria relatll1g to IIH.lividuals
allowing easy access to the pnsonal data; whereas,
in line with the definition in Article 2 (c), the
different criteria for determining the constituents
of ~l structured set of personal data, and the
different criteria governing access to such a set,
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may be iaid down by each Member State; whereas
fi les or sets of files as well as their cover pages,
which are not structured according to specific
crirerla, shan under no circu!TIstanccs fall \vithin
the scope of this Directive;

(2R) Whereas any processing of personal data must be
iawful and fair to the individuals concerned;
whereas, in particular, the data must be adequate,
relevant and not excessive in relation to the
purposes for which they are processed; whereas
such purposes must be explicit and legitimate and
must be determined at the time of collection of the
data; whereas the purposes of processing further to
collection shall not be incompatible with the
purposes as they were originally specified;

(29) Whereas the further processing of personal data
for historical, statistical or scientific purposes is
not generally to be considered incompatible with
the purposes for which the data have previously
been collected provided that Member States furnish
suitable safeguards; whereas these safeguards must
in particular rule out the use of the data in support
of measures or decisions regarding any particular
individual;

(30) Whereas, in order to be lawful, the processing of
personal data must in addition be carried out with
the consent of the data subject or be necessary for
the conclusion or performance of a contract
binding on the data subject, or as a legal
req uirement, or for the performance of a task
curied out in the public Interest or in the exercise
of official authority, or in the legitimate interests of
a natural or legai person, provided that the
Interests or the rights and freedolns of the data
subject are not overriding; whereas, in particular,
in order to maintain a balance between the
interests involved while guaranteeing effective
competition, Member States may determine the
CifCUillstances in which personal data may be used
or disclosed to a third party in the context of the
legitimate ordinary busllless actlvltieS of compal1les
and other bodies; whereas Member States may
slmilar]y specify the conditions under which
personal data IDa)" be disclosed to a third party for
the purposes of marketing whether carried out
commcrciaiiy or by a charitable organization or by
any other association or foundation, of a political
nature for example, subject to the provisions
allovving a data subject to object to the processing
of data regarding him, at no cost and without
having to srate his reasons;

(.it) Whereas the proceSSlI1g of personal data must
equally be regarded as lawful where it is carried
out in order to protect an interest which is
essential for the data subject's life;

(.32) Whereas It IS for national legislatIon to determine
whether the controller performing a task carried
out in the public ll1terest or in the exercise of
official authority should be a public administration
or another natural or legai person governed by
public law, or by private law such as a professional
association;

(.33) Whereas data which are capable by their nature of
infringing fundamental freedoms or privacy should
not be processed unless the data subject gives his
explicit consent; whereas, however, derogations
from this prohibition must be explicitly provided
for in respect of specific needs, in particular where
the processing of these data IS carried out for
certain health-related purposes by persons subject
to a legal obligation of professional secrecy or in
the course of legitimate activities by certain
associations or foundations the purpose of which is
to permit the exercise of fundamental freedoms;

(34) Whereas Member States must also be authorized,
when Justified by grounds of important public
interest, to derogate from the prohibition on
processlllg sensitive categories of data where
important reasons of pubhc interest so justify in
areas such as public health and social protection 
especially in order to ensure the quality and
cost-effectiveness of the procedures used for
settling claims for benefits and services in the
health insurance system - scientific research and
government statistics; whereas it is incumbent on
them, however, to proVide specific and suitable
safeguards so as to protect the fundamental rights
and the privacy of ll1dividuais;

(35) Whereas, moreover, the processing of personal
data by official authorities for achieving aims, laid
dO\vn in constitutional law or international public
lavv', of officially rc\..:ognizcd religious associations i:,
carried out on important grounds of pubiic
Il1terest;

(.)6) Whereas where, in the course of electoral activities,
the operation of the democratic systenl reg uires in
certain Member States that political parties
cornpile data on people'~ political opinion, the

processing of such data may be permitted for
reasons of important pubhc interest, provided that
appropriate safeguards are estabhshed:

(37) \Y/hereas the processing of persona! data for
purposes of journalism or for purposes of literary
of artistic expreSSion, 111 parncular III the
audiovisual field, should qualify for exemption
from the requirements of certain provisions of this
[)in~ctive in so far as this is necessary to reconcile
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the fundamental rights of individuals with freedom
of information and notably the right to receive and
impart information, as guaranteed in particular in
,A.rticle 10 of the European (~onvention for the
Protection of Human Rights and Fundamental
heedoms; whereas !Vlember States should
therefore lay down exemptions and derogations
necessary for the purpose of balance between
fundamenta I rights as regards general measures on
the legitimacy of data processing, measures on the
transfer of data to third countries and the power
of the supervisory authority; whereas this should
not, however, lead Member States to lay down
exemptIons from the measures to ensure security of
processll1g; whereas at least the supervlsorv
authority responsible for this sector should also be
provided With certain ex-post powers, e.g. to
publish a regular report or to refer matters to the
judicial authorities;

(38) Whereas, if the processing of data is to be fair, the
data subject must be in a position to learn of the
existence of a processing operation and, where
data are collected from him, must be given
accurate and full information, bearing in mind the
circumstances of the collection;

(39) Whereas certain processing operations involve data
which the controller has not collected directly from
the data subject; whereas, furthermore, data can be
legitimately disclosed to a third party, even if the
disclosure was not anticipated at the time the data
were collected from the data subject; whereas, in
all these cases, the data subject should be informed
when the data arc recorded or at the latest when
the dat'l arc first disclosed to a third party;

(40) Whereas, however, it is not necessary to impose
this obligatIon of the data subject already has the
inform;ltion; whereas, moreover, there will be no
such obligation if the recording or disclosure arc
pvnt'pcc)..,r nrl\vi,ll'{! fnr hv IclU/ nr if the nr{)vi,l{)l1 ()f
..... L ... }-" ......... ,,} l'·~'··...• ......• ... ,,-'- '-"1 ~'"" •. ~, ... _.. ~ t J ·,,··,,·----.--

information to the data subject proves impossible
1 l' 1 l' . ,'r 1 1

or wouW II1volve llisprOpOr(lonate effOrtS, wmCfJ
could be the case where processing is for historical,
statIstical or scientific purposes; whereas, in tillS
regard, the number of dat;) subjects, the age of the
data, and any compensatory measures adopted
Inay bt, taken into consideration;

(41) Whereas any person must be able to exercise the
right of access to data relating to him \vhich are
being processed, in order to verify in particular tbe
accuracy of the data and the iawfuiness of the
processing; whereas, for the same reasons, every
~iata subject must also have the right to know the
logic involved In the automatic proceSSIng of data

concernll1g him, at least 111 the case of the
automated decisions referred to in Article 15 (1);
whereas this right must not adversely affect trade
~ecrets or intellectual property and in particular the
copyright protecting the software; whereas these
considerations must not, however, resuit in the
data subject being refused all information;

(42) Whereas Member States may, in the interest of the
data subject or so as to protect the rights and
freedoms of others, restrict right,; of access and
information; whereas they may, for example,
specify that access to medical data may be
obtained only through a health professional;

(43) \X1hereas restrictions on the rights of access and
information and on certain ohligations of the
controller may similarly be imposed by Member
States in so far as they are necessary to safeguard,
for example, national security, defence, public
safety, or important economic or financial interests
of a Member State or the Ul1Ion, as well as
criminal IIlvestigations and prosecutions and action
in respect of breaches of ethICS in the regulated
pro£Cssions; whereas the list of exceptions and
limitations should include the tasks of monitoring,
inspection or regulation necessary in the three
last-mentioned areas concerning puhlic security,
economIC or financial interests and ctlme
prevention; whereas the listing of tasks in these
three areas docs not affect the legitimacy of
exceptions or restrictions for reasons of State
security or defence;

(44) Whereas Member Srares may also be led, by virtue
of the provisions of COIllmunity law, to derogate
frol11 the provisions of this Directive concerning
the right of access, the obligation to inform
individuals, and the quality of data, in order to
SCCUfL' certain of the purposes referred to above;

(45) Whereas, in cases where data might lawfully be
processed on grounds of public 1Ilreresr, offiCla]
authority or the legitimate interests of a natural or
legal person, any data subject should nevertheless
be entitled, on legitimate and compelling grounds
relating to his particular situation, to object to the
processing of ;1ny data relating to hiiTiSelf; whereas
Member States may nevertheless lay down national
provisions to the contrary;

(46) Whereas the protection of the rights and freedoms
of data subjects with regard to the processing of
personal data reqUItes that appropriate technical
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and organizational measures be taken, both at the
time of the design of the processing system and at
the time of the processing itself, particularly in
order to malntain security and thereby to prevent
any unauthorized processing; whereas it IS

1 .1 10....- 1 l'.., .1 .
IllcumDent on me lVIemDlT :ltates to ensure mat
controllers comply with these measures; whereas
these measures must ensure an appropriate level of
security, uking into account the ,tate of the art
and the cmts of their implementation In relation to
the nsks inherent in the processing and the nature
of the dat;l to be protected;

(47) Whereas where a message containing personal data
is transmitted hy means of a tclecommulllcations
O!" electronic mail service, tlll' sok j1urpo,e of
which is the transmission of such messages, the
controller In respect of the personal data contained
in the message will normally be considered to be
the person from whom the message originates,
LHher than the person offering the transmission
services; whereas, nevertheless, those offering such
~l~rViLl'~ "'lill nnrnlally be considered controllers in
respect of the processing of the additional personal
c1ata necessary for the operation of the serVIce;

(48) Whereas the procedures for notifying the
SUj1l']"Vlsory authority ;He designed to ensure
lhsclo,ure of the purposes and main features of
any proce,sing operation for the purpose of
verification that the operation IS in accordance
with the national measures taken under thl'
I )irective;

(49) When:as, 111 order to avoid unsuitable
~ldministrative formalities, exemptions from the
obligation to notify and simplification of the
notification required may be provided for by
Member States 111 cases where processll1g IS
unlikely adversely to affect the rights and freedoms
of data subJects, prOVided that it is in accordance
with a measure taken by a Member State
specifving ItS limits; whereas exemption or
Simplification may sinlllarly be provided for by
Mem bel' States where a person appointed by the
controller ensures that thL~ processing carried out IS
no! likely adversely to affect the rights and
freedoms of dacl subjects; whereas such a lbta
protection official, whether or not an employee of
the controller, must be in a position to exercise his
functions III complete independence;

(SO) Whereas exemption or simplification could be
provided for in cases of processing operations
whosl' sole purpose IS the keeping of a register
intended, according to national law, to provide
information to the public and open to consultation
by the public or by any person demonstrating a
]egi ti ma te interest;

(5 i) Whereas, nevertlleless, slmplItlCatiOn or exemption
from the obligation to notify shall not release the
controller from any of the other obligations
resulting from this Directive;

(52) \1Vhereas, in this context, ex post {acto verification
hy the competent authorities must III general he
considered a sufficient measure;

(S3) Whereas, however, certain processing operation are
likely to pose specific risks to the rights and
frccdolns of data subjects by' virtue of their nature~

their scope or their purposes, such as that of
exciuding indIViduals from a right, benefit or a
contract, or by virtue of the specific use of new
technologies; whereas it is for Member States, if
they so '..vish, to specify such risks 111 their
legislation;

(54) Whereas with regard to all the processmg
undertaken in society, the amount posing such
speCIfic risks should be vcry ljrnited~ \vhereas
Member States must provide that the supervisory
authority, or the data protection official In

cooperation with the authority. check such
processing prior to it being carried out; whereas
following this prior check, the supervIsory
authority may, according to its national law, give
an opinion or an authorization regardmg the
processing; whereas such checking may equally
take place in the course of the preparation either of
a measu re of the national parliament or of a
measure based on such a legislative measure, which
defines the nature of the processing and Jays down
appropriate safeguards;

(55) Whereas, if the controller fails to respect the rights
of data subjects, national legislation must prOVide
for a judicial remedy; whereas any damage which a
person may suffer as a result of unlawful
processlllg must be compensated for by the
controller, who may be exempted from liability if
he proves that he is not responsi ble for the
damage, in particular in cases where he establishes
fault on the part of the data subject or in case of
/orce majeure; whereas sanctions must be imposed
on any person, whether governed by private of
public law, who fads to comply with the national
measures taken under this Directive;

(56) Whereas cross-border flows of personal data arc
necessary to the expansion of international trade;
whereas the protection of individuals guaranteed in
the Community by this Directive does not stand in
the way of transfers of personal data to third
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(57) \XThereas, on the other hand, the transfer of
personal data to a third country which does nor
ensure an adequatc level of protection !nust be

prohibited;

(59)

(60)

(61 )

(62)

countries which ensure an adequate level of
protection; whereas the adequacy of the leve I of
protection a fforded by a thi rd country must be
assessed In the light of all the ('lfCU111stanccs

surrounding the transfer operation or set of
transfer operations;

\\VThcredS prOViSions should be 111adc for

exemptions from this prohibition lJl certain
circumstarKes where the data subject h;lS given his
consent, where the transfer is necessary in relation
to a contract or a legal claIm, where protection of
'H1 itnportant public Interest ~() rcqulrc'~ for
example in cases of international tL1nsfers of daLI
between tax or customs adJ1llJ1lstraoons or
between services competent for social securitv
matters, or where the transfer is made from ;1

register established by lenv and mtended for
consultation by the public or persons havlJ1g ;1

lcgirirnatc interest; \,vhereas in this (;ISC such ~l

transfer should not involve the entirety of the data
or entire categories of the data contained in thL'
register and, when the register is IJ1tended for
eonsulta ti on by persons having a lcgi ti ma tL~

interest, the transfer should be Inadc only at the
request of those persons or if thev arc to be the
reci pients;

Whereas particular measures may be taken to
compensate for the lack of protection in a third
country ][] cases where the controller offLTS
appropriate sa feguards; wherL'as, moreover,
prOVISIon must be made for procedures for
negotiations between the Community and such
third cou ntries;

\XThereas, in anv event, transfers to third countries
may be effeete~J only in full compliance with the
provisions adopted by the Member States pursuant
to this DIrective, and in particular Article 8
rhereof;

Whereas .\1ember States and the Commission, in
their respective spheres of competence, must
encourage the trade associations and other
representative organizations concerned to draw up
codes of conduct so as to facilitate the application
of this Directive, taking account of the specifIc
characteristics of the processing carried out m
certain sectors, and respecting the national
provisions adopted for its implementation;

Whereas the establishment in Member States of
supervisory authorities, exercising their functions
with complete independence, is an essential
component of the protection of individuals with
regard to the processing of personal data;

(63) \XThereas such authorities must have the necessary
J11eanS to perfOrIn their duties" including pcnvcrs of
investigation and intervention, particularly in cases
of cornplaints froIH Indivldlials~ rInd po~'-crs to
engage m legal proceedings; whereas such
authonties must help to ensure transparency of
processing in the .\1nnber States within whose
Jurisdiction the) fall;

(64) Whereas the authonties in the different :.\1ember
States \-vill need to assIst one another 111 perfonning
their duties so as to ensure that the rules of
protection are properiy respected throughout the
European Union;

(6S) \XJhcreas, at Communltv leyel, a \XTorking Party on
the Protection of IndIVIduals with rcgard to thc
PnH..'Css!ng of Personal L)ata rnust l-,c set up and be
completely independent In the pLTformance of its
functions; whereas, h;1Ving regard to its specifIC
nature, it must advise the Commission and, in
particular, contnhute to thc uniform application of
the national rul," adopted p1lrSn;1I1t to thIS
Directive;

(66) WhLTeas, with regard to t1w transfer of data to
third countrjcs~ the application of this l)ircctivc
calls for the conferment of powers of
implementation on the CommISSIon and the
establishment of a procedurc as laid down in
Council Decision 871373/IJT (I);

(67) \XJhereas an agreement on a modus l'il'cndi
bctween the Europl'an Parliament, the Council and
the Commission concerlllng thc Implementing
measures for acts adoptcd in accordance with the
procedure laid down in Article 1H9h of the FC
I'reaty was rcadll'd on 2() December 1994;

(fi8) Whereas the principles ,et out in this Directive
reg,uding the protection of the rights and freedoms
of Il1dividual" notably their right to privacy, with
rcgard to the processing of pLTson'll data may be
supplemented or clanfled, 111 parTIcular as tar as
certain sectors are concerned, bv speCIfic rules
hasl~d on those principles;

(69) Whereas Member States should he allowed a
pLTiod of not more th;ln three veal's from the entry
II1to force of the national measures transposing this
Dircctive in which to apply such new national rules
progressively to all prou'"ing operations already
under way; whLTeas, in order to Llcilitate their
cost-effective irnplementation, a further pLTiod
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expIrIng 12 years after the date on which this
Directive is adopted will be allowed to Member
States to ensure the conformity of existing manual
filing systcnl~ vvith certain of the I)ircctivc's
provisions; whereas, where data contained in such
fiimg systems are manually processed dUrIng tillS
extended transition period, those systems must be
brought into conformity with these provisio!1S at
the time of such processing;

(70) Whereas it is not necessary for the data subject to

give his consent again so as to allow the controller
to contll1ue to process, after the national
proviSions taken pursuant to this Directive enter
into force, any sensitive data necessary for the

performance of a contract concluded on the baSIS
of free and informed consent before the entry into
force of these provisions;

(71) Whereas this Directive does nor stand in the way
of a Member State's regulating marketing activities
aimed at consumers residing in territory in so far
as such regulation does not concern the protection
of individuals with regard to the processing of
personal data;

(72) Whereas this Directive allows the principle of
public access to official documents to be taken into
account when implementing the principles set out
in this Directive,

HAVF ADOPTED THIS DIRECTIVE:

CHAPTER I

GENERAL PROVISIONS

Article 1

Object of the Directive

1. In accordance with this Directive, Member States
shall protect the fundamental rights and freedoms of
natural persons, and in particular their right to prIvacy
with respect to the processing of personal data.

! IVlember States shall neither restrict nor prohihit the
free £low of personal data between ~ember States for
reasons connected With the protectIon afforded under
paragraph I.

Article 2

Definitions

For the purposes of this Directive:

(a) 'personal data' shall mean any information relating to
an Identified or identifiable natural person ('data
subject'); an identifiable person IS one who can be
identified, chrenly or indirectly, in particular hy
reference to an identification number or to one or
1l10fC' factors specific to his physical, physiological,
mental, economic, cultural or social identity;

(h) 'processing of personal data' ('processing') shall mean
any operation or set of operations which is performed
upon peisonal data, \vhcthcr or not by auto;natic

means, such as collection, recording, organization,
storage, ada pta tion or aIteration, retrieval,
consultation, usc, disclosure by transmission,
dissemination or otherwise making available,
alignment or comhination, blocking, erasure or
destruction;

(c) 'personal data filing systeJn' ('filing systenl') shall
mean any structured set of personal data which are
accessible according w specific cntena, whether
centralized, decentralized or dispersed on a functional
or geographical basis;

(d) 'controller' shall mean the natural or legal person,
public authority, agency or any other body which
alone or Jointly with others determines the purposes
and means of the processing of personal data; where
the purposes and mealls of processing are determined
by national or Community laws or regulations, the
(ontroller Of the specific criteria for his nOll1ination
may be designated hy national or Community law;

(e) 'processor' shall mean a natural or legal person,
puhlic authority, agency or any other body which
processes persona! dat;) on behalf of the controller;
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(f) 'third party' shall mean any natural or legal person,
public authority, agency or any other body other than
the data subJen, the controller, the processor and the
persons \\-iho, under the direct authority of the
controller or the processor, are authorized to process
the data;

(g) 'recipient' shall mean a natural or legal person, public
authority, agency or any other body to whom data
are disclosed, whether a third party or not; however,
authorities which may receive data in the framework
of a particular Inqlliry shall not be regarded as
recipients;

(h) lthe data ~L1bj('ct':-, consent' shall i11Can any freely
given specific and informed indication of his wishes
by which the data subject signifies hiS agreement to
personal data relating to him being processed.

.Article 3

Scope

L This Directive shall apply to the processing of
personal data wholly or partly by automatic means, and
to the processing other\vlse than by autoinatic means of
personal data which form part of a filing system or are
intended to form part of a filing system.

2. This DireCtIve shall not apply to the processing of
personal data:

in the course of an activity which falls outside the
scope of Community law, s~ch as those provided for
by Titles V and VI of the Treaty on Furopean Union
a;1d in any case to processing operations concerning
public security. defence, State security (including the

economic well-being of the State when the processing
operation relates to State security matters) and the
activities of the State in areas of criminal law,

by a natural person in the course of a purely personal
or household activity.

Article 4

National law applicable

i. Each Member State shall apply the national
provisions it adopts pursuant to this Directive to the
processing of personal data where:

(a) the processing is carried out in the context of the
activities of an estabhshnlcnt of the controller on the
territory of the Member State; when the same
controller is established on the territory of severa I
J'v1cmber States, he must take the necessary measures
to ensure that each of these establishments complies
\vith the obligations laid JOVv'11 by the national lav\'
applicable;

(b) the controller is not established on the Member
State's territory, but in a place where ItS national law
applies by virtue of international public la'll;

(c) the controller is not established on Community
territory and, for purposes of processing personal
data makes usc of equipment, automated or
otherwise, situated on the territory of the said
Member State, unless such equ,ipment is used only for
purposes of transit through the territory of the
Community.

2. In the circumstances referred to in paragraph 1 (c),
the controller must designate a representative established
in the territory of that Member State, without prejudice
to legal actions which could be initiated against the
controller himself.

CHAPTER II

GENERAL RULES ON THE LAWFULNESS OF THE PROCESSING OF PERSONAL
DATA

Article 5

Member States shall, within the limits of the provisions of this Chapter, determine more
precisely the conditions under which the processing of personal data is lawful.


