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= SIA Group Introduction

= eGovernment Initiatives and Principles

= Security Challenges
= Our Vision and Relevant Projects

= Summary
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SIA Group

= SIA Group was founded in 1989 and actually has
Main Offices in Madrid and Lisbon (CESCE SI,

founded in 1988, was acquired by SIA Group in
2004)
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= |T Solution Provider with strong recognition in
Security, Storage, IT Management and Mobility.

=  Premium Solutions for Corporate Market :
Government, Financial, Telco and Industry.

= More than 500 employees and 64 M€ in Revenue
(year 2006)

= Oriented to Processes and Quality

= In Portugal, CESCE SI has offices in Lisbon and
Oporto, and 70 employees, representing 28 M€
in Revenue (year 2006) Seguridad

Informacién
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SIA Group

Sinergy and Value

delivering value

Consulting

A N

Infrastructures

AN AE— -~

Managed Services

Security
Storage
IT Management
Mobility
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Customers in Public Sectonr

GOVERNMENT AND PUBLIC ADMINISTRATION
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eGovernment - ICT Challenges

European Momentum

Putting citizens first

eGovernment is the use of Information & Communication
Technologies (ICTs) to make public administrations
more efficient and effective, promoting growth by cutting
red tape. This is something which anyone who has spent

hours waiting in line in a government building can appreciate.

By connecting government departments,
companies and citizens, eGovernment-
powered public services also become faster
and more personalised, allowing citizens and
companies to get on with their lives and build
their businesses rather than waiting in line in
government buildings.

£ZGovernment -
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eGovernment - ICT Challenges

PROGRAMA DE REESTRUTURACAD DA ADMINISTRACAD CENTRAL DO ESTADO
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eGovernment - ICT Challenges

delivering value

CITIZENS

eGovernment

PUBLIC
SV INESS SERVANTS

STRATEGY

PROCESSES RESOURCES
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eGovernment - ICT Challenges
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INTEROPERABILITY : To facilitate transactions among multiple Government
organizations

INCLUSION : Technology to prevent social exclusion

ACCESIBILITY : Services shall be provided in accordance to the needs

of users (multichannel, disabilities)
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eGovernment - ICT Challenges
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Public Administration shall use Information
and Communications Technologies according

availability,
— access,

— integrity,
authenticity,
confidenciality and

ody and preservatiog

of data, information and services provided
under its competencies.

Spain, LAECAP, June 2007
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eGovernment - ICT Challenges

Security Platforms

GOVERNMENT AGENCIES
DQCUMENT .
TRANSACTIONS

PUBLIC SERVANT

BUSINESS, BANKS,
HOSPITALS
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CITIZEN

ACCESS AND
INTEROPERABILITY

SIGNING AND
CUSTODY
ADMINISTRATN '

" SITE

ISMS — 1SO 27001
g LY MANALER
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Access Control: Basic Model
Identity Management & Federation

Portal g Identlty
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Access and Interoperability Platform

RBAC & Application Federation
PoOLICY |
DECISOR
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Digital Signature and eDoc Custody

Transaction & Document Security

CARTAO DE CIDADAO
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= == = - Why Dlgltal Slgnature’P\

fiGEEE . L Because it is the best option for Transactlon and
“Document Autentication, Integrlty and proof of
~ Origin ,

. Is Digital Signature enough’>

\NOT for Documents and Evidences! Because
you will need IegalrglJarantee over time. Time
changes everything! And therefore it is neccesary
to p/rﬁéerve Do \men‘t Trust Chain (Custody)
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Digital Signature and Custody Platform

delivering value

ZIZIZ

TRANSACTION

REGISTER

DIGITAL SIGNATURE
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eGovernment Security Architecture

Frontend Perimeter Access Decisioning  Application Information

hits

Customers
Public Servants

- n ON LINE

ACCESS & DIGITAL
- SIGNATURE
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X Z Transaction
SOA Control

Partners

Applications HTTP Servers
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Security Management - I1SO 27001 ISMS

Security Governance Platform
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e ISMS — INFORMATION SECURITY MANAGEMENT
SYSTEM?

\\\\

- — System dedicated to Plan, Integrate, Operate, Assess and
Audit, following 1SO 17799 Controls,ICT Security as a
Service based on Risk Management and Self-Improvement
Cycle (Demlng Cycle) ,

/////

o~ su 0pO rte\d\by ISO 27001

— It can be Audit?nd Cerﬁfi//ed ( Security Quality Certification)
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Security Management - I1SO 27001 ISMS

Security Governance Platform

ISMS Implementation ISMS
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Risk Management  Guidance (2008) Measurements
(2007-2008) (2008)

1SO 27003 .
ISO 27005 M 1S0 27004

1ISO 27000 FAMILY

1ISO 27001 ® S 1SO 27002
1SO 27000

ISMS O -4 1SO 17799

Requeriments | (April 2007)
/Fundam tals &
y Vocabulary

\\
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Security Management - I1SO 27001 ISMS

Security Governance Platform
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THREATS Ps

VULNERA
BILITIES
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Security Management - I1SO 27001 ISMS

Security Governance Methodology
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1. Process description o—

2. Quality Requirements

;\\\

3. Security Requirements
4. Control elements ana

Verification points
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5. Audits ey

6. Self-lmprovemenj://(fycle
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Security Management - I1ISO 27001 ISMS

[
3
-
o Security Governance Platform (Tools)
: /‘

[

o

EE

[

T

SECURITY GOVERNANCE PORTAL

a {

ISMS
INFORMATION SECURITY MANAGEMENT SYSTEM

- - X ' oy : Actions
o Queries

i = vent

% L -~ Vulnerab.
SIEM/LOGS Incident

Management
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Security Management - I1ISO 27001 ISMS
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PLAN

Based on CONTROL  AUDIT
RISK Mngt

Incident
Management
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eGovernment Projects

Social Security
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1§} Sogwritad social

e RED (Electronic Request Dispatching) System Portal
providing Authentication and Sigital Signature.

e eGovernment Platform for DNIe and LAECAP
requirements, Signature and Custody.

e Notification Platform based on SMS

—
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eGovernment Projects

Security and Defense
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e Spanish Electronic ID-Card

e ID Document interchange with all other Public
Agencies
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eGovernment Projects

Health Services

‘ MIMISTERIC ﬁ% Eg@iﬁ%“mmsm ﬂ !.”:; I| .|"| |- .I-'l'lll;l; :::...Il:"::l'll-l.I nalegica
h.. ﬁm COMEEJERIA DE EAMIDAD Y CONEUMD
red.es Comunidad de Madrid

e [ISMS Implementation to coordinate Interoperability
among Regional Health

e Security Office (Operation and Consultancy) following
ISMS criteria

B B R e R e e E R S,

Gen eralitat de Catalunya
..r' Departament de Salut

I Govern

.:" 51::!1 ut
de les llles Balears it 22
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e Electronic Medical Receipt
e Electronic Patient Record




eGovernment Projects

Local Administration
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!n hl r]' DIPUTACION DE

TOLEDO

e Common eGovernment Modernization Platform for
DNIe and LAECAP requirements, serving Small and
Medium Communes (town councils)

e eGovernment Platform for DNIe and LAECAP
requirements, Signature & Custody

e ldentity Management
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