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Executive Summary

The objective of the STORK project and Work Package to make it possible and uncomplicated to
access online public services across the bordarseikuropean Union. It focuses on mechanisms and
infrastructure that enable European citizens tatifleoneself by using an authentication system.

Deliverable 2.1 proposed an analysis of the auitesidn solutions adopted by member states, and
suggest a technical solution for EU interoperabil@ountries share the understanding of a setvef le
of authentications based on a STORK quality asseréavels scheme. Interoperability is reached after
mapping national recognized levels into the STORKAQ

Limited to the current status of elD schemes, tldverable analyses the legal provisions thatyappl
to authentication in the various consortium Menb&tes. Authenticate means, among others, to ver-
ify the authenticity of an identity. This delivetabncludes issues in the field of the legal graibd-
hind the national elD structures, the differentrelteristics and the legislation behind the nationa
elD structures and a description of its consequefmepan-European interoperability. It focuses on
mechanisms and infrastructure that enable EU osize register and authenticate them.

However, it is not the objective of this deliveralbd provide an exhaustive list of legal issuethin
field of interoperability. The purpose of this dedrable is to provide an analysis that can serve as
framework for the legal requirements for pan-EusopelD.
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1 Which can be retrieved from the website of the E\on http://www.europa.eu.int/idabc/ (last accdsse
October 24, 2008)

2 See: https://lwww.cosic.esat.kuleuven.be/modinistdiki/bin/view.cgi (last accessed October 24, 200
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ABBREVIATIONS

A2A Administration to Administration
A2B Administration to Businesses
A2C Administration to Citizens

AA Authentication Authority

AP Attribute Provider

CA Certification Authority

CRL Certificate Revocation Lists

CSP Certificate Service Provider

elD Electronic Identity

IdP Identity Provider

IDM Identity Management

PEGS Pan-European eGovernment Services
OCSP Online Certificate Status Protocol
OoTP One-Time Password

PIN Personal Identification Number
PKCS Public-Key Cryptography Standards
PKI Public Key Infrastructure

PUK Personal Unblocking Key

SP Service Provider

SA Supervision Authority

SOAP Simple Object Access Protocol
SCVP Server-based Certificate Validation Protocol
SSCD Secure Signature Creation Device
USB Universal Serial Bus

TTP Trusted Third Party

TSA Time Stamp Authority

TST Time Stamp Token

VA Validation Authority

XAdES XML Advanced Electronic Signature

XML eXtensible Markup Language

XML-DSIG XML Digital Signature
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Glossary

This document does not contain a glossary, as W#&2 not aim to impose any definitions at this
point in the STORK-project. In stead, definitions @xplained in the text of the document. However,
the deliverable aims to contribute to the elaboratf a glossary that is to be drafted during the
STORK-project, on the basis of a project-wide déston and on the definitions provided in other
studies, like the ModinisIDM study and the IDAB@dy on elD interoperability for PEGS.
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PART I: INTRODUCTION
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1 Overview and introduction

The STORK project aims to make it easier for Elizens and businesses to access online public ser-
vices across borders. However, the project doesinoto impose a single elD solution but tests and
develops common specifications for mutual recognitf national electronic identities (elD) between

L 3
participating countries

Part of the STORK project is the Work Package 2 ZyVgvhich focuses on ‘the interoperability of
Trust applications in the various participating somium member§; it includes an analysis of the
possible technical and legal issues in the fieldIBf interoperability. The legal analysis is repdron

in this deliverable (D2.2). Besides this delivemlthe work package also comprises a ‘Framework
mapping of technical/organisational issues to dityuscheme (D2.1), and a ‘Quality authenticator
scheme’ (D2.3).

1.1 Obijective of the deliverable

The purpose of this deliverable is to analyse #wall provisions pertaining to authentication in the
various consortium Member States. The deliverafigiges an overview of the legal rationale behind
different national elD structures, a descriptionitefconsequences for pan-European interoperability
and an elaboration of possible solutions for parsgean interoperability5. This deliverable can serv
as a foundation for legal requirements for pan-geam elD. However, due to the fact that many elD
schemes are still under construction, it is notdhgctive of the deliverable to provide an exhizest
list of legal issues in the field of interoperatyili

1.2 Scope

The STORK project and Work Package 2 approach et€raperability from the perspective of au-
thentication mechanisms. Hence, this deliverabbeiges on mechanisms and infrastructure that en-
able EU citizens to register and authenticate tedras instead of putting the focus on, for example,
back office integration of the Administration.

Interoperability, in this deliverable, mainly corg@s the possibility of a citizen from a countryutse
the authentication system from this country to haseess to an application in another codntry

Authenticate means, among others, to verify thaenticity of an identity. The concept of identiy i
difficult to formalize; it may concern individuadpciological, or cultural dimensions. This delivde
focuses on digital or electronic identities, wharle composed by a setinformation (data)about an
entity, and ardentifier that can uniquely point out this (relatively sthset of information (datd).

Identity is not a monolithic concept. Individualave different partial identitiésised in different con-
texts; for example, an individual can be a Dutdlzen, an employee of Tilburg University, a specifi
avatar in Second Life. He may also have differeabants on the various social network sites, a loy-
alty card, and a master card. For each of thesatisihs the same citizen uses different digitahide
ties.

Digital identities (and identifiers) can be constad and issued by different organisations like the
telephone company, the Internet provider, a so@dlork site, or an insurance company.

3 Cf. hitp://www.eid-stork.eu/, last accessed 22t&mper, 2008.
4 STORK Description of Work
5 As mentioned in the STORK Description of Work, 10
Cf. http://ec.europa.eu/idabc/serviets/Doc?id=3098 14
7 Cf. D2.1: Inventory of Topics and Clusters on wiigs.net

8  Cf. D2.1: Inventory of Topics and Clusters on wiishs.net; D14.1.c Framework v3 on www.prime-
project.eu
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When discussing interoperability of elD in thisidetable, we refer to the ‘formal' electronic ident
ties, which are theentities that are constructed out of identityommhation (attributes), and are rec-
ognized by national governments, for applicatiospéially for authentication) in national eGovern-
ment servicegand sometimes in private services as well). Socmal identities may be stored on
smart cards or other devices but may also be redérom a central authority during an authenticatio
process.

Typical use cases of an interoperable elD are veheitizen of country X can use the electronic iden-
tity and authentication scheme of his or her homentry for a license application, or when a student
from country Y can register for a scholarship irumisy X with her home authentication scheme,
without a need to register herself in country Y.

1.2.1 Scope of legal analysis

The legal analysis in this document comprises arge®n of the models of the most promising elec-
tronic elD schemes of the partners in the STORKepto As it is not possible to carry out a legal
analysis without knowing the characteristics of efBovernment/elD model, the legal analysis is
founded by a general description of the Membere&tatecisions in the field of eGovernment and a
description of the components of the elD model.

Bearing in mind that the resources and time forddléverable are limited and given the fact that-mu
tiple elD schemes are still under constructioms idifficult (if not impossible), to give an exhdive
overview of all the legal interoperability-issuémt can arise when national elDs are being used in
pan-European context. Therefore, this deliverabllemainly focus on the most determinative charac-
teristics of a National elD model, the legal aspaiftthese characteristics, and their impact oerint
operability. In particular this means that thedaling aspects have been examined:

* Characteristics of the elD, e.g., the terms andditimms for use by the citizen and a relying
party, use and exchange of attributes and idergjfignd requirements for obtaining and con-
structing an elD;

* The Authentication Authority, e.g., are partiesigbll to make use of such an authority, how
can they connect to the authority, are there temmasconditions, etc.;

1.2.2 Countries

The legal analysis in this deliverable is confirtedcountries which are represented by partners in
STORK, which are: Austria, Belgium, Germany, Estor$pain, France, Italy, Iceland, Luxembourg,
The Netherlands, Portugal, Slovenia, Sweden, aad)t

1.3 Target audience

The deliverable is mainly drafted to serve as gutirfor the other deliverables to be developed in
STORK. For example, the document serves as a fdond®r deliverable D2.3 (Quality Authentica-
tor Scheme). Moreover, the deliverable providesiiripr STORK Working Package 4 and Working
Package 6.

The deliverable may also provide support to depisi@kers in the field of electric Identity (both on
National as pan-European level). The report cam la¢sinteresting to professionals and students that
are interested in elD and IDM.

1.4 Overall Methodology

The first step for D2.2 was the analysis of theted work concerning the topic of the deliverable.
This includes the IDABC reports and the relatedkwiocludes (but it is not limited to) the project
proposal and the (drafted) documents of the wodkages that are related to work package 2 (namely
work packages 4, 5 and 6).

The second step was to prepare a questionnairdistnitbute it among the member states. The aim of
the questionnaire was to collect relevant and wutetformation concerning the following issues: The
legalisation of the systems the member statesarsthéir authentication mechanism. So, based on a
list of high priority questions for deliverable 2t2e questionnaire was sent out to all WP. The par
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ners were asked to answer the questionnaire forabantry report. The answers has been taken into
account and after having finished all separatecdhirpueports the final draft has been created amd s

to all WP partners with request for comments. Tdmeived comments have been processed and the
document has been adapted.

On the ¢ of October MOI and MAP organised a WP2 meetindyladrid and some fundamental is-
sues for D2.2 were discussed on the basis of thiediiaft. After this meeting the partners wereegiv

a week for finalising their country reports and thsults from D 2.2. In December at the STORK gen-
eral meeting in Brussels preliminary results wenesented and another meeting of WP2 was held at
that time to finalize the deliverable. One of tlmsortium-memberstates was then in the process of
revising their legislation. In communications oetlivP leader with the memberstate a solution was
reached in including their remarks on their positarly February.

1.5 Risk management

According to the STORK Quality Management plan,hedeliverable/task has to follow the agreed
quality management process and has to be accondplayia risk analysis. The following tables com-
prise the identified risks for this deliverable.odeding the structure of this deliverable the risks
divided into general risks affecting the whole taskf WP2 and risks affecting the individual work
items only.

The following template was used for the risk anialtys

R Description of a potential danger towards the mtoje
Lol Description of the negative effect the threat cavehtowards the project.
Measure D -
escription of the measures that can be takenewept a threat from happep-
ing or to reduce negative effects.
Charice (C) Measure defining the likelihood of a threat to heqppThe chance is deter-
mined as follows:
HH Very High | the threat has very high likelihood to happen (ntbes 80%)
H High the threat has high likelihood to happen (from @0%0%)
M Medium the threat may possibly happen (from 40% to 60%)
L Low the threat has low likelihood to happen (from 2@4®%)
LL Very Low | the threat has very low likelihood to happen (ks 20%)
Impact (1) . . . .
Measure of the negative effect on the project. ifqgact is determined as fd|-
lows:
H High The impact is high; substantial measures are reduir
M Medium The impact is medium.
L Low The impact is low; few measures are required, lsealily manage-
able.
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Risk (R)

Risk = Chance * Effect, representing the prioritpe risk is determined usin

the following table.

IMPACT

H M L

HH | HH HH H

Ly | H | HH H M
2

Z | m| H M L
®

L | ™ L LL

L | L LL LL

HH means very high priority, H high priority, M miedh priority, L low prior-
ity and LL very low priority.

1.5.2 ldentified risks

The following talbe defines general risks that gdpt this deliverable.

Threat Consequence(s) Measure(s) Chance| Effect | Risk
Few MS- Limited elD interop- M H H
assurance levelg erability between the | « Review by WP2
cannot be MS.
mapped onto * acceptance of the WP2 results
STORK Assur- by MS, will come back in 2.3
ance levels
Most MS assur-| No elD interoperabil- L H M
ance levels can- ity between the MS. Review by WP2
not be mapped
onto STORK acceptance of the WP2 results
Assurance lev- by MS, will come back in 2.3
els
Stork-levels arg Delay of the project Involve all partners and take M H H
not adopted in and this may lead to input seriously in order to
the project short term, ad-hoc achieve consensus
based solutions for el )
interoperability. WP6 Accept D2.1, D2.3 as project
may, in the absence o standards
assurance levels, de- Use these standards in the re-
fine their own levels view process of the results of
for the pilots. other Work packages
Member states May result in incorrect M M M
deliver incorrect| mapping of the STOR )
or incomplete| assurance levels. Review by WP2-members and
information These member states|  all other consortium MS.
may not be able to
participate in the pilots
MS do not rec{ May delay the delivery ) L M L
ognize their| of the assurance level| * Review by WP2-members and
contributions in| mapping framework all other consortium MS.
for STORK.
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D2.2

Providers do no

accept
STORK-
assurance
els.

the

lev

Limited elD interop-
erability between the
MS. No elD interop-

- erability between the
MS.

* MS take responsibility in this.
¢ Monitoring during the pilot

phase

M

Table 1: General Risk List.

1.5.3 Materialized risks

The risk that actually materialized was a slighagen returning feedback on the first draft of the-

liverable. The work package leader managed thisisiin by sending a reminder and by extending the

actual deadline for feedback.

1.7 Quality Management

1.7.1 Acceptance criteria

The acceptance criteria used to evaluate the gudlithe deliverable are defined considering tHe fo

lowing parameters:

» Deliverable - a description of the deliverable.

e Acceptance criterion — a description acceptandern.

* Norm — a description of the norm that is appliedheasure conformance.

e Process — a description of the process that istastedt conformance.

e Priority — the priority to meet a acceptance cigieLow = nice to conform to, Medium = impor-

tant to conform to, High = necessary to conform to)

1.7.2 The process
The following table reports the criteria adopteddeliverable D2.3 and the ensuing results.

Deliverable | Acceptance criteria Norm Process | Priority | Checked
Deliverable Conform to STORK Template issued byChecked high Yes
2.2, as template QM on 25-11-2008 | against
mentioned template.
in the Dow Language & Spelling English (UK) Reviewed by high Yes
native
speaker.
Each member state gp  Use the same ques-Check high Yes
wp 2 and wp 6 (pif tions for each memr against
lots) are represented ber state to invento} sending an
in deliverable 2.2 ried the systems thgye-mail.
use on a nationa
level
Consistency with de- DoW version 1.5 aligned with  high Yes
scription in DoW DoWw.
Contents is fit for DoW version 1.5 Reviewed by high Yes
purpose WP2 en
WP-leaders
Contents is fit for use DoW version 1.5 Reviewed byhigh Yes
WP2 en

© STORK-elD Consortium
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WP-leaders
Commitment  within DoW version 1.5 Reviewed by high Yes
WP WP2 en
WP-leaders.
Delivered on time Planning for theFinal draft High, Yes
Work Package wasl dis- deadline
cussed by | is17/12
WP2, Brus-
sels, the 19
of Decem-
ber.
Deliverable Content of D2.2 satist DoW version 1.5 Reviewed by high Yes
2.2, as fies to the edge con- WP2 en
mentioned ditions for starting WP-leaders
in DowW WP2.3

Table 2: Acceptance criteria list and results.

1.6 Reading guide

Part | provides a general overview of the relevamcepts and models on which our legal analysis is
based.

Part Il contains the general analysis of the legsuies; it starts with an elaboration of the ret¢va
European policies relating to (pan-European) ebeatridentities. Next it provides an over-
view of the most relevant European legislationhia field of elD. Finally we will bring to-
gether the conclusions to be drawn from the relezamopean legal frameworks, as well as
the results from the analysis of the country report

Part Il contains the detailed country report. Thport consists of an inventory of the different na
tional elD models, completed by an elaborationfanlégal decisions and regulation behind these na-
tional elD structures.

1.7 Related work

The STORK project operates in a highly dynamic mmment in which technical developments suc-
ceed each other rapidly and many elD related relsgaojects are being carried out. Without provid-
ing an exhaustive overview, we would like to mentibe following initiatives.

* The Modinis IDM projecgt

e The Porvoo GroulB

* The Guide-projecl:%

» The PRIME and PrimeLife research projéct
» The FIDIS research projett

9 https://www.cosic.esat.kuleuven.be/modinis-idmitkiin/view.cgi/Main/WebHome
10 http://porvool4.dvla.gov.uk/group.html

11 http://istrg.som.surrey.ac.uk/projects/guide/

12 nttps://www.prime-project.eu/; http://www.primeditu/

13 http://www.fidis.net/
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Moreover, the STORK project is closely related twdpean policy in the field of eGovernment, like:
« The Ministerial declarations of Manchester and bigh
» The i2010 eGovernment Action Pfan
* The European Commission’s website www.ePracticaed,

» The work that results from the IDABC programifhamongst which the ‘elD interoperability
for PEGS’ study, the ‘Signposts paper towards e@owent 2010’ and the ‘Roadmap for a
pan-European elDM Framework'.

14 Manchester Ministerial declaration of 24 NovemB&05; Lisbon Ministerial declaration 19 September
2007

15 (CcOM(2006) 173 final), see:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.da2COM:2006:0173:FIN:EN:PDF

16 http://ec.europa.eufidabc
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2 elD and the pan-European elD perspective

2.1 The European elD interoperability framework

The STORK project is one of many initiatives in &pe regarding eGovernment and elD. The neces-
sity for interoperable elDs has been recognisetléri2010 eGovernment Action Plan that follows the
2005 Manchester Ministerial Declaration, in whiakeroperability and electronic identity are defined
as “key enablers” for eGovernment in general. byerable elDs are considered essential for achiev-
ing the freedoms of goods, services, capital, @andees. An example of the necessity of interoplerab
elD can therefore also be inferred from the Sesvid@ective (2006/123/EC), which inter alia states
that:

“[...] all procedures and formalities relating taccess to a service activity and to the exercieesthf
may be easily completed, at a distance and by relsict means [....]" (Art 8 (1), Directive
2006/123/EC, emphasis by author)

Apart from realizing and facilitating an internabrket, interoperable elDs are considered necessary
for reducing administrative burden throughout Eerophich can lead to a better competitive position

of the EU-zone as a whojlélnteroperable elDs contribute to achieving thesotiyes of the Lisbon
Agenda.

In addition to the Manchester and Lisbon Minisﬂerdkaclarationls8 and the i2010 eGovernment Action
Plart®, the interoperability of elD is elaborated in tBgnpost Papét and the elDM Roadmah
These documents describe the targets for electiderdification and authentication in Europe. Key
ideas in the Signpost paper are:

* Electronic identity and digital identity cards aeparate concepts;
* Respect for a high level of data protection irhalhdling of data by third parties;

* A citizen-centred approach that underlines persooatrol even if stewardship over personal
data lies at another pafty

Furthermore, according to the signposts paperztheolicy framework regarding elD should be:
¢ Federated and multilevel;
» Based on policies and mutual recognition of nafietectronic identities;

Many of the ideas that were described in the Sigtgppaper are reflected by the eIDM Roadmap. In
addition, this roadmap notes some complementarngmlesiteria for a pan-European elDM system:

¢ Reliance on authentic sources;

* Permitting a context/sector based approach;

17 Cf. Commission of the European Communities. (200&)rking together for growth and jobs. A new start
for the Lisbon strategy (No. COM (2005) 24).

18 Ministerial eGovernment Conference. (2005). Mimistl declaration. Manchester, UK; 4th Ministerial
eGovernment Conference. (2007). Ministerial dediana Lisbon, Portugal.

19 COM(2006) 173 final

20 eGovernment Unit. (2005). Signposts towards egowent 2010: European Commission Directorate Gen-
eral Information Society and Media.

21 eGovernment Unit. (2006). A roadmap for a pan-peam eidm framework by 2010, v 1.0.

22 eGovernment Unit. (2005). Signposts towards egowent 2010: European Commission Directorate Gen-
eral Information Society and Media, p. 31

23 eGovernment Unit. (2005). Signposts towards egowent 2010: European Commission Directorate Gen-
eral Information Society and Media
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 Enabling private sector uptake.

The European elD framework mentioned in the Roadnesgals to serve as a quality mark. In addition,
it pays attention to the policy objective of ‘leagino citizens behintf, by addressing the possibilities
of intermediaries management and delegation

The Roadmap notes that the principle of subsigiateds to be taken into account, and that it is no
aimed to impose any technical, organisational,egal infrastructural choices to Member States
Nevertheless, the Roadmap does state several keypbes for apan-Europearsystem:

* Usability considerations should be the most pemasiesign constraint when creating a pan-
European elDM framework.

* Each Member State should be able to identify usélsn its borders, if it wishes to allow them
access to elDM services abroad. To this end, theis@nt use of suitable identifiers is a neces-
sity.

* Each Member State should issue the means to eachtausdentify and authenticate himself
electronically, if it wishes to allow him accesdenefit from elIDM services abroad.

* With regard to mandate/representation authorisgtieach Member State should provide the
means to manage the competences of the identsiex within its borders.

* Each Member State should support online validati@ehanisms of identities, competences and
mandates, if it wishes to provide elDM services.

* High-level consensus must be established betweenbde States on an eIDM terminology in
order to guarantee conceptual/semantic interogdayalf\ppropriate policy and legal measures
can be used to corroborate this consefAsus.

The principles and design criteria for a pan-EuaopelDM framework do not oblige member states to
design or adjust a particular elD system, but @dseto be mentioned that the above described eslici

can serve as one of the useful tools for assessitignal elD initiatives and for the development of
interoperability solutions.

2.2 The elD authentication proces®

Another useful tool for an elD assessment is amview of a standards elD process, its relevant ac-
tors, and its actions. The following descriptiontbé elD authentication process provides such an
overview and serves as a foundation for the arsmlySthe national elD schemes in the country re-
ports.

In the light of the target of the STORK project iamportant component of electronic Identity is the
authentication processn which an entity (the citizen) (1) registers & electronic identity and sub-
sequently (2) proves his or her claims in fronbtfers in the electronic environment. The following
description of the authentication process is based model described in an earlier study conducted

24 Cf. The eGovernment Unit. (2005). Signposts towargovernment 2010: European Commission Director-
ate General Information Society and Media; eGovemnuUnit. (2006). A roadmap for a pan-european
eidm framework by 2010, v 1.0.

25 Cf. the i2010 eGovernment Action Plan (COM(200®3 final)
26 Cf. Roadmap to a pan-European interoperabilitpnéaork, p. 3
27 Cf. Roadmap to a pan-European interoperabilitpnéaork, p. 3 -4

28 \We note that the STORK description of work (DoVes different terminology from that of IDABCS.
STORK has Identity provider (IDP) instead of CSRd &ervice Provider (SP) instead of Relying party.
Moreover, STORK recognizes the Attribute ProvidgP), the entities who provide attributes about the
user (e.g., age, gender). The remaining of the mieat adopts the STORK terminology.
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by the IDABC in 20072.9 This model has also been used in a previous STOBMerable: ‘D2.1
Framework mapping of technical/organisational issoea quality scheme’.

As mentioned, the authentication process is contposg of a registration phase and an electronic
authentication phase. In the first phase, the trediisn phase, an entity acquires a (electronjshysi-
cal) token for instance a username or certificateafithentication. Normally, acquiring the electoon
identity will occur at a government institute ofgtentity’s domicile. In the registration procetise
citizen needs to claim that he or she is entitealttain an electronic identity (e.g. by providiag
passport) at an authority (e.g. a municipality) e Thegistration phase is characterised by ‘ldentity
Proofing’ (ensuring that an identity corresponds t@al entity), and ‘Token and Credentials deliver
(the provision of a token and credentials to belusan electronic authentication protoctl).

Proof of identity

",

Regiatration Phasze

= Fegistration
Avuthority

wauching for identity

Claimant
I zubscriber Y
Credertial !
Identity
<3 Prowider

|
IS
|
|

Delivery of token [ credentialzs

Figure 1: Registration phase (source IDABC 2007).

The second phase is the electronic authenticatiasg(figure 2). In this stage, the claimant (oep@
resentative that has a mandate to operate on keftthké claimant), uses the token and credentials o
tained in phase one, e.g. for access to an eGoestnservice (in this case, a relying party, because
this service depends on the correctness of the #lf)e relying party cannot verify the used el b
himself, an authenticating authority will need ssare the relying party that the used elD belongs t
the claimant and is authentic. On success, themala will then be authenticated and usually, this w
lead to an authorisation part (figure 2, in orarigghe process where access to particular ressisce
handled on the basis of the rights of the prodwibd

In an international context, the relying party ¢@nan organisation that is situated in a MembeteSta
that is not the Member State that has assignedlduotronic identity. In such a situation, this ety
party may need to verify the elD at the authenticaparty in another Member State. Hence, cross
border transfer of an elD can occur between thenelat and the relying party and between the relying
party and authenticating authority.

29 Graux, H. and J. Majava (2007b). Proposal for dtisfevel authentication mechanism and a mapping of
existing authentication mechanisms. elD Interopiétalfior PEGS, IDABC.

30 Cf. STORK D2.1., p. 10
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B Electronic Authentication Fhags,
Claimant or / i

representative of i o
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i ; - Authorization to services
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Figure 2: Electronic authentication phase (sourceDABC 2007).

For this deliverable we will mainly focus on theotwhases of thauthentication processregistration
and electronic authentication. Thathorisationprocess (orange) is beyond the scope of the delive
able. We assume, as depicted in figure 2, thaoaigttion is done after the entity is authenticated

is part of the eGovernment service addressed bintlidual.

In some cases this distinction is straightforwéiak instance, when a Dutch citizen is moving house
from the Netherlands to Austria and requests aedaivices from an Austrian government, then only
authenticating herself as a Dutch citizen on tresbaf credentials provided by the Dutch central-go
ernment may suffice. In other occasions the digtncis less clear. An example would be a Dutch
student visiting a Spanish municipal site and retjug a service for students (for instance enrgllin
for student housing). In that case, the studenhtmiged to proof that she is a student, which means
that she also needs to carry and provide a credégetg. provided by the Dutch ‘Informatie Beheer
Groep’), which reveals that she is a student.

We recognise that in several instances the crosgeb@xchange of attributélsat are additional to
the content of a formal elight be necessary to provide the individual aowsBnment service. Our
analysis therefore contains some research in #dieé @f additional attribute exchange (meaning the
exchange of information that cannot be directlywbed from the authentication of an elD). However,
we can only pay limited attention to attribute exiabe, and will focus the analysis on entity autihent
cation. With regard to attribute authenticatiore tteliverable bears in mind the attributes that are
relevant to the pilots that will be developed in 8YRamely:

* |s claimant a student (cf. description WP 6.3)?
* Is claimant of particular age (cf. WP 6.2)?
* What is the (electronic) address of the claimaht{tP 6.4 and WP6.5)?

2.2.1 Actors and roles in the Authentication Model

The process of gaining and using such elDs is,astroountries, linked to the existing citizen’snee
tity and the existing government structure. ElDustures are therefore different throughout Europe.
For example, some countries may have chosen todadn elD in the original non-electronic identi-
fication methods like drivers’ license and identitgrd, or base the elD on such identities, whereas
others assign a separate elD, confined to electsmvices only. Moreover, the use of identifieus;
thentication mechanisms and credentials can berdiff amongst Member States. Nevertheless, the
elD process generally compristdge roles, which will be present in most member statéid mod-
els! First of all, there is an (1) authority thagisters the citizen that wants to obtain an elD. This
authority is related to the (2) organisation taivides an electronic token and the credentials (hence,
the elD) that can be used in eGovernment autheiatican addition, the process of authentication
comprises the role of (3) an authority thathenticatesthe token that is used by the citizen. Next to
this authenticating party, there is (4jedying party that depends on this electronic authentodior

31 The roles are derived from IDABC, December 2007
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the purpose of interaction or transaction, e.ghemeGovernment service. Of course, there is &l50 (
an entity thatlaims a particular identity (e.g. the citizen or a deley.

Please note that the above describe roles can isoesebe executed by the same party. For example,
an identity provider can also be authenticatiornarity, and a registration authority might alsoare
identity provider.

2.2.2 A framework for analysis

In order to provide a legal analysis of elD solofiand authentication processes and the barridrs an
opportunities for pan-European interoperable adib&ion for eGovernment services we need a
comprehensive framework. Our model consists of tma&n concepts that play a central role in the
registration (phase) and authentication (phasejtiaens in eGovernment processed andAuthen-
tication Authorities We have used the term Authentication Authoritiethis report rather than Certi-
fication Authorities, because the latter term ia #trict sense only pertains to Certificates. Tvosild
exclude authentication of users in a context wioetg username and password are used. Authentica-
tion Authorities as used in this document entathbGertification Authorities’ for digital certifidas

and username/password verifiers.

For both elDs and Authentication Authorities wetidiguish a number of elements that jointly provide
a clear picture of their legal aspects. The twenevorks will be completed for the most relevant elD
and Authorities in each country in the report.

2.2.3 elD

* Name — What is the name of the elD? For instantedrNetherlands one of the elDs is ‘DigiD’
(level 1), another is ‘eNIK’ (strictly speaking eéllis DigiD level 3).

* Form — What form does the elD have? It may be afsattributes and certificates embedded in
a token such as a chip card or consist of bitgtsach as in the case of DigiD level 1 (the Citi-
zen Service Number associated to a username asgqas.

* Eligibility — Who can obtain the elD. Some membtes only allow residents to obtain a par-
ticular elD whereas others may provide elDs alsasglum seekers, expats, or individuals with
a temporary permit.

* |ssuer — Who issues the elD (who is the identityjater)? There can be one authority but there
might be several authorities. Moreover, there cath lbe private parties and public parties that
are active in the registration process.

* Attributes — Which attributes make up the elD arithtvare their features? The elD at least has
an identifier (name or identifying number), but malgo contain other attributes, such as ad-
dress, date of birth, etc. Attributes may have igppdeatures, for instance, the Dutch identifier
BSN, which is part of DigiD is meaningless bit sgi(9 numerical digits), whereas other num-
bers can contains gender and date of birth.

* Additional Attributes How can the elD provide acede reliable information about age, ad-
dress, and about if he or she is a student?

* Responsible authority — Who is responsible fordtizand the issuance of the elDs?

* Conditions for use — Who may use the elD and whattlze obligations for the individual to
whom the elD belongs? For instance, the elD (oatiisbutes) may only be used in the public
sector as opposed to the private sector. May thebelused in the entire public sector, or only
to specific areas within the public sector, suchhashealth care domain or the fiscal domain?
The elD may also have conditions such as ‘striggsonal’.

* Creation and termination — How is the elD issued @nminated and what are the requirements
in the process that affect the trust level asseditd the elD?
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2.2.4 Authentication Authority

* Name — What is the name of the Authentication Ariti®
* What — What elDs can the Authentication Authorityteenticate?
* Responsible authority— Who is responsible for thh&ntication Authority?

* Input — What is the input for the Authentication tAarity, for instance, username/password?
What are the legal conditions/requirements on idput

* Qutput — What does the Authentication Authorityyide as output, for instance a Citizen Ser-
vice Number (in the Netherlands)? What are thel legaditions/requirements on the output?

* For whom — Who can use the Authentication Authaitdlyauthentication: e.g., claimant, rely-
ing parties? How can one connect to the servicéiseofuthentication Authority?

* Process — How does the authentication process Wiltiét is the input and what is the output,
and what are the legal conditions on input and w@tp

* Assurance level — Which assurance levels does tiigefstication Authority provide? Is this le-
gally governed?

As mentioned before, in the analysis that follopar{ I1), we have limited ourselves to entity authe
tication instead of attribute authentication, etteough for the sake of the STORK pilots, some spe-
cific attributes are part of our analysis. The gsial discusses options for obtaining attributesnfro
attribute providers without going into too much tlepecause of resource limitations for preparing
this deliverable. The focus in the analysis is othentic registers in the various member states.

By entity authentication we mearthé assessment whether an individual is who (sldiens to bé
Usually this process results in an identifier agged to the authenticated individual authenticated
such as a name and/or some identifying number.

Attribute authentication relates to the questiome® individual X really have attribute Y? For in-
stance, is X a student enlisted in a Dutch ingtifat higher education, or does Z really live iadrre.
Entity authentication is a special case of attebamithentication (namely one where the questian, fo
instance is: is X's name really X?). The reasorrdstricting ourselves to mainly to entity autheati
tion is that addressing all possible instancedtdbate authentication introduces an enormous arhou
of potential authentication authorities rather thia@ limited number that can do entity authentarati
in a particular country. However, in the light tietSTORK pilots (WP6), some particular attributes
will be part of the analysis.
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PART II: GENERAL ANALYSIS
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3 European regulation relevant to interoperability

3.1 EC Treaty

Before describing the European regulation in tleédfof pan-European e-Government services, it is
useful to point out that the competence to drajtlation on a European level in the field of eleoic

. - . . 32 .
identities is, to some extent, bound by Articleaf8he EC treaty, which states:
“1. Every citizen of the Union shall have the rightmove and reside freely within the territorytiog

Member States, subject to the limitations and dioreh laid down in this Treaty and by the measures
adopted to give it effect.

2. If action by the Community should prove necgssarattain this objective and this Treaty has not
provided the necessary powers, the Council may tagiavisions with a view to facilitating the exer-
cise of the rights referred to in paragraph 1. Teuncil shall act in accordance with the procedtee
ferred to in Article 251.

3. Paragraph 2 shall not apply to provisions on g&wts, identity cards, residence permits or any
other such document or to provisions on social sgcar social protection.”

Hence, the EC treaty may limit the possibilitiesdtaft pan-European regulation on identity cag?ds.
The exact limits imposed by the EC treaty are mbrely clear according to a report written for the

Porvoo-groups.4 The report did mention, however, that some Europegulation has already been
drafted with regard to elDs (e.g. on eSignaturad)that the limitations of Article 18 may only pert

: . . . - .35
to ‘documents’, which might make the stipulatioadeelevant for electronic identitiesNevertheless,
when developing solutions for a pan-European uselaftronic Identities, one should bear in mind
that the competence on a European level is limited.

3.1.1 Directive on the protection of personal data (95/4&C)

The Data Protection Directive (95/46/EC, 24 Octd®95) was drawn up to address the need for pan-
European flow of information and the need to haweiimum level of data protection when such in-
formation flows across borders. Hence, both thermal market (article 95 of the EC treaty) as the

respect for privacy (article 8 ECHR) are core cdesitions of the Directivgee.

The Directive provides a set of legal requiremdotgpersonal data to be processed throughout grivat

37
and public services in Europexnd has been transposed into national regulagiail iMember States.
Even though there are differences in the trangposiof the Directive in the different Member

Statess,8 it is likely that theprincipleslaid down in the Directive are respected by allnkMber States.

32 EU (2006). "Consolidated Versions of the TreatyEamopean Union and of the Treaty Establishing the
European Community." Official Journal of the Eurap&Jnion C 321( E/1).

33 Myhr, T. (2005). Regulating a European elD: A pmihary study on a regulatory framework for entity
authentication and a pan European Electronic I, Fbrvoo e-ID Group.

34 Myhr, T. (2005)
35 Myhr, T. (2005)

36 Cf. art 1 95/46/EC, see also Cuijpers, C.M.K.Brivacyrecht of privaatrecht? Een privaatrecHtelij
alternatief voor de implementatie van de Europes@agyrichtlijn [Privacy law or private law? A prae
law alternative for the implementation of the Ewap Privacy Directive], Wolf Legal Publishers, Ni-
jmegen, 2005.

37 In principle, the directive does not discrima#ietween private and public data processing, évaugh
exceptions exist e.g. in Art. 3(2) Dir. 95/46/EC.

38 European Commission Communication, ‘First remortthe implementation of the data protection direc
tive’ (95/46/ec) (No. COM(2003) 265 final), Brussel
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The scope of the Directive is broad, in the sehaéthe concept gfersonal dataapplies to a broad

. . . . o . " 39
range of information (text, sound, images) thatteeto an identified or identifiable persofart. 2a).
The Directive states that an identifiable persoarie who can be identified, directly or indireciily,
particular by reference to an identification number

Considering the scope of the directive, we can rarthat when data can identify a person by using
reasonablemeans this can already be considered personal(clateecital 26). Moreover the term
processingwhich is one of the key definitions of the direetivs another term that has a broad scope
(art. 2b), as the single retrieval of personal da@a be regarded as data processing. Furthermore, a
data controller(the person to which many stipulations of the ik are addressed, e.qg. in article 6)
can be every entity that determines the purposenagahs of the processing of data (art 2d). This

40
means that both private and public bodies can heidered data controller.

The Directive comprises a set of principles/requieats which make data processing lawful. These
. . . . 4
principles are to a large extent elaborated inchat6 of the Directive.

First of all, personal data needs to be processiedihd lawful (art 6(1)a). This means that, améngs
others, the method to obtain data needs to incatpanformation about e.g. the identity of the con-
troller and the purposes of data processing (ajt. 1

A second principle is that the purpose of the datidection needs to be specified and limited (art
6(1)b). In addition, this principle states that Isymirposes need to be legitimate. The legitimacy of
data collection is governed by article 7 of theeliive: legitimacy can be derived from a) unambigu-
ous consent, b) the necessity of processing fopém®rmance of a contract, c) a legal obligatibn o
the controller, d) protection of the vital interestf the data subject, e) performance of a taskecar
out in the public interest or in the exercise dfaidil authority, and f) necessity of processing tioe
purposes of the legitimate interests pursued bygdomroller.

The third principle for lawful processing of dasathat data processing needs to be adequate,neleva
and not excessive in relation to its purposes @4tf)c). In addition, the data should be accurateup

to date (fourth principle, art. 6(1)d), and notkept longer than necessary (fifth principle, aft)6).

Of course, personal data processing needs to becprd against data loss, destruction, and alberati
(principle of security, art 17).

Article 8 of the Directive states that the procegsif special categories of data is prohibitedeekn

the instances stated in paragraphs 2 to 7 of ttidea In this regard, especially paragraph 7 itk

8 is worth mentioning:Member States shall determine the conditions undgch a national identifi-
cation number or any other identifier of generaplgation may be processed

The Data Protection Directive has a direct beaoimghe STORK project. First of all, most of thealat
exchanged in citizen-government interactions arbet@onsidered personal data and hence are cov-
ered by the Directive. This means that persona @atluding attributes of the claimant) may oné/ b
processed if article 7 of the Directive is met. &ivhe scope of the conditions in article 7 (cogdimo

the individual member states), the most importaougd to make the processing of personal data
across state borders legitimate is unambiguousecos the data subject (the claimant). This wilt n

be too problematic when data is provided by thendat directly (e.g., in an online form), or when
data can be obtained from a certificate presenyatidoclaimant (for instance, taken from a cerditic

39 Buchta (ed.), 2004, Requirements version 0 — B&RIME project deliverable, see http://prime-pabjeu

40 AR. Lodder & H.W.K.Kaspersen (Eds.) 2002. "eDirges: Guide to European Union Law on E-
Commerce, The Hague/London/New York: Kluwer Lawemtional.

41 See for more detailed discussions of the dataeption principles for instance Bygrave, L.A., ‘Cqenci-
ples of data protection’, Privacy Law and PolicypBeer, vol. 7, issue 9, 2001; Kosta, E. et al.q -
ments for privacy enhancing tools, 2008, availailewww.prime-project.eu>, last consulted 15 Octobe
2008; OECD, OECD Guidelines on the Protection dfdy and Transborder Flows of Personal Data,
available at org>, last consulted 29 August 200831l of Europe, Convention for the Protectionrafi-
viduals with regard to Automatic Processing of Bees Data, available at
<www.conventions.coe.int/Treaty/en/Treaties/Htm81@m>, last consulted 29 August 2008.
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on a smart card inserted into a reader attach#étetdivide the claimant uses in the interactionper
comes more complicated when the service providdyi(g party) needs to obtain additional data,
such as (certified) attributes and these can beyemn have to be obtained, from other sourcestti@n
user. In some cases it may, for instance, be dessilrollect the data from authentic registershim
claimant home member state. In this case also nbn$¢he user may be required in order to make the
processing legitimate.

Also the other requirements of the Data Protechmective have to be met. The identity of the con-
troller has to be specified, as well as the purpdsethe data collection (articles 6 and 10, DHDyta
minimisation has to be observed (art. 6) and datals be accurate and up to date. These require-
ments may be difficult to meet in cases where mectliaccess is available to reliable data sources
(such as authentic registries). Data security matl be different from what is required in relattorthe
processing to data originating from the claimantthe service providers own member state.

Special attention needs to be paid to the arti€f¢ @ertaining to national identification numbergla
other identifiers. The requirements for processhgse identifiers are defined by the member states.
As the country reports show, the majority of thember states do not allow (national) identity num-

bers to be used outside the member state ?tzséli\/en the expressed need by member states in wp2
that they need some form of identifier when a fgmeclaimant makes use of their services, this may
present issues. A possibility to mediate this igsag be to use a one-way transformation functiam th
unequivocally transforms a foreign ID number intee dhat may be locally stored.

3.1.2 Directive 1999/93/EC on a Community framework for &ctronic signatures

Since the STORK project mainly concerns authentinatve will not discuss electronic signatures in
great detail here, but instead focus on digitaifieates as these are used for authenticationgaag
The reason why we shortly deal with this subjedb@sause the signature can be part of the certifi-
cates. A profound analysis is nevertheless beyleadtope of the current deliverable.

3.1.2.1 Scope of the directive
The purpose of this Directive is to;
 facilitate the use of electronic signatures andaiatribute to their legal recognition and;

* to establish a legal framework for electronic signes and certain certification-services in or-
der to ensure the proper functioning of the intenmarket.

It does not cover aspects related to the conclusnehvalidity of contracts or other legal obligaso
where there are requirements as regards form jlsedcby national or Community law nor does it

. , . . . . 43
affect rules and limits, contained in national @an@nunity law, governing the use of documents.
3.1.2.2 Terminology

An electronic signatureneans data in electronic form which are attacloedrtlogically associated
with other electronic data. It is a technique byichiht is possible to secure information in suclay

that the originator of the information, as wellthe integrity of the information, can be verifigithis
procedure of guaranteeing the origin and the iiitiegf the information is also called: authentioati
Although the European Directive deals mainly whke use of elecronic signatures as a substitute for
hand-written signatures produced by natural persbnan be used in all circumstances where the ori

gin and the integrity of computer data have toélmﬂed4.4

"Advanced electronic signatirreneans an electronic signature which meets thewoig require-
ments:

42 Cf art. 8 Directive and Lodder Kaspersen (2002),2%
43 Article 1 of directive 1999/93/EC.

44 AR. Lodder and H.W.K. Kaspersen, eDirectives:dauio European Union Law on E-commerce, Kluwer
Law International, 2002, p. 34.
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(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatonynsaintain under his sole control; and,;

(d) it is linked to the data to which it relatessinch a manner that any subsequent change of taésda

45
detectable;

The signatory is the person who acts in order teegee a signature.

. . . . . . 46
An electronic signature is to be treated legallyado a hand-written signature when it concerns an
(I) advanced electronic signature based on
(I1) a qualified certificate and

(1) created by a secure-signature-creation device

And only if the requirements for hand-written siguras are fulfilled4.7

Since the STORK project mainly concerns authen@inatve will not discuss electronic signatures in
more detail here, but instead focus on digitaliiteates as these are used for authentication &0

A certificateis an electronic attestation which links signatueefication data to a person and con-
firms the identity of that personQualified certificaté means a certificate which meets the require-
ments laid down in Annex | and is provided by atiieation-service-provider who fulfils the re-

. . . .
quirements laid down in Annex Il of the Directive.
In the context of the STORK project electronic sitymes are highly relevant. Some member states,

such as Austria, Sweden, Spain, and Portugal, tapioyed elDs on smart cards that include two
certificates: one for authentication and one fgitel signatures.

An important question is what the legal statusheise certificates is, especially in the light of &
Signature Directive. All authentication certificateby definition, can be used to authenticate the
holder (confirm the identity). If a certificate aQualified certificate then the proof is stronger (assur-
ance level is higher) than for other (advancedifa=tes because qualified certificates are issuedl
verified in a more tightly controlled process asliaed in Annexes | and Il of the Directive. Becaus
of these requirements, users of QCs may expeat teehain that a validated certificate indeedus tr
and not revoked, and hence CA'’s issuing Qualifiedificates have a certain liability as described i
article 6 of the e-Sig Directive (see below).

The requirements for Qualified Certificates are:
Annex I:
Quialified certificates must contain:
(a) an indication that the certificate is issuea@ agialified certificate;
(b) the identification of the certification-servipeovider and the State in which it is established;
(c) the name of the signatory or a pseudonym, whlicil be identified as such;

(d) provision for a specific attribute of the sigmg to be included if relevant, depending on theppse for which
the certificate is intended;

(e) signature-verification data which corresponditmature-creation data under the control of theadory;

45 Article 2 of directive 1999/93/EC.

46 Article 5 (1) of directive 1999/93/EC.

47 Recital 20 of directive 1999/93/EC.

48 Article 2 (9) and (10) of directive 1999/93/EC.
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(f) an indication of the beginning and end of tleeipd of validity of the certificate;
(9) the identity code of the certificate;

(h) the advanced electronic signature of the éeatibn-service-provider issuing it;
(i) limitations on the scope of use of the certifig if applicable; and

(j) limits on the value of transactions for whidtetcertificate can be used, if applicable.

Annex II:
Certification-service-providers must:
(a) demonstrate the reliability necessary for ptimg certification services;
(b) ensure the operation of a prompt and secueetdiry and a secure and immediate revocation servic
(c) ensure that the date and time when a ceriffisatssued or revoked can be determined precisely;

(d) verify, by appropriate means in accordance witional law, the identity and, if applicable, apecific attrib-
utes of the person to which a qualified certifidatéssued;

(e) employ personnel who possess the expert kngelezkperience, and qualifications necessary ®istrvices
provided, in particular competence at manageriadlJeexpertise in electronic signature technologg &amiliarity
with proper security procedures; they must alsdyapgministrative and management procedures whiehade-
quate and correspond to recognised standards;

(f) use trustworthy systems and products which pected against modification and ensure the feahiand
cryptographic security of the process supportethbyn;

(g) take measures against forgery of certificadesl, in cases where the certification-service-glewvigenerates
signature-creation data, guarantee confidentilityng the process of generating such data;

(h) maintain sufficient financial resources to ggerin conformity with the requirements laid downtle Direc-
tive, in particular to bear the risk of liabilitgif damages, for example, by obtaining approprizarance;

(i) record all relevant information concerning eatified certificate for an appropriate period ahé, in particular
for the purpose of providing evidence of certifioatfor the purposes of legal proceedings. Suchroéog may be
done electronically;

() not store or copy signature-creation data ef person to whom the certification-service-providesvided key
management services;

(k) before entering into a contractual relationshifh a person seeking a certificate to supporelgstronic signa-
ture inform that person by a durable means of comcation of the precise terms and conditions reiggrthe use

of the certificate, including any limitations ol tise, the existence of a voluntary accreditatibrersie and proce-
dures for complaints and dispute settlement. Safthrhation, which may be transmitted electronicathust be in

writing and in readily understandable language. Weleparts of this information must also be madgailakle on

request to third-parties relying on the certificate

() use trustworthy systems to store certificatea verifiable form so that:
— only authorised persons can make entries andgelsan
— information can be checked for authenticity,

— certificates are publicly available for retrievalonly those cases for which the certificate-leoksl consent has
been obtained, and

— any technical changes compromising these seaedfyirements are apparent to the operator.

These requirements reveal that Qualified Certifisatan be used for different functions (authentica-
tion, signature, etc); the Directive is indifferentthis respect. It is up to the individual membtates

to determine whether they grant certification-segvproviders the right to issue qualified certifesa
and whether their elDs make use of qualified dediés or other certificates. Spain, for instarees
opted for the inclusion of qualified certificatestheir DNIe card.

Member states may also determine for which purpgsarticular certificate may be used. Most differ-
entiate between the authentication certificate thednon-repudiation digital signature and consider
undesirable that the authentication certificatesied for signature purposes and vice versa. Sfmin,
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instance, has legal prohibitions for using the Dbied's authentication certificate for signature-pu
49

What we see here is that technical, procedurallegal issues are interrelated. Qualified certisat
are meant to provide a high level of assuranceaaedherefore issued in strict procedures involving
face-to-face verification of the claimant/citizérhe basic legal effects of these QC's is handlethéy
e-signature Directive and its transposition in owi legislation. Qualified certificates are giveg-
nificant legal effect because they can be trustethe basis of the certificate issuing process. ére

a member state implements QCs in their elDs depam@dsweighing of costs involved (issuing QCs is
expensive) against the necessity of higher levietaustworthiness. As the analysis of the counéy r
ports shows, the various member states reachehifeonclusions.

The e-Signatures Directive also harmonises thegrétion of signatures in and between member
states. To exchange information and trade eledadigiin a secure way in order to stimulate the
Community-wide provision of certification servicesver open networks, certification-service-

) . . . ) ... 50 . .
providers should be free to provide their servisthout prior authorisation. Consideration 21 and
Article 4 establish that services offered by cerdifion-service-providers in other member states
should be accepted.

Art. 4

1. Each Member State shall apply the national gfoms which it adopts pursuant to this Directiveeatification-
service-providers established on its territory emthe services which they provide. Member Stataeg not restrict
the provision of certification-services originatimganother Member State in the fields coveredhiyy Directive.

This means that there should be no legal barriehate foreign CA’s validate certificates they sdu
by means of OCSP or CRLs.

Another matter is whether a claimant is permittedge a particular certificate to authenticate hen/

in a particular context. In Austria, there is netrietion on the use of the authentication cewificon

the Burgerkarte for authentication purposes aswbisld be deemed counterproductive to establishing
trust on the internet. Also CA's can impose restms on who can make use of their services. Access
to validation services (OCSP and CRLs) may be dpemyone without prior arrangements. In other
cases, such as Spain, users of certificate validatervices need to have a prior agreement with
@Firma (the Administration (MAP)) before they caseuts services.

The picture that emerges is that the Directive i@ a base line aimed at interoperability of @erti
cates and electronic signatures across the EUMEmber States are, however, free to make particu-
lar arrangements regarding certificates withinrtlein jurisdiction. They may regulate which (kinds
of) certificates are allowed within certain areasl @lso whether these may be used in cross border
transactions. Also certification-service-providaray impose terms and conditions on the certificates

they issue. A clear example here is the TOS emgdlbyeChamber SimplySign in the U5P1<.
3.1.2.3 Liability

Providers of qualified certificates are liable foformation contained in the certificate and thewac
racy of revocation lists. Article 6 provides fomanimum of Certification Authority (CA) liability bt
also certain limitations.

The minimum liability provisions only apply if a itéicate has been issued or guaranteed as a quali-
fied certificate. When this is the case a certif@aservice-provider is liable for damage caused t
any entity or legal or natural person who reasgnadlies on that certificate as regards the acgurac
and completeness of all the information in theifieate, the identity of the signatory, the comptam

tary usage of signature creation data and signa&gniécation data if the CA has created them both

49 See the country report on Spain and the DNle RByalree 1553/2005, of December 23, ruling the na-
tional identity card and its eSignature certifisate
http://www.dnielectronico.es/marco_legal/RD_1553020tm|

50 Recital 10 of directive 1999/93/EC.

51 See the UK country report.
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and for failure to register the revocation of theetificate>® Whether the defective certificate is actu-
ally qualified or unqualified is irrelevant, deaisiis its designation by the CA.

With respect to the STORK project this brings uskbt the question whether the certificates em-
ployed in the elD are qualified or not. In Membéat8s that require Qualified Certificates as pért o
their elDs, a certain liability is placed upon tertification-service-provider, who may have armng
ments with the MS government regarding damagestHar cases certification-service-provider may
be able to waive liability in their terms of semidVhether this can be done in practice dependseon
legislation (civil liability) of the individual mefver states. As stated above, analysis of this agpec
beyond the scope of the current deliverable.

3.2 Directive 2006/123/EC on services in the internal arket

The directive on services in the internal mark8e¢vices Directive’) aims to creating a single naairk
for services within the European Union by regulgtimoss-border services. It is necessary to remove
barriers to the free movement of services betweembér States and to guarantee recipients and pro-
viders the legal certainty necessary for the eserai practice of the fundamental freedoms of the
Treaty> The directive is a residual one: it only appliesdf other, more specific directive, regulation
or other EC act appli€s.

The directive sets out to which services direc2006/123/EC shall apply and to which not (articje 2
and what kind of restrictions the Member State wlibe services are provided may still impose (arti-
cles 16 and 17).

Authorisation schemes can only exist when they@raon-discriminatory, (b) justified by an overrid
ing reason relating to the public interest, (c)gamionate to that public interest objective, (tBac
and unambiguous, (e) objective, (f) made publiadaance and (g) transparent and accesSible.

Even though the directive is not focused on eGavemt, it has important aspects and impact on how
municipalities and public bodies have to delivercaionic public services. From the point of viewaof
Local Administration, it is a key document aboutwheServices must be provided to SME and com-

panies in generaf.The most important article with regard to eGovegntris article 8;
Article 8
Procedures by electronic means

1. Member States shall ensure that all proceduras farmalities relating to access to a servicedttiand to
the exercise thereof may be easily completed,dastance and by electronic means, through the eglepoint
of single contact and with the relevant competenharities.

2. Paragraph 1 shall not apply to the inspectiorpodmises on which the service is provided or afiggent
used by the provider or to physical examinatiothefcapability or of the personal integrity of thevider or of
his responsible staff.

3. The Commission shall, in accordance with theegduore referred to in Article 40(2), adopt detailed
rules for the implementation of paragraph 1 of tArsicle with a view to facilitating the interopdua-

ity of information systems and use of procedureslégtronic means between Member States, taking
into account common standards developed at Comyniawiél.

52 Article 6 (1) and (2) of directive 1999/93/EC.

53 A.R. Lodder and H.W.K. Kaspersen, eDirectives:dguio European Union Law on E-commerce, Kluwer
Law International, 2002, p. 59.

54 Recital 5 of directive 2006/123/EC.
55 Article 3 of directive 2006/123/EC.
56 Recital 95 and articles 9 and 10 of directive 2008/EC.

57 Epractice.eu; http://www.epractice.eu/document403
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3.3 Representation and delegatiof;

The law also regulates that certain individuals mahperform legal acts, such as entering into con-
tracts. But the law also allows empowering a petsoact for another person or to conduct a certain
transaction.

Representation and delegation in daily life areeroftaken for granted implicitly. In everyday life,
proof of authorisation is not usually required, taditen working with electronic transactions, authori
sation has to be expressed explicitly. This creatased for having an electronic form of empower-
ment and representation. The vehicle for achietingis the concept of electronic mandates. On the
one hand, electronic mandates are the electroniwvagnt of conventional mandates for empowering
a person, in which a representative acts for angtbeson, referred to as the mandator under certain
circumstances. On the other hand, electronic masdsgrve to close the gap between private persons
and legal entities. Wp2 will only look briefly dti§ subject,

3.3.1 Electronic mandates

Electronic mandates aim to provide end to end #gas the representative is holding a token ére.
electronic mandate) asserting that she is empoweradt in the name of another entity and can prove
it in front of any application. So it is not antssfor applications to know about a person’s auser
tion to represent other entities/persons. Applocedijust have to verify electronic mandates. This
makes it finally easy to manage authorisations.

From a use-case perspective, electronic mandabestdseerve to describe any kind of representations.
Thus it should enable:

a) a natural person to represent a legal person/entity

b) a natural person to represent another natural perso

C) alegal person/entity to represent another legaiquéentity
d) alegal person/entity to represent a natural person

By combining multiple mandates of different typasd), even more complex situations can be created
(by chaining multiple mandates).

Similar to conventional mandates, an electronicdass should hold:
¢ identity of the mandator
* identity of the representative
* date and place of issuing
e content and concern of the mandate
* optional restrictions

The electronic mandate should hold the electrasentity of the mandator (i.e. the person who em-
powers another person to act in her name). Thisbeaachieved in different ways, depending on
whether one can resort to national identifying namsldor individuals and legal entities or not. When
unique identifying numbers are available, theseamarveniently be used to establish a clear relation
ship between mandator and the representative.dalsdinations of other data will have to be used,
such as first and last name, date of birth, et¢chénevent of having legal entities, analogoustitien
attributes can be used (e.g. the full name of apamy and its unique identifier taken from the com-
mercial register).

58 Based on input provided by Austria
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The scope of the mandate has to be clearly definadvay that is understandable for the application
that have to handle the mandates (as well as makxescriptions that are understandable for hu-
mans).

In order to assert the authenticity of a mandat&haould be electronically signed, either by thendza
tor or by an issuing authority.

The concept for electronic mandates should intredart electronic mechanism for revoking a man-
date. The introduction of this technical revocatinechanism would be a great improvement in com-
parison to conventional mandates and it is espgaiaicessary for electronic mandates. On the one
hand, it is sufficient from a legal perspectiver¢ooke a mandate by publicly announcing a revoca-
tion. Consider conventional paper-based manddtéise irepresentative is still in the possessioa of
paper that pretends to act as a valid mandataegresentative would still be able to act illegaily
the name of the mandator. Thus, the only effeatisg to avoid this problem is to request that the re
resentative destroy the paper mandate, which wordde hard to verify. With electronic mandates,
this situation is much more difficult since the regentative could create an arbitrary number ofesop
of the electronic mandate and the mandator cout@miee sure whether any illegal copies still exist.
An electronic revocation mechanism is thereforey eisirable for electronic mandates.

Therefore, the introduction of an electronic rexmamechanism is strongly recommended. To make
an electronic mandate electronically defeasible, frandate needs to be registered with a certain
revocation service. As a result, electronic marglatay hold an Internet address that provides revoca
tion information on request. When attempting toifyean electronic mandate, the named revocation
service has to be asked about the current revecst&us by using the serial number of the eleitron
mandate. A similar revocation mechanism for digdattificates is already widely used and well-
established. Thus, the concept of mandate revacato be made similar to the revocation mecha-
nism of digital certificates.

Delegation, mandates and representation are t@e é&xtent part of civil law which means that there
may be significant differences between the EU mermshates. Also in the public sector we may ex-
pect significant differences in how representat®handled in the various member states. In some of
the country reports submitted by the country reperaspects of representation are addressed. Beyond
this we can not draw hard conclusions regardingesemtation and delegation of elDs.
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3.4 Summary of Legal issues

In this chapter we summarise the most importardirigs of the analysis of the EU legal framework
related to interoperable elD as well as the findiafjthe country reports.

Data Protection Directive

The Data Protection Directive has a direct beaonghe STORK project because most of the data
exchanged in citizen-government interactions afgeteonsidered personal data. This means that per-
sonal data (including attributes of the claimangyronly be processed if the requirements of arficle
of the Directive are met. The most important grotmanake the processing of personal data across
state borders legitimate is unambiguous consetiteofiata subject (the claimant), because legal obli
gations (as meant in art. 7(c)) are unlikely toseii a pan-European context. This requirement will
not be much of a problem when the data is disclbgetthe claimant herself (e.g., in an online form),
or when data can be obtained from a certificategred by the claimant (for instance, taken from a
certificate on a smart card used by the claimdini§.more complicated when the service provider (r
lying party) needs to obtain additional data, sash(certified) attributes and these can be, or even
have to be obtained, from other sources than the Ussome cases it may be possible to collect the
data from authentic registers in the claimant's déaatate without the claimants’ involvement. In thes
cases, the relying party still would have to ask ¢laimant's consent in order to make the procgssin
legitimate.

Also the other requirements of the Data Protechmective have to be met. The identity of the con-
troller has to be specified, as well as the purpdeedata collection (articles 6 and 10, DPD). Sehe
requirements should not be difficult to meet (afantn the language in which it is presented) beeaus
the same requirements apply to the Service prdsidemestic claimants.

Data minimisation has to be observed (art. 6) aatd dhould be accurate and up to date. These re-
quirements may be difficult to meet in cases wimerelirect access is available to reliable datacgsur
(such as authentic registries). Data security matl be different from what is required in relattorthe
processing of data originating from the claimantthie service provider's own member state.

Special attention needs to be paid to the artif¢ @ertaining to national identification numbergla
other identifiers. The requirements for processhese identifiers are defined by the member states.
As the country reports show (and summarised belth&)majority of the member states do not permit
the use of (national) identity numbers outsidertbein jurisdiction, and many also pose limitatioos
the use of these numbers within their jurisdictidinis may pose barriers to pan-European e-
Government services.

Certificates/e-Signatures Directive

In the context of the STORK project also the e-&tgres Directive is highly relevant because this
Directive also regulates certificates, which areduis the various elDs in the STORK member states.
Many (smart card based) elDs include two certiisabne for authentication and one for digital sig-
natures.

An important question is what the legal statushekt certificates is. All authentication certifestby
definition, can be used to authenticate the (confine identity) of the holdeQualified certificates
provide a higher assurance level than other (acddncertificates because they are issued in a more
tightly controlled process. Because of these requents, users of QCs may expect to be certairathat
verified certificate meets particular quality reguinents regarding content and validity and hence
CA's issuing Qualified Certificates have a certig@bility as described in article 6 of the e-Sig&x-

tive.

Qualified Certificates can be used for differemdtions (authentication, signature, etc); the Divec
is indifferent in this respect. It is up to theiwvidual member states to determine whether theyealitc
certification-service providers and give them tlght to issue qualified certificates and whethegirth
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elDs make use of qualified certificates or othetifteates. Some countries use Qualified certiksat
for their elD's, others don't (see the list laterim this chapter). This may lead to difficult libty is-
sues because the liability in the case of QC's msthe CA that issued the certificate, wheresish
more complicated for non qualified certificatiomgee providers. These are likely to have provision
(waiving) regarding their liability in their terntf service. Because there are potentially manyfieert
cation-service providers this may lead to a conapéid mesh of different liability regimes.

Member states may also determine for which purpgsarticular certificate may be used. Most differ-
entiate between the authentication certificate taednon-repudiation digital signature and consiter
undesirable that the authentication certificatasisd for signature purposes and vice versa.

The e-Signatures Directive also harmonises thegrétion of signatures in and between member
states: services offered by certification-servioavers in other member states should be accepted.
This means that there should be no legal barreehave foreign CA’s validate certificates they edu

by means of OCSP or CRLs. In practice there mayebgictions imposed by the member states or
CA’s in the member states on who may consult tligRes or who may use these verification ser-
vices. Issues may also arise because some elD'samaystance only be used in transactions within
the public sector of the holder's member statesulch cases it is not so much the verifying CA that
would pose legal barriers to pan-European e-goventiservices, but rather the citizen's home state.

3.4.1 Identity numbers

Many elDs contain identifiers that are based orgrerequal to, national identification numbers.(e.g
Estonian Personal Identification Code, Dutch BuggeiceNumber, Spanish DNI number). In most
countries, the use of these numbers is restriateldregulated by law. This in effect means that they
can not be processed in cross border eGovernmeamadtions, which includes storage. The Dutch
BSN, for instance may only be used by authorizddiemthat are listed in the Act on the Citizermr-Se
vice Number, all of which are within the Dutch gdiction which limits the use of the BSN to Dutch
(e)Government interactions.

In some countries identification numbers may becgssed if the data subject consent (e.g., Estonia,
Italy, Spain). In these cases the numbers maytsgwrocessed (and stored) by relying parties iaroth
member states, provided the claimant agrees tpridwessing.

Germany does not have national identity numbers,jisiead uses combinations of other attributes
such as name and date of birth as identifier fdividuals. Within certain public sectors, such ast
tion, national identifiers do exist, but these noafy be used within the context within which theg a
created, which again prevents using the numbedeatfiers in pan-European eGovernment services.

In Austria, the base identifier (sourcePIN) may betused at all. Instead derived ssPINs may be used
but only within Austria.

The overview shows significant differences in tHEORK member states regarding (national) identi-
fiers and the restrictions on the use of these musib

Some STORK members have expressed a need to b albbee identifying data of foreign claimants
in the eGovernment transaction process. The briefwiew above shows that such identifying data
can not be equal to the national identifiers in yna@mber states.

An option might be to create a new identifier oa Basis of a national identifier by means of a one-
way transformation function and use this new nundsethe identifier in the relying party's system.
This is similar to how derived identifiers (ssPINgE created in Austria on the basis of a sourcePIN
that has to remain secret. By what means this ghchas to be realized is a question that maynbe a
swered in D2.3.

| ‘ National identifier | Restricted use within MS Permissible use abroad
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AT ZMR -> sourcePIN -> ssPIN yes: sourcePIN No
no: ssPIN
BE National Registry Number Yes: only authorised entities No
DE None (prohibited) Not applicable Not applicabl
sectoral number, e.g. tax number | sectoral numbers confined to sector |No
EE Personal Identification Code Consent or international. agreement, aBy agreement
or regulation
ES DNI No 'Yes by user consent
FR None, only sectoral (e.g. NIR) NIR use restricted by law No
IT Fiscal number Yes, mandated by law, or consent Not applicabl
IS Kennitala '‘Any just cause' \Within the EEA (any just
cause)
LU Identity number Mandated by law ?
NL BSN Mandated by law No
PT National register number + other | Mandated by law or DPA permission [?
numbers
SL Personal Registration Number Mandated by law not applicable

(EMSO0), Personal Tax Number,
Health Insurance Number.

SE Personal Identity Number No Yes

UK None Not applicable Not applicabl
Table 3: Overview of national identifying numbers aml use restrictions. A “?” indicates that further information are
required in order to draw a conclusion.

3.4.2 Attributes

The elD’'s in the various Member States differ i@ #mount and nature of the attributes they contain.
On the one extreme we have the Dutch DigiD, whicly contains the identifier BSN. On the other
extreme we have elDs, such as the Portuguese Gaetddidaddo which contains Name, date and
place of birth, date and place of issuance of #rd,ovalidity period of the card, parents, marstaltus,

title and number of the card, picture and handemiignature, residence, and National register num-
ber, the holder’s address and two digital certibBsaone for identification and authentication ane

for a qualified electronic signature. In the lattase, some of the attributes may be taken togepte
authentic and accurate data (e.g., date of biwthjle other data may require further proof or valid
tion (e.g., even name may not be stable, thinkirfistance of married women who may adopt their
husband's surname in a number of EU member states).

Whether attributes present in the elD may be usguhn-European eGovernment services varies per
member state. For some elD's access to the a#silftypically on the card) is locked by means of a
PIN, as is the case in Italy and Spain. This guaemthat the data can only be read with the elD
holder's consent. The use of the attributes inetBein these cases is permitted, as long as thi car
holder consents. In other cases, access to theodatee card is open to every application thataan
cess the data on the card, such as in Belgium.

Many elDs do not contain the nationality of thedwswl although country of issuance is an attribute
present on all elD cards. Iceland's elD card, rigstaince, contains hame, ID and country, but also fo
eigners may obtain the card. Also in other casesnttionality of the elD holder can not be estab-
lished on the basis of the elD itself (for instareéutch BSN which is part of the DigiD can als b
obtained by foreigners residing in the NetherlaWdbenever the nationality of a claimant needs to be
assessed, for instance to be able to distinguishelea EU citizens and others, relying parties Have
resort to other data than those available in midd.e
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3.4.3 Authentic registers

In some cases, relying parties may want to obtaremattributes from a claimant than present in the
presented elD, or they may want to establish aibaté at a higher level of assurance than offéned
the elD (e.g., the address, and even name, presemtsmart card may be outdated). In many of the
member states studied, authentic registers exastaffier authorised entities access to authentia da
pertaining to citizens. At least Austria, BelgiuRrance, Italy, Iceland, Luxembourg, Slovenia, the
Netherlands and Sweden, offer extensive autheagjisters that can be consulted to verify or obtain
up to date attributes. The access regimes to teggstries differ significantly between the member
states. In some case the register is open to datisnl by anyone, in other cases access is complete
confined to authorised entities (e.g., Estonia whamreryone with an ID-card can access the X-road
register), or even entities mandated by law (ég.Netherlands where access to authentic registers
regulated by law).

Access to authentic registries may in some menta¢esbe obtained when a '"Memorandum of Un-
derstanding' exists between the relying party &edauthentic register (or the responsible govertnmen
actor), as in Italy, or when a contract exists l@etwwRelying party and authentic register (e.glafub
Sweden).

3.4.4 Type of elD

Prevalent forms of authentication are usernamefgasisand (qualified) certificates which either con-
sist of soft (X.509) certificates or hard certiies when embedded on smart cards or devices such as
USB media (in ROM). The different forms are disatss1 more detail below.

3.4.5 Username/password

Username/password combinations are used in manybarestates, especially for low risk services.
Most often, username and password are associatedis created in the context of a particular ser-
vice, e.g., Iceland where many government senheee their own elDM system. These are impracti-
cal for PEGS precisely because they are assodmgegarticular service provider.

A number of member states have portals (usuallgrigdd identity management systems) that handle
the authentication of citizens for a number of ggs. Examples are the Dutch gbo.Overheid (DigiD),
the UK Government Gateway and the French mon.sepublic.fr. These systems pose either practi-
cal problems with respect to pan-European publiciee delivery, or suffer from legal barriers ilae

tion to PEGS. The UK Government Gateway could ingiple handle the log-in of UK citizens for
foreign services, but this would require each redyparty to sign up for the Gateway, which is rathe

. .59 . . .
|mpract|caT . Legal issues are more serious obstacles. ThehRigiD can not be used for cross bor-
der authentication given the current regulatiorcaoese it restricts the use of DigiD to governementa
entities that are permitted to use the Dutch Gitizeervice number, which currently means Dutch en-
tities.

STORK MS elD portal cross border restrictions
AT ? ? ?
BE username/pas yes no
sword
DE ? ? ?
EE ? ? ?
ES site specific | www.060.es and others -

59 Enrolment could, as far as we can see, be redig@deans of contracts.
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FR - mon.service-public.fr Portal uses Liberty Alliance specificatio
Identities are self registered by citizens
IT ? ? ?
IS Tax password| island.is (SAML tokens) No
LU - - —
NL DigiD GBO.overheid yes, not permitted
PT ? Citizen's portal ?
SL - - —
SE ? ? ?
UK UKGG UK Government Gateway no
username/pas
sword

Table 4: STORK member states predominantly using useame/password elDsA “?” indicates that further informa-
tion is required to draw a conclusion.

3.4.6 Certificates and smart cards

Many STORK member states have deployed certificatéise form of smart card hosted certificates.
Some others employ soft certificates (that may d&rdoaded to hardware such as smart card or usb
media, in some cases).

The following table lists the types of authentioatcertificates employed in the different elDs.

STORK MS elD type of certificate cross border restrictions
AT Birgerkarte Qualified No
BE BELPIC Advanced for yes

authentication,

Qualified for

electronic signatures
of documents

DE None - -
EE Estonian ID card Qualified ?
ES DNle Qualified Yes, formal agreement with @firma. See notes
in country report for details.
FR currently: none
future: Advanced or QualifiedNo

National eld Card (TBC)

Certificates provided Advanced or QualifiedN

by supervised CSP (TBC) 0

IT CIE Qualified see Codice delllAmministrazione Digitale
CNS

IS PKI certs (Islandsrot)| Qualified No

LU LuxTrust smart card | Qualified No

NL None Not applicable Not applicabl

PT Citizen card Qualified ?
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SL PKI cert Qualified No

SE e-legitimation Advanced ?
(/Qualified)

UK Soft Advanced no

Table 5: Authentication certificates employed in STOR member states. A “?” indicates that further information is
required to draw a conclusion.

Because many STORK member states use qualifiedicads in their elDs, a number of legal issues
are handled by the eSignature Directive 1999/93E@n though there are differences in the national
transpositions of the Directive into national légii®n there is also much common ground in how the
certificates are created and in their legal efte®is the technical level a number of requiremeets p
taining to the process of issuing certificates @gascribed in the Directive as outlined in the presi
section. For qualified certificates this means tihaly have a comparable assurance level. The legal
effects of, especially the Qualified certificatase also relatively clear. For instance, the blesility

for damages in the case of invalid certificateregulated. Analogous to the legal effect of eleutro
signatures in relation to traditional signaturee,may expect authentication certificates (for Gigali
certificates) to have the same legal effect asemtittation with identity documents in a face-todac
setting. Differences exist in the way en entity ohtain elDs in the various member states and there
fore who can obtain authentication certificatessoAthe use of these certificates is regulated. Some
member states promote the use of certificates dieraio create trust in online transactions and this
may include posing very few restrictions on usingn in pan-European eGovernment transactions.

Differences also exist in who may verify authertima certifications by means of OCSP and CRL

mechanisms. This depends on the conditions implogdide different CA’s, but also on national regu-

lation within the various member states. Some Cfgs,jnstance require prior contractual agreement
with users of verification services. Table 4 ligte primary CA’s and their use conditions.

STORK MS | CAs Use conditions cross border restrictions
AT Austrian Data Protection ? ?
Authority
BE Belgian Government No, CRL/OCSP none, CRL/OCSP public
(outsourced) public
DE None — -
EE TRUB Baltic S ? ?
AS Sertifitseerimiskeskus
ES @Firma prior registration not likely according to ES representative
MITYC, FNMT,CATCert @Firma
FR Qualified CSP No No
IT CIE: National Center for ? ?
Demographic Services
CNS: accredited CAs
IS Islandsrot & Fullgilt Audkenni | OCSP: no No
LU LuxTrust No CRL/ public OCSP
NL None ? ?
PT SCEE No No
SL SIGEN-CA No No
SE BID, Steria, Nordea, Agreement No
TeliaSonera
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UK

Chamber SimplySign, EquifaX prior contractual Yes, prior contractual relationship
relationship

Table 6: CA’s in the STORK member states. A “?” indiates that further information is required to draw a conclu-
sion.

3.4.7 Delegation

Delegation and representation is explicitly addozdss some of the member states. Austria, for in-
stance has addressed these issues in the Austové&nment Act, and the Burgerkarte is designed
to contain information about representation, detaflwhich can be found in the Austrian country re-
port. Sweden is to issue Swedish corporate elDgifstelegitimation) for natural persons in their c
pacity as employee or contractor. This card isawtain information about the representative and the
mandator. Information about the other STORK mendb&tes is missing. A more detailed analysis of
the legal issues involved in delegation and reptasien in pan-European e-Government services is
beyond the scope of this deliverable.

3.4.8 Liability

As already discussed, the eSignature Directiveigesvthe backdrop for liability for CAs issuing €er
tificates. In cases where there is a qualified &igre on a token available articles 5 and 3 prothée

legal basis for accepting the certificate. Theswigirons should in principle make cross-borderfieri
cation of certificates possible.

Furthermore article 6 states (inter alia):

"1. As a minimum, Member States shall ensure thasfuing a certificate as a qualified certificeaghe public or
by guaranteeing such a certificate to the pubkemification-service-provider is liable for damaggused to any
entity or legal or natural person who reasonaligsen that certificate:

(a) as regards the accuracy at the time of issuahak information contained in the qualified dBcate
and as regards the fact that the certificate costali the details prescribed for a qualified dieste;

(b) for assurance that at the time of the issuaritiee certificate, the signatory identified in thealified
certificate held the signature-creation data c@oeding to the signature-verification data giveridaen-
tified in the certificate;

(c) for assurance that the signature-creation aiadiithe signature-verification data can be useddom-
plementary manner in cases where the certificat@mice-provider generates them both;

2. As a minimum Member States shall ensure thatr@fication-service-provider who has issued aifieate as a

qualified certificate to the public is liable foahage caused to any entity or legal or naturalgrewho reasona-
bly relies on the certificate for failure to regis revocation of the certificate unless the &egtion-service-

provider proves that he has not acted negligently.

3. Member States shall ensure that a certificagienvice-provider may indicate in a qualified céctfe limitations
on the use of that certificate. provided that timeithtions are recognisable to third parties. Tleetification-
service-provider shall not be liable for damagsiag from use of a qualified certificate which esds the limita-
tions placed on it.

4. Member States shall ensure that a certificasienvice-provider may indicate in the qualified fedte a limit
on the value of transactions for which the cemrifieccan be used, provided that the limit is reczajsie to third
parties.

The certification-service-provider shall not bebla for damage resulting from this maximum limitirige ex-
ceeded.”

In principle the CA issuing qualified certificatés liable for damages arising out inaccuracy of the
information contained in the certificate at thedinf issuance (1a and 1b). The various membassstat
may have particular arrangements to address speeifnages.

In Estonia, the situation is the following. Theioaal ID-scheme organisational scheme consists of
triangle consisted of CMB (a state agency), TRUB &K (the CAs). From card-issuance point of
view — all the responsibility lies on CMB. CMB hasntractual agreements with TRUB and SK de-
tailing relevant outsource of responsibilities. iaroertificate issuance point of view — all the @sp
sibility of certification procedure relies on SKMB, TRUB, banks and also hotline for certificate
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suspension act as Registration Authorities of 3Kh&s an insurance policy (required by the DAS) in
excess of 5 million kroon (around €32,000) for aowg possible damages caused by misbehaviour of
60

SK or it's contractual partners in certificate iaege or validation information provision process.

In the case where no Qualified certificates areduse available, liability issues in pan-European
eGovernment services are much more complex andfogbér analysis.

3.4.9 Other legal issues discussed in the country reports

Spain notes: It seems reasonable that each pattigpmember state should review their respective
legislations, because as indicated in the Arti€le@BLOPD (Law for Protection of Personal Data) for
any incident, notification and administration procedsarshould existand any incidences, that may
affect the personal data, must be registered.

3.4.10 Pilot participation

On the basis of the country reports we can ligtralrer of country specific issues regarding pardicip
tion in the wp6 pilots.

Austria appears to have an elD scheme based on qualértificates and chip cards. Many funda-
mental legal requirements for accepting certifiséftem other member states appear to be met (ex-
periments with Belgian, Estonian, Finnish and dtalcards have been conducted and seem to have a
legal foundation) and the Austrian Burgerkarte seeseable in PEGS. The Austrian identifiers (sour-
cePIN and ssPINs) may not be used outside Austria.

Belgium has an elD scheme based on normalized and quaddigificates and chip cards. Given the
fact that providers of e-ID applications are onllpwed to use the national register number in @erta
cases upon authorisation from the sectoral comendgtethe Rijksregister, the elD possibly can not be
used for cross border authentication. Only certaitegories of authorities and instances qualify for
this permission

Germany currently does not have a suitable elD for PEQ#s Tay change during the time-frame of
the STORK project.

Estonia has a smart card system with qualified certifisatdentity numbers may be used across the
borders provided the data subject gives his/hesean We have found no legal obstacles for Es®nia’
participation in the STORK pilots.

France uses a username/password based portal for fededatatity management in the public sector.

For the STORK pilots, authentication has to be dbneugh mon.service-public.fr. The French social
identifier, NIR, may not be used outside Franceriiyuthe time frame of the STORK project, the fu-

ture National elD card with 2 certificates shoutiimplemented thus allowing a strong authentication
through mon.service-public.fr.

Italy has a smart card system with qualified certificalegta on the cards is protected by PINs, which
guarantees consent of the holder regarding datéodige. Authentic registers may be queried when a
memorandum of understanding exists with the Mipisfrthe Interior.

Iceland uses qualified certificates. The elD schemes madgtly on national ID-numbers for individu-
als. There are few restrictions on the use of &t@®nal ID-number. National registries can be qaebri
when prior agreements with the registries exist.

Luxembourg is in the initial stages of introducing a smantdchased solution to elD. Some services
use username/password based authentication. ikisown whether there are legal barriers to partici-
pating in the STORK pilots.

60 From IDABC, ENTR/05/58-SECURITY/SC1/EE_Profile, 16
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The Netherlandshave an elD system which can only be used insidéNietherlands. Authentication
Is username/password based through a central dictiteon service (DigiD/GBO.overheid). The ser-
vice (from the perspective of relying parties) nwayy be used by registered entities, which lintits t
user group to those entities that are authorisegéathe Dutch national identifier (BSN). Theseiare
turn defined in the Wet algemene bepalingen Burg@iSeNummer and currently restricted to the
Dutch public sector. As it stands Dutch regulatwavides serious legal barriers for Dutch partieipa
tion in the STORK pilots.

Portugal has a smart card with qualified certificates. Thewumber(s) (civil number, fiscal identifi-
cation number, health identification number, sos&durity number) included on the card may not be
processed or stored unless authorised by law pehyission of the Data Protection Authority.

Sloveniais at the brink of introducing smart card basd® eards. Currently citizens can obtain e-
government services by means of username/passwoloW sensitivity services and qualified digital
certificates for higher levels of assurance. Sliwvdras an extensive set of authentic registries. Be
cause of the nature of the data kept in the CRiBsalkers are required to have proper legal basis.

Spain has a smart card with qualified certificates prtgd by PIN. Current DNI Law requires consent
of the data subject for processing of the infororatn the card. In the STORK project scope no re-
strictions to international data transfer are eigubc

Swedenuses a system of soft certificates issued by alagnber of CA's. The SPAR catalogue
holding basic identity information of Swedish ogres, originating from the National Population Reg-
istry, is open for all parties through a contrathvBPAR. Before the contract can be signed the nee
of relevant information is decided.

The UK has a central authentication portal based on asgfpassword combinations, as well as soft
certificates (which plays only a very modest roiehie UK elD landscape). There seems to be no leg-
islative legal basis for the username/passworddssieeme, instead users (both citizens, who agree t
terms and conditions and relying parties which em#&® memorandums of understanding) enter into
contracts with UK Government Gateway. The softitestes are also handled by contractual agree-
ment between users and CAs.

The conclusion that legal barriers preclude sommeggaants to take part in the pilot is not a firain-
clusion. In this deliverable we have not lookeddolutions to the legal barriers to participatingtie
pilots. Deliverable D2.3 will propose solutions lagal barriers, such as using cryptographic tech-
niques to transform ID numbers that may not be wagside particular MS into identifiers that may
be used across borders, extending the list of sibdé users of authentication schemes, etc
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Part [Il: COUNTRY REPORTS
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4 Country report: Austria

4.1 Structure of the Administration

The responsibility for Austria's eGovernment swggipolicy lies with the Federal Minister for
Women, Media and Regional Policy Heidrun SilhavydAhe responsibility for legal and organisa-
tional issues of eGovernment at federal levelwéh the ICT department of the Federal Chancellery.
This includes coordination of technical infrastiret, programme and project management, budget
controlling and procurement, and international éssin the area of eGovernment and security. Re-
sponsibility for implementation lies with individu8tate (&ndel) and Municipal Governments.

4.2 Debate (and history)

Central to the Austrian elD is the Austrian citizeard which was launched in a Cabinet Council in
November 2000 with the intention to employ smarddachnology to facilitate access to public ser-
vices. The government decided to enhance the heatinance card to be issued to each citizen by
electronic signatures. However, already in eadgass of the project the intention has been declared
remain open to the market, i.e. to remain opemfioer smart cards or other technologies.

To define the requirements a white paper “WeiRlBigigerkarte” was published in 2001. This white
paper defined the general requirements of an etDiai system from the government’s perspective.
Subsequently, technical standards have been dedklib@mt consist of a technology neutral XML-
based interface “Security Layer” and a set of mummrequirements that a technology needs to fulfil
in order to constitute an “Austrian citizen car@ihe minimum requirements include the need of being
capable of generating or verifying electronic sitgnes without specifying mandatory cryptographic
algorithms, thus allowing for RSA, DSA, or ECDSAoi@mon signature formats are defined (such as
cryptographic message syntax or XML design). Alfertrequirement is that two key-pairs are given —
one as a supplement of the handwritten signatwralifeed signature or administrative signature) and
another one for other digital signatures or to yoicdata.

4.3 elD model

The legal basis was established in March 2004 thighAustrian E-Government Act.

The starting point of the elD scheme is the ZMR hanstored in the Central Register of Residents,
which is a unique identifier for each natural agdeperson residing in Austria, and the sourceRdN d
rived from it using cryptographic operations, whishstored on the Citizen Card. A sector-specific
PIN is cryptographically derived from the sourcePTMis sector specific PIN identifies the citizen
uniquely within a particular sector of state adgivar within a private sector organisation.

The IDM model is based on a so-called identity lifikis is an electronic attestation that estabtishe
link between personal identification numbers (tbarsePIN) and electronic signatures as a separate
signed data structure. The act also provides tteeptatection principles that need to be observid.

act regulates identification of the citizens udling citizen card and provides rules for electrogfre-
sentation and acting as proxy.

All cards issued by citizen card issuers are rdadye activated as citizen cards, but the citizen d
cides whether to actually activate the electroigoaure (apply for a digital certificate) and tctia
vate an identity link.

The software required with the citizen’s PC to iempént the technology-neutral interface “Security
Layer” has been procured by the government as argklicense and is made available for free. To
complement the citizens’ elD infrastructure at feever side the Austrian government has procured
so-called “Modules for Online Applications” (MOAsJhe MOAs are basic modules that are made

61 Based on analysis by the TILT team complemented byuntry report written by Hubert Schier.
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available free of charge. MOAs implement the preesgequired at the server side for identification,
signature verification, signature creation, or gtaac delivery.

4.4 Principal legislation and policy documents

Legislation:
The main legal framework for the elD card is:

the E-Government Act (E-Government-Gesetz; E-GogGhe overall legal basis for Austrian
eGovernment and for closer cooperation betweemuwthorities providing eGovernment ser-
vices. Regarding elDM, the law defines the citizand concept and its use in the public sector
using sector-specific PINs and in the private gealing private sector-specific PINs, respec-
tively. The most important principles are: freedofrchoice between means of communication
for submissions to the Public Administration; séyufor the purpose of improving legal pro-
tection by creating appropriate technical means siscthe Citizen Card and unhindered access
to information.

the Federal Act on Registration of 1991, last ared2D06; the Law defines the Central Regis-
ter of Residents.

the Source PIN Register Regulation has been enactieehd March 2005. Part 4 deals with
electronic representation. It defines the actisité the sourcePIN Register Authority that are
necessary to implement the citizen card concepdr i@ia the creation of the identity link or

electronic representation.

the Supplementary Register Regulation of 1st Auga86 defines the operation of the Supple-
mentary Registers to include natural or legal pesgbat are not covered by existing registers.

the Administrative Signature Regulation has beeaced 16th April 2004; it defines the tech-
nical requirements for citizen cards that, in aterim period until end of 2007, need not be
based on qualified signatures

Other relevant legislation includes:

the Electronic Signature AcBignaturgesetz; Sig@Gvhich came into force on 1 January 2000.
The Act legally recognizes electronic signaturdsiang certain security requirements and
provides some evidential value to less securerelgictsignatures. Furthermore, the law speci-
fies requirements to enterprises issuing qualifiedificates and defines the conditions for the
acceptance of certificates of foreign origin. Tladitions for the use of electronic signatures in
the public sector, as well as for the use of Gitigards and sector-specific personal identifiers
are regulated by the E-Government Act.

the Signature Order of 2nd February 2000, last aedin 2004

The Signature Act has transposed the e-Signatueztiie. Electronic signatures are defined for natu
ral persons only.

Policy:

the E-Government Sectors Delimitation Regulatios I@en enacted in 2004, it defines the sec-
tors of State activity that are distinguishabl¢hia sector-specific eIDM model.

The Constitutional Law on Access to Informatidugkunftspflichtgesétbecame effective on

1 January 1988This Freedom of Information law contains provisam access to public in-
formation for the federal and regional levelstipglates a general right of access and obliges
federal authorities to answer questions regardieg aireas of responsibility, in so far as this
does not conflict with a legal obligation to maintaecrecy. However, it does not permit citi-
zens to access documents, just to receive ansmwendlie government on the content of infor-
mation. On the basis of the provisions of this titutsonal Law, the 9 Austrian Lander have
enacted laws that place similar obligations onrthathorities.

The Federal Procurement Act 20@udesvergabegesetz 2006; BVerg@placed the Federal
Procurement Act 2002 and repeals the eProcuremegui&ion 2004. The new Federal Pro-
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curement Act 2006 finally transposed all the EUlpuprocurement directives, including their
provisions regarding e-procurement, into natioaal. |

4.5 Analysis

The need for an elD is formulated in article 3o Austrian E-Government Act which states that in
some cases the unique identity of the person dgsaccess and the authenticity of his request has
been validated.

3. (1) In the context of electronic communicatiovith controllers in the public sector within the améng of Para-
graph 5(2) of the Datenschutzgesetz 2000 (Data&tioh Act 2000), BGBI. | 1 No 165/1999, rights otass to
personal data (Paragraph 4 No 1 of the Datensobsgrz)2000) in which there is a protected intéresonfidenti-
ality within the meaning of Paragraph 1(1) of thaté&hschutzgesetz 2000 may be granted only wherenilee
identity of the person desiring access and theeatittity of his request have been validated. Swathlation must
be provided in a form which can be verified eleatcally.

(2) Identification of a person may otherwise beuesied in communications with controllers in thélmusector
only insofar as this is necessary in an overridagitimate interest of the controller, in partiaylahere it is an es-
sential requirement for performance of a task asgigo the controller by statute.

elDentity: Burgerkarte

The Citizen Card (Biirgerkarte) was introduced ia @Government Act (E-Government Gesétz).
The Burgerkarte is not just one single card, imgple, any card that allows the user to produece se
cure electronic signatures and can store certasopel data is suitable as a Citizen Card. Theaeniti
card is a technology-neutral concept that allowslitferent technical solutions, including smartds
and mobile phones. The regulation defines the nahiequirements that an elD token needs to fulfil:
electronic signatures and storage of the ideniitly br electronic mandates. Quality criteria are de
fined such as security requirements for the eladatr@ignatures, or the interface between Web-
applications and the citizen card.

Form

The Austrian elD concept does not foresee justsimgle type of Citizen Card. In principle, any card
which makes it possible to sign electronically isegure form (qualified signatures) and to stoire pe
sonal data is suitable for use as a Citizen CandsTmembership cards issued by certain entitigs (e
the Federal Economic Chamber, etc.) or even bardsczan include Citizen Card functionality. A
further platform is the health insurance card whilssued to each citizen. In addition, the Citize
Card concept can also be applied to mobile phosreshling Austrian citizens to electronically sign
documents and securely transact with governmenisbyy a mobile phone (the mobile phone service
is currently ceased). The Citizen Card is thusdegtendent on a particular form of technology, dnd i
is entirely up to the citizen to choose the tecbgplhe prefers to use in order to identify himsddfc-
tronically.

Regardless of whether a chip card, mobile phongSB equipment is used, the chosen medium has to
meet certain security requirements essential foitiaen Card (qualified electronic signature, idfent
cation and data memory). An implementation of titezé€n Card concept can be found on the national
health insurance card (e-card) which thereby candee for secure communication with the Public
Administration.

The Burgerkarte contains a unique identifier tisaterived from base register identifiers, the sour-

cePIN63, stored in a so-called identity link (Personenhimg). For Austrian residents this sourcePIN is
derived from the ZMR-Zahl in Central Register ofskients CRR (Zentrales Melderegister) on the
basis of TripleDES encryption (128 bit binary or &git base64 number). The card also contains an

62 http://www.buergerkarte.at/de/index.html

63 Article 6. (1) Austrian E-Government act: The mergoncerned shall be uniquely identified in thizen
card by his source identification number (sourcéPIN
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identity link, an attestation that is created bg #ourcePIN Register Authority during the issuance
process of citizen cards. It links a citizen’s #lewic signature provided to the citizen by thézei

card issuer to the ‘sourcePIN’ derived from theeblaﬂgisterﬁé. The electronic identity also holds the
name and data of birth. The sourcePIN may onlytéred in the identity link in the citizen card aisd
therefore under sole control of the citizen.

Eligibility

Every citizen who has a residence registered intrisubas a ZMR number stored in the Central Reg-
ister of Residents, for which the Ministry of thedrior (MOI) is in charge. However, since the ZMR
number is subject to special legal regulationsaitnot be used for identification purposes in eGov-
ernment. Instead, a strong encryption processdd ts derive a sourcePIN from the ZMR number,
which is allowed to be stored on the Citizen Cditte sourcePIN Register Authority verifies by way
of an electronic signature that a link has beeab#ished between the citizen card holder and his-so
cePIN for the purposes of unique identificationeTanctions of the sourcePIN Register Authority are
carried out by the Data Protection Commission,asétd within the Federal Chancellery, which does
normally not issue paper based identities. Forgrexriot residing in Austria, a so-called Supplemen-
tary Register exists taking the function of the ZM&regards the provision of a basis for calcufatio
of the sourcePIN.

Everyone listed in the Central Register of Resisl€liRR (Zentrales Melderegister) can apply for a
Burgerkarte. This is the case for Austrian citizeesding in Austria.

Non-nationals with residence in Austria may be stggied in the Supplementary Register for Natural
Persons SRnP (Erganzungsregister fir natUrlichsoRen). If they have a health insurance card, a
bank card or an Austrian mobile phone that canchigaded as citizen card, they may activate thia as
Burgerkarte. If not, an SSCD that can be activateditizen card can be purchased by the certificati
service provider A-Trust.

For legal persons, the Register of Company NamieméRbuch), the Central Register of Associations
(Zentrales Vereinsregister), and a SupplementagysRe of Other Data Subjects (Erg&nzungsregister
flr sonstige Betroffene) complement the eGovernrhage registers.

The Austrian eldentity infrastructure also allows the inclusion of non-nationals not residing insA
tria by allowing them to use their home-countryi® ésmartcards at this point). The integration into
the Austrian elD middleware ‘citizen card envirommiehas already been done for elD cards from
Belgium, Estonia, Finland, and Italy

The eGovernment Act and the sourcePIN Register &itthRegulations allow substituting the identi-
fiers from the base registers by so-called sulistdourcePINs. This is handled in the Austrian eGov
ernment Act (article 6).

“art 6. (5) Austrian eGovernment Act: “For the posp solely of validating recurring identity, a per-
son may, at his request, be provided with a suibstgourcePIN by the sourcePIN Register Authority,
where proof of the data required under subparagBapmot furnished. The substitute sourcePIN shall
be generated on the basis of data on the persaeicwd — for example, name and date of birth and
place of birth or serial number of a certificatevhich, as a whole, can be expected to distingunah t
person sufficiently. It must be possible to recegrthe number as a substitute sourcePIN.”

Prerequisite for online registration in the suppmatary register (done transparently in course et th
first login of a citizen card-enabled applicatios)a qualified signature. Whether a certain quedifi
signature fulfils the criteria for unique ident#iton is laid down in a special regulation, whics o
be decreed by the Federal Chancellor for each fapéamieign country. The citizen card middleware
implements the signatures listed in these reguiatio

64 E-Government-Gesetz — E-GovG, art. 4 (3).
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Thus, the requirement set out for the foreign eldlkn is rather similar to the requirements for -Aus
trian citizen cards, i.e. that an electronic signatneeds to be available and some source ideritifie
used. Whether a certain qualified signature futfiks criteria for unique identification is laid down a
special regulation, which has to be decreed byFdderal Chancellor for each specific foreign coun-
try. The citizen card middleware implements thaatgres listed in these regulations.

Authorities may establish the nationality of a perby searching the central register of resideritis w
or without citizen card. Nationality is part of tliata required for registration, but no information
about nationality is stored on the citizen cardwideer, to use this information for other administra
tive purposes than citizen registration, the regigin data has to be "certified", i.e. cross-cleeick
with official documents and flagged in the database

Issuer

The number of card issuers is not restricted, artetcan both be private and public parties. Al ci
zen cards are logically linked to the sourcePIN i&eg Authority as identity provider. For the time
being, the following citizen cards do already exist

* 'a.sign premium' card of the certification seryicevider a.trust
e national health insurance card

e student service cards

* ATM and bank cards with electronic signatures

* public servant identification documents for Fedfalistries

e cards issued by various chambers

The sourcePIN Register Authority is the identity\pder that asserts the sourcePIN as a signed
SAML record, the so-called identity link that i®td on the citizen card. Note, that the identity-p
vider is invoked during the issuance of a citizandconly. The electronic signature of the sourcePIN
Register Authority on the identity link is used uhgy the online process, thus no identity provider i
consulted during use of a Citizen Card.

In connection with the Citizen Card, a CertificatiService Provider is responsible for verifying the
citizen’s identity as part of the registration pedare as well as requesting the identity link ,(iaeldi-
tional identity component) from the sourcePIN Reggiguthority.

At the moment, a.trust is the only CSP issuinggbealled “qualified certificates” in Austria. Othe
CSPs from any of the EU Member States may offar #evices in Austria as well.

Responsible authority
The functions of the sourcePIN Register Authority earried out by the Data Protection Commission,
situated within the Federal Chancellery, which doasnally not issue paper based identities.

A primary source of the elIDM system is the CenRabister of Residents that determines the data
quality. The registration authorities (the maydraye an obligation to maintain the data and toewbrr
errors under the Registration Act (Meldegesetz).

Attributes

The Citizen Card stores only data that is absgluiebessary for electronic identification. In aduit

to the name and surname, this includes the dab@tbfand the sourcePIN. For electronic signatures,
the Citizen Card contains public-key certificatest without additional personal data.

Some Citizen Card implementations like the heaiduiance card or ATM cards do of course store
additional information, but these data cannot lael ey unauthorised Citizen Card applications.

Additional attributes may be obtained from the CalrRegister of Residents. The data residing is thi
register is marked verified when data is checkethbyauthority entering the data (see art. 17 Aarstr
eGovernment act).
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If cross-border exchange of additional data is ssae for the pilots, like e.g. for student mofilit
then this additional data will have to be retrieViean separate sources. The elD (citizen card) may
help in accessing it.

Conditions for use

The Austrian elD can be used for eGovernment pepas well as in the private sector. It would be
absolutely counterproductive to restrict its useyepecific areas. For natural persons, identificais

by definition strictly personal, except for the eas electronic mandates.

The unique identifiers sourcePIN and also the sesgiecific PINs are legally protected by the eGov-
ernment Act. Storing the sourcePIN is prohibiteddny application; only the citizen card holds the
sourcePIN in the identity link. The sector-specitNs may only be stored by the sector that has cre
ated the identifier. The same holds for privateteespecific PINs.

Representation of non-natural persons is handled) @sectronic mandates. The power to represent is
checked by the sourcePIN Register Authority durgsgiing the electronic mandate.

Creation and termination

The Blrgerkarte has different incarnations: chipdcéor instance the national health insurance card
(eCard), mobile phone, USB equipment. Activationhef citizen card usually consists of the creation
of electronic signature certificates by a certifica service provider and creation of an identitk|
during the certificate creation process. The hotitfean appropriate card, can either activate iinenl

or go to one of many registration offices in Austri  (see
www.buergerkarte.at/en/aktivieren/online.html).

The activation process depends on the actual toged:

* Bank cards require the activation process for jadlicertificates. Application for the certifi-
cate can be made via the Internet. Registrationines)physical presence at a registration office
(banks, notaries) and showing a photo ID.

* The health insurance card can either be activatetheg Internet where identification is proven
via a registered letter in a quality that requskewing a photo ID to the post official, or with
physical presence at a registration officer (saasilirance organisations).

* To register a mobile phone as citizen card, thdigadjon is made via the Internet. Registration
requires physical presence at a registration otifdée mobile phone service provider.

¢ Other tokens such as student service cards orgusdaivant service cards can involve delegation
of the registration officer duties to personnelateéments or student offices.

Not the elD but the electronic signature for itshamtication can be revoked by request to thefeerti
cation service provider (rendering future electeaignature of the particular elD invalid, the itfn
ers are not changed).

4.6 Authentication Authority (including CA'’s )

Name: none

In the citizen card issuance phase, the sourceRiisker Authority asserts by way of an electronic
signature that a link has been established betweeitizen card holder and his sourcePIN for the
purposes of unique identification. The functionstled sourcePIN Register Authority are carried out
by the Data Protection Commission, situated withenFederal Chancellery.

During usage, authentication is carried out by dbevice provider by using conventional signature
validation procedures. No external authenticatiotharities are used. The communication is between
the citizen (Citizen Card) and the service providéro may consult certificate status information
(OCSP or CRL) which is however not considered an B#t just a revocation service (cf. Directive
1999/93/EC, Annex II).

MOA SS/SP (integrated with MOA ID) implements thgsetocols and communicates with the ser-
vice of the certification authority that issued testificate used with MOA ID.
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461 MOAID®

This module is used to uniquely identify and autloasbe users securely who want to conduct onlireegaiures
with their citizen cards. The server-side MOA ahd tlient-side citizen card software interact wadch other to
carry out identification and authentication usihg tdentity link and the signature on the citizandc

This logon process ensures the highest level afrggcfor accessing records and accounts, carrgingbank
transactions, and for all branches in which persiofiarmation and data is stored.

The MOA ID links a session to specific user datarfrthe identity link, such as the sector-specigécspnal identi-
fier, which the MOA ID calculates from the sourcRin the citizen card. The MOA ID includes functdity for
accessing the citizen card environment, commumigatiith the browser and citizen card environmeuathenticat-
ing and identifying citizens, businesses and aitiherusing the digital signature and identity lialculating the
ssPIN and forwarding the user’s login informatiortiie subsequent application. The layout of the Waedes that
are used in these processes can be changed totmatofganisation’s corporate design.

After authentication is successfully carried otk fapplication requests the login data from the MiDAover a
Web service or a Java interface. Alternately, apmmponent can be used to transmit the login daéa other
protocols (e.g., in a HTTP header parameter) fob\&gplications that do not support Web servicegtarnal
Java calls. This makes integrating authentificapoocesses into existing online applications easl uncompli-
cated. However, new eGovernment applications shiogildesigned so that proxy components are no |lomeysgs-
sary.

Through the use of sector-specific personal idiemsifin business applications, the eGovernmentafloivs the
citizen card to be used for identification purposeshe private sector. The upgraded features deeel in the
MOA WID project for the creation and use of sectpecific personal identifiers have been integratéd the
newest version of the MOA ID.

Public authority procedures can also be carriedoolibe by third-parties on someone else’s belalflong as a
valid electronic proxy authority agreement existéieen the parties. The MOA VV was originally cezhfor this
purpose. It was able to authenticate electronigyegreements and recognize proxy limitations. flimetionality
of the MOA VV was also integrated into the MOA ID+.

For professional representatives (e.g., lawyewd, engineers or administrative officials, who hauethority to act
in accordance with 85(3) E-GovG), the certificaxéeasion of the signature certificate in the citizeard shows
that the representative is authorised to condectrlnic transactions on behalf of the principdteAthe represen-
tative logs in with the citizen card, the MOA ID able to forward his identification data along withta of the
principal to the application. In contrast to eledic proxy representation, where the data of tipeesentative can
be viewed in the XML structure of the proxy agreamehe principal is identified by entering attrtba such as
name, date of birth and place of birth on the Iqggages. The principal is identified over a Web merfrom the

sourcePIN Authority, which sends his registrati@tad(e.g., his ssPIN) back to the MOA ID. The MQAthen

sends the data on the subsequent application.

What
No authentication authority is involved when usthg Citizen Card. The service provider validates
the citizen’s qualified signature (created wheregng the application) and the sourcePIN Register

Authority’s signature on the identity link (creatddring |ssuance€). Both validations may include
consolation of a revocation service, but not an AA.

Assurance level
For the time being only for the level of a qualifisignature an agreed level and a scheme of tiabili
and supervision exists without further regulatiequired.

Therefore the Austrian elD concept limits itselfoioe single alternative for the time being:
Level O - Free access without further identificatieeeds
Level 1 - Access using qualified signatures/Citizard

65  See Administration on the Net, p. 114

66 Art. 4 (4) Austrian E-Government act : ‘The auttigity of a submission made using the citizen csindlll
be validated by the electronic signature containddle citizen card.’

© STORK-elD Consortium Page 55 of 163




D2.2 - Report on Legal Interoperability 27/02/2009

Other

In order to ensure the protection of data, autiesriare not allowed to store the sourcePINs ofrahtu
persons in their applications. The authorities mi@ytify natural persons only by their sector-speci
personal identifier (ssPIN). The ssPINs are derifredh the respective person’s sourcePIN. This
process must be irreversible and it must not bsiplesto calculate the original sourcePIN back from
the ssPIN. An ssPIN is valid only for the sectorofivity of the authority under which the initidte
procedure falls. Personal identifiers from othetses may only be used in encrypted form.

Representation
Representation and delegation are handled in trstrian E-Government act and can be handled by
the Birgerkarte.

On a technical level, an electronic mandate in Aaiss a specific XML structure which is electroni-
cally signed by an issuing authority, i.e. the SedPIN Register Authority. The issuing authoritgtju
asserts that the electronic representation bases eristing and already established authorisation.

Electronic mandates are held by the representatiresry time the representative makes use of a
mandate, she has to use her own e-ID (Citizen Garpjove her own identity. She must also declare
to the e-Government application that she is adtigigtfully in the name of the mandator by showing
the electronic mandate.

The electronic delivery serviEgeNas one of the very first e-Government applicaionAustria which
accepted electronic mandates. Mandates are edpeaigbrtant for the Austrian electronic delivery
service since legal entities are only able to tegifor electronic delivery with the use of elediim
mandates (a private person has to act in the nhmdegal entity). However, mandates are an impor-
tant element of electronic identification systemgyeneral and thus enrich the e-Government frame-
work.

Austrian E-Government Act article 5: Citizen Cardld&Representation:

5. (1) Where the citizen card is to be used fonsgbions by a representative, a reference to thaigsibility of
the representation must be entered in the Citized Gfathe representative. This occurs where thece®RIN Reg-
ister Authority, having been presented with probdio existing authority to represent or in casestafutory repre-
sentation, enters in the citizen card of the repriive, upon application by the representative,sourcePIN of
the data subject and a reference to the existehae authority to represent, including any relevamaterial or
temporal limitations. The permission to receive woents (Paragraph 35(3) second sentence of thécSea¥
Documents Act - ZustG;, BGBI. Nr. 200/1982) musteloeéered separately. Paragraph 4(3) shall applytisuta-
tandis to the entries in the Citizen Card whichrarpiired .

(2) In cases of professional representation naquéat proof of authority as in (1) to representégjuired if the
general authority to represent is evident fromnbéce of professional entitlement according to pinefessional
regulations in the signature certificate. In thase, the sourcePIN Register Authority shall, upgsliegtion of the
professional representative, provide the sourceffitthe data subject directly to the citizen cardtdad applica-
tion where the official procedure is carried outeTgeneral authority does not include the permisaixording to
Paragraph 35(3) second sentence ZustG.

(3) Provided that such a service is offered by auitiles, officials (Organwalter) authorised esphgitor this pur-

pose may, at a person's request, lodge applicdtioribat person with all authorities, irrespectofetheir material
and organisational competence, in procedures istwhiCitizen Card may be used. The specific insbmdssued
by the citizen shall be documented and kept byatithority in an appropriate form. Applications $h= lodged
using the citizen card of the official. The genaraimpetence of an official to lodge applicationsdibizens must
be apparent from the signature certificate in tffieial’s Citizen Card. In this case, the sourcePlbgiter Author-
ity shall, upon application of the official, pro@dhe sourcePIN of the data subject directly tocitizen card en-
abled application where the official proceduredsried out. The general authority does not inclidepermission
according to Paragraph 35(3) second sentence Zust@e authorisation for deliveries (Paragraph 2(ktG).

(4) If the citizen card is used for acting as repreative ((1)-(3)) it must be assured that

67  The Austrian electronic delivery service is theotonic equivalent of postal registered lettersblie au-
thorities may send notifications and documentsughothis service to citizens. In exchange, theeitihas
to sign an acknowledgement of receipt.
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1. the sourcePIN of the representative is alsoigeavto the citizen card enabled application

2. the sourcePINs are only used for the generafigsPINs by the citizen card enabled application

4.7 Conclusions

The Austrian eGovernment Act governs many aspetatimg to the Austrian elD, some details are
regulated in bylaws. Austria has a strong elD ia tbhrm of the Blrgerkarte which can be imple-
mented in different forms: smart card, mobile phand even USB devices.

The Burgerkarte consists of a sourcePIN which iptographically derived (irreversible) from the
ZMR number (citizen registration number) in the €ainRegister of Residents (for Austrian Nation-
als) or a registration number from the supplemgntagister for non nationals. The sourcePIN is
linked to the rightful holder of the card by meamsan Identity link, which is created by the sour-
cePIN Register Authority. The identity link (a d@isignature) is stored on the Burgerkarte.

The sourcePIN is kept under control of the Blrgdekaolder. Relying parties may only use sector-
specific personal identifiers (ssPINs) irreversidlrived from the sourcePIN. Creation of an ssPIN
requires consent of the Burgerkarte holder.

The Burgerkarte allows for the authentication @& tlser without resorting to an Authentication Au-
thority (although a revocation list may be congjite

The Birgerkarte only contains first name, last naanel date of birth. Furthermore an ssPIN could be
provided, derived from the (secret) individual'siszePIN). Additional attributes have to be obtained
from the Central Register of Residents.

The Burgerkarte allows for identification, electiosignatures, and (optional) representation.

Given the reliance on qualified electronic signesthe Signature Act is relevant.

The Austrian infrastructure allows for the use offeign smart cards (specifically those from: Bel-
gium, Estonia, Finland, and Italy).
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5 Country report: Belgium®

5.1 Structure of the Administration

Belgium is a federal constitutional monarchy. Exeeuand legislative powers are divided between
the federal government, 3 regions and 3 communfegch, French, Germaf}. Each region and
community has its own legislative and executive @man its respective fields of competence, and its
own parliament and government to exercise theseewegislative power at federal level is held by
a bicameral parliament. The Federal governmentshexecutive power at federal level.

The Belgian eGovernment structure consists amantsts of several web-portals, both on a federal
as a regional level (e.g. www.belgium.be, launck@@2). Belgium has been a pioneer in the devel-
opment and deployment of elD cards. Belgium plarsaive 8 million eCards in circulation by the end

of 2009. The elD card should replace a numberlofrotards for identification and authentication.

The Belgian eGovernment structure relies on ththentic sources principle’. Some of these authentic
sources are the National Register, The Crossroadk Br Social Security Register, and The Cross-
roads Bank for EnterpriséS.

An important (federal) actor in the field of eGowerent in Belgium is the Minister for Enterprise and
Administrative Reform (responsible for the compisi@iion of the public services). This Minister
holds responsibility for the work of the Agency #dministrative Simplification and that of the Fed-
eral Department for ICT (Fedict), which defines ttemmon eGovernment strategy. Another actor,
the7lCrossroads Bank for Social Security (CBSS)Jéments eGovernment services in the social sec-
tor.

On a regional level, political responsibility foGevernment lays at the prime ministers of the three
regions. Local eGovernment initiatives are mandgethe local authorities, in particular the munici-
palities.

5.2 Debate (and history)

EGovernment initiative in Belgium was launched 892 with a federal policy declaration called ‘The
way to the 21 century’. Several other initiatives have succeetieinitiative, like the ‘Five Star Plan
for the Development of the Information Society’ (P), 'E-Gov - Towards electronic government in
Belgium' (2001), the start of the development @& ¢hD card in 2000 and its launch in 2003, and the
eGovernment interoperability framework (2005).

5.3 elD model

The core component of the Belgian elD model isalleetronic identity card, which needs to be rolled-
out by 2009. The elD card contains a certificateaiathentication purposes and a certificate fotigua
fied signatures.

The National Registry (Rijksregister, since 198&3an information processing system responsible for
the information regarding the identification of matl person$? The Registry is kept up to date with
registers managed at the communal level (centkapt, but locally maintainéd). Identification of

68  Based on analysis by the TILT team complemented byuntry report written by Frank Leyman.
69 Epractice.eu factsheet

70 hitp://www.epractice.eu/document/3287

71 http://www.epractice.eu/document/3285

72 Fidis D16.1

73 IDABC PEGS country report belgium, p. 14
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the Belgian citizen is primarily based on the NagiobRegistry Numbef: Many of the attributes stored
in the authentication certificate of the elD card abtained from the National Registry.

5.4 Principal legislation and policy documents

Legislation:
* Law on the protection of private life with regaml the processing of personal data (1992)
(M.B., March 18, 1993)

* Law laying down a legal framework for electronigrgtures and certification services (9 July
2001)

* The Law of 15 January 1990 establishing and orgamnie Crossroads Bank of social security.

* Law on the use of Electronic Signature in Judiaiadl Extra-Judicial Proceedings (20 October
2000)

* Law transposing the directive 2003/98/EC on thage-of public sector information (7 March,
2007)

* Royal Decree establishing the procedures and timgslfor the handling of requests for public
sector information re-use (29 October 2007)

* Act of March 25, 2003, amending the Act of Augus1883 governing the National Registry of
natural persons and the Act of July 19, 1991 canmsid the registries of population and identity
cards and altering the Act of August 8, 1983 gowerthe National Registry of natural persons.
(B.S. 28 March 2003) (N. 2003 — 1169, S—C 20033ap2

* Royal decree of March 25, 2003 considering thetitde@ards (B.S. 28 March 2003)

* Royal decree of March 25, 2003 considering a ttiamsil arrangement for the electronic Iden-
tity Card (B.S. 28 March 2003).

* Ministerial Decree of March 26, 2003 governing thedel of a basis-document envisioning the
lay out of an electronic Identity Card (B.S. 28 Ela2003).

* Royal Decree of November 30, 2003 altering RoyatrBe of the Royal Decree of March 25,
2003 considering the transitional arrangementHerBlectronic Identity Card. (B.S. 12 Decem-
ber 2003).

* Royal Decree of June 5, 2004 determining the systierights for inspection and correction of
the data the is recorded electronically on thetitle@ard and the data that are recorded in the
population registries or in the National Registfyatural persons (B.S. 21 June 2004)

* Royal Decree of September 1, 2004 altering the Rbgaree of march 25, 2003 considering
transitional arrangement of the electronic Iden@igrd (B.S. 15 September 2004).

* Royal Decree of September 1, 2004 considering #duisibn to generally introduce the elec-
tronic Identity Card (B.S. 15 September 2004)

Policy:
* Resolution on a seamless eGovernment in order ptement the second co-operation agree-
ment (2006).

* eGovernment interoperability framework BELGIF (2D05

4 FIDIS D16.1
75 http://eid.belgium.be/nl/Achtergrondinfo/Wettekstiadex.jsp; http://www.epractice.eu/document/3284
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* The 'Fed-e-View' study (2004).
* The 'Kafka' initiative (2003).

* A co-operation agreement is signed in March 2001He development of a common platform
for eGovernment services.

* Parliamentary review of eGovernment in Belgium,de&nment at the Federal, provincial and
local level' (January 2001).'E-Gov - Towards eleait government in Belgium' (August 2001).

* The ‘Five Star Plan for the Development of the infation Society’ (2000).

* The federal policy declaration entitled 'The waythe 21st century', which marked the official
launch of eGovernment in Belgium (1999).

» Several ‘Computerisation strategic notes’ (issuatlially until 2007).

5.5 Analysis

elDentity: the Belgian elD Card (Belgian Personal dentity Card, BELPIC)

Name

The Belgian elD Card is the legal Identity Card Ba&igians. Its purpose is to replace the functimns
the preceding ID cards (travel document and proadentity) as the official Belgian identity cardyt
adds several functions to them, like Internet antibation, electronic signatures, and the possjtit
apply for official document& Moreover, in the future the Identity Card can beipto action as e.g. a
library card, for making hotel reservations, etc.

The elD card has the form of a bank card proteutiéldl a pin code. The card contains a microchip
with signed identity data, namely the holder's nadsae of birth, address, photograph, ..., and X.509
digital certificates allowing authentication thgbuthe interenet or electronic signature of docusen
The identity data, such as address, are not incatgubin the certificates. For use in the electr@m-

77
vironment, the card needs to be inserted into ¢ i&der.

Form

The format, distribution, and use of the Belgiaenity Card are governed by the Act of July 19,1199
considering the population registers and IdentigydS, which was amended by the Act of March 25,
2003 that introduced the electronic Identity CagtD]. The identity card contains a set of visual in
formation (including a photo), a microchip (withrificates), and an optical field. As already men-
tioned, the Belgian elD should be used in combamatvith a card reader.

Eligibility

The identity card is only applicable to naturalgmers. The general elD card is issued to Belgian cit
zens and people mandated to reside in Beldfufine card is mandatory for citizens over the age of

12.79 For children below the age of twelve and for fgnars other electronic cards are under devel-
opment, like the Kids-ID projeé?.

76 See http://eid.belgium.be/nl/Welke_kaarten_/elD/
77 See: http://www.cardreaders.be/en/default.htm
78 elD interoperabilit report belgium, p15

79 Royal Decree on identity cards (Koninklijk Beslbi¢treffende de identiteitskaarten, 25 maart 2003,
2003 - 1170) art. 1.

80  http://eid.belgium.be/nl/Welke_kaarten_/Kids-ID/
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Issuer

Cards are issued by the municipalit?clesqn behalf of the National Register. The cardspaceluced,
initialised, and personalised by a private comparGertificates are managed by Certipost, which is a
joint venture of Belgacom and the Belgian Postjngas the credential service provider. Card resade
are issued by several organisatifhs.

Responsible authority
The responsible authority is the Ministry of théetior® The process of issuance and use of the Bel-
gian elD is monitored by the Sectoraal comité vanRijksregister, which resides under the Belgian

Data Privacy Commission (Commissie voor de bescimgrwvan de persoonlijke Ievenssfesesr).
Attributes
The visual information stored on the cards contalhthe data that was originally printed on theadir

tional identity card, except the holder's add&ddoreover the visual part of the card contains radha
written signature of the hold&f.

The card contains:

* National ID number — incorporates information om@gr and date of birth
* last name

e first two first names

* first letter of the third first name

* nationality

* place of birth and date of birth

e gender

* place of issuance

* validity dates (start, end)

* photograph of the holder

* signature of the issuing civil servant and the deoidler

* National Registry Number

* authentication-certificate and an electronic sigracertificate

* place of residence of the holglger

The card does reveal the user’'s National Registrsnber. The national register number is a unique
identification number for Belgian citizens, appegron the e-ID and its microchip. The legal frame-
work for the use of the national registry numbdaid down in

81 IDABC PEGS Belgium Country report, p22.
82 ZETES NV, see www.zetes.com
83  Cf. www.cardreaders.be

84 Royal Decree on identity cards (Koninklijk Beslbi¢treffende de identiteitskaarten, 25 maart 2003,
2003 - 1170) art. 12 para 2.

85  Art 15 of the Act of August 8, 1983 governing thational Registry of natural persons.
86 |DABC PEGS Belgium Country report.

87 The Belgian Electronic Identity Card (overvieu®g Cock et. al. (KUL)

88 art. 14 B.S. 28 March 2003
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* the law of 8 August 1983 on the national register

* the royal decree of 5 June 2004 laying down acardgectification rights of data electronically
stored on the identity card and of information dstiared in the population registers or the
national registry

The national registry number was originally intethde be used for public sector applications only. A
a result, only a limited number of institutions ateowed to use the national registry number irirthe
internal processes.

With regard to the use of electronic signaturese@overnment applications, the national register
number is particularly relevant because it is usethe unique identifier in the certificate of D
card (but not in commercial CA certificates). Fertinore, the national register number is also envis-
aged to become the identifier to be used in tharéufor all back-office information exchanges in
eGovernment applications regarding all persons lndid such a number.

Providers of e-ID applications are only allowedus®e the national register number in certain cases
upon authorisation from a sector committee, whgla isubdivision of the national privacy commis-

.89 . . . : . . o
sion. Only certain categories of authorities and instargualify for this permission.

Nevertheless, a royal decree can determine the aasehich no authorisation is required. This is fo
, . . L . 90
instance the case for the exchange of informatedwden institutions of social security.

Conditions for use

Starting point is that everybody may ask for a probidentity. Persons, however, are not always
obliged to give this evidence. Authentication isibd by the Act on the protection of private lifethwi
regard to the processing of personal data, espewidh regard to the proportionality of the reques
for data. Moreover, the legal restrictions for tiee of the National Registry Number apply to the re
guest for authentication. In some instances, aityaatobliged to prove his or her identity (Artp@r.

7 of Act July 19, 1991 considering the registriepapulation and identity cards, ett.)

On the condition that one complies with the Acttba protection of private life, the use of the elD
card can also be requested by private parties.

The National Registry Number that is provided ia #iD may not be used, processed, or stored, by
parties that are not authorised to do this by #rt@al Committee for the National RegiStnBeveral
authorities that are mentioned in the Law qualifyguch an authorisatioh.

Creation and termination

The elD card is valid for five years to preventtation and forgery* The elD card is mandatory for
all citizens over the age of 12. The card is unigshbfore activation by the citizen. Hence, thisran
option not to use the certificates on the card@iyg use it as secure identity data storage.

With the elD card, the holder of the card can yewhich data of his is stored in the National Regis
ter. Updating this information is however not pbsi When a citizen’s address changes, the address
recorded in the chip can be altered at the citly hal

89 Article 6 of (N. 2003 — 1169, S—C 2003/00234)
90  See the IDABC report ENTR/05/58-SECURITY/SC1/BEofite
91  nhttp://eid.belgium.be/nl/binaries/FAQ_NL_tcm1474%4 .pdf Juridische FAQ bij de elD, p. 5

92 http://www.privacycommission.be/nl/sectoral_contees/national_register/. Article 6 of (N. 2003 691
S-C 2003/00234)

93 http://eid.belgium.be/nl/binaries/FAQ_NL_tcm147452 .pdf Juridische FAQ bij de elD, p. 7

94 http:/lwww.belgium.be/nl/familie/identiteit/idemgitskaart/kenmerken/
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If an elD gets lost or is stolen, citizens can mage of the ‘card stop’ function, by informing the-
lice or the municipality®

5.6 Authentication Authority

Services that allow the user to use the elD cardyding private sector applications) communicate
with the middleware on the client PC (provided hg federal government (FEDICT) developed by
ZETES”, but also available from other providers) thabal the PC to read the card data.

Name
The authentication of the claimant is performedh®y middleware running on the client's (claimant's)
PC. Communication between service and client tplese through standard SSL/TLS protocol.

For the validation of electronic signatures credigdneans of the e-ID both Certificate Revocation
Lists (CRLs) or the Online Certificate Status Poold OCSP) can be used:

« http://status.elD.belgium.be/ to retrieve the stadfi a certificate or to retrieve a CRL or a delta
CRL;

* http://ocsp.elD.belgium.be/ for the OCSP responde
5.7 Conclusions

The BelPIC can be used without resorting to an ALA. However, the certificates can be validated
(through a CRL or OCSP).

Given the fact that providers of e-ID applicati@re only allowed to use the national register numbe
in certain cases upon authorisation from the sactmmmittee on the Rijksregister, a subdivision of
the national privacy commission, the elD possildy mot be used for cross border authentication.
Only certain categories of authorities and instarqealify for this permissioif

95 http://eid.belgium.be/nl/Card_Stop/index.jsp
9 http://ec.europa.eu/idabc/serviets/Doc?id=29016, p

97 IDABC elD interoperability for pegs, National pilef Belgium, p.31, article 6 N2003-1169, S—C
2003/00234.
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6 Country report: Estonia

6.1 Structure of the Administration

Estonia is a parliamentary republic. Legislativevpolies within the unicameral parliament, callbd t
State Assembly (Riigikogu in Estonian). Estonia'sad of State is the President. The Government,
exercising executive power, is formed by the Privligister and a total of 14 ministers.

Estonia is divided into 15 counties and 227 urbahrairal municipalities (towns and parishes), whose
powers and responsibilities are established by dwal Government Organisation Act of June 1993.
The government of each county is led by a Countye®wor, who represents the national government
at regional level. Local self-government is exardisolely at the municipal levél.

The Ministry of Economic Affairs and Communicatidmslds political responsibility for the develop-
ment and implementation of the state informatiolicyd®

The backbone of the eGovernment environment iXtR®ad network of distributed and central serv-
ers. X-Road is a platform-independent secure stdnitiéerface between databases and information
systems (to connect databases and informationmsgstf the public sector, which has a common user
interface and a standard authentication system.XFRead enables secure access to nearly all Esto-
nian national databases; ensures the necessatghahitgi integrity and confidentiality of electran
documeﬂ)% exchange over the Internet servicing kzstoresidents, the state and local government au-
thorities:

The issuance process of ID-cards and the develdpofeKI infrastructure is managed through a
tight co-operation with public and private agenciEse production and personalisation of ID-cards, a
well as certification services are outsourced hyise contracts to TRUB AG. TRUB AG has two
sub-contractors: AS Sertifitseerimiskeskus (hefenaSK) and Triib Baltic AS%*

6.2 Debate (and history)

In 1997 the first steps were taken to develop eatednic ID card. In 2000 the digital signature laas
been approved by the parliament. This act reguléteswork of Certification Service Providers
(CSPs) which have to be in the National Certificaggvice Provider Registry. Identity documents in
Estonia are regulated by the Documents XétEstonia started issuing national ID cards in Janua
2002. The card fulfils the requirements of EstaniBigital Signatures Act and is mandatory for all
Estonian citizens and permanent resident foreigmess 15 years of age.

Estonia plays a proactive role towards the inter@ipiéty of electronic signatures in the EU, by pro
posing the ‘Universal Electronic Signature’ (htmiw.openxades.org/ues/) concept, launching
www.openxades.org and signing a Memorandum of Wideding with Finland in 2003. Due to the
slow international uptake in the deployment/usag® elD particularly in field of eSignatures, siee
initiatives have not been widely followed’

98 Factsheet - Estonia - Country Profile; epracticefgril 2008.

99 Factsheet - Estonia - Actors; epractice.eu, A008.

100 |DABC interoperability for PEGS country report Bsia, November 2007, p.10.
101 |DABC interoperability for PEGS country report Bsta, November 2007, p.10.
102 Modinis IDM Country report Estionia.

103 Factsheet - Estonia - National Infrastructureaefice.eu, April 2008.
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6.3 elD model

Actors in ID-card issuance and management are itiee@ship and Migration Board (CMB) which is
responsible for document issuance including Estotidacards, the production and personalisation of
ID-cards, as well as certification services aresoutced by service contracts to TRUB AG and the las
actor is the Certification Centre.

The ID-card consists of private keys and certifisain the certificates the national unique ID namb
is stored and used as a key in every database.

Besides ID-card there is also mobile PKI in plazaléd “Mobile-ID”) which is currently provided by
just one GSM operator (EMT) and haw around 10 G531

Banks have their own means for authentication terivet banking services. Usually people have
password cards but OTP tokens are also used (10-E##bks do support PKI-based login as well and
are encouraging people to use ID-card and MobilehiDthe same time they still are providing au-
thentication services to third parties.

There is no official policy for authentication léseThe public administration encourages use of-PKI
based methods (ID-card and Mobile-ID) whereas usddgbank authentication service” using pass-
words is still supported by many servicés.

6.4 Principal legislation and policy documents

Legislation:

The main legal acts concerning e-IDM systems azddbntity documents &€t the Digital signature
act® regarding ID-card certificates, the Populationistay act’” and the Personal data protection
act®regarding the Personal Identification Code (PIC).

The legal basis for the issuance and usage oficatéis on ID-cards is the Identity documents act.

The Estonian legislation distinguishes between ahthentication and digital signing. The general
regulation (not application based) about digitghsitures exists in the Digital signature act. Thgi-D

tal signature act provides the necessary conditionsising digital signatures and the procedure for
exercising supervision over the provision of ceréfion services and time-stamping services. The

Digital signature act was drafted in accordancé wie European Councils regulation in EC 1999/93.
109

With the rise of cyber-theft, banks have been isigto change their thinking and policies towards
provisioning of the authentication services and ospassword cards in general. As a result, a co-
operation agreement was signed between major bard{er telecom companies and the Government
in May 2006 with code-name “Computer Protection®08°

104 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.

105 English: (2004) http://www.legaltext.ee/text/enO0B9K10.htm. NOTE: dead link, document found here:
http://www.unhcr.org/refworld/category,LEGAL,,,ESH728ab1b2,0.html

106 English: http://www.legaltext.ee/text/en/X30081 Kun.

107 English: http://www.legaltext.ee/et/andmebaasksp?m=022.

108 English: http://www.legaltext.ee/text/en/X70030mh

109 |DABC interoperability for PEGS country report Bsta, November 2007, p.20.
110 nhttp://www.sk.ee/pages.php/02030201,1107
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There are no general regulations about autherdicati legal acts which would define the hierarchy o
the different authentication systems.

Policy:
Few issues related to elD use in public sectoadd¥essed in document “Estonian IT Interoperability
Framework” http://www.riso.ee/en/files/framework QB0pdf

Otherwise there are no written policy documentsdassof legislation in placE?

6.5 Analysis

elDentity: Identity card (ID-card)
Name
Identity card e.g. ID-card and mobile-ID.

The elD is a multifunctional card: it is a reguidentity document, it functions as an electronienid
tity and it can be used to generate digital sigrestti®

The elD is meant to be the primary document fonifigng citizens and residents and its functions
are to be used in any form of business, governrentarivate communications (identification docu-
ment) and as a travel document (within the EU)addition to being a physical identification docu-
ment, the card has advanced electronic functioriBtéding secure authentication and legally birgdin

digital signature for public and private online\sees™**

The new mobile-ID service (wireless PKI) was lawgtin May 2007 by mobile operator EMT, in co-
operation with several banks and the Certificafdrthority AS Sertifitseerimiskeskus (SK). This ser-
vice allows accessing Internet banking servicebaut entering eBanking cod&s.

Form

The ID-card has three main functions: visual idetion, authentication and digital signing. The
identity card e.g. ID-card is the physical polyearbate card containing a contact chip with a pefsona
data file (all data personalised to the visual rardl two X.509 certificates:

1. authentication certificate for electronic ident#ion, encryption and digital signing of e-
mails;
2. digital signature certificate for creating electimsignatures according to the Estonian Digital
Signature Act.
The certificates contain only the holder’'s name Bedsonal Identification Code (PIC). In addition,
the authentication certificate contains the holklemigue e-mail address. Associated with the ¢ertif
cates are two private keys which are protectedny different PIN codes. The certificates are sus-
pended if the card is lost and verifiers shouldrgtiee certificate databas¥.

The ID-card certificates are linked to the varigegisters through the PIC, which functions as a
unique identifier for Estonian citizens and restdén eGovernment servicés.

All the above mentioned data except photo and hattdw signature are also present on the chip in
electronic form, in a special publicly readableadfiiie. The chip also contains two certificatesowat

111 |DABC interoperability for PEGS country report Bsia, November 2007, p.19.
112 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.

113 Modinis IDM Country report Estonia.

114 Factsheet - Estonia - National Infrastructureaefice.eu, April 2008.

115 Factsheet - Estonia - National Infrastructureaefpce.eu, April 2008.

116 Modinis IDM Country report Estionia.

117 IDABC interoperability for PEGS country report Bsta, November 2007, p.9.
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ing the authentication of the citizen and the usa qualified electronic signature and their assed
private keys protected with PIN cod&$.

Although the ID-card is an important eIDM systetrisinot the most used system today. Estonia has
relatively long tradition of Internet banking andamly everyone has access to it. Banks are prayidin
authentication services to third parties, includa@overnment systems. The PIC has also here the
function of unique identifier in the authorisatiprocess™®

Another eIDM system is the Mobile-ID. It is a demgment of the traditional elD card-based authenti-
cation and digital signing; the SIM card of one’shitle phone has become an identity document just
like the elD card. Similarly to the elD card, thelmie-ID enables authentication and digital signirfig
documents. The user’s certificates are maintaimethe telecom operator’'s SIM card. In order to use
them, the user has to enter a PIN code.
Eligibility

120
ID-card is mandatory for Estonian citizens from d&eand up (younger than 15 have an option to

apply for ID-card) and all aliens residing permaheim Estonia on the basis of a valid residence pe
mit or right of residence irrespective of their ge

Identification information with regard to legal pens is provided through the Centre of Registetls an
Infosystems. Although companies and organisati@ve la unique register code, there is no such thing
as “elD of the company”. All transactions with redj@o legal persons are performed by physical per-
sons using their personal elD; corresponding aaigists are maintained separatéfy.

Issuer
Issuance of ID-card as well further operationsaselin close public-private partnership.
Documents are issued by the CMB (Citizenship angralion Board) regional offices.

CMB is the government organisation responsibleigsuing identification documents including ID-
card and maintains the Database of Identity Docusn@md related personal data). CMB is the iden-
tity provider:

* CMB processes applications for ID-card;

¢ decides on the issuance of documents and;

* hands ID-cards with PIN codes over to applicant;
AS Sertifitseerimiskeskus (SK) functions as CSP\@idlation Authority:

* maintains the electronic infrastructure for issuamgl using the certificates on ID-card;

* issues the certificates and personal data filderid-card chip;

* develops and maintains the associated servicesddtvaare;

TRUB Baltic AS personalizes ID-cardé’

The reliability of ID-card is based on the chaindotumentation (application processing, personalisa
tion etc), where the actual physical document is ainthe most important links. An important role in
the issuance process of ID-cards and related tgenanagement is played by the database of identity

118 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.

119 IDABC interoperability for PEGS country report Bsita, November 2007, p.9.
120 Para 5 (1), jo para 19 Identity documents act.

121 Para 7, jo para 19 Identity documents act.

122 IDABC interoperability for PEGS country report Bsita, November 2007, p.9.

123 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.
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documents issued by the CI\/IlZé‘.This database contains the information on allédsidentity docu-
ments (including the ID-card) and relevant datal@dument users and document applicants that are
necessary for the issuance of identity documentise@ligible persons. The main purpose is to ensur
that the eligible person has the appropriate doatirfiecluded by identification of the person and
check of the right to the identity document). Tlaatbase also contains the data of all valid and non
valid documents and document applications the penss submitted. Since 2001 the face images of
document users are entered into the database. dfidse population is documented, therefore it is
possible to verify the information submitted by Bgants against the entries of the database antkche
his/her identity. If the applicant has not yet lladocument issued by the CMB, he/she needs to pro-
vide additional source documents proving the applithas the right for the identity document (citi-
zenship)-®

The identity documents for aliens are issued onbtss of his/her residence permit or the right of
residence in Estonia. So the database has a camegth national Aliens* registry (CMB is the re-
sponsible authority). The database consists ofnraleonline database and a paper database (source
documents etc). The issuance process (includinigtiog etc.) and personalisation process of ID-card
is based on and monitored by the online databse.

Responsible authority

CMB is the responsible authority for issuing ID@aCMB has contractual agreement with TRUB
detailing the relevant outsourcing of responsibgit(sub-suppliers are Triib Baltic AS and AS Sertif
seerimiskeskus).

From a certificate issuance point of view — all thsponsibility of certification procedure relies AS
Sertifitseerimiskeskus (TRUB has the contract fgupdy the certification service). CMB, TRUB Bal-
tic AS, banks and also hotline for certificate srsgion act as Registration Authorities of AS Siertif
seerimiskeskus. AS Sertifitseerimiskeskus has suramce policy (required by the Digital Signatures
Act) in excess of 5 million kroon (around €32,080) covering possible damages caused by misbe-
haviour of AS Sertifitseerimiskeskus or its contuat partners in certificate issuance or validation
information provision procesé’

Attributes

An electronic processor chip contains a persontd file as well as a certificate for authentication
(along with a permanent email address (Forenameaw@eesti.ee) for eCommunications with the
public sector) and a certificate for digital sigmat, and their associated private keys protected wi

PIN codes. The data file is valid for as long asittentity card, and so are the certificates, whiave

to be renewed every five yedfs.

It should be noted that, while the signature dedté is considered to be qualified, the authetitina
certificate has deliberately not been given thizelaThis choice was justified by concerns of legal
certainty: the authentication certificate should be used for signature purposes, and for thisoreas
only the signature certificate is considered qigif This way, parties are expected to take adequat
precautions to ensure that the authenticationficatt is not misusetf’

124 The legal base is the decree of the general direftEstonian Citizenship and Migration Board from
19th March of 2003 no 72.

125 IDABC interoperability for PEGS country reportt&sia, November 2007, p.13.

126 IDABC interoperability for PEGS country reportt&sia, November 2007, p.13.

127 IDABC interoperability for PEGS country reportté&sia, November 2007, p.24.

128 Factsheet - Estonia - National Infrastructurgaefice.eu, April 2008.

129 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.
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Both personal certificates must contain the follogvilata:

1. certificate issuer data;
2 certificate owner data;
3. certificate validity data;
4 technical certificate data.

Personal certificates contain the following techhmertificate data:

certificate format version;

certificate serial number;

certificate signing algorithm;

validity period of the certificate;

public key in the certificate and its presentatgorithm;
CSP public key identifier;

person's public key identifier;

key usage;

certificate policy identifier and reference;

10 reference to CDP (CRL Distribution Point);
11.person's e-mail address (only in authenticatiotifoates);
12.CSP additional data;

13. extended key usage (only in authentication cedtiés);
14.identification of qualified certificate.

©CoNOO~WNE

To secure the card there are a number of complgsiqdl security elements, and the owner is the
only one who knows the PIN codes and PUK code sacgd$or using the card electronically (signing
documents digitally, for example). The authenticifythe digital signature is verified and conveyed
the other party by the Certification Center Ltd,ievhmaintains a list of suspended and revoked secu-
rity certificates.

The 11-digit PIC consists of:
gender/century of the birth digit (1),
date of bight digits (2+2+2),
three random digits (3)
and one checksum digit (1).

Use of the PIC is regulated with the Personal [Patdection Act which states in 8§16 that:

“Processing of a personal identification code igipéted without the consent of the data subjeptaicessing of
the personal identification code is prescribed miaternational agreement, an Act or Regulation.”

As a result, almost all databases in all sectody(ding private sector) would ask for permissiomptocess the

PIC and use PIC as a primary key in database rectorndentify persons. This makes cross-usageeofi¢ta-

bases technically possibllg.

Exchange of information

As mentioned before certificates contain the nafmih@ person, the PIC (containing gender/century
of the birth digit and the date of birth) and perse-mail address. The ID-card does not contair add
tional information about the holder. The data carfdund in different databases. The most databases
are accessible for citizens, local governmentsanaic sector through the platform-independent se-

130 IDABC ENTR/05/58-SECURITY/SC1/EE_Profile
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cure standard interface between databases andnetion systems of the public sector — X-road. X-
road is accessible for these users through autatioth with the ID-card or by use of authentication
services provided by the Estonian commercial banks.

To exchange the additional data across borders exmmple data about address and study has to be
agreed in bilateral contracts between persons/@gions that need to exchange the information.
Please note that according to Estonian Personal Patection Law, the data subject has to give the
written consent in this cas®.

Conditions for use

ID-cards can be used for authentication and digiging in all kind of e-services (public as ptiva
sector services). There are no restrictions. Tasregestrictions to use the Bank e-ID and an obbiga
to use ID-card or the other PKI based elDs foratthentication in certain services. This approach i
service-based.

Terms of use for ID-card shall be introduced to lbecard applicant. Terms of use for ID-card con-
tain reference and requirements of the certifiecapolicy that shall be followed in certification cin
certification servicing proceduré¥.

Creation and termination

Termination of ID-card or revocation of certificatean be done by CMB or SK registration authority
by request of ID-card holder. Suspension of cegtfts can be done by CMB, SK registration author-
ity or Help Line. The Help Line shall take Clierdlis 24 hours a day 7 days a week. There is ne elec
tronic transaction possible with suspended cesatiéis. It is possible to terminate the suspension of
certificates. The data about all operations withifieates are immediately recorded in the certific
databasé®

CMB of the Ministry of Interior is responsible fdocument issuance including Estonian ID-cards. ID-
cards are provided centrally whereas CMB has ardithdffices across the country. CMB partners
with private sector for card manufacturing/persisadion and certification services as illustrated b
low.'*

The card issuing process consists of the follovsiegs:*°

* The applicant fills in and submits application foe card to CMB indicating the office where he
or she would like to receive the card. Applicatibmisissuance of ID cards can be submitted to
CMB:

- in person (80 %)

- by mail

- digitally through a website (requires ID cardhwialid certificates);

* CMB enters the data into the information systeme(@iatabase of identity documents issued by

the CMB);
131 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.
132 More about terms of use for ID-card certificatas be found on

http://www.pass.ee/index.php/pass/eng/id_card&eoh use_for_the_national_id_card_certificates.
See certification policy of Estonian ID-card in raaletail:

http://www.sk.ee/pages.php/0203040504 (look fof EI®-SK policy).
133 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.
134 Country report Estonia by Tarvi Martnes and Kartraas, Estonia.

135 IDABC interoperability for PEGS country report Bsta, November 2007, p.17.
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* CMB decides to issue the document. (Since the ofaste submitted applications are recurrent
applications, the information submitted by applisais verified against the entries of the
database. If the applicant has not yet had a dacuimssued by the CMB, he/she needs to
provide additional source documents proving theliegpt has the right for the identity
document);

* The personalisation order is then pieced out basedhe scanned and alphanumeric data
presented in the application and entered intortf@mation system;

* CMB forwards the personalisation order to TRUB BaAS;
* The procedure of the personalisation of the caedtarried out in the following steps:

« TRUB Baltic AS personalises the physical card layou

» TRUB Baltic AS gives the card the order of genagfirivate keys (internal function of the
card, the keys will never leave the card) and me=pte secure PIN envelopes;

* TRUB AS formulates certificate requests (2 per pardl forwards them to SK;

» SK issues the certificates, stores them in itsctiiry and returns the certificates to TRUB
Baltic AS;

» TRUB Baltic AS stores the certificates and persalad file on the card chip;

* TRUB Baltic AS prepares the final delivery envelpgclosing the card, secure PIN
envelope and an introductory brochure;

» TRUB Baltic AS hands the final delivery envelopespto CMB;

* CMB sends delivery envelope to the local officecsiped in the original application (done
using security couriers);

* Applicant receives the delivery envelope (contajniard and PIN codes) from the local office
of CMB;

* Upon receipt of the card, the card and certificatesactivated.

The most popular method for authentication todatp igse Internet bank authentication. Virtually all
banks provide authentication service to tiiadties. This works in practice as follows:

* the user logs into the Internet bank (using the@mmate method)
¢ the user selects “external e-service”

* user’s PIC is securely communicated to the e-servic

* user continues work with selected e-service

There are basically 3 methods for logging into finég bank:
* password cards (with 24 codes) — around one midands issued
* PIN-calculators — estimated 50 000 in use
* ID-card — over one million issued

Password-based authentication is the most (estiat®0%) used method for Internet bank logging
today. It is considered relatively secure as thmssword cards are issued personally in the bank of
fice. Trustworthiness of banks is generally congdeas good. Considering this, it is not surprising
that number of eGovernment services make use dfghk authentication.

Mobile-ID

In order to authenticate oneself securely withrtiwbile-ID, the user will click on a dedicated butto
in the web environment. Upon completion of thisatthe/she will be requested to enter his authenti
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cation PIN number. Once this operation completedhentication is performed. The same process
applies to the signing of digital documefits.

Digital signing with the mobile-ID has the samedkgalue as that of the elD card. When using the
mobile-ID, no separate elD card and card readeeesied, as the phone itself already performs both
functions.

The main advantages of the mobile-ID include usgenflliness and convenience; the computer no
longer needs to be equipped with a card readeawe bpecial additional software installed in it.eOn
of the objectives of the Computer Protection 2008ative is to get at least 200 000 people ushey t
mobile-ID for authentication and digital signing 909"

6.6 Validation Authority

In the PKI environment there is no need for anyh®uatication Authority. Authentication is per-
formed between Service Provider (SP) and certditatider in direct manner. For verifying certifieat
validity the SP user services of Validation Autlari

VA services are provided by AS Sertifitseerimiskeskhereinafter: SK) and Trub Baltic AS in Esto-
nia. SK serves validity information of ID-card aécates using standard OCSP protocol.

For Mobile-ID SK runs a proprietary SOAP-based veghise for performing full authentication proc-
ess involving user interaction in mobile phone aedificate validation. From that perspective SK
acts as AA with Mobile-ID.

SK takes full contractual liability of correctnes$ validation information — OCSP responses are
signed. For extra protection SK runs an internalse log system recording all OCSP responses is-
sued. This log contains also records about chaoiggtsite of certificates.

SK validation and Mobile-ID services are availatdeveryone in contractual basis.

Interoperability

The system is designed to be used with almost @eygh ID-card provided that it provides Microsoft
CAPI compatible CSP and OCSP service is provideas been demonstrated that Digidoc system
works perfectly with Finnish and Belgium ID-cardigidloc supports today both classical XAdES-X-L

. . . . 138
format with time-stampinstamp) used in Estonia.

Liability issues

The national ID-scheme organizational scheme ctnsfdriangle consisted of CMB, TRUB and SK.

From card-issuance point of view — all the respuilisi lies on CMB. CMB has contractual agree-

ments with TRUB and SK detailing relevant outsouneesponsibilities. From certificate issuance
point of view — all the responsibility of certifitan procedure relies on SK. CMB, TRUB, banks and
also hotline for certificate suspension act as feajion Authorities of SK. SK has an insurance pol

icy (required by the DAS) in excess of 5 milliorokn (around €32,000) for covering possible dam-
ages caused by misbehaviour of SK or it's contedgtartners in certificate issuance or validation i

. .. 139
formation provision process.

6.7 Conclusions

Estonia has a widespread system of elD cards, d¢simgprthe national ID card, bank cards and mo-
bile-IDs. All make use of digital certificates thate issued in a controlled process. Central tetbe

136 Factsheet - Estonia - National Infrastructureaepice.eu, April 2008.
137 Factsheet - Estonia - National Infrastructureaepce.eu, April 2008.
138 From IDABC, ENTR/05/58-SECURITY/SC1/EE_Profile,26
139 From IDABC, ENTR/05/58-SECURITY/SC1/EE_Profile, b
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is the unique PIC (Personal Identification CodeC(jPUse of the PIC is regulated with the Personal Data
Protection Act and requires a legal basis (coneéthe holder and rooting in Act, Regulation oreimtational
Agreement).

Authentication of the holder can be performed lgchy the client middleware. VA services are pro-
vided by AS Sertifitseerimiskeskus (hereinafter) @Kd Trub Baltic AS.
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7 Country report: France ™

7.1 Structure of the Administration

France has the characteristics of a parliamentanyodracy. Legislative power lies with a bicameral
parliament. Some powers of the State are transfdoehe regions (22), counties ("departments”)
(96), and municipalities (36.508f}"

Some of these administrative authorities provicderdces. For example, the ministry of finance of-
fers VAT declaration and Income Revenue declarationbe done electronically since 2004. These
are the most commonly e-services used.

The Minister for the Budget, Public Accounts andilCService carries political responsibility for
eGovernment. This Minister is ‘rapporteur’ of theudcil for the Modernisation of Public Policies
(CMPP), which decides on the actions that needettaken with regard to the modernisation of the
French Staté?

Official documents (identity cards, passport andedts license) are under the responsibility of the
Ministry of Interior but they are delivered by maipialities or departmental administrations.

In 2003, an agency called Agence pour le développerme I’Administration Electronique (ADAE)
was created and replaced in 2006 by the Directiéne@l de la Modernisation de I'Etat (DGME).
One of the missions of both organisations was fime@olicies for e-administration or e-gov serace
Three documents are going to be published, draftady exist, which are general directories: one fo
interoperability, one for security and one for asikility.*?

One component of the French eGovernment structutbe website ‘Service-Public.fr’, which was
launched in October 2000 and gives access to rhare40 online services to citize¥$ This portal
will be complemented with an application called msrvicepublic.fr which will be the single access
point to all e-gov services. Mon-servicepublic.itl&lso provide a

7.2 Debate (and history)

French initiatives in the field of eGovernment ditam before 2000, with for example the introduc-
tion of the electronic health insurance card (\ét@lard) and the drafting of the Governmental Action
Programme for the Information Society (1998), sede&l by, amongst others, the launch of an eGov-
ernment portal in 2000 (service-public.fr), a Pfan a Digital Republic in the Information Society
(Re/SO 2007, 2002), a Common Interoperability Fraorg (2002), he creation of the ADAE in
2003, the PSAE Plan and ADELE Action Plan (2004) #re electronic ID card project (launched
2005).

The launch of the national French elD card, caldS, was planned in 2005 but has been subject to
a societal debate, which resulted in a criticabrefrom the French Internet Rights Forum requestin
that the elD scheme would be revised in order tireg$ privacy and security issd&sAnother de-

140 Based on analysis of the TILT project team andoatrry report by Martine Schiavo and Perica
Sucevic, France.

141 www.epractice.eu factsheet France

142 CF. www.modernisation.gouv.fr

143 Country report France by Martine Schiavo and ReSiacevic, France.

144 IDABC eSignatures report on France

145 IDABC country report France on elD interoperalilit

© STORK-elD Consortium x Page 74 of 163




D2.2 - Report on Legal Interoperability 27/02/2009

bate considered the Vitale Card, which is useddentification and authentication purposes in the
health domain since 1998. The card’s security nteasand management have both been subject to
debate, which resulted in the introduction of adatpd version of the Vitale Catt.

A new project for a national e-ID card with somespaal attributes and 2 certificates (one for authe
tication, one for signature) is under study anddliecard should be delivered before the end 09200
if the legislation is passed. This elD card is alader the responsibility of the Ministry of Interibut
will be delivered by municipalities or departmeradiministrations.

Many services are provided through a central pdrtgd://www.service-public.fr/demarches24h24.
Through this portal the French government offelarge series of electronic services to citizens; pr
fessionals and local communities (collectivitésales). The objective was to create 300 additional
new electronic services in 2007. The most freqyemkd services are 1) requests for a birth certifi
cate, 2) natifications of home address change 3aagcess to the health insurance account. Thalport

is permanently modified and updatléZjThe portal in 2007 offered about 40 online selwite citi-
zens. These services are classified in 9 themasy d&amily, b) my health, ¢) my work, d) my studies
e) my “papers” (mes papiers), f) my life as a eitizg) my travel, h) my home and i) my taxes. Typi-
cal services are: applications for family allowasmoe student’s scholarships, notification of horde a
dress changes or exchange of health insurance .faimes“work” category contains services such as:
requests for unemployment insurance, online cdiomaof pension, online job search, etc. Under
“my life as a citizen” the users have e. g. possis for online payment of traffic fines, onlirzgpli-
cation for automobile registration (so-called “eagtise”). The portal offers further online reqsesir

all kinds of administrative certificates (for exaerpbirth certificate) and, of course, online taechth-
ration.

7.3 elD model

In France, there is no common ID number. ID numisarsonly be used within the scope of the sector
which has generated these ID numbers (i.e. seaoitial numbers can only be used in the social sec-
tor). Information about natural persons is recorited national directory (RNIPP), which can not be
accessed through the internet. Every individud ihhorn in French territory or who becomes a bene
ficiary of the French Social Security obtains aiblal Registration Number (NIR). Use of the direc-
tory and the NIR is regulated by the French Lawirdormatics and Liberty and Decree 83-103 of
January 1982. Use of the NIR as a common identifiggrevented and requires permission by the
CNIL. The NIR is based on gender, and year, moptbyince, and city of birth of the individual.
Hence, the number carries information about theviddal it relates to.

Official documents are: identity cards, passpod drver’s license. There are under the resporisibil
of the Ministry of Interior but they are deliverbg municipalities or departmental administrations.

Currently, the e-gov services are service provithetsalso identity providers and attributes provide
Some services first register the citizen by prowda username and password and then allow them to
identify and authenticate themselves. Other e-govises allow the citizen to choose his/her user-
name and passwortf

The elD model in France in the field of social s#guelies on the use of the Vitale Card (a smart
card). Some municipalities offer local public sees accessed with a Daily life CafdAs mentioned

146 http://www.epractice.eu/document/736

147 Source IDABC, ENTR/05/58-SECURITY/SC1/FR_Profiléhis reflects the status on the 1st of March
2007.

148 Country report France by Martine Schiavo andd@eBucevic, France.

149 Cf. http://www.cvq.fr/
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above, the national identity card project shouldopee an important means of electronic identifigatio
in the future, but has been delayed due to pulelmte**

A new service will be launched at the end of théary mon.service-public.fr. This service will allow
the citizen to create his/her personal accounttess some e-gov services. It will be the singbess
point to all the e-gov services. The citizen chesobis/her username and password and so creates
his/her account. After he/she can federate alltiiem he/she already has for other e-services.\Whe
the identities are federated, and when he/shetieaticated by mon.service-public.fr, he/she can ac
cess the other e-services without being authepticagain.

It will be always allowed to access the e-gov smvidirectly by using the specific username and
password for these services. Being first authetgittdy a service will not allow the federation of
identities without being authenticated again by reervice-public.fr.

Mon.service-public.fr will provide a secure storagpace to register personal data or personal mleva
documents to be exchanged with e-gov services.

Mon.service-public.fr and the partner e-gov serwiaee based on the Liberty Alliance specifications.

When the national elD card will be available, thezen will be authenticated by mon.service-
public.fr with his/her authentication certificate.

Only the electronic certificates provided by ‘gtiali’ Certification Service Providers (CSPs) are-re
ognised for being used by citizens and businessesnfine interactions with the Governmert.

7.4 Principal legislation and policy documents
Legislation:
1999/93/EC on electronic signatures:

e Law n°2000-230 of 13 March 2000 implementing Dineet1999/93/EC by adapting the civil
rules of evidence in order to make electronic sigres legally acceptable.

e Decree n°2001-271 of 30 March 2001: for enforcenaérhe article 1316-4 of Civil Code and
relative to the electronic signature

* Order of 26 July 2004 relative to the recognitidrtree qualification of the certificates service
providers and to the accreditation of the bodiegwhertify them.

95/46/EC Data Protection Directive:

* Law n°2004-801 of 6 August 2004 relating to thetpction of individuals with regard to the
processing of personal data modifying law n° 7818 January 1978 relating to data process-
ing, files and liberties.

2002/58/EC privacy and electronic communication:

* Decree n°2005-862 of 26 July 2005 relating to tbeditions to create and manage networks
and to provide e-communication services.

2006/123/EC Services Directive:
* To be transposed before 28 December 2009

Other legislation and regulation :

150 IDABC country report France on elD interoperalilit

151 http://www.epractice.eu/document/3350
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* Law number 2004-1343 of 9 December 2004 (simpliocalaw). Allowed the government to
rule by way of ordinance in matters related to tetetic administration and e-gov services.

* Ordinance n°2005-1516 of 8 December 2005 for tHereement of the previous law, relating
to the electronic exchanges between administratsans and administrative authorities and be-
tween administrative authorities.

* This ordinance announces a General Security Dingethich lays down the rules which must
be respected by the functions of the informatiostesys participating to the security of the ex-
changed data.

* |t announces also a General Interoperability Dasctvhich lays down the rules which must be
respected to ensure the interoperability of thermftion systems.

* Decrees relative to this order are in preparattbey( will be published before the end of this
year). One of these decrees is relating to theifqpagion of the trustworthy service providers
and to the accreditation of the bodies which cettiEm. Once qualified for a service and a se-
curity level, the trustworthy service providers gaguest that the qualified offer is referenced,
some interoperability tests are performed. Thenoffer can be used for all administrative in-
formation systems requiring this type of offer dhid security level. The supervision is done by
a State body: DGME.

The General Security Directory should be publishgdhe end of this year. A draft is available on
Internet.

The General Interoperability Directory should bélmhed at the beginning of next year. A draft is
available on Internét?

* Loi no. 2004-575, June 2004 (i.e. on liability efrification service providers)
* Decree of 2 March 2007 relative to the Interopditsteneral frame of reference.
* Decree no. 2002-535, April 2002 (security levelToproducts and systems)
Policy:
For historic purposes only, these documents acated.

* Electronic Administration Strategic Plan (PSAE) ledronic Administration Action Plan
(ADELE) (2004)

¢ Action Plan RE/SO 2007 for a Digital Republic irtinformation society (2002)
* The Governmental Action Programme for the Informatbociety (1998)

* Development of the Digital Economy by 2012, Planarfee Numérique 2012
http://francenumerique2012.fr/

* Following this plan, a plan for the egovernmenvies is in development.

7.5 Analysis

elDentity: Username and password:

Some services first register the citizen by prowyda username and password and then allow them to
identify and authenticate themselves. Some of #peveservices allow the citizen to choose his/her
username and password. Most of the actual e-g@icssrreplace the filling in a form or allow print-
ing an official document.

Form: Username and password

152 Country report France by Martine Schiavo anddaeSBucevic, France.
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Eligibility:
Everyone can apply for an 'account' at the govemah@ortal http://mon.service-public.fr/.

7.6 Authentication Authority

Currently, all service providers are also autheribn authorityWith mon.service-public.fr, a central-
ized AA will be available. This AA will be the orfer the French citizen involved incross-border ser-
vice.

Name
mon.service-public.fr

What:
Presently, username and password chosen by thandeptionally an OTP via SMS

Responsible authority

mon.service-public.fr is under the responsibilifyp&sME.

Input:

Username and password chosen by the user and alptian OTP via SMS.

Once authenticated, the user has access to hatbeunt and can federate all identities he/shadyre
has for other service providers provided that ttseseice providers are partners of mon.service-
public.fr

Output:

A federation key and the level of authenticatiom sent to the service provider (ID FF1.2, IDW SF
1.1, SAML 1.1)

There are no partners from the private sector gdmow.

For whom

Mon-service.public.fr can be used by everyone now.

A relying party can use the AA of mon-service.palitionly if it is a partner and can handle Liberty
Alliance based identity exchanges.

Process

Input : Username and password

Output : access given to mon-service.public.fr tederation key and the level of authentication are
sent to the service provider( ID FF1.2, IDW SF 8AML 1.1). Legally, the authentication process
must comply with the General Security Directory.

Assurance level
Because the user can choose his/her username sswiqoe for mon-service.public.fr and as there is
no control, there is no assurance.

elDentity: National elD card

The future National elD smart card should be basethe ECC standards. It should be divided in 2
parts, one part similar to the passport as a trdeeliment, and the second part for the e-servites.
should replace the current plastic national ID card

As a national ID card, it will be under the resgbilisy of the Ministry of Interior and will be dél-
ered by municipalities or departmental administragi The enrolment should be done by providing
Identity documents in person by the citizen. Twdifieates should be incorporated on the elD card
(level 2 or 3 stars TBC)
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The future elD card has to follow the General SégWirectory rules for the e-gov services. The
General Security Directory defines 3 security leviet certificates.

The authentication certificate which should beestian the future national elD card should be used t
authenticate the user. With a level 3 stars auittegiin certificate, the citizen is allowed to assall
e-gov services requiring 1, 2 or 3 stars secueitgll authentication certificates. The registratiothe
e-gov services has to be performed.

The future national elD card should also store sattrdbutes as for example: name, surnames, date of
birth, gender, place of birth and address.

Form:

A personal authentication certificate stored imeat card (elD Card)
Eligibility:

The elD card will be delivered only to French a@tis.

Issuer

The elD card is issued by the Ministry of Interibmust be requested through municipalities or de-
partmental administrations and is delivered by them

Responsible authority
The Ministry of Interior.

Attributes

The future elD card should contain 2 certificate®e for authentication, and one for signature .

The future national elD card should also store sattrdbutes as for example: name, surnames, date of
birth, gender, place of birth and address

Attributes not stored in the elD card will haveb®requested to the right ministry. This functidtyal
does not exist now. It has to be developed foat#fibutes.

Conditions for use

The future national elD card should be used foretiggv services. It should be a personal ID cadd an
should contain 2 personal certificates. There aneesdiscussions about the use of the elD cardein th
private sector especially for the use of the dediés.

Creation and termination
The elD card and the 2 certificates should be $$oe5 years. The certificates should be 2 oraBsst
security level.

Authentication Authority

Currently, all service providers are also authexitiey authorityWith mon.service-public.fr, a central-
ized AA will be available. This AA will be the orfer the French citizen involved incross-border ser-
vice.

Name: mon.service-public.fr

What:
Presently, username and password chosen by thandeptionally an OTP via SMS
In the near future, the authentication certifiagatéhe elD card.

Responsible authority
mon.service-public.fr is under the responsibilifyp&sME.

Input (looking for better term)

Authentication of the user should be done on ttsgstaf the ID card. The certificate should be vali-
dated via the VA/AA.

Once authenticated, the user has access to hatbeunt and can federate all identities he/shadyre
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has for other service providers provided that tlseseice providers are partners of mon.service-
public.fr

Output

A federation key and the level of authenticatiom sent to the service provider( ID FF1.2, IDW SF
1.1, SAML 1.1)

There are no partners from the private sector gdmow.

For whom

In the near future, only French citizen with a oaél elD card should be authenticated using afieerti
cate. mon.service-public concerns only the e-govises related to citizen,

Arelying party can use the AA of mon-service.palifionly if it is a partner and is based on Lilgert
Alliance.

Process

Input: certificate from the elD card

Output: access given to mon-service.public.fr dederation key and the level of authentication are
sent to the service provider( ID FF1.2, IDW SF SAML 1.1). Legally, the authentication process
must comply with the General Security Directory.

Assurance level
With the national elD card and the authenticatiertiicate protected by PIN, the assurance will be
high.

7.7 Conclusion

France at present only seems to have a weak aiattéont scheme for elD's based on user-
name/password, although digital certificates datesilso for citizens. These certificates play iy ve
limited role. The actual certificates are mostlg\pded for persons acting on behalf of a compardy an
are used with e-gov services related to compamhesy are provided by qualified Certificate Service
Providers.
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8 Country report: Germany

This section is based on TILT analysis of availadnerces and on review from the MS. No country
report from Germany has been received.

8.1 Structure of the Administration

Germany is a Federal republic made up of 16 stdtéaader’), which have their own legislative and
executive bodies. On a federal level, Germany h&s ¢hambers with legislative power: the

154 . - . .
Bundestag and the BundesratMost government services are offered by munidieali of which
. 55 . . . .
most are governed by state law, instead of fedemf Citizen Identity documents are within the
P . 15 .
responsibility of the federal government (due te Bederalism Reform Agreementgbut its success

, o 157
depends on agreements made with state governmeditmanicipalities. The federal government
need to cooperate with state governments to impiefae-reaching decisions.

A German eGovernment framework is provided by teutschland-Online’ initiative. This initiative
mainly comprises the coordination and coordinalietween the federal government, the federal states
(16), the districts (300), and the municipalities 3000). Deutschland-Online and its succeeding
Deutschland Online Action Plan comprises five pties: development of integrated eServices, Inter-
connection of Internet Portals, development of camrimfrastructures, common standards, and ex-
perience- and knowledge transfer.

Other eGovernment initiatives are described in‘#@overnment 2.0 programme’, the ‘Federal IT-

steering Strategy’, and ‘BundOnline 206558’.'I'he eGovernment 2.0 programme is part of theegjyat
of modernization of the Administration (Zukunftsamtierte Verwalting durch Innovationen). One of
the eGovernment 2.0 programme initiatives (whichligned with the European i2010 Action Plan)

. . : . : . o 159
comprises the introduction of an electronic idgntérd and electronic identification concepts.

The German eGovernment Strategy responsibility diethe Federal Ministry of the Interior (BMI-
Bundesministerium des Innern). Other importants@ed responsibilities lie at the Office of the Fed
eral Government Commissioner for Information Tedbgy and the . Moreover, all governments have
a Chief Information Officer. Other bodies that aedevant to mention are the ‘Conference of State
Secretaries responsible for eGovernment’, and@lfiice of the task Force Deutschland Online’.

8.2 Debate (and history)

The development of eGovernment in Germany origsfitem before 2000. For instance, in 1996 a
plan for ICT-enabled change in public administnasiavas presented called ‘Info 2000: Germany’s
way to the Information Society’. Several other gldnmave succeeded this initiative, like the ‘D2% ini

tiative’ (1999) and the ‘eGovernment manual’ (20@@&grmany launched its government information

153
The information in this chapter was provided bydAnBraunmandl.

154
Factsheet epractice.eu

155
IDABC interoperability for PEGS country report @®&ny.

156
IDABC interoperability for PEGS country report G&ny, p. 10.

157
IDABC interoperability for PEGS country report @&ny, p. 10.

158 .
Factsheet Epractice.eu.

159
Factsheet, Epractice.eu p. 9
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and services portal ‘Bund.de’ in March 2001, and we first European Member State to implement
eSignatures legislation in 1997, which was adafuidde European Directive (1999/93/EC) in 2001.

Germany has experience with the developments oftstaads because of their development of the

German Office Identity Card (pilot project), ané tBerman health card projel?:%.The German smart
cards used for identification and authenticatian@art of the common German ‘eCard Strategy’.

As mentioned, the electronic Identity Card is peHrthe eGovernment 2.0 programme. It facilitates
identification on the Internet. Electronic IdentiBards, which should be introduced by 2010, wil in

. . . . . . . 161
clude optional electronic signature functionalibdastorage of biometric data.

8.3 elD model

Germany just passle%l its new "Personalausweisgesetz" (National 1D la8farting in November
2010 all German citizen will be able to receiveeavrelD card. This legislation sets high standands i
case of data protection and data security. It imiloduce the concept of mutual authentication of
eService provider and elD-card holder. That isheztizen will have the possibility to get a new-1D
card with elD functionality. This elD functionalityan be used to authenticate to eService providers
that own a valid access certificate. The concephefaccess certificate is new in the field of el
needs to be explained.

Each service provider that intends to make us@ehew authentication possibilities of its custaner
has to apply for an access certificate at the spomeding issuing authority in Germany. The service
provider will need to specify its identity, the émided purpose that requires an online authenticatio
and he needs to specify which attributes are neddexlissuing authority checks the request with re-
gard to German law, esp. the data protection stdedH everything is found to be in order, theesx
certificate is granted. The intended purpose igestin the granted access certificate, giving actes
the needed attributes if consented by the citizen .

During the authentication procedure, the serviaiger has to present his access certificate to the
authenticating elD-card holder, who is informed w@hthe given intended purpose. He is presented a
list of the requested attributes, as specifiechandccess certificate. The service provider carreiot
quest further attributes that are not specifiedighaccess certificate. The elD-card holder hagive
consent to each requested attribute.

This procedure introduces a mutual authenticat®ereéce provider and elD-card holder. Each one
can be sure of each others identity. A secure @rtd encryption is established.

In contrast to other European solutions, Germams dwt have any central registers, controlled be th
administration. All relevant information will beased on the elD-card, under control of its holdas-(
cured by PIN). Informed consent is guaranteed mgttaction. The resulting system is open to eGov-
ernment and commercial applications likewise (pplavailable elD infrastructure).

8.4 Principal legislation and policy documents

8.4.1 Legislation (Federal):

Grundgesetz fir die Bundesrepublik Deutschland9 {@6nstitution)
The Identity Card Act (Personalausweisgesetz)

160
Modinis IDM country report Germany.

o Epractice.eu factsheet p 23

162
Bundestag: December, 18th 2008, Bundesrat: Fehridth 2009
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The Passport Act (Passgesetz)

Federal Data Protection Act (200B)ndesdatenschutzgegetZoverage:"to protect the individual
against violations of his personal rights by hamgliberson-related data." The law covers
collection, processing and use of personal dataatedl by public federal and state authorities (as
long as there is no state regulation), and by ndslip entities (i.e. companies, clubs, etc), ifithe
process and use data for commercial or professaine.

Digital Signature Act (2001)(SigG), which came ifdoce on 22 May 2001 and implements EU
Directive 1999/93/EC.

General Administrative Regulation Governing theckienic Office ID Card (April 15, 2008)

8.4.2 Policy:

Decision on the introduction of the elD (elektratien Personalausweises), 23.07.2008
Implementation plan 2008 of ‘Focus on the Futuneplations for Administration’, including the
E-Government 2.0 programme. (2008)

The new National IT Strategy (2008)

Future-oriented public administration through inatitens (2006), inclusing the e-government 2.0
programme.

The eCard Strategy (Kabinettsbeschlusses 9.03.2005)

Deutschland Online (2003)

Information Society Germany 2006 (2003)

The eGovernment Manual (2001)

BundOnline 2005 (2000)

8.5 Conclusions

Germany will have an electronic identity that canused within STORK. Until the official start date
(November 2010) Germany will provide STORK with egriate prototypes.
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9 Country report: Italy **

CIE Electronic Identity Card (“Carta d’identitéeéttonica”)

CNS National Service Card (“Carta Nazionale devigg)

PSE Electronic Residence Permit (“Permesso djisawp elettronico”)
CNSD National Center of Demographic Services

INA National Index of Registry Offices

SAIA Access and Interconnection System for Idesatiion Data

AIRE Registry Office for Italians living abroad

SSCE Emission Circuit Security System

9.1 Structure of the Administration

Italy has been a parliamentary republic since 2JL8%6. Legislative power is held by a bicameral

Parliament made up of a Chamber of Deputies anehat8. The Head of State is the President of the
Republic, elected by Parliament. Executive powesxsrcised by the Government, consisting of the

Prime Minister and the Ministers jointly constitgithe Council of Ministers.

Italy is organised in 20 Regions with autonomy oangnfields. The regions have legislative power
together with the state in matters of concurregislation, except for fundamental principles thia a
reserved to state law. The regions have exclusigislhative power with respect to any matters net ex
pressly reserved to state law. Municipalities aravimces have regulatory power with respect to the
organisation and fulfilment of the functions assidrto thent®® The majority of e-government ser-
vices are delivered at local (in particular munédities) level. Relevant services (e.g., taxes souial
security) are delivered at central level. Othewises are also delivered at regional and provincial
level.

Identity documents are issued by the municipalitiased on the base of formats and regulations es-
tablished by the Ministry of Interior. The samepmssibility (on regulating and issuing) is valid fo
the electronic form of the identity documéfit.

In order to meet the juridical, administrative aedhnical requirements, the following organisatlona
structures and technical components have beerdinteul:

* CNSD (National Center of Demographic Servicesy thiganisation is a sub-organisation of the
Ministry of the Interior and provides several seed that allow the identification of registered
citizens.

The main CNSD services are:

* INA (National Index of Registry Offices): this s&® is a national registry referring to the per-
sonal data of all registered citizens. Public arties can query, validate and update such data.
For each entry the INA holds a pointer to the |lanathority of the citizen in case more detailed
information is needed. The INA can be used byrdéiriested authorities for querying and vali-
dating a citizen’s personal data. The INA is alsediin the issuing process of the elD for vali-
dating the citizen’s personal data.

163 Based on analysis by the TILT team complementea lmpuntry report written by Stefano Fuligni,
Giovanni Maca and Roberto Pizzicannella/

164 Factsheet - Italy - Country Profile; epractice.dune 2008.

165 Country Report Italy by Stefano Fuligni, Giovali@nca and Roberto Pizzicannella for Italy.
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The registry must be kept up-to-date. All munidifeed are therefore responsible for updating
the INA by communicating a change of residence, ignations, emigrations, births and deaths.

e SAIA (Access and Interconnection System for Idécdtion Data): a network system, which
can be used by municipalities to interchange amaneonicate a citizen’s personal data.

* AIRE (Registry Office for Italians living abroadj:is the pendant to the INA and holds the data
of Italians living abroad.

» Civil state: a registry holding the civil statusadf Italians

e Secure Information Structure: the “Backbone” isedwork that enables a secure and certified
communication structure between Public Authoritig&inicipalities can transparently access
the CNSD services in a secure way without havingat@ about security issues. The organiza-
tional and technical autonomy of the municipalitresnains untouched by accessing the net-
work using so called Trusted Anchor Point.

* SSCE (Emission Circuit Security System): this Ifusture is used for the rollout of the elD and
primarily act as Public Key Infrastructure. It héeglthe data exchange and validation of per-
sonal data for card emissions as well as the réimcahecking of elD certificates in govern-
mental processe&’

9.2 Debate (and history)

The history of the Italian elD, the “Carta d’'iddétielettronica” (CIE) goes back to 1998, where
I'AIPA (the former CNIPA (“National IT Center fohe Public Administration”)) conducted a survey
for potential technologies of the CIE. The Ministifythe Interior went for a smart card with an ogli
strip.

After a number of test roll-outs, the rollout Clisall Italian citizens older than 15 years staited
20052’

To accelerate the distribution of an instrumentdoline identification, the “Carta Nazionale derSe
vizi” (CNS) initiative has been started by the CNJRs the rollout of the CIE for each citizen Wkt
several years. The CNS has the same smart cardctdastics as the CIE, but allows issuing to all
persons living in Italy. The CNS will be issuedcitizens in certain pilot regions and is expectebtd
operational by the end of the year 2006.

9.3 elD model

In Italy there are two elD schemes: the ItaliancElanic Identity Card (“Carta d'identita elettroalc-
CIE) and the National Service Card (“Carta Nazierddi Servizi"- CNS).

The CIE is a hybrid card that covers two functidhsvill replace the traditional identity card, andll

also be an instrument for authentication and ifieation in e-Government processes. The Italian elD
is not solely intended for e-Government environmeghtit can also be used as a health insurance card,
fidelity card or fiscal document.

The CIE fulfils three main tasks. It will repladeet paper based identity card for a simplification i
traditional governmental processes. Moreover, it g an international travelling document accord-
ing to ICAO and ISO. Last but not least it enaltlesuse of e-Government applications.

In order to identify a physical person, a fingempiemplate will be stored on the chip. An image of
the fingerprint is stored in the optical strip. Acding to the Italian law, the templates are notesd in
a central database. As the smart card allows thage of additional data, the CIE can be usedtiarot

166 Modinis IDM Study, National IDM Profiles, ItaliaRrofile, 2005 and Country report Italy form Italy.

167 Country Report Italy by Stefano Fuligni, Giovali@nca and Roberto Pizzicannella for Italy.
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sectors (even private sectors) as well. For instathe blood type can optionally be stored on #rel ¢
(CNS only)*®

The experimental phase for the CIE for Italianntivabroad is in progress and can already be used
for some services in the application range of ei\pt

9.4 Principal legislation and policy documents

Legislation:

The Italian elD was introduced by law of May 15919No. 127, while technical rules for the issuing
of the card have been firstly supplied by d.p.@fOctober 22, 1999, No. 437 and by d.m. 19 of July
2000 (Attachments A and B

The last version of technical rules is suppliediby. November 8, 2007 (Attachments A and B).
For the CNS the most relevant legal sources ar®be. March 2, 2004, No. 117 and the CDA.

* The eGovernment Cod&Jodice del’Amministrazione Digitale”)entered into force on 1 January
2006, is aimed at providingcear legaframework for the development of eGovernment amd fo
the emergence of an efficient and user-friendiiipiddministration. Laying down a number of
rules, obligations, recommendations and targepsdmote the use of ICT in the public sector, it is
intended to contribute to removing obstacles tthereGovernment development. The eGovern-
ment Code regulates electronic signatures androasmtheir full legal validity. The Italian so-
called“firma digitale” (digital signature) is compliant with the “qualifissignature” as in the Di-
rective 1999/93/EC.

* The Law on Administrative Procedure and Accessdmistrative Documents of 7 August 1990
provides for a limited right of access to admirstre documents. The Law states that those
requesting information must have “an interest fegaard in legally relevant situations”. It applies
to “administrative bodies of the state, includipgsial and autonomous bodies, public entities and
the providers of public services, as well as guseand supervisory authorities”.

* The Data Protection Code entered into force onnlialy 2004 and is meant to update, complete
and consolidate Italy's data protection legislasorce 1996 by introducing important innovations
and conforming national legislation to Europeanutations, in particular the Data Protection
Directive (95/46/EC) and the Directive on privagydalectronic communications (2002/58/EC).

* The Legislative Decree on Electronic Commerce cameeforce on 14 May 2003. It regulates the
use of electronic commerce means in Italy as welthe information that eCommerce websites
shall compulsorily provide to purchasers.

* The Electronic Communications Code entered intogan 16 September 2003. It transposes four
of the directives of the EU regulatory framework fectronic communications, the ePrivacy
directive being transposed in the Data ProtectiodeC

* The Legislative Decree no. 10 of 23 January 2002udint the Italian electronic signature
regulations into line with the Directive 1999/93/E@ a Community framework for electronic
signatures!®

¢ The relevant laws/decrees that introduced therelaict|ID card were: The law N. 191 of Jun 16th,

168 Ibid.

169 Other relevant norms can be found in law of Jus\e1998; law of February 28, 2000, No. 26 (concern-
ing INA-SAIA system); law of Mach 31, 2005, No. 4Bg CDA; d.m. of August 2, 2005, No. 191 (decréthe
Ministry of Internals). IDABC, Preliminary Study aviutual Recognition of eSignatures for eGovernmagmt
plications, country report Italy, April 2007, p..18

170 Factsheet - Italy - Legal Framework; epracticeJexe 2008.
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1998 where, at Article 2, is written:

“The id card and any other identification documentist contain the personal data of the holder
and may contain the blood type and other optioteted to health care according to law”.

“The document, or its magnetic or other kind ofalatorage, may contain also other data, in or-
der to rationalise and simplify the administratiaetion and the provision of services to citizens”.

* The official introduction of the electronic ID cardhowever — took place only in the year 2000,
with a Ministry Decree dated July 2000. The Decetdts Article 1, states that:

“As “service card” it is meant the set of identifiton data (excluding photo and hand signature)
and of the administrative information cited at ..Het Decree referencell'71

Other legislation

* Decreto 8 novembre 2007 del Ministro dell'interriccdncerto con il Ministro per le riforme e le
innovazioni nella PA - “Regole tecniche della Catidentita elettronica”

e G.U. 9 novembre 2007 n. 229, S. O n. 261

* Decreto del Ministro dell'interno, del Ministro pémnovazione e le tecnologie e del Ministro
dell’economia e delle finanze 9 dicembre 2004 - fegole tecniche e di sicurezza relative alle
tecnologie e ai materiali utilizzati per la produze della Carta nazionale dei servizi.” G.U. 18
dicembre 2004, n. 296

* Decreto del Presidente della Repubblica 2 marza1 260 117 - “Regolamento concernente la
diffusione della carta nazionale dei servizi, anmardell'articolo 27, comma 8, lettera b), della
Legge 16 gennaio 2003, n. 3.” G.U. 6 maggio 200406

* Decreto del Presidente del Consiglio dei Ministeigtile 2008

* Regole tecniche e di sicurezza per il funzionamelgioSistema pubblico di connettivita previste
dall'articolo 71, comma 1-bis del decreto legislati7 marzo 2005, n. 82, recante il «Codice
dellamministrazione digitale». G.U. 21 giugno 2008144.

* Decreto legislativo 30 giugno 2003, n. 196 - Codiceateria di protezione dei dati personali. GU
n. 174 del 29 luglio 2003.

* Decreto legislativo 23 gennaio 2002, n. 10 - Atioae della direttiva 1999/93/CE relativa ad un
quadro comunitario per le firme elettroniche. GaU39 del 15 febbraio 2002

9.5 Analysis

elDentity: CIE/CNS

Name

The two most important elD’s in ltaly are the “Gad’identita elettronica”, the Electronic Identity
Card (CIE) and the “Carta Nazionale dei Servizig National Services Card (CNS).

To accelerate the implementation of elDs, the CNS \aunched to complement the CIE. The CNS
has the same smart card characteristics as thebQikls meant for individuals not eligible to a Cié

171 IDABC elD Interoperability for PEGS country repdtaly, November 2007, p. 17-18.
172 Modinis IDM Study, National IDM Profiles, ItaliaRrofile, 2005.
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The CIE is a hybrid card that is an instrumentdathentication and identification in e-Government
processes. The CIE is not solely intended for egBawent environments, but can also be used as a
health insurance card, fidelity card or fiscal doent.

The CNS lacks a number of the additional seculgynents of the CIE, such as the laser band, the
holograms, etc. Therefore, CNS can not be usedvasial ID document (it also does not bear a photo
of the holder). The CNS can be used to authenticat€T-based services and can be used to sign
electronic documents with a qualified signaturee Thard contains an entity authentication certiécat
and a qualified signature certificafé.

Form
The elD is a set of attributes stored in a filetsgsin a Smart Card together with an X509 certiica

CIE

Physically, the CIE is a ‘hybrid’ card made of pmdybonate. The Italian elD card comprises a micro-
chip, an optical memory and an ICAO machine reasabhe for the use of the card as a travel docu-
ment.

It contains a set of personal data, including tbkldr's fiscal code and blood group, and fingetprin
scans. The personal data, biometric key and digjigalature are only stored on the card. In accaslan
with data protection legislation, this data is kept on any central database and can only be esleas
and used if the holder gives his/her permissiofinkgrting a PIN code. The cardholder’s fingerprint
template is stored in both the microchip and thiicapmemory and does not allow fingerprint recon-
struction.

While the laser band provides security (since the @annot be modified when attempting to make
counterfeits) the microchip makes online identifica possible and enables transactions between citi
zens and providers. The microchip can also staiadisignature certificates.

A law adopted in March 2005 (no. 43/2005) providedthe demise of paper ID documents and their
replacement by elD cards by the end of 2005. Adagrtb the initial plan, all new ID Documents is-
sued as of 1 January 2006 should have been electidmwever, this initial objective had to be post-
poned. The ultimate goal is to substitute 40 millmaper ID documents by 2011 at a pace of eight
million cards a yeal’*

CNS

The CNS has an embedded microprocessor simildwatoof the elD card as well as identical running
software. The only difference is that the CNS latties additional security elements of the CIE, such
as the laser band, the holograms, etc. Thereforgrary to the CIE, the CN&oes not constitute a
'proof of identity' and is not a legal identity document nor travedudoent. The CNS is only used in
ICT -based services as an instrument of entityexdtbation. It can also be used to sign electronic
documents with a qualified signature as it containtsonly an entity authentication certificate higo

a qualified signature certificat&

Eligibility

The CIE can only be issued to Italians living ialytand at least 15 years old. The CNS is issued to
any citizen on request with no limits on age, urttiercondition that he/she doesn’t already own of a
CIE.

173 IDABC, Preliminary Study on Mutual Recognition @®ignatures for eGovernment applications, coun-
try report Italy, April 2007, p. 19.

174 Factsheet - Italy - National Infrastructure; epiceceu, June 2008.

175 Factsheet - Italy - National Infrastructure; epicceu, June 2008.
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To enable the use of e-Government services for geeple, the “Permission for Electronic Accom-
modation” (PSE), the Electronic Residence Permitjative has been started. The PSE is a hybrid
card, has similar characteristics of the CIE anddspatible in regard to the used microprocessor
(smart card). The legal basis for the PSE was ksiteld by the decree of 03/08/2004 defining the or-
ganisational and technical framework. At the monbetPSE project is in a first experimental phase
and after finalisation it will be issued to nonkitias (EU citizens as well as non-EU citizeHh§).

Issuer

The CIE is issued by the municipalities througtystem that is under the responsibility of the Minis
try of Interior (National Center for Demographicrdees) and that involves also the Istituto Poli-
grafico dello Stato (for the “preparation” of thards).

The CNS can be issued by any ltalian public adrmation’’’

Public authorities can query, validate and updat@ from the INA. For each entry the INA holds a
pointer to the local authority of the citizen inseamore detailed information is needed. The INA can
be used by all interested authorities for quenand validating a citizen’s personal data. The INA i
also used in the issuing process of the CIE fadagihg the citizen’s personal ddfA.

The register of citizen data is kept on behalfhef Municipalities, while the central database costa
only encrypted information. However, at least ia tdase of the CIE, it collects also the log ofifisel-
ing of each card and the keys needed by the muaitigs to “open” the card for writing during its
personalisation’®

The owner of the ID card is the Ministry of Intatievhich has the overall responsibility of the )
and manages the Trust Centre (including the PKOweler, the role of the national print-house
(IPZS, Istituto Poligrafico e Zecca dello Statoyésy important, because it is in charge of thesitat
manufacturing of the cards and of their pre-perksatgon. The responsibility of the issuing is wap t
the municipalities, which receive and process ttieen requests and physically consign the card.

The CNS has no single owner, so the organisatipartis upon the particular administration adopting
it. The most important CNS project is the one ofjil@ee Lombardia. In this case, obviously the owner
is the Regional Government and the card is deld/éyea consortium and manufactured by its sub-
contractors. The trust centre is under direct cuti the Regiort®

Responsible authority
The responsible authority for the CIE is the mypadity that issues it. The responsible authority fo
the CNS is the public administration that decidessue it'®*

Attributes

The attributes in the CIE are included in the §ifstem of the cards and include the personal data o
the holder (name, surname, sex, date of birth,eptddirth, municipality of residence at the timfe o
issuing) and the fiscal code (i.e., the uniquetifienin Italy).

The data structure of the CNS is the same as éo€tk.'*
The three types of authentication supported bydkens are:

176 Modinis IDM Study, National IDM Profiles, ItaliaRrofile, 2005.

177 Country Report Italy by Stefano Fuligni, Giovahi@nca and Roberto Pizzicannella for Italy.
178 Factsheet - Italy - National Infrastructure; epiceceu, June 2008.

179 IDABC elD Interoperability for PEGS country repdtaly, November 2007, p. 16.

180 IDABC elD Interoperability for PEGS country repdidly, November 2007, p. 23.

181 Country Report Italy by Stefano Fuligni, Giovananca and Roberto Pizzicannella for Italy.

182 Country Report Italy by Stefano Fuligni, Giovali@nca and Roberto Pizzicannella for Italy.
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* Visual identification

* Active authentication
The visual identification is a process that recuiitiee traditional security means of previous docu-
ments, for example holograms, microprints, etc.

Finally, the active authentication requires commuitprocess for a private key operation that has to
occur within the token itself in response to a lgmge sent by a server. In this case, only chigscar
can be used. The active authentication is the whigh guarantees a strong authentication over the
network (i.e. when parties are not one in fronthef other):®®

The main information printed on the document i® geesent on the card body of the new electronic
version and is the following:

* Municipality which issues the document

e Last (family) name

e First name

* Municipality of birth

e Date of birth

e Gender

* Number of birth certificate

* Height (cm)

* Number of the document

* Photo of the holder

» Official residence

e Address

* Date of issuing

* Date of expiration

* Citizenship

* Fiscal code

* Hand signature

« Indication about the validity of the document at'84&
However, each of these cards has (at least) orildigrtificate on board (for authentication and/o
attestation). Both the CIE and the CNS have — aspéion left free to citizens the possibility to in-
stall a second certificate (issued by one of théfimation authorities in the trust list of CNIPApr
law enforced digital signatur&

One important issue deals with the managementaohddiric data. Templates are always used instead
of full images. Particularly, for the CIE, templatare only stored on the card, so that the vetifica
possible is only of the type “one to orfé®.

One interesting feature of the CIE and CNS is threnat of the authentication digital certificate,
whose common name does not directly contain theerainthe holder. Instead it contains the SHA-1
hash of the file “Dati Personali” (personal dathys preventing anybody from accessing the personal
information of the holders (for example, from theedtory of certificates) without their explicit pe
mission. In case of necessity, the file Dati Peafiazan be read too, its hash computed, and thétres
compared with that contained in the common nantbetertificate®’

183 IDABC elD Interoperability for PEGS country repdialy, November 2007, p. 18-19.
184 IDABC elD Interoperability for PEGS country repdtaly, November 2007, p. 13.
185 IDABC elD Interoperability for PEGS country repdidly, November 2007, p. 19-20.
186 IDABC elD Interoperability for PEGS country repdtaly, November 2007, p. 23.
187 IDABC elD Interoperability for PEGS country repdidly, November 2007, p. 16.
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The process is strictly compliant with the SSL w@nslard, i.e. a challenge-response procedure is in-
voked between the server and the client and thdeh@ required to enter his/her (authenticatidi) P
number to unblock the private key operation rurnideghe chip. The private key operation is needed
to correctly answer the challenge coming from thevexr. When the card also has a digital signature
certificate on board, this can have a different Rikhber to avoid misuse.

The information sent to the server during the autibation phase is that contained in the common
name of the certificate that, as said before, hidegpersonal data of the holder.

Privacy has been considered an absolute must €oCtE; in this case, besides the hash of the per-
sonal data of the holder, the common name onlyaiosithe serial number of the card. Whenever per-
sonal data are strictly required, the server has tb send to the client an applet for reading Hiso
personal data file, compute its hash and compdeetlite one contained into the common name.

The CNS lowers this requirement a bit, by alsoudirlg the Fiscal Code of the citizen in the common
name, which allows a much bigger range of senicdse delivered without the need for also reading
the personal data file. It is not clear at the moiniiethe CIE will adopt the same measure in therk

or not:®®
Conditions for use

The elD (CIE or CNS) can be used by its holderciceas any public service available on line, accord-
ing to the “Code of Digital Administratiort®

Creation and termination
The elD (CIE or CNS) is issued upon request ofdiiegen based on the physical recognition and
identification of the owner.

The CIE expires after 10 years, while the validitthe CNS is determined by each public administra-
tion that issues it (issuing authority) and in @age cannot be longer than 6 years.

The CIE is terminated for theft, loss, or damageeaxquest of the owner (through a toll-free number
made available by the Ministry of Interior).

The termination procedures for the CNS are deflmethe public administration that issues it (isguin
authority)™°

With the introduction of the electronic ID card¢central database was set up, but in it each rasord
encrypted with the public key of the issuing mupdadity, in order to preserve the privacy of citigen
In practice, this means that no real change im#gcitizen data are used took plate.

The key generation procedure varies depending®istiuing scheme. In the case of the CIE, which is
personalised (in a decentralised way) by the mpalities, the key generation occurs on-board of the
card and the PKCS#10 certificate request is thehteghe trust centre for processing.

In all cases, however, when a digital signature (e¢30) has to be generated, this has to occuirwith
the secure confines of the chip-catd.

188 IDABC elD Interoperability for PEGS country repdidly, November 2007,, p. 16-17.

189 Country Report Italy by Stefano Fuligni, Giovali@nca and Roberto Pizzicannella for Italy.
190 Country Report Italy by Stefano Fuligni, Giovatanca and Roberto Pizzicannella for Italy.
191 IDABC elD Interoperability for PEGS country repdidly, November 2007, p. 13.

192 IDABC elD Interoperability for PEGS country repdialy, November 2007, p. 19-20.
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9.6 Authentication Authority

Name

The claimant can be authenticated by the middlewarthe basis of the authentication certificate on
the CIE/CNS. Validation of the certificates candme by the Ministry of Interior (National Center
for Demographic Services) for the CIE (Electrordentification Card) and by the Italian Public Ad-
ministration that issued the CNS (National Seryized), via the services provided by the accredited
Certification Authorities.

What
Each AA can authenticate only the elDs (x.509 tiesties) that are issued by itself.

Responsible authority
The Ministry of Interior or the Public Administrati issuer.

Input
The certificate’s serial number or the certificatecase of an OCSP request; a “get CRL” request oth
erwise.

Output
An OCSP response or the entire CRL for the managddicates.

These services are free to access.

For whom
An AA is used by relying parties (i.e. portal sees, web sites, etc.) using OCSP query or scanning
CRLs.

Process

A claimant uses his CIE/CNS through a smart caadee the relying party ask the corresponding AA
(via OCSP request or CRLs scan) about certificat&lity and then authorise to access the service
required if the elD is authenticated.

Assurance level
The assurance level is provided by the x.509 oeat# itself.

Other
The CIE/CNS are strictly personnel and thereforgispossible any kind of delegation.

9.7 Conclusions

Italy recognizes two major elD's, the Carta d'id@nelettronica” (CIE) and the Carta Nazionale dei
Servizi (CNS). These smart cards include two gediés, one for authentication and one for elec-
tronic signatures. The CIE is meant for Italiandests, the CNS can be obtained by anyone else re-
siding in Italy. Authentication of the card hold=m be done by the card middleware. Additional as-
surance can by obtained by an OCSP request or €&l directed at the CA that issued the card.

The CIE contains a SHA-1 hash of the Dati Persditalin the common name field on the card. The
CNS contains includes both the SHA-1 hash and ekael's fiscal number as part of the common
name field on the card. The fiscal code may onlysed for identification and authentication and may
only be stored by relying parties when mandatetawy or by consent of the claimant.

The CIE/CNS does contain personal data but thes ckt only be read when the holder gives his/her
consent.

Additional data may be obtained from national antiteregisters, such as the INA National Index of
Registry Offices, held by the National Center ohidgraphic Services (CNSD) if a memorandum of
understanding is signed with the Ministry of theshior.
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193

10 Country report: Iceland

10.1 Structure of the Administration

Iceland is a republic, which has a parliamentannfof government. Most executive power rests with
the Government. Iceland has 8 administrative regand 79 municipalities? Iceland is a member of
the European Free Trade Association (EFTA) and&tivepean Economic Area (EEA).

10.2 Debate (and history)

Iceland’s initiative in the field of eGovernmenttéa from 1996, in which the Government published
the ‘Icelandic Government’s Vision of the Inforn@tiSociety’. Several initiatives succeeded this pol
icy document, like the ‘Resources to Serve Evenyooley’ (2004), the launch of the information and
service portal (island.is), and the drafting of kbelandic Government Policy on the Information iSoc
ety for 2008-2012".

The policy and strategy on eGovernment is deterthime the Prime Minister’'s Office. The policy,
which is defined centrally but implemented locall/coordinated by a steering group called the “In-
formation Society Taskforce”. Another relevant adtolceland is “The eGovernment Taskforce”.

10.3elD model

Official ID documents are Passport and ID-cardesisoy The National Registry, and Driving Licence
issued by the Police. Enrolment for all ID docunsdatin the provincial administrations (Syslumenn).
These documents rely on information from the nalioagistry of persons, where the key identifier is
a unique ID-number.

The Icelandic elD model relies on the National Ragiwhich contains information concerning domi-
ciles, names, births, christenings, changes ofemddmarriages, cohabitation, divorces, deaths, etc
Moreover, persons in Iceland are identified withiBmumber. This number is issued at birth to all
children born in Iceland and when persons regisiamselves if they take up residence. The ID num-
ber consists of 10 digits. Use of this unique idiEmtis bound by the general rule of having a tjus
cause’ to use the numbe?.

All residents in Iceland have a unique ID-numbelnjol is used as the main identifier of persons by
. . 197
government and also in the private sector.

These are the main elD schemes:

1. Today the Icelandic Governmental agencies useiatyaf elDM systems, most of which are
username/password-based.

2. The Internal Revenue Directorate has establistgeharal username/password scheme for all
residents, which is also being used by a few ajbgernment organisations via SAML-token.

3. Some central governmental agencies have been sefhdKI X.509 certificates in eGov-
ernment since 2003 for authentication and for ed@dt signature.

4. The internet banks have used username/passwa@®fiB-token for a couple of years.

193 Based on analysis by the TILT team complemented bguntry report written by Haraldur Bjarnason
and Kari Olafsson.

194 ePractice.eu factsheet Iceland; IDABC interopditstdor pegs country report.

195 Source : ePractice.eu factsheet

196 IDABC interoperability for PEGS report, profilediand, p.11

197 Iceland country report by Bjarnason and Olafsson.
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5. Smart-card based PKI X.509 certificates will senrolled out, in co-operation between the
government and banks, see below.

Today the government is implementing a central elfgtem in Iceland that is based on X.509 Client
certificates and ETSI standards. The main objeaivéhnis project is to get mass distribution ofcele
tronic certificates to citizens and companies fothantication and electronic signature. One of the
main building blocks for this is the creation of gmen and standardized PKI environment in Iceland.
Based on this structure elDs will be distributedaliocitizens in the country. Citizens will be aite
use the elDs in relations to both central and Igogkernment as well as any other business in Idelan
The Icelandic Government co-operates with the Faibar of Icelandic Banks in building, implement-
ing and maintaining this infrastructure. The Minysbf Finance has created a root certificate, named
Iceland Root (islandsrét) that issues intermediatéificates to Identity providers (subordinatetifier
cates authorities) in Iceland. An intermediateifieate has been issued to banks and it is platimed
another certificate will be issued to the Natioregistry for issuance of citizen cards. The bardgeh
started to distribute certificates on debit caalsitizens. National registry is planning to siaguing
certificates 2009. In the near future it is plantiealt certificates will be distributed to governrtan
employees for them to use in communication witfzeits and companies. It is also likely that com-
mercial companies will want some of their employtesse certificate in their work. The employees
can then either use their certificates on the deidls or on a citizen card. There is also a piggib
that some large companies will use their own dedtiés issued by their company or some other com-
mercial companies that are in the business ofrigseamployee certificates. The idea of creating an
open and standardised PKI environment in Icelartd support different certificate issuers to ensure
efficiency for everybody that is involved or ushistinfrastructure in Iceland and other countries.

Compliance of the smart card elDs:

* The elD consists of two standard x509 client dedtes, one for Authentication (standard
SSL/TLS), and one for Non-Repudiation-Signaturelse Tertificates (and the corresponding
private keys) are stored on smart-cards (ISO-78RBES#15).

* Certification policies fulfil the technical speaétion ETSI TS 101 456.

* End certificates for Non-Repudiation-Signatures eeemed to be qualified signatures on se-
cure signature creation device that should futi@ taw on electronic signatures based on the EC
Directive on electronic signature.

* Certificates for authentication fulfil the same wegments as the certificate for Non-
Repudiation-Signatures but it is not claimed in ¢eeificate that it fulfils the law since that is
not required for Certificates for authentication.

10.4 Principal legislation and policy documents

Legislation:

* Amendment (no. 51/2003) to the Public Administmatiact, no. 37/1993 comprising a chapter
on the electronic handling of matters by public adstration.
Through this modification, general obstacles to dieeelopment of electronic administration
were removed. While formulating the amendmentcihramittee in question was guided by the
concept of equivalent value, and also emphasised¢®d to maintain technical impartiality.
The alteration involved mere permission for thecetic handling of governmental admini-
stration cases, but not an obligation.

e Act No. 30/2002 on Electronic Commerce and othectbnic Services

* Administrative Procedures Act no. 37/1993

* The Act on the Protection of Privacy as regardsRtaressing of Personal Data, no. 77/2000
(came into effect in January 2001 and implemergsti Data Protection Directive)

* The act deals with how the protective principlatet to data quality and presented criteria for
the legitimacy of data processing. The act appbegny automated processing of personal data
and to manual processing of such data if it iSsantended to become, a part of a file. It has
been amended by Act No. 90/2001, Act No. 30/20G2,Mo. 81/2002 and Act no. 46/2003.

* The Act on the National Registry, no. 54/1962
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¢ The Act on the National ID card, no. 25/1965

* Act No. 28/2001 on electronic signatures. Basethersimilar EC Directive, article 4 of the Act
stipulates that fully qualified electronic signagsrshall have the same force as hand written sig-
natures. Furthermore, it is stipulated that otHecteonic signatures can be legally binding.
Supporting legislation comes through the Electradionmerce Act, 2002 and the Public Ad-
ministration Act as amended in 2003.

» Service directive. The EC service Directive 2008/EZ is in the implementation phase in Ice-
land.

Policy:

There are two main policies regarding e-governnremteland. A policy that was implemented until

2007 (Resources to Serve Everyone — Policy of the@ment of Iceland on the Information Society
2004-2007 (Prime Minister’s Office, 2004)) and avnene adopted in 2008 (The Icelandic Govern-
ment Policy in the Information Society (‘Icelantete-Nation’, 30.6.2008)) for implementation in the
coming years.

In the earlier policy, there are some goals thiteeto identification. It says “The policy will e
aim for the general and widespread use of eledroaitification so that any communicating partner
may be positively identified...”

The goals related to electronic certification amdlwe responsibility of the ministry of finance.
The three goals are:

1. The policy will be to aim for the general andl@spread use of electronic certification so
that any communicating partner may be positivegntified; electronic signatures and coding
shall be introduced insofar as is deemed appropriat

2. An open but standardised market is Iceland'd,gbeough the use of electronic certificates
and certifying services. The state's requiremenddl e published with regard to the content,
form and handling of electronic certificates foamisactions with national institutions. Those
requirements might become the model for a genendli® Key Infrastructure (PKI) for in-
dustry and municipalities. A simple system, econamioperation, should be the object, so
that cost may be distributed in proportion to ubenefits.

3. European and international standards shall béexed to, aiming for integration with the
Public Key Infrastructure of neighbouring countri@aen the time seems right.

In the policy that was adopted in 2008 there areesgoals that relate to elDs. It sa&¥$e e-nation
shall adopt online payment, elDs and e-procuremengaddition to working on other key tasks.”
There are also some activities stated in the pdikey“Introducing elDs in communications with pub-
lic bodies” and “Services concerning elDs and enpants”.

Special policies regarding the use of elDs havebren published but they are planned in 2009.
10.5Analysis

. e g 198
elDentity: PKI Certificates
In Iceland, the first certificates were issued oayN27, 2003 as a part of a pilot project led byNfie-
istry of Finance. As a solution of this projectrinavere two types of certificates: a public cectife
for signing and encrypting e-mail etc. and a pevedrtificate for accessing government systems. Cur
rently, the Icelandic Ministry of Finance is implening a central eIDM system, which is based on
x.509 PKI certificates. The objective of the Gowveenmt is to issue certificates that can be used for
local and central government services, and formassies as well.

198 The information in this paragraph is mainly basedthe IDABC interoperability for PEGS country
report on Iceland.
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Form

The Icelandic elD will be composed out of two x5@@nt certificates, one for Authentication (stan-
dard SSL/TLS), and one for Non-Repudiation-Sigreguil he certificates (and the corresponding pri-
vate keys) are stored on smart-cards (ISO-7816 €3#45) that will be distributed on smart cards
with the form of a bank card. It is not plannedrtake the use of an elD card mandatory.

Eligibility

The key for participating in a formal eIDM system Iceland is to have the Icelandic ID number
(SSN#). Hence also non-nationals can use the IldiglaiDM system if they have an SSN# number.
Everyone entitled to stay in Iceland can applyaieiD-number.

Issuer
The banks issue the elD on debit cards. The Ndtieggstry is also planning to issue elDs on citize
cards in the near future.

Responsible authority
The ministry of finance is responsible for the R¥ucture in Iceland and is the issuer of the loela
ing Root certificate.

The Issuer is responsible for the elD and the isseiaf the elDs.

Attributes
Attributes that are directly linked to the holdétire elD are in the field Subject in the certifea

Name: Name of the subject (the field CN). Not unique aontinecessarily exact or latest info.

Unique ID-Number of person: The ID-number (kennitala) is a 10-digit numbereTinst six
digits are the date of birth of the person. (DD,ddi month, YY last two digits in the year
of birth). Persons are indentified with the ID-nwemdin the National Register of Persons. (the
field SERIALNUMBER)

Country: Name of the country (IS) (the field C)

The only info on the elD is the date of birth amdiatry of residence. Other information is not stiore
on the certificate. Other information is availabiem different parties in different ways. The Naiab
registry has for example information about legadrads of resident, and organisations that have an
access agreement with the National Registry cagsadbis information via service providers.

Conditions for use

The holder of the eID can use the elD in commuiocatvith whom he wants. There are no restric-

tions on the uses. Both commercial and governmgraidies can use the elD in communication. It is

not recommended to use your personal elD for jidted transactions. Companies and government
are expected to issue employee elDs for this perpos

Creation and termination
The elD is issued and terminated in accordance théhrules set in the certification policy of tise i
suer of the certificate. The certification polisymainly based on ETSI TS 101 456.

10.6 Authentication Authority

Most of the elD schemes used in Iceland rely oilifigation by the issuing entity (many services use
their own username/password scheme). The Interexatiiuie Directorate scheme can be used by cer-
tain other organisations via SAML-token authengddby The Internal Revenue Directorate.

10.7 Conclusions
* The Icelandic elD schemes rely mostly on natioBahumber of person.

* Smartcard elDs for signature fulfill the requirerteeaf the EC Directive for qualified electronic
signatures.
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Smartcard elDs for authentication fulfill the saraquirements although not intended for quali-
fied signatures.

A special agreement with the National Registrydeded to access additional data on the per-
son. Data protection law limits the use of sucladather registers.

Use of the ID-number as such is not so limited.

The different types of elDs can be issued to arident, in some cases even to non-residents
(short-term visitors that have obtained ID-numberg] they do not distinguish between differ-
ent citizenships.

National systems rely on ID-number of persons andpgerson accessing services in Iceland
will at some point need such a number. If theyaiereign elD to access a service, data from
this elD will have to be stored together with tBerilumber of person in the back-end system for
that service.
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11 Country report: Luxembourg **

11.1 Structure of the Administration

Luxembourg is a constitutional monarchy. Legisktpower is in the hands of the unicameral Parlia-
ment. The Parliament approves bills put forwarditbglf or by the Government after consultations
with the Council of State.

The Ministry of the Civil Service and AdministragéivReform is responsible for eGovernment pol-
icy/strategy in Luxembourg and is assisted by ar@ioation Committee for the Modernisation of the
State (CCME). Other actors are the ‘eLuxembourgyiBerand the ‘Informatics Centre of the State’
(CIE).

A ‘Single centralised portal’ is active since 17Wdmber 2008.

11.2Debate (and history)

Luxembourg presented its eLuxembourg Action Pla2001, after a National Commission for the

Information Society was created (2000), and afteindo 2000 Committee was created in 1995. Lux-
embourg has presented an eGovernment Master PI2B0B. Recently (March 2008), the certified

‘Luxtrust’ signatures were introduced which shouidrease the role of electronic signatures in the
country.

11.3elD model

The current Luxembourg eGovernment strategy ig bgibn the eGovernment Master Plan that was
drafted in 2005. A public/private partnership (Lux3t) was created in 2003 to manage the develop-
ment of a common Public Key Infrastructure (PKI) &Commerce and eGovernment, which need to
lead to a central elD infrastructure in the future.

The general identity infrastructure in Luxembouagnprises a general directory that is combined with
a system of unique identifiers for the entitiesiseaged in the general directomepertoire general),
kept by the CIE. In accordance with the Act of 19rdthe numerical identification of natural and le-
gal persons, all natural and legal persons mandateeside in Luxembourg (natural persons), estab-
lished there (legal persons), or registered inainistration get a unique identity number. Thenid
tity number is issued by the CIE and is protectedalv. It may only be communicated to the person
involved, and to public services, civil servantsd assuers of real estate documents or social isgcur
organisation$® Information in the directory is kept up to datethg communes. In effect, this makes
the general directory a form of authentic source.

For natural persons, the general directory incluthese, first name, gender, date and place of birth,
civil status, date of death, official address, ovaiity, information regarding spouse, and idecdifion
numbers of the parents insofar as such numbers e granted. In addition to this directory, civil
servants at the commune level keep a number ofraepaivil status registers (such as registers of
births, deaths and marriages), the information lnittv must be passed on to the general directory. Th
identity number is semantic. In the case of natural persons,ntaios the date of birth, a sequence
number indicating the order of birth of that daylaine gender (odd number for men, even number for
women), and a check digit. For legal persons threbau indicates the year of establishment or first
registration for non-national legal persons, ldgah, sequence number and check digit.

For legal persons, the general directory includese) legal form, place of establishment, year of es
tablishment or of first activity within the Grandubhy, principal activities, and date of dissolution

199 Based on analysis by the TILT team complemented byuntry report written by Pierre Clausse.

200 IDABC Luxembourg country report (PEGS), p. 14

© STORK-elD Consortium x Page 98 of 163




D2.2 - Report on Legal Interoperability 27/02/2009

Natural persons of the Luxembourg nationality over age of 15 receive a mandatory identity card,
issued by the communes since the entry into foftleeoGrand-Ducal Decree of 30 August 1939; or in
the case of non-nationals mandated to reside irfnipourg for more than three months, a foreigner’s
card. These cards include a basic set of ideridicanformation, including the identification numt)

a card number, the issuing commune number, a dfigitk the name, first name, nationality, gender,
date and place of birth of the bearer, and thérigstcommune. This information must be filled out by

the mayor or his representative, who signs the mecit and provides it with the commune seal. Mar-
ried women may elect to include their husband’s enaihe card is in principle valid for 10 years,

unless it must be revoked for other reasons (inatud.g. change of domicile).

Information regarding legal entities and entrepuegas registered in the Register of Commerce and
Enterprises of Luxembourg (Registre de CommeraestSociétés Luxembourg), held under the au-
thority of the Ministry of Justice, at which poithtey receive a unique register number (RCS number).
The information includes the official designati®®CS number, date of establishment, official address
legal form, persons authorised to represent thal kegfity, capital and key events. The registerman
publicly accessed on-line through https://www.taslThere is only one register for all of Luxem-
bourg, with offices in Luxembourg-Ville and Diekirc

Enterprises must also acquire a fiscal number bystering separately at the Tax Administration
(Administration des Contributions) and (if necegyar VAT number. All of these must be done by
paper; there is currently no electronic registraticethod.

Luxembourg has a centralised identity infrastrueturthe form of a general directory (repertoira-ge
eral) containing identity information for all natirand legal persons registered in Luxembourg,calon
with a system of unique identifiers for these @&ditIn addition to this, Luxembourg has had aesyst
of mandatory ID cards for citizens over the agd®fsince 1939. However, there is no central e-ID
infrastructure in Luxembourg yet, nor are therecHffzeplans for the establishment of a nationakele
tronic ID card in the near future.

LuxTrust

From a policy perspective, the creation of LuxTrasA. as a public-private partnership involving i.e
the Luxembourg government and the Luxembourg ChesnbeCommerce has been a major step.
LuxTrust has been created in 2003 to manage thelafawent of a common Public Key Infrastructure
(PK1D) in order to secure eCommerce and eGovernnmehtuxembourg. LuxTrust has presented in
July 2006 the consortium which was awarded theraonhtoncerning the setting up of a PKI. It is ex-
pected to begin issuing smart cards to privategosrén the course of 2007, and these cards are ex-
pected to become a frequently used authenticatibrtien in eGovernment applications. Apart from
LuxTrust, there are no other CSPs providing cestion services which are used ineGovernment ap-
plications.

LuxTrust S.A. is a CA established on 18 Novembed=R28s a partnership between the Luxembourg
Government and some of the biggest names in therhbrurg private sector, mainly the financial
sector.

LuxTrust aims to provide increased security forshan the e-commerce sector such as the Luxem-
bourg Government, the financial sector and othetose of the Luxembourg economy, as well as indi-
viduals. Although LuxTrust is focusing for the tinting on how to improve Luxembourg e-
commerce security, it is maintaining an internagiostance by adopting international standardssin it
solutions.

In July 2006 LuxTrust S.A. has selected a consorialled U-Trust which will provide the technical
Infrastructure LuxTrust offers a range of products and serviedsch will cover all needs in
terms of e-commerce security and can be designsdittparticular requirements.
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Certification Authorities

The Luxembourgish institute of Normalisation, Adtitation, Security and Quality (ILNAS) is
competent to accredit and supervise Certificatiervies Providers which provide digital certificate
or services related to electronic signatures indmosourg according to the eCommerce Act o 14
August 2000.

ILNAS is the unique accreditation body existind-uxembourg. It is service provided by the Ministry
of Economy and External Commerce and thereforeigesvguarantee of independency, impartiality,
integrity and confidentiality.

11.4Principal legislation and policy documents

Legislation:

* The Data Protection Act of 2 August 2002 (amende@h July 2007), governing the process-
ing and use of personal data, and implementingciue 95/46/EC.
The ‘Processing of Personal Data in the Electr@ummunications Sector’ Act (into force on 1
July 2005), transposes the EU Directive on privaayd electronic communications
(2002/58/EC). The Data Protection Act of 2 Augusd®2, which was governing the processing
and use of personal data in Luxembourg (implemimtaif the EU Data Protection Directive
95/46/EC) had to be adapted and complemented spteenspose the EU Directive on privacy
and electronic communications (2002/58/EC). So dbesProcessing of Personal Data in the
Electronic Communications Sector’ Act, adopted 6nMg&y 2005 and entered into force on 1
July 2005. This Act is also a part of Luxembourggislative Pzglquet TelecomThe data pro-

tection authority is the National Commission fort®&rotection.

* The eCommerce Act of 14 August 2000. This Act tpases Directive 99/93/EC and is com-
202
plemented by a regulation of 1 June 2001 on elgittkignatures and electronic payments.

* The Act on the numerical identification of natuaald legal persons (30 March 192705)
This law defines which identifiers and which infation is kept on specific identities, but not
how such information could/should be used for etatt authentication in general. The e-
Signatures law of 9 July 2001 faithfully transpo#es provisions of the e-Signatures Directive,
but does not apply to authentication as such.

* The regulation of 1 June 2001 on electronic sigeatuelectronic payments and the creation of

. .. 204
an electronic commerce committee.

* The Act of 19 December 2002 concerning the ComrakRegister, accounting and annual Ac-
205
counts.

* The Grand-Ducal Decree of 30 August 1939 introdyitire mandatory 1D carztgf3

http://www.legilux.public.lu/leg/a/archives/2002/08308/0911308.pdf?SID=a3046e80bf0e2162a5b4e31f581cc
d6e#page=2

202 See http://www.legilux.public.lu/leg/a/archivesi®¥0960809/0960809.pdf#page=2
203 See http://www.legilux.lu/leg/a/archives/1979/0466/1979A09641.html

http://www.legilux.public.lu/leg/a/archives/2001/M2206/0712206.pdf?SID=4646f8ac47e2886034bd21e781018
3eb#page=17

205 See https://www.rcsl.lu/mjrcs/webapp/data/mjregistpdf/loi_19_decembre.pdf

http://www.legilux.public.lu/leg/textescoordonnesifepilation/code_administratif/VOL_4/ORGANISATION/PI
ECES_IDENT.pdf
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* The eCommunications Act(006). The new e-CommuroaatiAct of 30 May 2005 transposes
the EU regulatory framework for electronic commuaions (Directives 2002/19/EC,
2002/20/EC, 2002/21/EC, 2002/22/EC). This act forpast of Luxembourg’'s legislative
‘Paquet Telecom’ which transposes the EuropeancdsieDirectives, and which also includes
a specific law on the processing of personal dathé electronic communications sector.

Policy:
* The eGovernment Master Plan (2005)
* The eLuxembourg Action Plan (2001)

11.5Analysis

elDentity: The LuxTrust Smartcard

Name

The LuxTrust SmartCard is the key product for antication from an eGovernment perspectiVe.
They are expected to become the standard for erelBovernment applications.

Form
The certificates are stored either in a signingeseior a signing stick or a SmartCard which regpa
PIN number.

Issuer

LuxTrust Registration Authorities (RA), currentlyb@nking corporations and the Chamber of Com-
merce act as RA's for LuxTrust. Clients have tseneé themselves personally to a desk of a LuxTrust
Registration Authority (RA) to be identified in ade-to-face procedure. The applicant must then sub-
mit an identity card (ID card or passport) on tlasib of which he will be identified. Applicants mus
also submit an order form duly completed, signed dated along with the required documents listed
on the last page of the order form for the prodidtis choice.

Attributes
The card will hold two certificates of which onedsestined for authentication, another is destimed f
electronic signatures.

11.6 Conclusions

Luxembourg has implemented a smart card solutioe-fgovernment and private sector services pro-
vided by LuxTrust which is the luxembourgish cergéexcellence in PKI. The smart card is a stan-
dard smart card (EAL4+ certified) with two certdies, one for authentication and one for qualified
nonrepudiation signatures.

All natural and legal persons mandated to resideukembourg (natural persons), established there
(legal persons), or registered in any administratiave a unique identity number. The identity num-
ber is issued by the CIE and is protected by lawady only be communicated to the person involved,
and to public services, civil servants, and issoén®al estate documents or social security oggani

tions2®

207 IDABC Luxembourg country report (PEGS), p. 13
208 IDABC Luxembourg country report (PEGS), p. 14

© STORK-elD Consortium x Page 101 of 163




12 Country report: the Netherlands™

12.1 Structure of the Administration

The structure of the Dutch administrative systers tiee main layers: central, provincial (12) and
local (municipality, 467) level. Apart from thessyérs, the Dutch public sector comprises many func-
tional organs and institutions responsible for adstéring governmental tasks, such providing studen
bursaries, social welfare, but also managing wetels (Water Boards).

Municipalities are the primary providers of govelslfrltlservicezs}0 (including eGovernment services),
they are responsible for hundreds of services. 1Qtian (e)government services are provided by the
tax authority (Belastingdienst), IB Groep (e.g.d&mt grants), social insurance institute, and tie u
employment service.

Formal identities are provided by the state andeidsy the municipalities. Official ID documentgar
identity card, passport and driver's licefiSd hese documents are based on the informationmirgse
the Municipal Registry, which e.g. contains namast hame, address, gender, marital status, national
ity, administration numbers and citizen service hamand information concerning parents, partner
and children.

Electronic identities are provided/governed by Digihe common authentication system for govern-
ment institutions, run by ‘GBO.overheid’. GBO oveith is a division of the Ministry of Interior and
Kingdom Relations. Next to the GBO.Overheid initiaf the Dutch eGovernment landscape com-
prises over 40 organisations and projétis.

12.2 Debate (and history)

In the Netherlands, eGovernment has been on theymaienda since the mid 90s. Today the relevant
core discussion is about the national authenticaservice (DigiD) established in 2004, which is
aimed at harmonising and streamlining authentinatimhemes in the Netherlands. One of the topics of
the current DigiD debate is, for instance, thatpgbedorget their DigiD login and passwords because
these are used infrequently Another issue is that DigiD identities have bedsused (i.e. exchanged
amongst citizens) e.g. to file tax declaratiois.

Another (long running) development in this areaasons the electronic Dutch identity card (eNIK),

which needs to provide a high assurance level atidtaion within the DigiD scheme. The develop-

ment of the eNIK started in 2004, but has beenygéelaignificantly, because the development of the
215

eNIK needs to be put up to tender according toustgodgement.

The Netherlands was one of the early adopters ofze@ment in Europe. A first action programme
was introduced in 1994, and has been succeedeigtypelicy documents on electronic government.

209 Based on analysis by the TILT team.

210 Leenes, R.E., and Svensson, J.S. (2002), SizeeMatElectronic service delivery by municipaliftds
R. Traunmiller, and K. Lenk (Eds.), Electronic Gowaent - First International Conference, EGOV 208i%;
en-Provcence, France. Berlin/Heidelberg: Springer,150-156.

211 Based on the ‘Wet identificatieplicht 2005 (Idéintition Act)
212 http://www.e-overheid.nl/e-overheid/projecten/aign.html

213 Cf. http://www.geldenrecht.nl/belastingen/aangi@@7/article2484245.ece, last accessed September
23, 2008

214 Cf. http://www.nrc.nl/binnenland/article178512C#0verheid_erkent_fout_met_DigiD, last accessed
September 23, 2008

215 Cf. http://www.e-overheid.nl/thema/basisvoorzigg@n/domeinbeauthenticatie/enik/, last accessed 23-
09-2008
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One of the most recent policy documents is the ohect ‘Op weg naar de elektronische overheid’
(Road to an electronic government), which emphdsthe needs for univocal identification, use of

. . e . . . 216
open standards, and a broad internet-mediated saloiiéys of public service delivery. The docu-
ment emphasises that new technologies can beedtitis increase efficiency, reduce administrative
burden, and improve the Dutch competitive positidoreover, the document notes that technologies

- . 7
can create new possibilities for openness, traesggy responsiveness, and accountabzfllty.
12.3elD model

The last policy document described above (Op weg akektronische overheid), has emphasised sev-
eral components of the current ‘elD model’ for tetherlands: the document inter alia notes that ba-
sis ICT-services like authentic registry, identifion numbers, authentication mechanisms, and stan-
dards for data transport, are essential next todéwelopment of the actual eGovernment services.

Moreover, the policy document notes that, in linghyarliamentary proceedinzglg it is necessary to
make universal agreements with regard to authesgistry, the citizen service number, and electroni
identification. In addition, the document mentidhat parliament has requested the introductiomef t
principle of ‘one time provisioning of data’, to@d citizens from providing the same personal data
on multiple occasions.

In short, the Dutch elD model is based on:
* Three authentication levels inside a central autb&tion scheme (called DigiD);

* The existence of several authentic registries ¢batain personal data of the citizens (i.e. the
Municipal Registry), and;
* A single unique ID number to be used between Duaitibens and the government (the Citizen
. 19
Service Numbers.

12.4 Principal legislation and policy documents

The principal legislation and policy documents tagog the transfer of electronic personal data and

- 220 .. .. .
subsequently affect the conceptdifital personas and the use of electronic identities in The Neth-
erlands, are:

Legislation:
* ‘Personal Data Protection Act 2000’ (‘Wet beschegnpersoonsgegevens 2000’) implement-
ing Directive 95/46/EC of the European Parliamend af the Council of 24 October 1995 on

. . .o . . 221
the protection of individuals regarding the freeatdonic transfer of personal data.

* The 2003 Electronic Signature Act’ (Wet Elektrache Handtekeningen) was issued to imple-
ment Directive 93/99/EC and also to allow the uski@metrics in passports. Consequently, the

216 http://www.e-overheid.nl/e-overheid/geschieder@stdiedenis.xml

217 http://www.e-overheid.nl/e-overheid-2.0/live/biies/e-overheid/beleid/opwegnaareoverheid.pdf
218 Cf. Kamerstukken 29 362 (especially number 453, 1

219 Cf. Buitelaar in Fidis 16.1

220 CLARKE, R. (1994) — “Human identification in infaration systems: management challenges and pub-
lic policy issues” - The Information Society, V@, No. 4, Canberra; pp 6-37

221 0OJ L 281/31, 23.11.1995. See also: Directive 2B8HC of the European Parliament and of the Coun-
cil of 12 July 2002 concerning the processing afspeal data and the protection of privacy in thecebnic
communications sector, OJ L 201/37, 31.07.2002
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usage of biometric identification schemes and digdentities in Dutch passports become em-
222
bedded in Dutch law.
* ‘Act on the Citizen Service Number (Wet algemenespélingen burgerservice-

nummer)(Kamerstukken 30.312), as of April 2007 appd by the House of Representatives,
discussed by the Senate and since November 200&vihs put into practice through the Dutch

o223
municipalities.
* Act on the use of the Citizen Service Number in ItheaCare (Wet gebruik burger-

servicenummer in de zorg), and the Decision orutfeeof the Citizen Service Number in health
Care (Besluit BSN in de Zorg). The Act will be iraplented in phases, based on a Decision of

May 23, 200§24. Some articles come into force on June 1, 2008 eegseothers come into force
on June 1, 2009.

* The ‘Act of 9 June 1994 on the Municipality Basicrinistration’ (Wet gemeentelijke ba-
sisadministratie persoonsgegevens). This is ortbeokight key registers that are used in the
Netherlands. Three other key registers are planfieel development and use of key registers is
a part of the project ‘streamlining of key data’.

* The ‘Act on Electronic Government Communicationsiglemented July 2004) (‘Wet elektron-
isch bestuurlijk verkeer) amending the General Adstiative Law Act (Algemene Wet Bes-
tuursrecht).

* The Archives Act 1995 (Archiefwet 1995). This aegulates the filing, storage, and destruction
of public-sector records.

* Temporary decree on the use of numbers for govarhawess facility, 2004 (Tijdelijk besluit
25
nummergebruik overheidstoegangsvoorzienlzng).
* Royal decree on management of DigiD, 2006 (Bebklieer DigiD)Z.26
* Royal decree of 8 May 2003 defining the requiremdat Certification Service Providers, en-
22
tered into force on May 21, 2003 (Besluit elektsmhie handtekeningens

* The ‘Regulation on procurement rules for publictcmts’228 was introduced on 1 December
2005 (‘Besluit aanbestedingsregels voor overhg@dsachten’), the one which implements Di-
rective 2004/18/EC of the European Parliament drileoCouncil of 31 March 2004 on the co-

222 Sth. 2003, 1999 (see http://overheid.nl/op). Aasprey van Boek 3 en Boek 6 van het Burgerlijk
Wetboek, de Telecommunicatiewet en de Wet op daauische delicten inzake elektronische handtekeming
ter uitvoering van richtlijn nr. 1999/93/EG van Hairopees Parlement en de Raad van de Europeseamik3
december 1999 betreffende een gemeenschappeligh kadr elektronische handtekeningen (PbEG L 13t(W
elektronische handtekeningen).

223 Wet algemene  bepalingen  burgerservicenummer; 2 ember 2007, nr. 2007-
0000442237,STAF/CZW/WVOB -<http://wetten.overheid.nl/cgi-
bin/deeplink/lawl/title=Wet%20algemene%20bepalifg@burgerservicenummer>

224 Besluit van 23 mei 2008 tot vaststelling van hjglstip van inwerkingtreding van de Wet gebruik
burgerservicenummer in de zorg en het Besluit gklimurgerservicenummer in de zorg alsmede vanijastip
van vervallen van het Tijdelijk besluit gebruik smfimmer experimenten informatietechnologie zordp (386,
2008))

225 Staatsbld 584,2004

226 Staatscourant 18 August 2006.
221 Sth. 2003, 200

228 Sth. 2005. 408 16 July 2005
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ordination of administrative procedures concerrpaglic work contracts. This regulation also
includes important implications on eProcurementises.

Policy:
* The ‘1998 Electronic Government Action Programmé&cttieprogramma Elektronische Over-
heid), which envisaged an active role of the gowemt for an effective and efficient govern-
ment.

* The 1998 document ‘Legislation for the electronighlvay’ (nota wetgeving elektronische
snelweg),deals with the use of biometrics, eledtradentification, digital signatures and TTPs.
The document points out that government legislatiahe field of e.g. electronic identitfication
and digital signatures is necessary, but also ipaties to self-regulation for Certification Ser-

vice Providers (e.g.: TTPs that issue digital &egtes for digital signing and encryptinzgz)g.

* The 2003 plan ‘Modernising Government’ (Andere Owéd): consisting of four objectives:
improving public service delivery to the citizergnewed relations between the government,
povinces, and municipalities, a better organisabbthe government, and a different and re-

.230
served approach to regulation.

* The 2004 document ‘Road to the electronic governh{Edp weg naar de elektronische over-
heid’), emphasising uniform authentication, staddtion, and broad adoption of electronic
public service delivery.

* The ‘Guidelines of the Ministry of Economic Affaim Certification Service Providers’, en-
231
tered into force on May 21, 2003.

12.5Analysis

Three species of elDs are distinguished withinNkéherlands. They are all part of the DigiD concept
DigiD is part of a federated identity managemefhesee. Associated relying parties, typically public
administrations such as municipalities, redire@rsigor authentication to GBO.overheid which au-
thenticates the claimant and on successful auttaiun returns a BurgerServiceNummer (‘Citizen
Service Number’ or BSN) to the relying party.

Apart from the DigiD, the government also recogsisemmercial ca certificates for a number of
eGovernment applicatioi¥’ These ca certificates are based on prior physiestification, i.e. the
applicant has to appear in person before the QAdeive his credentials. Currently, four privatetice
fication authorities are recognised that complyhwifie required standards regarding qualified Gertif
cates defined in the Dutch eSignatures Act and wwban be used for certain eGovernment applica-
tions. As trusted third parties they can deliverl BEsed digital certificates for the generatiorsef
cure electronic signatures in eGovernment apptinati

229 Cf. Kamerstukken 25 880, number 2 and; HOF, S1.4(2007) — “The status of e-government in the
Netherlands” in PRINS, J. E. J. (ed) Designing gegoment pp 1-281; Kluwer Law International; pp 226l

(pp 246)

230 HOF, S. v. d. (2007) — “The status of e-governnierhe Netherlands” in PRINS, J. E. J. (ed) Design
ing e-government pp 1-281; Kluwer Law Internatiomgd 245-261 (pp 246)

231 Stcr. 8 mei 2003, p. 10, (see http://www.sdu.alitgcourant/) Beleidsregel van de Staatssecretamis
Economische Zaken met betrekking tot de aanwijzigug organisaties die certificatiedienstverlenestsen op
de overeenstemming met de bij of krachtens de delewunicatiewet gestelde eisen, op grond van arti8el6

van de Telecommunicatiewet.

232 IDABC, Preliminary Study on Mutual Recognition @®ignatures for eGovernment applications: NA-
TIONAL PROFILE NETHERLANDS.
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According to theENTR/05/58-SECURITY/SC1/NL_Profildhe four Dutch recognised certification authori-
ties can also offer their certificates to foreignities, and that no generic standards have beempu
place to accept certificates issued by other estitFrom an interoperability perspective, this rsean
that any user of an application requiring commerceacertificates is limited to these providers; no
other certification service providers qualify. Tioair certification authorities are: Getronics PimmkdR
cade Nederland BV, Diginotar BV, CIBG, ESG De dlexische signatuur BV.

elDentity: DigiD

The current elDs are provided through DigiD. Clamsathat want to obtain an electronic identity,
apply for this identity at DigiD, which is a sergiecnanaged by a department of the Ministry of the
Interior and Kingdom Relations, called ‘GBO.ovediei

The DigiD service comprises three assurance lerashence three different kinds of DigiD’s can be
obtained by the claimant. The first and secondrasse levels are called ‘DigiD basis’ and ‘DigiD
middle’. The third level, ‘DigiD high’, will be filed in by the Dutch electronic Identity Card, cdlle
‘eNIK’, which is currently under construction.

A model of the DigiD scheme is provided in figure 3

The DigiD basis level grants a claimant accesshenbasis of only a password and username. For
most electronic services this assurance levelgarded sufficient. The middle level provides a leigh
assurance and currently consists of session-spéeafin codes that are provided to the claimant by
means of text messages on their mobile phone (8168t Message Service). The high level of au-
thentication (the eNIK card) will be based on PHKut is still under development (see above under
‘debate and history’).

DigiD is not governed by a specific Act, but priihagoverned by contracts (terms and conditions) to
which both claimants and relying parties are boandegistration, and several Royal Decrees. Be-
cause of this, the authentication levels of theiDigcheme are not laid down in formal regulation.

However, DigiD can be regarded to be an electr8igoature according to the 2004 Electronic Signa-
ture Act.
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Figure 3: the DigiD scheme (www.DigiD.nl)
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Form

The elD in the case of DigiD base level and DigiBdinm level of authentication only consist of the
BurgerServiceNummer and contains no additional.datthe Dutch context the elD does not need to
contain additional data because all relying partiggible for using the DigiD can obtain additional
data pertaining to the client from the authentigisgies on the basis of the BurgerServiceNummer.
The BSN is released to a relying party when useenand password of the claimant match. The mid-
dle level authentication is based on the use ofk#me username and password, but additionally the
individual must submit a onetime transaction cdu ts forwarded to the mobile phone of the claim-
ant.

The form of the eNik is not clear yet. The eNIK lvabnsist of a chip card that holds a number of cer
tificates and signatures. The content of the ¢eatiés is unknown.

Eligibility

A DigiD level base and medium can only be obtaibgdndividuals that are registered in the Munici-
pal Registry. One of the reasons for this limitatis that the information in the Municipal Regisisy

used to verify the individual's claims and to obttdie physical address to which the DigiD activatio
code will be sent (by ordinary mail).

Applicants provide their BurgerServiceNummer, theastal code, date of birth, and house number
when applying for a DigiD on the GBO.overheid wébghttp://www.digid.nl). For application of a
DigiD middle level-identity also a mobile phone ruen needs to be provided to GBO.overheid.
Claimants have to agree to the terms and conditiegarding DigiD use on the registration website.

As the Municipal Registry plays a pivotal role hetregistration process any resident in the Nether-
lands registered in the Municipal Registry can wbtaDigiD. This includes foreigners that have a
relation with the Dutch government, like peoplettinae in the Netherlands for a period longer tHan

233 . . . . Lo
months. Non residents can not yet obtain a basis and midellel DigiD. However, a ‘non-
inhabitants registry’ is under construction whielecording to GBO.overheid, will provide non resi-

dents a possibility to obtain DigiDs as wzgﬁ. Thus, the DigiD does not distinguish between Butc
nationals and foreigners.

It is unknown whether foreigners will be able tqpfor a high level DigiD authentication in the
form of a Dutch electronic identity card (eNIK).

Responsible Authority

GBO.Overheid and DigiD are the responsibility of thutch Ministry of Interior and Kingdom Rela-
tions. The responsibility for the Municipal Regysties at the municipal college of burgomaster and
alderman.

Issuer

The base and middle level DigiDs are issued by @B€¥heid, a department of the Dutch Ministry of
the Interior and Kingdom Relations. DigiD and GB@heid are instituted by the temporary decree
on the use of numbers for government access §a2ili04 (Tijdelijk besluit nummergebruik overheid-
stoegangsvoorziening), the Royal decree on therasimation of DigiD (Besluit beheer DigiD), and
the Organisational decree directorate-general Acitntion (Organisatiebesluit directoraat-generaal
Bestuur). The latter decree comprises the creafi@@BO.Overheid, including a department responsi-
ble for Identification and Authentication which nzees and develops DigiD (including PKI) and su-
pervises certificate providers.

Attributes
The base and medium levels of DigiD consists oBtrgerServiceNummer (BSN), which is a unique
identifying number for citizens registered in theitipal Registry. The BSN is used as a key to re-

233 Cf. S. 65 Act on the Municipal Registry
234 Cf. http://www.digid.nl/burger/vraag-en-antwoorafaragen/#irfaql
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cords pertaining to individuals in other Dutch Aertic Registries (currently there are ten regisjrie
One of these registries is the Municipal Registrigich contains information about residents in a mu-
nicipality, such as name, last name, marital staddress, residence, and parents and children. The
Municipal Registry is governed by the Act of 9 Jur#4 on the Municipality Basic Administration.
Other authentic registries are for instance, thedLRegistry (Kadaster), Commercial registry, li@ns
plate registry. Three new registries are plannegl (enderground registry, registry of non-residgnts

Everyone who engages in relations with the Dutolegament (and thus also persons that stay in the
Netherlands for a longer time or work in the Neldueads) are granted a BurgerServiceNummer. This
number, which replaced the Dutch Social-Fiscal Fi§onumber in November 2007, is the single
identifying number used in the citizen-governmegiaitions. Traditionally, public sector institutions
use/used their own identifiers, such as a heakhoamber, a student number, a social-fiscal number,
and an ‘A-number’ (the identifier used in the adistimtion). Many of these are replaced by the Burg-
erServiceNummer.

The BSN (9-digits) does not contain any personi}drination.235 Section 8 of the Act on the Burg-
erServiceNummer states that the body of burgomasteralderman assigns the BurgerServiceNum-
mer to an individual immediately after registrationthe Municipal Register. The Act on the Citizen
Service number defines that only ‘users’ are alkbwee use the Citizen Service Number. ‘Users’ are
defined as administrative bodies (Article 1d(1) Act the Citizen Service Number), or any other to
which the use of a Citizen Service Number is pibsdrby law (Article 1s(2)). For example, an em-
ployer may use of the number for limited purposesjnstance for tax purposes, but not as a general
employee number. The use of the BurgerServiceNumiméhne health care domain is regulated in the
‘Act on the use of the Citizen Service Number iraltte Care’. The use of the BurgerServiceNummer
is therefore restricted.

The eNIK will likely contain additional attributesuch as name and date of birth.

Conditions for use

The claimant, who has registered for a DigiD, lmaadcept the terms and conditions for the use (‘ge-
bruiksvoorwaarden DigiD’) of this elD. According the conditions for use, a claimant is ‘an organi-
sation or a legal entity that is registered atdbemercial registry or a natural person that issteged

at the Municipal Registry of personal data, in pssfon of a sofi-number, BurgerServiceNummer, or
any other number assigned by the government, adhak applied for a DigiD or for which a DigiD
has been requested (article 1.5 DigiD Terms andlifions)

The user is required to keep the DigiD strictlygegral, and that the DigiD cannot be handed over (ar
ticles 2.8 and 2.9 of the conditions). Moreoveg, tiser should immediately inform GBO.Overheid if
(s)he knows that the elD has been abused or stolen.

Because the relation between GBO.overheid andlénmant is governed by an agreement, it can be
- . . . . 236

difficult to impose sanctions to the claimant wlzedaimant does not adhere to these conditions.

Claimants are not obliged to use the DigiD for goweent services, even though some government

services are only available as eGovernment servicgsfiling VAT tax returns. However, in general

the principle of parataxis (nevenschikking) appliesgovernment services, meaning that citizens
should be able to choose to communicate with theegonent between: physical access, access in

- . . 237
writing, access with telephone, or electronic asces

235 S. 2, Act on the Citizen Service Number

236 Rapport nut of noodzaak regelgeving MijnOverhdigm DigiD, p. 22. Breaching the terms and condi-
tions will result in default, but damages on thet pfithe government will usually be difficult tetablish.

237 See MvT Wet elektronisch bestuurlijk verkeer

© STORK-elD Consortium x Page 108 of 163




D2.2 — Report on Legal Interoperability 27/02/2009

The DigiD base level and medium level identitiea caly be used for services/parties that have a
contractual relationship with GBO.overheid. Thisitactual relation is only accessible for instibuis
that are authorised to use the BurgerServiceNunumanother unique identifier. This rules out for-
eign relying parties (as well as private sectoities).

Creation and termination

The elD is issued upon verification of the informaatprovided by the application a web-form, against
the information that is recorded in the Municip&distry. After verification, the applicant will rewe

an activation code by regular mail on the addressdated to their BurgerServiceNummer according
to the Municipal Registry. The applicant subseqglyemds to activate his DigiD by entering the activa
tion code on the DigiD website.

Termlnatlon of the Digital Identity can be done the identity provider (GBO overheid), at all
tlmes A claimant can, at all times, delete his or hegiDiat the DigiD web3|te

GBO.overheid not only issues the elDs in the Nddinels, it also functions as the Authentication Au-
thority.

12.6 Authentication Authority

Name:
The Dutch Authentication Authority is the same awitly that issues the DigiD elD’s. Thus,
GBO.overheid both issues as verifies the elDs.

What
The current elDs that can be authenticated by GBé&laid are the DigiD base level and the DigiD
medium level identities.

Input

When an applicant needs to be authenticated faGovernment service, the eGovernment service
(relying party) will redirect the applicant to tlegid website. Upon completion of the authenticatio
process, the claimant is redirected to the eGovenmtirservice with either success (in which case the
service will receive the claimant's BurgerServicaiuer) or failure.

The Authentication Authority requires the claimémfprovide his username and password (base level
authentication) or username, password and a seSsi@token (medium level authentication).

Output

Output of the authentication process for DigiD-baand DigiD-middle is the claimant's BurgerSer-
viceNummer, which contains no information about tf&mant. The legal conditions for the use of
this output are defined by the Act on the Citizeamv&e Number and the Data Protection Act. Only

. . . 240
government or other organisations that are authd iy law can use the BSN.

For whom is the Authentication Authority?
The Authentication Authority can authenticate angdband medium level DigiD in the Netherlands.

The Authentication Authority can authenticate fay antity that has subscribed to its services. Only
organisations that are authorised to use Burger&itumbers can subscribe to DigiD and they have
to accept the service's terms of use and termsrofextion.

238 S. 8 general terms of use DigiD, see. http://wvigictnl/privacy/
239 S. 2 (17) general terms of use DigiD

240 Article 1d Act on the Citizen Service Number
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Process

The eGovernment service (relying party) that rezpiglaimants to authenticate redirect the usdreo t
Authentication Authority which asks the user foewsame and password (and SMS token for medium
level authentication) and returns either BurgerlBeNummer of an error message to the relying

party.

Assurance level

Currently, GBO.Overheid can only provide authentirafor base level authentication and for me-
dium level authentication. The applicants’ appimatis checked against data in the Municipal Regis-
try and the activation details are sent to theiappt's home address (according to the Municipa-Re
istry). Because the mail can be intercepted, nmibé individuals can obtain a DigiD on behalf of
others. The assurance level of the DigiD therefotew.

Other

Currently, the Dutch authentication scheme doesnuarporate mechanisms for citizens to mandate
others to act on their behalf. Hence, the requirdmeegarding intermediaries management and
delegation outlined in the European elD framewor& aot met in the Netherlands at present.
However, the Dutch Ministry of Economic Affairs anlde Ministry of the Interior and Kingdom
Relations have initiated a joint program aiming establishing a common authorisation- and
delegation facility (‘Gemeenschappelijke Machtigingn Vertegenwoordigingsvoorziening’, GMV).
The ‘launching customer’ for this facility will de Dutch Tax Administration.

12.7 Conclusions

The Dutch electronic identity currently consistglog DigiD (base and medium level), which consists
only of the BurgerServiceNummer. This renders tlgilDrelatively useless in other member states:
the BSN is just a number and does not contain #mgr alata.

The BurgerServiceNummer may only be used by themwrent and other institutions that are author-
ised by law to use the number. The list of usemdiglusive and does not contain foreign institugio
This is a barrier for cross-border authenticat@tidast for the current authentication levelsga)u

Acquiring a Dutch elD (base and medium level) isrently only possible for Dutch residents regis-
tered in the Municipal Registry. The DigiD does datinguish between Dutch nationals and foreign-
ers.

Both claimants and relying parties are bound byggeeral terms and conditions for the use of Dutch
elDs.
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13 Country report: Portugal **

13.1 Structure of the Administration

The structure of the Portuguese Administrative &yshas two main layers: Central and Local. It is a
parliamentary republic of which the legislative mows assigned to a unicameral Parliament. The
country is organised in Regions, Districts, Munédifies, and Localitie$*

13.2Debate (and history)

In Portugal, the development of e-ID started whk transcription of EU directives. But the main
driver to the future spread of e-ID’s to the sgcirtgeneral, started with Technological Plan, thexd
the objective of developing of the Portuguese Imi@tion Society and improve the country’s competi-
tiveness. The plan, presented publicly in Noven@95, is often referred to as the ‘Technological
Shock’ and constitutes the central piece of thegBuwent’'s economic policy. It consists in a seoies
articulated transversal measures aimed among ttivegs at stimulating innovation by Portuguese
companies, fostering research & development aesyiimproving education and training, and mod-
ernising the Public Administration.

The public programs for the promotion of informati@and communication technologies and the intro-
duction of new relationship processes in socieggwben citizens, companies, non-governmental or-
ganisations and the State, with the purpose ohgtihening the information society and of the elec-
tronic government (eGovernment), involve, for cergpecific purposes, strong digital authentication
mechanisms of identities and electronic signatthias can be substantiated through the use of the so
called public key structures (PKI).

Examples of projects within the scope of the infation society and of the electronic government are
those regarding the Citizen’s C&ftlthe Portuguese electronic passffgrthe availability of the Pub-

lic Administration services through the Internetievhrequire strong digital authentication of idées
and of electronic signatures and the demateriaisaif the intra and inter State organisations that
quire that type of authenticatid®

13.3elD model

Formal identities are provided by the state, andad by central government related Organisations. |
Portugal, IRN is the responsible OrganisafiiThis entity issues the official ID’s “Bilhete daehti-
dade” and the recent “Cartdo de Cidadao”, from wwowCitizen Card. These documents are issued
based on the information IRN (under the MinistryJostice) has of the citizen. For example, name,
surname, address, gender. Nationality, informatmmcerning relatives, etc. The Citizen Card, lise i
predecessor, aggregates basic Civil Informatiah®titizen, and is issued centrally by INGfA.

241 Based on analysis by the TILT team and a courgppnt written by André Vasconcelos and Fatima
Carréo.

242 www.epractice.eu portugal factsheet

243 www.cartaodocidadao.pt/

244 www.pep.pt
245 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.
246 WWw.irn.mj.pt

247 Country report Portugal by André Vasconcelos adiinfa Carrdo, Portugal.
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The Citizen Card, is also an elD Card that comprilectronic identities to its owner. In Portugal,
electronic identities are provided/governed by tBlectronic Certification System of the State
(SCEEjJ*

Several citizen-oriented services (+800) are beifgred to the citizen through the Citizen’s Partal
which is the Portuguese central digital channelgoblic services. The Portugese elD, the Citizen
Card (Cartao de Cidadao), needs to enhance thibjtitiss of the Citizen’s Portet*

The Citizen’s Card is a smart card that needs fitace several existing identity cards. These age th

Identification Document, the Tax payer's Card, 8wcial Security Card, the Voter's Card, and the

Health System Card. It allows authentication by mseaf the telephone, the internet, and through per-
sonal contact.

The Citizen’s Card holds several numbers, a chiméghentication purposes and a chip for qualified
signatures. Attributes stored in the authenticatiertificate are obtained from the Instituto da -Tec
nologia da Informac&o na Justica, which collectséhdata from several other institufés.

The Portuguese elD model does not rely on one emgmber, due to constitutional restrafits.

13.4 Principal legislation and policy documents

Legislation:
About the Citizen Card, the legislation is:

* The Law n.° 7, of 5 February 2007, governs thez@itiCard, and the relations between all parts
of the scheme.
About Digital Certificates and eGovernment, theedegislation is:

* Article 268.° n.° 2 of the Portuguese Constitugstablishes the fundamental right of access to
administrative archives and registries, exceptiritormation related to state security, criminal
investigation and personal privacy. A further laagulates the right of access to public docu-
ments (Law n.° 65/93, of 26 August, republished.ay n.° 94/99, of 16 July). On 7 September
2007 Portugal natified full transposition of therGpean Directive 2003/98/EC of 17 November
2003 on the reuse of public sector informationpagalished by Law n.° 46/2007.

e The Decree-Law n° 116-A, of 16 June 2006, govdrasteation of the Electronic Certification
System of the State (SCEE) — Private Key Infrastmac

* The Decree-Law on Electronic Signatures n.° 63 April 2003, aims to align the legal regime
for digital signatures established in a previousrBe-Law (Decree-Law n.° 290-D/99, of 2 Au-
gust 1999) to Directive 1999/93/EC of the EuropPaniament and the Council of 13 Decem-
ber 1999, on a Community framework for electrongmatures. The Decree-Law n°. 165/2004,
of 6 July and the Regulatory Decree n.° 25/2004,508uly constitute further legislation in this
area.

e Published on 10 February 2004, Portugal's Law oectebnic Communications n.° 5/2004
transposes most of the EU new regulatory packagdemronic communications. In particular,
the law transposes directives 2002/19/EC, 200220a002/21/EC and 2002/22/EC, all of the
European Parliament and of the Council of 7 Mar€@®2 and in addition the directive
2002/77/EC of the Council of 16 September. The geiam Directive 2002/58/EC on privacy
and electronic communications is transposed by h&w1/2004, of 18 of August.

248 www.scee.gov.pt/ecee/en/
249 ePractice.eu factsheet Portugal.
250 IDABC interoperability country report

251 IDABC Interoperability for PEGS Country report Ragal, p.9
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* The Decree-Law on Electronic Commerce no. 7/2004{ danuary and the Joint Order n.°
357/2006 of 28 April transposed into national ldve tEU Directive on electronic commerce
(Directive 2000/31/EC).

* Law on the Protection of Personal Data was adopte?l6 October 1998. It governs the collec-
tion and processing of personal data and allowspangon to access and correct their personal
information held by a public or private body. Tlavitransposes the Directive 95/46/EC of the
European Parliament and the Council, of 24th Oct@B85, dealing with the treatment and cir-
culation of personal data and is enforced by thigoNal Data Protection Commission.

* The Law of Access to Administrative Documents ref98 was adopted in August 1993 and
amended by law n.° 8/95, of 29 March, by law n/®94of 16 July, and by law n.° 19/2006, of
12 June. It allows any person to demand accesdrmngstrative documents held by state au-
thorities, public institutions, and local authagiin any form?>?

Policy:

* The Green Book for the Information Society (Livr@etde Para a Sociedade da Informacao,
1997)

e The ‘2003 Plan of Action for Electronic Governmemhich was defined as an instrument of
strategic and operational co-ordination, for theellgpment of electronic government in Portu-
gal. A development supported by the improvemenhimirmation technologies that put citizens
and organisation, in the center of public serviceviglers, contributing to State modernisation,
leveraging efficiency and reducing costs. Examplefsindamental projects: Citizen Portal, In-
teroperability Norms Definition.

* The ‘2005 Technological PIéSr?’ is an action agenda for all the Portuguese spcvetich aims
at mobilising enterprises, families and institudior surpassing the modernisation challenges
the country has been facing during the last yaafithin this context, the Portuguese Govern-
ment has assumed the Technological Plan as atprinrihe implementation of its public poli-
cies. Besides, the measures aggregated in the dlegital Plan constitute the pillar for
Growth and Competitiveness of the Portuguese NaltiBeform Plan, designated National Ac-
tion Programme for Growth and Jobs 2005-2008. Exesnpf fundamental projects: creation of
the Citizen Card, creation of the Portuguese EedtrPassport, and the possibility of creation a
Company in One Hour.

* The Simplex Programme (2006), aiming at the puddiministration’s efficiency, transparency,
and the improvement of the relation with citizés.

13.5Analysis

elDentity: Citizen Card
Currently, an electronic identity is available toyaitizen, when he applies for its Citizen Carthe
new Portuguese ID. This is a service managed by IRN

Name:
Citizen Card (Cartédo do Cidadao).

Form

The Portuguese Citizen Card has the form of a soaatt with an incorporated microchip for informa-
tion storage. The card has the form of a physioalthent that identifies the citizen physically, arfid

a digital document for electronic authenticatiorpa#&t from the basic information of the citizen and
other functions the elD includes two digital cectdtes (authentication and digital signature dertif

cate). The card can be used in combination withrge of card readers. The front of the Citizen’s

252 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.
253 http://www.planotecnologico.pt/en/technologicaplabout-the-plan/list.aspx

254 Country report Portugal by André Vasconcelos adiinfa Carrdo, Portugal.

© STORK-elD Consortium x Page 113 of 163




D2.2 — Report on Legal Interoperability 27/02/2009

Card will have the holder’s photograph and persoletils. On the back there will be the identifica-
tion numbers for the different public bodies, aticg reader area and the cAip.

Eligibility

The Portuguese Citizen Card can be obtained byPanyiguese Citizen or a Brazilian, as long as he is
eligible by the Porto Seguro Treaty (agreementesigny Portuguese and Brazilian Governments).

The Card can be requested in any IRN office, aedetls no territorial restriction. After the idewti
has been confirmed in all Organisms of the inimtiand the information to personalisation of the
Card is gathered by the system that controls ttizei Card Life Cycle (including the two digitalree
tificates), the Card is sent to INCM for persorstiian.

The citizen can only pick-up his Card, when henishie possession of the “address confirmation let-
ter”, which is a letter sent to the citizens addrés confirm that the citizen is reachable indddress
given in the Card request — this is required, salt®rganisations of the initiative confer greaipior-
tance to the citizens address.

Apart from this reason, this letter also contairiscal information for the citizen to obtain is €k

* PINs for the use of the digital certificates (auti@ation and digital signature), and the access
to the address (the address, for security reagonnly accessed by PIN);

* PUK for digital signature certificate “activatior” it is optional for the citizen to “activate” the
use the digital signature certificate (and onlpwkd for activation if the citizen is more then 16
years old);

e Other information, like Card Activation Code, Caltetion Code, codes for unblock PINs.

The process to deliver the Card to the citizerofed strict rules. For example, it is used a funale
ity of the Card — the Match-On-Card, where citifgxgerprints are matched to the ones in the Card,
obtained in the process of Card Request, and vatid®

The card is mandatory, and is issued to any chittié population register from the age 6¢6.

Issuer
The issuer of the Portuguese Citizen Card is thtu§oese Governmefit:

The card will be distributed by the same locatidmerve the ID hard copy document is provided: the
Local Civil Registry and Citizen's Shops ("Lojas @olad&o"y>°

Responsible authority
The entity responsible for the registration proaesd other phases of the Card Lifecycle is IRNgjins
tute of the Ministry of Justice. The SCEE manatjesitK| and supervises certificate providéts.

Attributes

The physical part of the eCard contains the sarfoentation as the traditional ID-Card: Name, date
and place of birth, date and place of issuancéeftctard, validity period of the card, parents, ahri
status, title and number of the card, picture amtwritten signature, residence, and National tegis
number?®! The chip of the eCard contains, besides the irdition that can be seen on the Card, the
holder's address and two digital certificates, émeidentification and authentication and one for a

255 IDABC interoperability country report
256 Country report Portugal by André Vasconcelos Batima Carrdo, Portugal.
257 IDABC interoperability country report
258 Country report Portugal by André Vasconcelos Batima Carrdo, Portugal.

259 STORK D2.1., p. 35 ; IDABC interoperability repéortugal p. 9
260 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.

261 IDABC interoperability country report
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qualified electronic signature. The Citizen’s Cavill not contain data on its holder’s tax, health o
social security situatioff? The contact circuit on the ID card also includésnietrical data in the
form of photo and finger print§?

The card is an exclusive authentication documedtdmes not contain any information of the services
that may access the card. Complementary informatimut the holder will continue to be held sepa-

rately?**

The ID number(s) included on the card (civil numiescal identification number, health identifica-
tion number, social security number) may not becgssed or stored unless authorised by law or by

L. . 65
permission of the Data Protection Authority.

Conditions for use

The conditions of use the Portuguese Citizen Gaslregulated in Law n.° 7, of 5 February 2007. The
citizen is not obliged to use the electronic feesuof the Card, but it is encouraged to do so.eXer
ample, when the citizen gets its Card, the autbatiin certificate is ready to use, like the dilgsig-
nature certificate, but only if he opted to “act®/ait.?*®

Creation and termination

The starting point is the Citizen Card request. fdguest respects strict procedures for guarargeein
the identity of the requester, and the identifmatdf the citizen — this includes, amongst othdidea
tions, AFIS validation. Then, the request goeshodther State Agencies (Tax, Social Insurance, and
Health Care) for identification of the citizen. THR®rtuguese Constitution prohibits the use of a
Unique ldentification Number amongst State Agencses the functional and technological processes
installed guarantees that each agency receivestares its information. This is possible due ta-ent
ties federation mechanism put in practice.

The Citizen Card is a smart card, and orclit, apart from the information of the citizen, it indes
two digital certificates for citizen usage (autheation certificate and digital signature certitiep
The system responsible for the management of thee@iCard lifecycle is responsible for aggregat-
ing the information, including the electronic cictites that go to the card, and sending it toQine
ganisation responsible for its personalisation (@¢iCard Personalisation) - INCM.

The identification of the Citizen in the various égies part of the initiative is automatic for tha-
jority of the Citizen Card requests. This is du¢h® implementation of automated schemes for identi
fying the citizen in the systems of all agenciaslued.

This allows that the Citizen Card is availabledetivery to the citizen in 5 days after the reqLi8st

The Card is valid for a period of five years, asdriandatory for all people registered in the popula
tion register.

262
http://www.cartaodecidadao.pt/index.php?option=coomtent&task=view&id=8&Itemid=35&lang=e
n

263 IDABC Country report interoperability, p. 14; hstfwww.cosic.esat.kuleuven.be/modinis-
idm/twiki/bin/view.cgi/Main/PortugueseProfile

264
http://www.cartaodecidadao.pt/index.php?option=coomtent&task=view&id=8&Itemid=35&lang=en

265 Article 16, Lei n.o 7/2007 Cria o cartio de cida@dege a sua emissao e utilizacéo
266 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.

267 Country report Portugal by André Vasconcelos adiinfa Carrdo, Portugal.
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13.6 Authentication Authority

Name
Electronic Certification System of the State (SCEE)

What

The claimant can be authenticated by the middlewaiie responsibility of all service providers, to
validate the certificate used against the CRL (@eate Revocation Listj°® The elDs are validated
against a PKI Infrastructure. Under SCEE hierarthgre is a CA for the Citizen Card, amongst oth-
ers recognised by SCEE.Under Citizen Card CA, we find the CA for the Aeittiication and Digital
Signature’”®

Input

When the citizen needs to be authenticated fortGvernment service or any other service provided
by Private Sector (if the website is ready for autication with certificates), he/she uses its @Di-

tal certificate from Citizen Card). The certificageaccessible though Portuguese Citizen Card Mid-
dleware (software available in www.cartaodecidaoloFor its use, the citizen needs additionally to
have its Card inserted in a compatible smartcaade®e The Card, and the digital signature certidica
also allows the citizen to digitally sign e-mait®cuments, etc.

Output

The outputs are: Citizen Authenticated in a webggmg the authentication certificate of the Card.
The SCEE operates independently from other puleicikfrastructures of a private or foreign nature,
but allows the interoperability with the infrasttues that fulfil the necessary authentication wigo
requirements in line with the EU signature regofafi*

For whom
Any citizen or entity can validate the certificatesthe Cartéo de Cidad&6.

Assurance level
The assurance level is high, since the use ofdhéicates is dependent of two factors: the Cayglsgssion, and
the PIN knowledge that allows its use

13.7 Conclusions

Portugal implements a smart catttk Cartédo de Cidad&o, including an authenticationfmate and a
certificate for non-repudiation digital signatures.

The card contains: Name, date and place of bidte dnd place of issuance of the card, validity pe-
riod of the card, parents, marital status, titld anmber of the card, picture and hand writtenaign
ture, residence, and National register numberhttéer’'s address and two digital certificates, tore
identification and authentication and one for alifjed electronic signature.

The ID number(s) (civil number, fiscal identificat number, health identification number, social
security number) included on the card may not lmegssed or stored unless authorised by law or by

. . . 273
permission of the Data Protection Authority.

268 Country report Portugal by André Vasconcelos adiinfa Carrdo, Portugal.
269 www.scee.gov.pt/ecee/en

270 Country report Portugal by André Vasconcelos adiinfa Carrdo, Portugal.

271 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.
272 Country report Portugal by André Vasconcelos adiihfa Carréo, Portugal.
273 Article 16, Lei n.o 7/2007 Cria o cartdo de cida@frege a sua emisséo e utilizacio
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14 Country report: Slovenia™

14.1 Structure of the Administration

The Slovenian constitutional system is a parliamgntepublic. The state's authority is based on the
principle of separation of the legislative, exeeaitand judicial powers, and a parliamentary systém
government.

Legislative power is held by a unicameral parliatnéine National Assembly, which has exclusive
jurisdiction over the passing of laws. The Natio@aluncil is mainly an advisory body without full
lawmaking powersThe Head of State is the President of the RepuBiecutive power is exercised
by the Government, which consists of the Prime Beri and other Ministers. The Government and
the ministers are independent within the framewafriheir jurisdiction, and responsible to the Na-
tional Assembly.

Slovenia has a single-level system of local selfegoment; a municipality regulates only local
tasks’”®

The highest decision-making authority for eGovernimgrojects at the national level is the Co-
ordinating Body for Better Public Administrationh&@ Ministry in charge for the development of
eGovernment in Slovenia is the Ministry of Publidministration. At the local level the major respon-
sibility is in the hands of the Government Office E.ocal Self Government and Regional Pofiy.

The Ministry’s ‘Directorate for e-Government and rihistrative Processes’ is the body in charge of
reforming administrative processes and develop{agvernment in order to bring services closer to
citizens and businesses. The Directorate provideastructure which represents a solid platform for
electronic application and e-service provision.sTinicludes for example: a national telecommunica-
tion network (HKOM) which connects all central depzents; a data centre; a system of central ad-
ministration registers (e.g. Central Register gbiation, the Business Register), back-office aatom
tion (electronic accounting system, human resousystem and archiving system); single access
points for services to citizens and businesses éegpvernment State Portal e-Uprava, and the busi-
ness portal e-VEM); public-key infrastructure fecare authentication. Slovenia is currently working
on the development of a national interoperabiligniework which will include a common set of stan-
dards, guidelines, solutions and architectures lwb&n be used to link databases, applications and
information systems.

14.2 Debate (and history)

There are four Certificate Service Providers invBioa (see below). The certificates are either-soft
ware certificates of they can be stored on the sozad depending on users' choice. In Sloveniather
were several attempts to introduce national elld ¢emart card) which raised social debate.

The Slovenian national elD card project officiadharted in February 2003 with the establishmerat of
dedicated project group. The Identity card Act wasended in April 2008 and now presents new legal
grounds for the introduction of electronic ID caktcording to the proposals put forward by the
Slovenian Government the future elD card would ipocate several functions by combining several
sensitive datasets on just one card. The cardsnellide on the chip, the holders’ name and address
their Personal Tax Number, their uniqgue Persongid®ation Number (PRN), their Healthcare Insur-
ance Number. Personal identification number anchtarber are to be stored in encrypted form pre-
venting unauthorised access without the citizensenth The card will possibly contain two digital
Qualified Certificates: one providing access to e€&$oment services, the other for confirming health-
care insurance rights. The Slovenian ID card ibdcauthentic instrument, used by citizen to prove

274 Based on analysis by the TILT team and a courgppnt written by Davorka Sel, Ales Pelan, Brane
Kren and Katarin&epon.

275 Factsheet — Slovenia - Country Profile; epractiseJune 2008.

276 IDABC interoperability for PEGS country report 8émia, November 2007, p. 14-15.
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his/her identity and citizenship and for crossihg Slovenian border. In the summer 2008 the elD
card project was put on hold. The new governmerichwis to be constituted after elections in Sep-
tember 2008 is to decide about the future of tBeaard project’’’

14.3elD model

There are four Certificate Service Providers (CSidivering certificates to the public in Slovenia
that are registered at the Ministry of Higher Editeg Science and Technology. All of them issue
qualified certificates that form in a sense the faldo« standard in e-services in Slovenia and e-
government applications follow it by putting thisrdand into the Decree on administrative operations.
According the Decree on Administrative Operatiomkich resides under the General Administrative
Procedure Act, the eGovernment services operat@nsitizens and businesses can be performed by
any qualified certificate. The certificates, issugg Slovenian CSPs, are widely used in different

. . 278
eGovernment applications.

- . . . . e . 279
Every citizen in Slovenia has 3 national ident#ibeing:
* Personal Registration Number

Every Slovenian citizen is registered with the &lman Central Register of Population (CRP)
and receives a unique Personal Registration NuiiteN — Slovenian abbreviation: EMSO)
as defined in the Central Population Register &dizens usually become registered with the
CRP at birth or immigration. Other individuals whave no PRN but have to exercise some
rights or duties in Slovenia become registered with CRP as well. For instance, even for-
eigners become registered with the CRP thus re@®&N in the event of buying a Slove-

. 280 . . .. .. .

nian property or other events.The PRN is a thirteen-digit number containing dat®irth,
. 281

label of the register, gender and a control numgber.

¢ Personal Tax Number

The tax number in Slovenia is defined by the Taxnkdstration Act. The tax number is the

identification sign which defines the taxpayer (induals and legal entities), and it is used for
uniform specification and connection of data in taxords about the taxpayer, which are
managed by the Tax Administration. The tax numbex random eight-digit number used for
all taxes.

¢ Health Insurance Number.

Health insurance identification: the identifiertiee “unique identification insurance number”
(HIIS number, in Slovenestevilka Z2Z73.

Every legal person has the following identifiers:
* Identification Number

Every entity holds a uniform 7-digit Identificatiddumber that is assigned to the entity when
it gets registered in the primary register. Idécaifion Number is intended to be used in data

. - . . . 282
exchange between business entities themselvesgistration offices.

217 Country report Slovenia by Davorka Sel, Ale§ PeBnane Kren and Katarin@epon, Slovenia.
278 Country report Slovenia by Davorka Sel, Ale3 PeBrane Kren and Katarin@epon, Slovenia.
279 IDABC interoperability for PEGS country report 8émia, November 2007, p. 10.

280 Modinis IDM country report Slovenian, July 2006.

281 IDABC interoperability for PEGS country report 8émia, November 2007, p. 17.

282 IDABC interoperability for PEGS country report 8émnia, November 2007, p. 18.
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e VAT Number.

See ‘Tax Number’ above. When Slovenia joined the #lg Tax number got the prefix Sl
(code for Slovenia) for VAT purposes.

The identity card is defined in the Identity CardtAand is not obligatory in Slovenia. Every Slovene
citizen with permanent residence in Slovenia igtledtto posses an identity card, which can beeidsu
also to an underage person if his/her parentsyat kepresentative apply for it. A Slovene citizeith
temporary residence in Slovenia can obtain an iyecdrd if he/she is 18 years old and doesn’t pos-
ses a valid official identification document. Tlieitity card can be also used as a travel document
EU Member States, Croatia, Iceland, Liechtenstéaryay and Switzerlantf?

The legal basis for the introduction of digital tdézates and electronic signatures in eGovernment
applications for administrative operations can tenfl in the Decree on administrative operations.
According to the decree the e-government applinatifor citizens and private sector can be per-
formed by any qualified certificates issued by segjied CSPs, governmental CAs and other commer-
cial certification authorities.

14.4 Principal legislation and policy documents

Legislation:

The e-ID systems are built according to the Slaverdata Protection Act but the question of authen-
tication is not especially emphasised by f&tand there is currently no overall eGovernmentslegi
tion in Slovenia.

General Administrative Procedure Act (Official Gazette of the Republic of Slovenia, 105/2006-
ZUP-UPB2), which was addopted in 1999 and severas amended, where the last amendment was
in 2006, provides the general legal basis for dihaistrative proceedings; i.e. all Administratit;m
Citizen (A2C) and Administration to Business (A2&)d a major part of Administration to Admini-
stration (A2A) relations. Among the main provisiafshe Act is one allowing for two-ways and full
electronic communications between administratiod emtizens. Before the entry into force of this
text, citizens could post their eDocuments throtigh eServices of the eGovernment state portal by
using the web application and digital signatureg, the answer from the administration could be ex-
pressed by classical mail only. This Act thus legal what is qualified as “eDelivery”.

Decree on Administrative Operations This decree was adopted in 2005 and amended séiveesl
since then. It forms the legal basis for the inticitbn of eSignatures in eGovernment services and
applications (administrative operations). Accordingthe decree, the eGovernment services opera-
tions for citizens and businesses can be perforoyedny qualified certificates issued by registered
Certificate Service Providers (CSPs), governme@fa and other commercial certification authori-
ties.

Act amending the Electronic Commerce and ElectronicSignature Act The initial version of the
Electronic Commerce and Electronic Signature AGKESA) was adopted by the Slovenian Parlia-
ment on 13 June 2000 and came into force on 22 $ug@00. It provides the legal basis for using
eSignatures and developing eServices in Slovenia.

The Act amending the Electronic Commerce and EleatrSignature Act, adopted in April 2004, de-
fines more precisely the responsibilities of prev&lof Information Society services and sets the co
ditions for the realisation of the electronic idgntard project.

283 IDABC interoperability for PEGS country report 8émnia, November 2007, p. 16.
284 Modinis IDM country report Slovenian, July 2006.
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Slovenian legislation literally translated the défons of “advanced” and “qualified” electronigsa-
ture of the Directive 1999/93/EC of 13 Decemberd @ a Community framework for electronic
signatures. However, the word “secure” is usedréferring to an advanced signature. As defined in
the Act, the devices for secure electronic sigrshguld comply with special conditions regarding se-
curity and reliability. Those conditions should inere detailed in a Decree that is still to be addpt

In accordance with the Directive, electronic sigmes for internal governmental applications must be
secured by qualified certificates issued by onthefCertification Authorities at the Ministry of Blic
Administration.

Access to Public Information ActThe initial version of the Access to Public Infotima Act was
adopted and came into force in 2003. The Act wasnaied lastly in March 2006.

The current version of the Act provides everyontairight to access information of public characte
held by state bodies, Local Government agenciddigagencies, public contractors and other estitie
of public law. The bodies must respond within 2sla

There are exemptions for: classified data; busisessets; personal information that would infringe
privacy; confidentiality of statistics informatiopublic archives; tax procedure; criminal prosemnsi
administrative or civil procedures; pre-decisionaterials that would lead to a misunderstanding;
nature conservation; and internal operations. Amerd passed in July 2005 introduced the public
interest test, which can reveal even the most Iniddelts and irregularities taking place in the lpub
sector and thus greatly enhance public sectorgearacy and public trust in Government institutions

The original Act also established an independenypthe Commissioner for access to public sector
information, competent for deciding on an appeadai@g} the decision by which the body dismissed
the request or refused the access to public infiomaSince January 2006, this responsibility has
been taken over by the Information Commissionare&ican be imposed for destruction of informa-
tion or failure to disclose without authorisation.

With the Act on Access to Public Information, thedative 2003/4/EC of 28 January 2003 on public
access to environmental information was transpogedSlovenian Law.

Personal Data Protection ActThe Personal Data Protection Act currently applieavas adopted in
July 2004, came into force on 1 January 2005 arslamaended in July 2007. It replaced a previous
version of the Act adopted in 1999, and transpalsedU Directive 95/46/EC on Data Protection into
Slovenian law.

The main goal of the Act is to prevent illegal amtlvarranted violations of personal privacy in the
course of data-processing, and to ensure the geafirpersonal databases and of their use. Until 1
January 2006, the Inspectorate for Personal Dattedtron was in charge of overseeing the applica-
tion of the Act. Since that date, such respongjbiias been transferred to the Information Commis-
sioner (Information Commissioner Act, adopted irc&aber 2005).

Electronic Communications Act The Electronic Communications Act was adopted imrdia€2004
and came into force on 1 May 2004. It was lastlgaded in 2006. The Act aims to establish effective
competition in the electronic communications markeaintain effective use of the radio frequency
spectrum and of the number space, ensure univeesaces and protect user’s rights. This Act en-
compasses all relevant issues that are separaelywith by the EU directives forming the so-cdlle
EU Regulatory Framework for Electronic Communicasipnamely: Directive 2002/21/EC (‘Frame-
work’ Directive); 2002/20/EC (‘Authorisation’ Diréwe); 2002/19/EC (Access and interconnection
Directive); 2002/22/EC (‘Universal service and Useights Directive); and 2002/58/EC (‘ePrivacy’
Directive).
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eArchiving Legislation The Protection of Documents and Archives and Arghirstitutions Act and
the Regulation on documentary and archival materiatody were both passed in 2006 with the aim
to regulate electronic content management.

All electronic records, including digitalised docents have full legal effect provided they comply
with technical conditions. The regulation goverhe fctivities and internal rules for individuals to
keep documents and/or archives, the storage ofrmatdrials in physical and digital form, the gehera
conditions, registration and accreditation of @dibgtorage equipment and services, the selectidn an
transfer of archives to public archival institutorihe processing and the keeping of registers-of a
chives, the protection of film and private archiviege use of archives in archival institutions dinel
work of the Archival Commission.

Both acts also contain provisions regarding the-temm validity of eSignaturé®

Policy:

The strategic objectives for e-government develognre Slovenia are outlined in the Slovenian e-
Government Strategy 2006-2010 (SEP-2010) and ayeeal with the objectives of the Development
Strategy of Slovenia. They focus both on the bdtke (e.g. to improve overall government effi-
ciency) and front-office dimensions of the use ©T$ in government (e.g. to improve user satisfac-
tion, service delivery and quality, and to promotiizen access to information and participation in
government). The strategy for e-government devedoyirin Slovenia is well articulated and includes
a vision statement and strategic orientationstiiisg the key principles supporting e-government
development (e.g. user centricity, simplicity, Bparency). Based on the strategic orientations, the
strategy also sets out targets for 2010 and idestifrojects/activities to implement them. A manage
ment model for the implementation of the e-goveminpeojects has been established.

The vision and strategy for e-government are acemmgpol by an action plan (Action Plan for E-
government 2006-2010) which details the measurém toarried out to implement the strategy. Pro-
gress made in implementing the action plan is nredsaccording to a series of indicators (e.g. num-
ber of services provided, use of services, usésfaation). While the SEP-2010 covers aspects that
are common to local government (e.g. e-governmemntnaunication infrastructure and networks), a
specific E-government Strategy for Local Self-Gawaent provides the frameworks for e-government
development at the local level.

The Strategy lists amongst information solutionbéaompleted within its time frame:

* |dentification and authentication: it will be nesasy to establish a system (module) which will
enable simple and user-friendly identification @#enic identity) and authentication for all
eGovernment serviced®

14.5 Analysis

elDentity: username/pa&%woré8 !

Form

For the lowest trust level (out of the four distighed in Slovenia), the citizen can make use ef-us
name/password:

* Where the registration is performed on-line by dsent of confirmation e-mail with username,
initial password defined by the system and actifRL.Wo an address indicated by citizen

285 Country report Slovenia by Davorka Sel, Ale3 PeBrane Kren and Katarin@epon, Slovenia.
286 Country report Slovenia by Davorka Sel, Ale§ PeBnane Kren and Katarin@epon, Slovenia.

287 IDABC interoperability for PEGS country report 8&mia, November 2007, p. 23 and Country report
Slovenia by Davorka Sel, Ales Pelan, Brane KrenkairinaCepon, Slovenia.
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* While the authentication is carried out by assignethbination of a username and password
chosen by user. However the initial password i®rmeihed by the system and the user can
change the initial password upon registration wighinitial password.

elDentity: soft certificates
Since the national elD cards have not been intrediyet currently most eGovernment applications
use authentication and digital signature capadbdlibbased on qualified certificates from certairsreg

. . . . 288
tered certification authorities, governmental ad mcommermaf:

1. Certification authority at the Ministry of Publicdninistration (in SloveneOveritelj na
Ministrstvu za javno upravy Trzaska cest 21, SI-1000 Ljubljana, Web:
http://www.ca.gov.si.

2. HALCOM informatika d.o.o., HALCOM informatika d.o.0oTrZzaSka cesta 118, SI-1000
Ljubljana, Web: http://www.halcom.si

3. AC NLB (Certification Authority at the bankNova ljubljanska banky, Smartinska 132,
SI-1520 Ljubljana, Web: http://www.nlb.si/acnib.

4. POSTA®CA (Posta Slovenije), Slomskov trg 10, SI@50Maribor Web:
http://postarca.posta.si.

The certificates are software certificates, but ako be stored on smart cards, which is foreseen f
the Slovenian e-ID card.

All of them are based on prior physical identifioat i.e. the requesting party needs to appeaopers
ally before the CA to receive his credentials. Assted third parties they can deliver PKI basedalig
certificates for the generation of secure electr@ignatures in eGovernment applications. Such cer-
tificates are widely used in different eGovernmamplications.

Attributes

Certification Authorities in Slovenia use differesgpproaches in mapping single certificates with its
holder's identifiers (e.g. personal tax number ensBnal identification Number) but all of them man-
age some connection between the user and hisicaeif Some Certification Authorities simply add
the personal tax number in certificates, while treeld a unique certificate identification (seniam-

ber) to a certificate and keep all the data inaadtalone database (like the Certification autiiaait

the Ministry of Public Administration). Personaltaan this database can only be used under condi-
tions regulated in Personal Data Protection Acffi¢fdl Gazette of the Republic of Slovenia, No.
86/2004, 113/2005-ZInfP).

elDentity: Slovenian elD card

Name

The Slovenian e-ID card is not introduced yet bilt eontain the, already existing, qualified didita
certificates.

Form

The elD cards had still not been introduced. InilAp@08 the Identity card Act was amended, thus
providingnew legal ground$or the introduction of the electronic ID card.

Eligibility

The Slovenian ID card with microchip holding quigd digital certificate issued by governmental

Certification Authority will be issued to citizerider than 14 years. Foreigners can not apply fer th
elD card. The condition to obtain a certificatéddrave a PRN and a Tax number in Slovenia.

288 IDABC interoperability for PEGS country report 8émia, November 2007, p. 28.
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Issuer

Individuals will be required to request for a Sloian e-ID card at a registration authority at an ad
ministrative office’®® The individual must be registered with the CenRabjister of Population (CRP)
thus the individual has got her personal regisiratiumber (PRN) already. Based on the personal data
the e-ID card will be personalised. The governmeredification authority SIGEN-CA issues quali-
fied certificates for the individual which will stored on the e-ID card. Certificate serial nun{St)

is stored in a special database along with the PRN.

Responsible authority
Ministry of the Interior

Attributes

According to the latest proposals the elD cardldiincorporate several functions by combining sev-
eral sensitive datasets on just one card. In axidit their holders’ name and address, their Paison
Tax Number, their unique Personal Registration Nem{BPRN), their Healthcare Insurance Number,
the serial and register number of the personahtd, possibly two key-pairs thus two electronic cer-
tificates: one certificate/key-pair for authentioatand encryption purposes, a second certificate f
creation of electronic signatur&oth the Personal Registration Number and the Ratd@ax Number
will be stored in encrypted form so as to prevewuthorised access without the citizen's corfSént.

Besides providing an electronic identity the Slagere-ID card shall be used as conventional ID card
as well. Therefore, the layout of the front sidéoisontain the cardholder’s personal data anchiser/
image. Upon latter decision the card should beyr¢adpload additional biometric data.

Persons are authenticated by password (PIN) antt@iéc signatures are used.

Conditions for use
The e-ID system is not limited to e-government egapions only; it can be used for other applicagion
as well*?

14.6 Authentication Authority

The e-ID system is driven by central authoritibg Ministry of Public Administration. The registafr
Tax numbers is driven by the Slovenian Tax Autlyotihe Central Register of Population resides un-
der the authority of the Ministry of Interiét’

All above mentioned CSPs began issuing digitalifamtes with clear intentions and expectations
about their users. The CSP at the Ministry of RuBliiministration started issuing certificates te th
public to promote e-government applications, CSREEOM-CA and AC NLB focused primarily on
issuing certificates for e-banking, while CSP POSTN started issuing digital certificates as a part
of a service called »Secure mailbox« (eDeliveryjohtis also offered by the Slovene Post.

E-service providers take different approaches lecteg supported CSPs — some rely only on certifi-
cates issued by a specific CSP, others define groficSPs — but the most frequent solution is to
support all qualified digital certificates issuegliegistered CSPs.

289 According to the IDABC interoperability for PEG8untry report Slovenia, November 2007, p. 16, an
application form for an identity card can be filedevery administrative unit information office.

290 Modinis IDM country report Slovenian, July 2006.

291 Factsheet — Slovenia — National Infrastructureaetice.eu, June 2008 and Modinis IDM country répor
Slovenian, July 2006.

292 Modinis IDM country report Slovenian, July 2006.
293 Modinis IDM country report Slovenian, July 2006.
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Certification Authorities keep different kinds a$er data:

* Personal Registration Number and/or Tax Numbecitaren,

* Identification Number and/or VAT number for legarpon.
Certification Authorities that keep data in stamoik@ database offer different interfaces for agplic
tions to connect to the database; usually thesewsb-service (SOAP) or some other kind of intexfac
(ODBC, JDBC) available.

14.7 Conclusions

Slovenia is planning to introduce smart card basd® cards. Currently citizens can obtain e-
government services by means of username/passwololi sensitivity services and qualified digital
certificates for higher levels of assurance.

Slovenes have three identifiers: Personal Registraiumber (EMSO), Personal Tax Number and
Health Insurance Number.

Slovenia has an extensive set of authentic registBecause of the nature of the data kept in Rieé C
all its users are required to have proper legakbas
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15 Country report: Spain®*

15.1 Structure of the Administration

Spain is today a regional state with seventeemantous communities (regions). This makes the cen-
tral and regional eGovernment differ on level, shetdevelopment, level of implementation and ex-
tent of the eGovernment applications.

The efforts of all Administrations on electroniédrmation sharing, is leading to the so-called ud
counter” gentanilla Unicd. This objective means that all citizens will H#eato do any official inter-
action with the administrations at any official Regy (state/regional/local) without presenting phy
cal, and officially registered, documents or datais will be possible because all Administratiordbo
ies will share information.

However, this horizontal integration between eGommnts should be driven by the services de-
scribed below.

State eGovernment

eGovernment initiatives and applications are degyeddandependently in every Ministry, and the Min-
istry of Public Administrations — MAP —is resporisilior steering the development and implementa-
tion of eGovernment in Spain’s central state adstiation. These tasks are co-ordinated at stag lev
by the Directorate General of Impulse of the Elatitt Administration PG para el impulso de la ad-
ministracién electronicpin the Ministry’s General Secretariat for Pulidministrations.

In addition, the Higher Council for Electronic Admstration is in charge of leading, co-ordinating

and monitoring the implementation of eGovernmembsg central government and participates in the
Sectorial Committee of eGovernment, which is thehmtécal organ in charge of eGovernment co-
operation among the three levels of Spanish Aditnatien: state, regional (autonomous communities)
and local (municipalities).

In Spain, the Law for Electronic Access by CitizéasPublic Administrations (LAECSI239)5 obliges
that all public administration services will be@f#d online. In this way it requires the use ofedént
channels for eServices, and the right of citizenshibose between them without restrictions; inclgdi
an Internet access point in public offices on ttrees. Up to now, the single multi-channel access
point for all the current services; using or natatlonic certificates is made via the 060 network:
www.060.es with 24x7 availability. It provides dlfao-ordination of all services offered by the na-
tional, regional and local administrations, withoejuiring the users to know which administratisn i
providing them.

The main effort of state government is aimed toube of the DNIe ca?tgjs, which is horizontally co-
ordinated by the “Oficina Técnica del DNI electrdoii (DNIe card Technical Office).

Regional Government

Regional (Autonomous Communities) eGovernmentatiites using electronic authentication systems
are lead and co-ordinated by their respective regiddministrations. Although usually a specific

294 Based on a country report written by Jose Fern&@atwajal Vion complemented by an analysis by the
TILT team.

295 LAECSP Ley Para el Acceso Electronico de los Gilati@s a los Servicios Publicos. BOE 23-06-07
http://www.map.es/iniciativas/mejora_de_la_admmaision_general_del_estado/moderniza/Administradibs_
ctronica/parrafo/05/document_es/A27150-27166.pdf

296 DNle Royal Decree 1553/2005, of December 23, qutime national identity card and its eSignature
certificates.http://www.dnielectronico.es/marco déBD_1553 2005.html
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Public Body, department or entity is in chargetsfaoordination, the information about eGovernment
is dispersed and not clearly available.

It is important to note here, in order to facikat proper comparison with other Member States$, tha
management of specific matters such as educatitieadth have been transferred to the Spanish Re-
gions and only residual competencies are kept éythte Government.

A good example is th&encat.catthe website of the Catalan Regional Governmeiis. dn example

of a radical redefinition of the eGovernment podahcept, and a mass-scale deployment based on
transparency and Web 2.0 philosophy in public agstration, fully backed by a policy driven strat-
egy focused on an integrated citizen-centric apgroBlowever, not all regions have the same matur-
ity state.

Local eGovernment

Local eGovernment initiatives are lead and cootdithdy local authorities, mostly municipalities.
Unfortunately, the development degree for munidijesl is even less than that for regional eGovern-
ment initiatives. Even so, there are also good @kesras the Madrld City’s homepage, which is in the

top five places on the report “Digital GovernamMumupahUes

In Spain, the Plan Avanz@'s policy is to conneetctbnically all Spanish municipalities (more than
8.000), most of which do not yet have broadbanésxor public offices. This includes the eModel
Programme that finances projects in order to enthaeabout 2010, all citizens will be able to com-
municate electronically with the administrationsthout discrimination due to geographic (or other)
reasons.

Most of the Spanish Municipalities are developing #&esting projects for “Ciudades Digitales” (Digi-
tal Cities) in order to transform fully their Loc&overnments to permit the citizens to have actess
all public services by using the municipalities’lweages, with different sections addressed toetitiz
(A2C), enterprises (A2B) and public officers (A2By means of their intranet.

The Higher Council for Electronic Administratiorkes care, among others, of computer co-operation
among Administrations and others entities like logaes. It promotes the collaboration and co-
operation among the Spanish Regions and munidgslithe use of telecommunications in the Ad-
ministration, the Security Policy and the improvesen quality and productivity in the information
services development.

15.2Debate (and history)

The National Identity Card (commonly known in SpasDNI) was created by “Decreto de la Presi-
dencia del Gobierno de 2-3-1944 (B.O.E 81)” arslilistituted the olds mid's s. XIX “personal identi-

fication cards’2’98. Through the years 1951 to 1992 the DNI card less lissued on up to seven differ-
299,

ent cards supports, and this last support is bgifggtituted since 2006 by the DNI¢ with a ten-

dency to putting down less personal data on in.

Now the data printed on card and their electroaimfhave been merged on the DNIe card, to facili-
tate both physical and electronic identificatiohislcard is compulsory for persons over 14 years.

297 S.K. Marc Holzer, “Digital Governance in  Municift@s Worldwide (2007)”;
http://andromeda.rutgers.edu/~egovinst/Website/PINRE620City%20Survey%202007%20
(Full%s20Report).pdf.

298 Pablo Sanjuan Garcia, “Dni-history”;
http://www.lexnova.es/pub_In/revistas/revista_In/R&a42/10_Cronica.pdf.

299 DNle Royal Decree 1553/2005, of December 23, qutime national identity card and its eSignature
certificates.http://www.dnielectronico.es/marco déBD_1553 2005.html
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The issuance of the DNle card began in 2006, ame:fbre a certain period of time will elapse before
all Spanish citizens have the DNle card due tautigerlying renovation process.

The Organic Law 1/1992 of February 21st on Citidexcurity Protection regulates the issuance of the
National Identity Card and who can issue it, andlyathe DNIe Royal Decree 1553/2005, of Decem-
ber 23rd, rules the national identity card and8ggnature certificates.

In Spain, three types of “persons” need identifaato interact with Public Administration services
Nationals

As DNIle is compulsory, when requested for the firsie, the physical presence of the person is re-

quired, as well as the presentation of a birthifoeate granted by the corresponding Civil Regissotory
[5, 6].

The Civil Registry stores date of birth, parentane and surnames and any changes of these data, the
judicial modifications of the persons' capacityhd/she is insolvent, in bankruptcy or suspension o
payments; declarations of absence or death, néitipaad neighbourhood, parental rights and duties,
guardianship and other legal representations, agerand death.

The use of the DNI is a habit in Spanish society,there is much ignorance regarding the possibili-
ties offered by the electronic identification oétBNle.

Non-Nationals

Non-national residents have a legal framework tlagulate%o1 their identification and other issues.
They are identified by a resident card with a nunidimero de Identificacion de Extranjeros”,
commonly known as “NIE” on an identification carfidrjeta de Residente”. This card attests the legal
residence of foreigners in Spain, their identitg aimat they have been granted the corresponding au-
thorisation or the recognised right to stay in Sglaterritory for more than three months. An excep-
tion is made for E.U. nationals, as no previousiadmative resolution is required for them when ap
plying for their resident card. EU-foreigners stayin Spanish territory have this right, but alswdn

the obligation to bear a document that proves tidkintity, issued by the competent authorities of
their country of origin or the country where thenee from.

At present, foreign citizens, holders of a NIE ceath obtain an electronic certificate as an auitent
tion means in order to make on-line transactiorth whe Spanish Administration. The foreigner’s
identity card requires prior identification befaeertification Service Provider can issue theifjadl

300 CRO The Civil Registry Office is regulated in thaw of June 8, 1957, in Decree of November 14,
1958. “Real Decreto 644/1990, de 18 de mayo, pouelse dictan normas relativas al Registro ciettal. -
BOE. Boletin Oficial del Estado - vLex”; http://We&om/vid/18142232.

Ruling of the Law on Civil Registries, Royal Deer644/1990 of May 18 on the rules regarding the
Central Civil Registry Office.“Ley de 8 de junio ed 1957, sobre el Registro Civil.”;
http://noticias.juridicas.com/base_datos/Privadditmi

301 Ruling of the Law on Civil Registries, Royal Deer644/1990 of May 18 on the rules regarding the
Central Civil Registry Office.“Ley de 8 de junio ed 1957, sobre el Registro Civil.”;
http://noticias.juridicas.com/base_datos/Privadditmi

Royal Decree for Ruling the execution of Organiawl4/2000 of January .“REAL DECRETO
864/2001, de 20 de julio, por el que se apruelizeglamento de ejecucion de la Ley Orgéanica 4/2000,1 de
enero, sobre derechos y libertades de los ext@n@r Espafia y su integracion social, reformadd @pOrga-
nica 8/2000, de 22 de diciembre.”; http://www.bsfhee/dias/2001/07/21/pdfs/A26552-26603.pdf. Aeti6D
lists the actions that may be inscribed in the igor&egistry Office

EX1 On rights and liberties of foreigners in Spamd their social integration, modified “Ley Orgéai
8/2000, de 22 de diciembre, de reforma de la LegaBica 4/2000, de 11 de enero, sobre derechognddes
de los extranjeros en Espafia y su integracion Ispclatp://noticias.juridicas.com/base_datos/Adfto8-
2000.html.
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certificates (so called "certificado reconociddd®sed on a PKI solution. Such electronic certiéisat
are issued by the FNMT and others, for purposdaxofieclarations. Another example of this type of
certificate is the idCAT, that can be issued tein citizens This is a qualified certificate based
software issued by CATCert that can be used fdemint kinds of procedures within the public ad-
ministrations.

More information on regulations about non-nationaian be obtained at Interior Ministry
http://www.mir.es/SGACAVT/extranje/normativa_bastdanl

Entrepreneurs / Corporations

In Spain, establishing a company requires the oguaf a public statement witnessed by a Notary,
which determines the moment of its constitutiond aherefore, its capacity to operate legally in

trade?02 Afterwards, its inscription in the Companies Ragi3§3 is mandatory and after having paid
the respective taxes, the company should obta@xadentification Number (called "Cadigo de Iden-
tificacidon Fiscal", commonly known as "CIF", simile the VAT no.), with identifying nature. At this

moment, after being registered this way, compaaiesrom that momeré¢gal persons

The purpose of the Companies Registry is to obtdirsecurity and transparency in mercantile busi-
ness, so that it is possible to know the legaksitm of entrepreneurs. In this file, both indivadien-
trepreneurs and society companies (mostly Limitedl Anonymous Societies) are inscribed. It is a
public registry and therefore, it may be consultgctitizens or individual entrepreneurs interested
any information relating to the situation of a canp: its partners, managers or legal represengtive
bylaws, etc.

e Concerning individual entrepreneurs, the entreprémedentity and his company and ten-
eral powers grantedo specific persons to act on behalf of the comzae inscribed, as well as
their modification, annulations and substitutionnttimes other details regarding transactions
are inscribed.

* In the case of companies, the incorporation, design and termination of administra-
tors/managers, liquidators and auditors, generafep® and delegation of faculties must be in-
scribed, as well as their modification, revocaimul substitution.

Concerning the authorisation and delegation presesg present in Spain there is no specific génera
ised formal policy or infrastructure yet. Howevitere are certain cases where this delegatiorrds fo
malised, such as the one developed and used forésentation and on-line payment of taxes. Indeed,

the Tax Agency recognises certain persons calletldtmratorsgm, who may belong to other public
administrations or private entities, institutiorrsonganisations that represent specific sectosooial,
labours, entrepreneurs or professional interestis dollaboration fundamentally refers to the fallo
ing aspects: simplification in the fulfilment ofxiag obligations, assistance and verification afrect

tax declaration. The collaboration also includégrauthorisation by the represented persondetd e
tronically present to the Tax Administration taxclations, communications or any other document
with taxing transcendence, correction of errorgrimation on the status of the procedures for restur
and reimbursements, and requests and obtainméant oértificates.

302 Declarations on census of entrepreneurs and iofeds “Real Decreto 1041/1990, de 27 de julig, po
el cual se regulan las declaraciones censalesajudénpresentar a efectos fiscales los empreshrsogrofesio-
nales y otros obligados tributarios. (Vigente hastal 1 de septiembre de 2003)7
http://noticias.juridicas.com/base_datos/Derogadasi1041- 1990.html.

303 Rules for Companies Registries “Real Decreto 17826, de 19 de julio, por el que se aprueba el Re-
glamento del Registro Mercantil.”; http://noticiasidicas.com/base_datos/Privado/rd1784- 1996.html.

304 “Orden HAC/1181/2003, de 12 de mayo, por la quessablecen normas especificas sobre el uso de la
firma electrénica en las relaciones tributariasipedios electrénicos, informaticos y telematicos keoAgencia
Estatal de Administracion Tributaria.”; http://noéis.juridicas.com/base_datos/Admin/o1181-2003ktiant.
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In order to act on behalf of third parties withithewn certificate, a collaborator requires a sfpeci
authorisation from the citizen, who may grant itgsrsonally appearing at the Tax Agency offices, or
by means of a public or private document.

Certificates issued for representatives of comgareguire the inclusion of more data, like the com-

pany represented and a new extenggfcmith a unique OID, established by IANA for the 8sh Tax
Agency.

The LFE allows Administrations and CSPs to inclademe additional requirements on the certificates
extension, which do not affect interoperability ushthis type of certificates, its extensions, hoa
data is stored is going to be standardised andrsedavith the development of the “Additional Condi-
tions” foreseen in the law.

The DNIe will not be able to certify companies gretsons in relation to their role in the company.
Camerfirma, a subsidiary of the Chamber of commeaces as a CSP for companies, issues certifi-
cates that identify natural and legal personswaiig them to access to online applications andipubl
administrations services, as well as electronioatigres.

Although this certificate validity is for 2 yeatis,is important to mention that the maximum peraid
validity allowed by LFE for qualified certificates 4 years. This type of certificate is normallyiem
ted on software or smartcards, and will be ableddify companies’ managers on the following
points:

* Ownership of the company
* Representation

* Aslegal Person

* Electronic invoicing

In addition to legal person certificates, Publicwidistrations will have to admit the electronictder
cates issued tentities without legal personalityas foreseen in LFE, in the terms that will beedet
mined later on.

15.3Principal legislation and policy documents

Legislation Framework

The Electronic Administration is having its biggésipulse in the last years, motivated partly by a
legal framework that had taken the real world’saleguarantees into the virtual one and by the evolu
tion of the related technologies and the developrotleading projects like the DNIe. The most inter
esting, in this sense, is the LFE that settles d@ammong many other things, the concept of advanced
and recognised (qualified) signatures, being teedae endowed full legal validity for the publicda
private electronic transactions.

On the other hand, the LOPD (Law for ProtectioiPefsonal Data) and its recently developed regula-
tion guarantee the security and confidentiaitythe personal data provided by citizens in these
transactions.

Lastly it is necessary to mention, and in a veristaunding place, the recent LAECSP (Law for Elec-

tronic access of the citizens to Public Servicba) established the citizens' right to access ainigp

administration using electronic means.

It is worth mention a very important change ondhelution from traditional DNI card to DNle refers
o — . . . . 306 . .

to itsidentification quality effectas is recognised on article 15.2 of LFENow, it attests the iden-

305 ESI “Electronic Signatures and InfrastructuresljERequirements for role and attribute certificate
ETSI TR 102 044 V1.1.1 (2002-12)"; http://portasiatrg/docbox/EC_Files/EC_Files/tr_102044v01010dp.p
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tity, physical and electronic, towards all (“ergar@es”), not only to public administrations. Therefo
it obliges third parties to recognise electrongnsiture made with it.

The current legal Framework is shown below. It fedsrences that spread through the text.

* LAECSP: Ley Para el Acceso Electronico de los Ciudadanios Servicios Publicos. BOE 23-
06-07
http://www.map.es/iniciativas/mejora_de_la_admmaision_general_del_estado/moderniza/Ad
ministracion_Electronica/parrafo/05/document_es/#80¢27166.pdf.

The LAECSP Law of Electronic Access of the Citizemise Public Services promotes the use of
Information Technologies and Communications in theationships between Public
Administrations and citizens, thus improving theviees and reducing the digital breach.

* DNIle: Royal Decree 1553/2005, of December 23, rulingét@nal identity card and its eSig-
nature certificates. http://www.dnielectronicoreafco_legal/RD_1553 2005.html

It regulates the expedition of the National Docutn&inldentity and their electronic certifi-
cates for authentication and signature.

* LFE. “Ley 59/2003, de 19 de diciembre, de firma eleuta.”
http://noticias.juridicas.com/base_datos/Admin/BB3.html.

The LFE signature law affects Identity providerschihreside in Spain or that gives services
from abroad, but has a permanent establishmenpairs which implies being registered at
Companies Registries.

e LOPD “Ley Orgéanica 15/1999, de 13 de diciembre, de Roidm de Datos de Caracter Perso-
nal.”; http://noticias.juridicas.com/base_datos/Aulin15-1999.html.

This Law established the conditions derive fromDirective 95/46/EC - The Data Protection
Directive.

* REGLAMENTO LOPD: Real Decreto 1720/2007, de 21 de diciembre, pquelse aprueba
el Reglamento de desarrollo de la Ley Organica2®®1de 13 de diciembre, de proteccion de
datos de caracter personal.”; http://noticias.jodad.com/base_datos/Admin/rd1720-2007.html.

This Decree develops rules for the implementatiche@ LOPD and defines security level and
measures that a service provider must establisirder to protect data.

Additionally, although it is not a law, we must mien the following initiative document that estab-
lishes the validation practice of the central niRKii signature and certificate validation platform.

e @FIRMA: “Declaracion de practicas de Validacion @firma™;
http://www.dnielectronico.es/seccion_aapp/FirmaV3pPV_F20080526_V8_3.pdf.

It is a national Validation Platform, focused orethbreation of interoperability between the
existing and future CSPs. It provides freely eSigreaand eCertificate validation services to
eGovernment applications: It binds the authentmatservices of the DNle card and other
public and commercial PKI certificates togetherloaling application owners to use both
identification solutions. Currently there are abdi80 available services using the platform.

Although we cannot consider, in a strict sense],LldSaw affecting directly to this legal framework
because it points more directly to private sectonsjll have future effects on it; because it dgcon
eliminating the breach among Autonomous Communégesvell as diminishing digital differences in
the Information Society with Europe. So, it is wabllle expected a high increase on demanding trans-
border services by the citizens.

306 LFE. “Ley  59/2003, de 19 de  diciembre, de  firma ec#idnica.”;
http://naticias.juridicas.com/base_datos/Admin/BE®3.html.
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e LISI:* Ley 56/2007, de 28 de diciembre, de Medidas de Isopde la Sociedad de la Informa-
cion.”; http://noticias.juridicas.com/base_datost#ia/156-2007.html.

This law strengthens two aspects of the InformaB8oniety. On one hand, it establishes the
citizen’s right to interact online with companiesrh different sectors: financial, energy, tele-

communications, transport etc.; this right meansoétigation for these companies to adapt
their ICT systems, so their clients authenticattbelves with qualified certificates and can
carry out some procedures with juridical validitging electronic signatures. Thus this pro-
ject is an opportunity for those companies, to\alloot only some certificates, but all EU

identifications.

On the other hand this law foresees a procedur&hinvithe European Community, for col-

laboration between member states to regulate tlopiah of restriction measures regarding

services, according to paragraph a) of part 4 dice 3 of the Directive 2000/31/CE, coming

from countries of the European Economic Space. ddigd help on the implementation of a
common cross-border procedure for incident anddaoces handling as suggested further
below.

DNle

As mentioned in article 1 DNIe-law using DNIle cdrasidentification quality effectsas is also rec-
ognised on LFE because it attests physical andretec identity to anyone (“erga omnes”), not only
to public administrations. The DNie alloysoving signatory's identitythe holder'slata and the in-
tegrity of the documents signed with electronigmature devices, thus, equalling the electroninasig
ture to the hand-written one.

The personal identification number known as DNI bem is composed of nine digits and a check-
sum. This number is used in other documents graitekde Administration such as the passport or the
drivers licence. Many applications use this nundsea primary key to identify persons.

The chip of the smartcard contains two types ofifestes (X.509v3): the authentication certificate
and the signature certificate with legally defindmta contained in them. If there isnacessity for
more data they might be collected fromther attribute sourcesaking into account legal restrictions.

Also, the DNIe regulation indicates the possibibfyinterchanging data required for the expeditdn
the DNIe among administrations in charge of thiscpss. For example, this allows taking data from
the census of the city councils without requirihg titizen to present a valid document.

If DNle usage for digital signature requires thélpor private authority that issued it (Police Y/Ao
maintain a history of data related to the certtida its information systems for 15 years aftgpesh-
tion. This implies that digital signatures createith Spanish qualified certificates can be validate
during this period. To avoid any misuse of thisomfation, LFE had taken into account the Spanish
data protection act LOPD and a public flle has bererated, of which data may only be gathered di-

rectly from people or with their prior consent

LOPD

This regulation isapplicable to data of natural personsand is not applicable to the treatments of
data referred to legal persons. The data to beetteshould be accurate, pertinent and not excessive
the explicit and legitimate purposes for which thdata have been obtained or recollected.

This requiresprevious consent by the person to gather their dagacept when collected by some
Public Administration process to fulfil other lelgison, when there is a contractual relationship be

307 La Firma electronica. Aspectos legales y técnisotr(es) Raul Rubio Velazquez, Carlos Rodriguez
Sau y Ramiro Mufioz Mufioz, Ediciones Experiencitg jg004,
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tween the person and a third party, or when the aia needed to protect a vital interest of thequer
Exceptions are highlighted on LOPD article 34 andwther works on Binding Corporate Rules. (ar-
ticle 29 Data Protection Working Group).

Likewise, the data will bstored duringthe time in that some type mdsponsibility can be demanded
deriving from a relationship, a juridical constiiagm obligation, the holding of a contract or thapkx
cation of pre-contractual measures requested bytleested person.

When a person needs to verify or report his/hes datl they are already registered by any public ad-
ministration, the application is allowed to ched& hame and family name, as well as his current ad-

. . . . 308
dress in order to verify their authenticity.

As Stork is currently being developed in the Eussp&conomic Space (EES) it is presumed teat
strictions to international data transfer are notpplicable We should consider these restrictions if
data are sent out of the European Economic Spaceelayis of a data communication, a cession, or
data are to be processing or treated on behdftieofdntroller.

If data is processed or treated in Spain, the owhéhe file will have to designate a representativ
settled down in Spanish territory.

It seems reasonable that each participating mesthée should review their respective legislations,
because as indicated in the Article 90 of LOPDdiayincident, notification and administration pro-
cedures should exiseind any incidences, that may affect the persdaia, must be registered. There-
fore, it is possible that the implementation theO®RK project will be affected when data from Spain
suffer some incident in say, UK. Thus, cross-coastincidences must raise and the owners of the
systems/files from the affected countries neecetaware. Thignternational incident handling pro-
ceduremust be agreed on by all participating MS.

What can also affect the Spanish partners in toésgs that, as stated on Article 93 and 98, itas-
essary to establish the securtgasures for unequivocally Identifying a pers@md his/her authenti-
cation (application users profiles). Depending loa $ecurity level, several mechanisms and process
must be in place, that guarantee confidentialitg amegrity for delivering credentials distribution
procedure, limiting reiterated unauthorized systgtempts. This is of course also applicable tonthe
without Stork

LFE

The LFE signature law affects Certificate ServiBesviders which reside in Spain or that offer ser-
vices from abroad, but has a permanent establishime8pain, which implies being registered at
Companies Registries. From a juridical point ofwieFE talk about two kinds of certificates: quali-

fied or not qualified and three types of electrasignatures: simple, advanced and qualified.

The LFE, in its section 3 determines the necessityevelop a national framework for digital signa-
tures with additional conditions. These conditishsuld be "objective, proportional, transparent and
not discriminatory and they may not block the bdngf certification services to the citizens when
different national or EES public Administrationseanvolved. Theseconditions should be applied
with a global viewfor certificates,as well the ones that exist already as the nevs tmg may arise

308 “ORDEN PRE/4008/2006, de 27 de diciembre, porda se establece la configuracion, caracteristicas,
requisitos y procedimientos de acceso al Sistema \ificacion de Datos de Residencia”;
http://www.csi.map.es/csi/pg2004.htm.

“ORDEN PRE/3949/2006, relativa al Sistema de \edion de Datos de Identidad”;
http://www.csi.map.es/csi/pg2002.htm.
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The authentication concept versus signers’ ideatiion managed by LFE could embrace both the
authentication of the person and the authenticatiaf data rendering this way a wider amplitude to
the definition offered by the EC directive.

The LFE settles down in its article 11 the identitiprmation that shouldbe stored in qualified cer-
tificates the signatory's identification, for natural persés made using their name and last names and
their number of DNI, or through an alias that can be set unequivactilylegal persons, their de-
nomination or corporate name and their Tax ideraifon number. However, thererie definition for

a normalized structure of data to store this infoation. Thus, nocommon method of extractioof

the identity informatiorexists,neither exact rules that allow decomposing thigrination in its con-
crete elements.

The LFE requires physical presence for issuingifigdlcertificates but it is not required when:
* the signature in the application form has beeneasgided by notaries.

* the identity and other circumstances of the apptieae known by CSP due to a pre-existing re-
lationship. E.g. this could be presenting a DNle.

* When a new certificate requests is made by praggativalid one issued to the subscriber in ac-
cordance to the identification requirements essablil by law. The CSP has to confirm that the
time passed after the identification is not londpan 5 years.

Qualified certificates, also require:
* The indication that has been issued as qualified.
* A unique identifier.
* Name of the CSP’s that issues the certificate snaddress.
* CSP’s advanced electronic signature.
* Check people identity and circumstances (i.e.: [@egpresenting a company)
* Verifying that all the information on the certifieais accurate and mandatory

* Making sure that the signer possesses all dataidoature creation and that those data corre-
spond to the ones on the certificate

* To indicate the validity period.

¢ To indicate its limits and the limit on the amowftthe transactions that can be made, if these
limitations exist.

LFE provides three assurance levels

* Simple Electronic Signature Assurance Level 2: Nolynpasswords used by closed groups of
users.

* Advanced Electronic Signature Assurance Level 3ellaon qualified Certificates.

* Recognised Electronic Signature Assurance LevBlaged on qualified Certificate on a Secure
Signature Creation Device (SSCD).

Additional Conditions

Both LFE and LAECSP respect the legal authoriti?oblic Administrations. So, this can render tech-
nically incompatible certificate services, that caise problems for free recognition of electraosiig-
nature certificates. In order to avoid this, thdd#&ional conditions”, mentioned in both laws, dege
and implement a general reference Framework asategy for identification and authentication
among different authorities, which is called “Picht de firma y certificados”. This framework igsu
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posed to help in the development of a general csuseabout the national schema for security and
interoperability "Esquema Nacional de Interopeidbd y el de Seguridad” among credentials and
services implementations.

It is a framework schema for the application ofnitifecation systems and authentication foreseen in
LAECSP, as well as to thedditional conditionsof the application of the electronic signaturetie
environment of the public Administrations, as iesablished in article 4 of LFE.

They establish the basic aspects of interoperplafitcertificates and of representation using tlaam
means for the identification, although from the |ahers methods can be inferred like the secure
codes of verification

These additional conditions need to establishahewing:

* Conditions for the Certification Services Providers Organisational dispositions related to the
services and their security. Basic characterisitt fanctionalities offered by the services for is-
suing and state confirmation of the certificatestith by the CSP.

* Condition for the Electronic Certificates: dispositions related to the offered services amd th
semantics peculiarities of the certificates thaalgish their necessary characteristics when con-
figuring the emitting certificates profiles.

¢ Admission Schema for Certification Services Provides:

* Acting protocol for the admission of certificatédutually agreed by the MAP and MITyC
according to the mechanisms to settle down in ttlfee®a of Identification and electronic
Signature. Inspection and control (Politica de &éinncertificados. Inspeccion y control)

* General and authorising conditions for requestohgiasion for new CSPs/certificates
* Notification of the additional general conditiomsthe European Commission
* A model in which an admitted CSP don’t have to sigg previous agreement

LAECSP

The LAECSP Law of Electronic Access of the Citizémshe Public Services promotes the use of In-
formation Technologies and Communications in tHati@ships among Public Administrations and
citizens, thus improving the services and redutnegdigital gap breach.

The LAECSP references through all its extension tia systems, the data, the communications and
services, which are operated by Public Administregishould fulfil the guarantees of security, confi
dentiality, integrity, etc. Especially, it stresseveral directeferences to the LOPD

In their Second Chapter, it regulates the way ehitication, authentication and electronic signatu
both for citizens and Administrations. It also elealDNle as generameans forrelationshipsbe-
tween citizens and Public Administrations; butpasimits the existence of other recognised elec-
tronic certificates systems that must be acceptdd@ecognised by any Public Administration in ac-
cordance with LFE on articles 15 and 21. Also, ¢halsernative electronic signature systems might
use previously registered concerted keys, sha@dtseor other non cryptographic systems, under th
terms and conditions that are determined in easé @asually automated administrative processes).
This means that there would be coexistence of gtanthentication with authentication by knowledge
mechanisms like userid / password.

It is evident that this law creates a multilevegldeframework for electronic identity and digitadsa-
ture in relations among citizens and public admiat®ons, and among several administrations. If ad-
vanced signatures are used instead of the recaboise then the public body need to inform about
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the admitted advanced signature systems. Thatsiikana public administration can choose to ask
for a simple electronic signature (for example sspaord) or an advanced electronic signature.
Article 23 enables a persating as a representativier a natural or legal person by means of spe-
cific conditions.

In addition, Article 15.3 of the LAECSP settles dothat the Public Administrations will admit the
electroniccertificates issued to entities without legal pengdity, as foreseen in LFE, in the terms that
will be determined in future regulations.

At the moment, various types of digital certificaiexist (DNle, Civil servants certificate, publid-a
ministrations certificate, etc) and there is noirdgbn for a normalised structure of data to sttmis
information. Thus, no common method of extractiérthe identity information exists, neither exact
rules that allow decomposing this information sébncrete elements. But, as foreseen by Law, these
Qualified Certificates can include some additiom@uirements on their extension while not affecting
their interoperability. Thus, this type of certdites, its extensions and how data is stored, isgotoi

be standardised and endorsed with the developnid¢me 6Additional Conditions”.

Policy:

There are currently various initiatives and prgetct develop a common policy to improve the per-
formance of the eGovernment services .

PLAN AVANZA (Go Ahead Plan)

Plan Avanza, approved on November 2005, is path®fstrategic axis for boosting the R+D+l (Re-
search, Development & Innovation) that the Govemnteas put in operation through the Program
Genius 2010.

The purpose of the Plan Avanza is to get the apatepuse of the ICT to contribute to the succdss o
a model for economic growth based on raising coitigetess, productivity, and promotion of the
social and regional equality and the improvemenhefsocial welfare quality of the citizens' life.

The plan considers four big acting areas:
Digital citizenshipwhose objectives are:
* To increase the proportion of equipped homes andkiily use of ICT.

* To increase the knowledge of the benefits of ICTolagnthe citizens, as well as the proportion
of people that use the ICT in their daily life.

Digital economythat pursues:

* Toincrease the grade of adoption of the ITC onl&&n&ledium Enterprises -SME- (PYMES)
for example adopting the electronic invoice.

* Raise the percentage of connected companies tordlaelband.
Digital Public serviceswhose goals are:
* A totally developed Electronic Administration.

* Guarantee citizens and companies rights for intieigelectronically with the Public Admini-
strations.

* To transform education based on traditional motdetse founded Information Society.
Digital contextthat seeks:

* To extend telecommunications infrastructures in aesndisregarded areas.

* To extend the use of Broadband connections andlityobi

* To raise public awareness and knowledge in citizeampanies and Public Administrations,
regarding ICTs security .
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* To boost digital identity.

PLAN CONECTA ( Connect Plan)

The “Plan Conecta” aimed at the stimulation of Gawgent technological modernisation, in order to
construct the “European Information Society”. Itnisato centre the attention putting a special empha
sis on growing citizen’s demands towards the adstrations services.

It also pretends to connect administrations andquex by means of a modernisation plan with five big
metaprojects:

* Certifica: Substitution of 80% of the paper certificatesuieed by administration by secure
data interchange

* eDNI: A new DNI that allows us to authenticate in thetihork
¢ ciudadano.es:A Web Portal for direct contact between citized administration

» Simplifica: Simplification of procedures and times to conraministrations and attend citi-
zen’s demands

* MAP en red: Program of Excellence in the Public Administratdmistery to improve the re-
lationship between civil servants and citizens

DNle Protection Profiles

For DNIe there are four Protection Profiles beitaperated for digital signature creation and veafi
tion applications, using the DNIle as sure secugragure creation device for the use in eGovernment
applications. These profiles will be recommendatiand not of obliged fulfilment

The Protection profiles of the DNIe are based ean@oemmon Criteria standard and their description
contains:

* the safety problem in a normalised form
* the objectives for development to solve the segpribblem, and the relation with this problem
* the specifications that will have to be fulfilleal ineet the objectives

The DNiIe is, according to these profiles, level BAcompliant.

15.4elD model

The Spanish law foresees a model of two typeseaatm@nic identification:

1. DNIle a SSCD cryptographic smartcard for natural persloaishave two qualified certificates that
need to be used in a segregated manner by theatuis. Spanish legislation grants that the use
of the DNIe must be recognised by public adminigires and, in the case of economical services,
companies. It has proposed assurance level 4.

2. Qualified certificates issued by authorised CSPs based on PKI. Thepeaupported on differ-
ent types of tokens: software, smartcards, cryptos: This can be used by anyone: natural per-
sons, legal person o persons without legal erifitye assurance level for these credentials varies
between proposed level 3 and 4.

15.5Analysis

In this chapter we are going to describe only aan@ elD: the DNIe, though we cannot forget that
there are actually 15 CSP that can provddether valid authentication mechanismssome of then
cannot be done by the DNle
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elDentity: DNle

As stated before, today in Spain, two types of entikation mechanisms are being used that are us-
able in international context: the national DNIedcand other electronic certificates, based on & PK
infrastructure. At present, there is no differebeéween the on-line services offered for both tygfes
authentication systems, although it is true thaara®fficial identity method before authorities,lyon
the DNIe card is valid. This means that the DNlestthe accepted by eGovernment administrations;
other certificates may be accepted.

The existingDNle tokenin Spain is the electronic national identity cébiNI electronico” or “DNle”
that is acustomised SSCD cryptographic smartcard, commonetia certified EAL4+,whose uses
and contents are regulated by law [2]. To gendraseDNle card, a person needs to be physically pre
sent at an office of the Police General Directorskere the DNIle is issued with a combination of
identifiers:

* The card itself contains a general personal ideatibn number known as DNI number (also
known as NIF when added a code letter). This nunsbevidenced in other documents granted
by the Administration such as the passport or theers licence. It is commonly used . The
DNIle certificates are obliged to contain this numbe

* The chip of the document contains two types ofifigates (X.509 v3): the authentication cer-
tificate and the signature certificate. These fiegties are generated and granted according to

e . 309
legal specifications.
The DNIe cardlistinguishesbetweensignature and identity functionalitythus,their usage is segre-

gatedbecause it serves to electronically and undouptegtify the identity of the person, as well as to
eSign documents with a legal value equal to thelwatten signature.

Name
Electronic national identity card (Documento Naeibde Identidad electronico): DNIe

Form

The DNIle card uses contact ICs, with ISO 7816-3patible access and with an EEPROM size of 34
Kb for data. The electronic Chip models are st19waCC ST19wlI34 with a proprietary OS DNle
vl1.1l.

The cards itself used for the national DNle usedfamdard PKCS#15 and follows these other stan-
dards: ETSI TS 102 042, ETSI TS 101 456, ETSI T$ 862, CWA 14167, CWA 14172, CWA
14.890. As a smartcard, follow the standards PKASESP and API PC/SC.

The electronic certificate on the card used byDh#e card and by other smart cards includes crypto-
graphic capacities thoughere is no a certificate for encryption

The hierarchy concerning the PKI of the nationall®bard consists of a two-layered model:

* Afirst level where the Root CA (“AC Raiz”) is loeal, representing a confidence key point for
all the system. This way, all natural, corporatghlig or private persons will recognise the ef-
fectiveness of the DNIe card for vouching the idgnThis AC only issues certificates for itself
and its AC Subordinates. It will only be operatohgring the realisation of operations for which
it is established and the dependant Police Gebarattorate exercises these functions.

* Asecond level constituted by the CA subordinatethé Root CA (“AC Subordinada”) that will
issue the identification and signing certificatesluded in the DNle card.

309 E-SIGN DIRECTIVE 1999/93/EC OF THE EUROPEAN PARINEENT AND OF THE COUNCIL
of 13 December 1999 on a Community framework  for ecebnic  signatures
http://europa.eu.int/information_society/eeurop@li@/docs/esignatures/esignatures_en.pdf And tl&igrie-
ture) Ley 59/2003, de 19 de diciembre, de firmectedmica. http://www.mityc.es/NR/rdonlyres/62297ED5
20DF-426B-B2DD-9A76996527A0/0/15LEY59_2003.pdf
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The description of the fields of the signature iiedte is contained in the table below. Pleasethat
in the Spanish case there is a difference betwee@itizen Signature Certificate (CSGnd theCiti-
zen Authentication Certificate (CAC)As their technical description is almost the sadifferences
are directly highlighted along the table. Also,enthat this table refers only to DNIe though ini8pa
others types of certificates exist.

SignatureAlgorithm

Algorithm X SHA256 with RSA Encryption SHAl wiFixed
RSA Encryption

SignatureValue X Issuing CA Signature

Version X Standard X.509 v3
SerialNumber X Not sequential dynamic
Signature X SHA1 with RSA Encryption

(note: SHA256 with RSA Encryption is fore:
for citizen certificates by 200!

Validity

NotBefore X Key Generation Process Date/Time

NotAfter X Key Generation Process Date/Time +
months

SubjectPublicKeyInfo X RSA Encryption — Key length: 2048 bits

CountryName {id-at-6 } X ES Fixed
CommonName {id-at-3 } X CADNIE XXX Fixed
(note: XXX= number that identifies the iss
CA)
Organization X Direccion General de la Policia Fixed
Organizational Unit X DNIE Fixed

CountryName {id-at-6 } X YES ES Fixed
CommonName {id-at-3} YES CSC: 1st Surname 2nd Surname, GivenNDynamic
(signature)

CAC: 1st Surname 2nd Surname, GivenN
(authentication)

Surname {id-at-4 } X YES provided by RRN Dynamic
GivenName {id-at-42} X YES provided by RRN Dynamic
SerialNumber {id-at-5} X YES Citizen ID number, including letteiNote: ThDynamic

letter is a control digit used in Spain to a\
transcription errors.)

Standard Extension Include Critical

Policyldentifier X CSC: 2.16.724.1.2.2.2.3 C/Fixed
2.16.724.1.2.2.2.4.
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PolicyQualifierrs
PolicyQualifierld {id-gt-1}

Qualifier X http://www.dnielectronico.es/dpc Fixed

gcStatement {id-etsi-gcs1} X id-etsi-gcs-QcCompliance
id-etsi-gcs-QcSSCD

Digital Signature X TRUE CSC: 0
CAC:1

NonRepudiation X TRUE CscC:1

(Content Commitment) CAC: 0

Key Encipherment X TRUE 0

Data Encipherment X TRUE 0

Key Agreement X TRUE 0

Key Certificate X TRUE 0

Signature

CRL Signature X TRUE 0

AuthorityKeyldentifier X FALSE Application of SHA-1 Hash on CA PKI

Subject Key Identifier X FALSE Application of SHA-1 Hash on Subject PKI

DistributionPoint FALSE It will not be used

FullName

Biometric info X FALSE Hash of biometric data SHA256/SHA1

Personal data info 2.16.724.1.2.231 X Hash of biographic data (printed data on
. card) SHA256/SHA1

Subject Directory X Date of Birth

attributes

Private Extension Include Critical Value

accessMethod {id-ad-2 }

accesslLocation X OCSP http://ocsp.dnie.es Root
http://www.dnie.es/certs/Acraiz.crt

accessMethod {id-ad-1}

accessLocation

Table 7: Description fields for (CSC) and (CAC).
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Eligibility

DNle is granted to all nationals and is compuldoryall Spaniards above 14 years old.

In Spain, the procedure for citizens to obtainrthational DNIe card is summarised in two steps:
Physical Phashysical personalisation of the card and docunngmasentation

1. The citizen who requests his DNIe card for the tiree and thereby, the associated elec-
tronic certificates, must be present into a Polidfice to obtain DNIe card an will be in-
dispensable to present the required documentk: dertificate, photo, census certificate

2. The delivery of the ID card and of the associatertificates will be done personally to its
bearer on the very moment he requests its issuance.

Logical Phaselogical personalisation of the chip

1. Inthe presence of the bearer, the officer chaega dn the chip of the support card: codes
generation on the card and after, the qualificatiba random PIN delivered in a closed
envelope.

2. Afterwards, the citizen may change his PIN numloeraidded security. After having ob-
tained the DNIe card, the citizen may use the Adstration bodies’ online services. Ser-
vices.

The DNIle card will allow others CSP to issue caxdifes without requiring the physical presence of
the petitioner, which will sensibly reduce theieds for infrastructures, as well as facilitating gro-
cedures for citizens.

Issuer
General Directorate of the Police, at Police Stetio

Ministry of Public Administrations (MAP) helps iro@peration with others public administrations to
the Police.

Responsible authority
Ministry of Interior (Ministry of Internal Affairs)
Attributes

The data attributes printed on card and storetierchip is regulated by the DNIe Degﬁgand Citi-
311
zen Security Protection Law. The data organizes as follows:

On the front side:

* photograph and signature of the bearer,

* name(s), and surnames (the father's first surnatimeved by the mother's first surname),
* date of birth,

e gender,

e nationality,

* personal number (national register number or patsnamerical identifier.) and verification
character corresponding to the Identification Taxber. The Tax Administration assigns a let-
ter to each contributor that added to the personaiber conforms the Tax Identity Number, a

310
DNle Royal Decree 1553/2005, of December 23, rulingrthgonal identity card and its eSignature

certificates. http://www.dnielectronico.es/marc@dERD_1553 2005.html

311
Citizens Security Protection Law “Ley Organica992, de 21 de febrero, sobre Proteccion de la Segu-

ridad Ciudadana.”; http://noticias.juridicas.congbadatos/Admin/lo1-1992.html.
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number that must be consigned in all returns amdn@onications that are presented or main-
tained to the Tax Administration.

On the back side,

e place of birth,

* province-region,

* parent’s name,

¢ residence,

* place of residence,

* region

* OCR-B letters for mechanical reading (OACI travejldocument)

Also on the card, there is the expiration datehefdocument and the support card number. Language
is Spanish and any other national language ofut@namous community where it is issued.

on the chip of the support card,

e Personal Details.

* Digitalized Photo Image.

* Digitalized Handwritten Image.

¢ Fingerprint template

* Qualified Certificates for authentication and sigme
* Private and public key pair for both certificates..

* |ssuing authority certificates.

On DNIle certificates, there are no extended dataxchanging additional information like occupa-
tion, studies degree etc. If an application or pss¢ need to obtain them they might be requesbed fr
another service.

This is the case of the Identity and Residencefi¢ation Systems (Sistemas de Verificacion de Datos
de ldentidad y Datos de Residencia). These syst®nid the citizen to hand over photocopies of the

DNI card3 o (Royal Decree 522/2006) and census certificate public procedurgé\3 (Royal Decree
523/2006) for data that the administration alrehdye. These systems are regulated through specific

Ministry Orders “ORDEN PRE/4008/2006" and “ORDEN PRE/3949/2006". They are working
online since 1 January 2007. In addition, LAESGRS article 6.b stress amitizens’ rights not pre-
senting previously given data

312
“Supresion de la aportacion de fotocopias de unheeuos de identidad RD_522 2006.pdf

http://www.csi.map.es/csi/pdf/RD_522_2006.pdf.

313
“Supresion de la aportacion del padrén municipal D_B23 2006.pdf";

http://www.csi.map.es/csi/pdf/RD_523 2006.pdf.

314
“ORDEN PRE/4008/2006, de 27 de diciembre, porda se establece la configuracidn, caracteristicas,

requisitos y procedimientos de acceso al Sistema \mificacion de Datos de Residencia’;
http://www.csi.map.es/csi/pg2004.htm.

315
“ORDEN PRE/3949/2006, relativa al Sistema de \eadion de Datos de Identidad”;

http://www.csi.map.es/csi/pg2002.htm.
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Conditions for use

The National Document of Identity DNIe is a perdaanrad non-transferable document emitted by the
Ministry of the Interior. Therefore, from in its yéical point of view it is an official public docient
and can be used whenever required according toAaending to their electronic capabilities, it is
going to be commonly used among citizens and plolgies’ online services.

The DNIe holder has to keep and preserve it arekiibit it when asked to do so by the Authority or
their Agents.

Creation and termination

DNIle has two validity aspects to consider:

Time validity for the DNI is as stated in RD 15%5316
a) Five years for people under thirty years.
b) Ten years between thirty and sixty.
c) Permanent over sixty.

The DNIle, or the Stored Certificates in the chipehan expiration date of thirty months after isguin
or start of validity, but limited to the expiratiaf the card.

15.6 Authentication Authority

One of the other important phases of the Authetidicgorocess, is the moment where the claimant
(citizen), uses the DNIe that he/she has obtaifkid. electronic authentication phase can be goderne
by regulation and contracts. For example, it camefgeally confined who may authenticate himself in
front of an AA, or which organisations may conntecthe AA. Such requirements can bleaarier for
cross-border authentication

As mentioned previously, for this purpose the MA&®s testablished a validation authority called
@firma, which is operational for all certificates ke included in the STORK project. It imational
Validation Platform, focused on the creation of interoperability beswéhe existing and future CSPs.
It provides freely eSignature and eCertificate detion services to eGovernment application. Cur-
rently there are about 180 available services ugiegplatform. It also binds the authentication ser
vices of Validation Authorities for the DNIe carddacommercial PKI certificates together, allowing
application owners to use both identification solus.

Name

There are several Authorities that willlidatethe different certificates’ current statususing OCSP
or CRLsmechanisms

For DNIe validation exist three, authorised byglgy\)\/A with defined roles

* MAP (Minstry of Public Administration). It Provides @ha Platform v.5.0 for validation ser-
vices for overall Public Administration sectors.

e MITYC (Tourism and Industry Ministry) will provide seceés to small and medium enterprises
(SME).

316
DNle Royal Decree 1553/2005, of December 23, rulingrthgonal identity card and its eSignature

certificates. http://www.dnielectronico.es/marc@dERD_1553 2005.html

317
DNle Royal Decree 1553/2005, of December 23, rulingrthgonal identity card and its eSignature

certificates. http://www.dnielectronico.es/marc@dERD_1553 2005.html
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* FNMT (the Mint) It will be a universal VA for whole uplic and private sector: citizens, com-
panies, public bodies etc.

. . . . . 318
For the validation of other certificates |ssueot51b|yhor|sed1 CAs, there are other VAs

* MAP @FIRMA: In addition to DNIe validation for public Admintsitions mentioned before,
it also validates public and commercial certifisaitgsued by, both public and private, commer-
cial CSPs which can be used in a large number oe@ment (state, regional and local) appli-
cations for authentication services. In this wagutrantees the interoperability between these
different kinds of certificates

e CATCert and other public and privates authorities have ihwen validation mechanisms.

It is worth noting that @firma also binds the autfe@ation for all certificates to be included ireth
Stork project.

What

Here we briefly describe the @firma functioning.llRoformation is contained in the documgelr%t
“Declaracion de certificados de @firma” (Declaratimn @firma certificates), issued on July 2008.

Certificates than can be used are determined bydtfetELAESCP and there is current work on devel-
oping technical additional conditions envisageatigh them. According to LFE all CSPs will have a
Certification Practice Statement to establish edicpdures related to the life cycle of the certfien
activity (issuance, revocation, validation, ett)cdnnot be considered as a law but it is an otadiga
document that binds the CSP activity.

There are three groups of certificates, widely usgctitizens/enterprises within their relation with
public Administrations. They classify accordingtheir nature: certificates related to natural pesso
corporate persons or components.

* Natural Persons (NP) Certificates directed to citizens or individuals as a way ldfeatifica-
tion on the Internet, which allow the creation @€ognised eSignatures.

* Corporate Persons or entities (CP) certificatesusually issued to the company’s legal repre-
sentative (or person empowered to Law on behath@fcompany), recognised in many eGov-
ernment applications for the signature of admiatste procedures.

* SW Certificates or components for coded SSLfor machines or automated processes where
online petitions or answers have to be eSignedthimicreation of safe channels for the data ex-
changing between the server and citizen (e.g. eqtjhs of online Registry). This type of cer-
tificate is not recognised yet (SW based certiésaire free for citizens in most cases).

The currently working services that can be requestam @firma are:

Validation Service
* X.509v3 certificates validation through http, figap, OCSP

e QObtaining certificate information
* Electronic signature with multiple formats: XMLDsYAdES, CMS, CADES, PDF, ODF
e Complete Block signature validation

318
LFE. “Ley 59/2003, de 19 de diciembre, de firma elioira.”;

http://naticias.juridicas.com/base_datos/Admin/BE®3.html.

319
@firma: “Declaracion de practicas de Validacién @firma”;

http://www.dnielectronico.es/seccion_aapp/FirmaV3apBV_F20080526 V8 3.pdf.
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* Document Block signature validation

* Multi level certificates validation recognised f@firma
* OCSP responder

e Cache validation service

* Server Signature service

* Server Signature CoSign

e Server Signature CounterSign

* Signature and multi-signature on client files

* Non repudation elements custody

Responsible authority
The following entities take part in the managenwdrihe DNle card:

* The Police General Directorate, as competent aig#&sue and manage the DNlIe card,;

* The Authority approving the policies, as a PKI Ex@e Committee responsible for the elabo-
ration and updating of the Declaration Draft ab@attification and Practice Policies, as above
mentioned; and the organ that will study the podlisilof an external CA inter-acting with the
PKI of the DNIe card or the provision of validatieervices by third parties.

* Certification Authorities (CA), as outlined below:

0 A Root CA that only issues certificates for itsaifd its subordinated CAs. Certifications
of Root CA.

0 Three subordinated CAs that issue certificatesDidte card holders. Certifications of
subordinated CAs.

0 Reqgistry Authorities: constituted by all officestlissue the national ID card, that will as-
sist the CA in all proceedings related to citizeascerning their identification, registry or
authentication, guaranteeing the correct assignofegys to the applicant.

* \Validation Authorities (VA): that will check the déicates’ current status by using the Online
Certificate Status Protocol (OCSP) or Certificagétation List (CRL) as mentioned above.

* Relying Party: any person or entity, different e tholder, which accepts and trust on the cer-
tificates contained in the DNIe card.
Input (looking for better term)
DNle holder can change its identification key numdiepolice stations or via Web.
When an applicant needs to be authenticated faGwvernment service, the eGovernment service
(relying party) will check @firma platform for vality
Output
Validity or Invalidity of the certificate.

For whom is the authentication Authority

As outlined above, in the Infrastructure of Pulkliey adopted for the electronic DNI, it has been-seg
regated the functions of Validation Authority andrtfication Authority, in order tasolate the vali-
dation of an electronic certificate versus the idég and data of the holder

These validation services are carried out base@wlme Certificate Status Protocol (OCSP) and
WEB services an client/server model where clientdsea petition on the state of the certificatehi® t
Authority of Validation, that after consulting ilatabase it offers an answer.
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Process
Presently in Spain, all Public Administrations ofe&&Sovernment services that rely on users’ certifi-
cates. The connection between a citizen and aty €ptiblic or private) is established as follows:

1. The citizen makes a request for an authenticateuatisg connection.

2. The Public Organism (or Private Entity) createsaathenticated message and sends it to
the citizen.

The citizen verifies the validity of the servicetd&ate offered.

The code for the session and its cipher is gerceraih the public key of the Public Or-
ganism (or Private Entity).

The message for the exchange of codes is conglructe

The citizen introduces the DNIe card in the read®t, with the electronic authentication
certificate, validates the codes exchange message.

The private channel is established.
The Public Organism (or Private Entity) verifieg timessage to open the session.

The Public Organism (or Private Entity) verifiestihe Validation Authority the validation
status of the Citizen’s Authentication Certificate.

10. A secure channel is established and the SSL tusicilsed.

AS can be seen this outlined process of autheittichetween both parts requires the use of two cer-
tificates. On one hand, a Certificate from the RuBbdy (or Private Entity) that guarantees tha th
citizen is connecting with the proper body mentibaad not to another. A Certification Authority
under the LFE framework must guarantee the veragithis certificate. On the other hand, the citize
uses his own authentication certificate, in ordebé identified before the organism (or Private En-
tity). In this manner, the Organism (or Privateigtmay determine the identity of the citizen tifeo

a personalised service. The Police General Diratdan the case of the DNIle card shall determige th
veracity of this certificate.

Assurance level
The assurance level is provided by the broad spectf certificates that can be derived from LFE
and LAECSP and, of course, by the segregation@blithe certificates and their keys.

* DNiIe: It have a proposed assurance level 4.

* Qualified or not qualified certificates issued by authorized CSPs based on PKI. The agsura
level for these credentials varies between proptsesl 3 (qualified certificates) and 4 (quali-
fied certificates on SSCD with segregated key usdgpending on their underlying support and
the authorization process. A priori, not qualifieettificates are not to be considered; but if so,
they would range between levels 1 and 2.

Other
The DNIle card system is not based on Liberty atiaWs Star, or SAML
The national DNIe card allows the biometric veation of the identity of its bearer although this

function will only be available at controlled panof access. The system uses the fingerprint of the
user for his identity, and to do so, it uses thédWda@n Card algorithm.

15.7 Conclusions

The Spanish law foresees mainly a model of two sypeelectronic identificatioidNle and public
and privateCSP Qualified CertificatesThough, it there could be some others particakses re-
stricted to specific and limited conditions tha¢ aot going to be taken into account.
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TheDNle, a customized SSCD cryptographic smartcard, contriteria certified EAL4+whose
usage is segregatdry means of two types of certificates (X.509 \@)thentication and signature
ones. So, idistinguishedbetweenidentity and signature functionality

The first one haglentification quality effectqauthentication of the persothjus servindo electroni-
cally and undoubtedly verify the identity, ONLY, thfe natural person The second one allovpsov-
ing signatory's identitythe holder'slataand the integrity of the documents signed (andattieenti-

cation of data); equalling the electronic signatorthe hand-written one. Both ageneralmeans for
relationshipsbetween citizens and Public Administrations anergene else.

TheDNiIe card is unlocked by personal identification numbethat is commonly used as authentica-
tion by knowledge mechanism in real and electrovocld. The certificates contain specifically regu-
lated data. In case it would be necessary to olas@ditional data, they might be collected from the
user himself oattribute providers;of course, taking into account legal restrictions.

Reflecting the segregated usage of the certificttesunderlying Public Key Infrastructure architec
ture adopted for the electronic DNI has separdiedunctions of Validation Authority and Certifica-
tion Authority, in order tasolate the validation of an electronic certificatersus the identity and data
of the holder

The Stored Certificates in ti@Nle chip have an expiration date of thirty monthsrafisuing or start
of validity, but limited to the expiration of theua.

TheQualified Certificatesissued by public and priva@SPs have tbe accepted and recognised in
identification procedures by any Public Administvataccording to the Law. They can be emitted to
anyonenatural persons, legal person or persons withougdé entity, and for any other of the en-
dorsed usage. It is worth mentioning thatlémyal personsind theirgeneral powers grantedxist a
necessity to verify this status accurately.

At the moment, various types of digital certificatexist and there iso definition for a normalised
structure of data to store this informatiofihus, nhocommon method of extractioof the identity in-
formationexists,neither exact rules that allow decomposing thigrination in its concrete elements.
But, as foreseen by Law, theGmialified Certificatescan include some additional requirements on
their extension while not affecting their interogleility. Thus, this type of certificates, its exsens
and how data is stored, is going to be standardisedendorsed with the development of tAedi-
tional Conditions.

In general there are several Authorities that wadllidate the different certificates’ current status by
using OCSP or CRLs

One of the other important phases of the Authembicgprocess, is the moment where the claimant
(citizen), uses the DNIe that he/she has obtaifkid. electronic authentication phase can be goderne
by regulation and contracts. For example, it camefgally confined who may authenticate himself in

front of an AA, or which organizations may conntxthe AA. Such requirements could bbarier

for cross-border authentication

Current DNI Law foreseadtizens’ rights not presenting previously givernajdhus raising the pos-
sibility of data interchange between administraidBecause this regulation applicable natural
person’s data included in the DNI, itrequiresprevious person consent to gather thefihese data
will be stored duringhe time in that some type m@sponsibility can be demanded

In the STORK project scop® restrictions to international data transfeare expected, though a prior
concern is that each participating member stateldhreview their respective legislations, in ortr
articulate gprocedure for incident and incidences natificatiommandling that may affect the personal
data. Therefore, it is possible that the implemmmathe STORK project will be affected when data
from Spain suffer some incident in say, UK. Theress-countries incidences must raise and the own-
ers of the systems/files from the affected coustnieed to be aware.

Pilots, demonstrators or proof of concepts wouldehtn take into account the application security
measures for unequivocally identifying a persoreus
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16 Country report: Sweden™

16.1 Structure of the Administration

Sweden is a constitutional monarchy, but the Kiag ho political power. The political system is that
of a parliamentary democracy. Legislative powerdkl by a unicameral parliament (Riksdagen). Ex-
ecutsi;/le power is held by the Government, headethéyPrime Minister and responsible to the Riks-
dag:

The structure of the Swedish administrative sysker® three main entities: central (“Statliga myn-
digheter”, 250), regional (County council “Landsfin21) and local (Municipality “Kommun” 283)
level. Apart from these entities, the Swedish pubéctor also comprises functional organs and-insti
tutions responsible for administering governmetesks.

The bulk of public administration is at local lev&€he work of a municipality’s county administragiv
board (“Kommunfullméaktig”) is based on its role eantral government representative in the region
and coordinator for issues passed on to it by akgttvernment. Municipalities are the primary pro-
viders of government services; they are responsible hundreds of services. Other main
(e)government services are provided by the SwéldigmiAgency (Skatteverket), the National Board of
Student Aid (Centrala studiestddsnamnden), Swelgtial Insurance Agency (Forsakringskassan),
and Swedish Public Employment Service (Arbetsfoimgdn).

Formal identities are provided by the state anadidds are issued by the Swedish Police Service, em-
ployers and from next year also the Swedish TaxnggeOfficial ID documents are: identity card,
passport and National ID-card (Nationellt ID-korfhese documents are based on the information
present in the National Population Registry. THerimation that may be registered in the population
register includes, name, personal identity numbereo-ordination number, place of birth, in Sweden
or abroad, citizenship, civil status, spouse, c¢hild parents, guardian(s) and adoption, addresp; pr
erty, parish and municipality in which you are stgied, immigration to and emigration from Swe-
den, address abroad, death and place of buriadsxdithe information in the register, such as date
marriage, are also registered.

The method of defining and constructing an infradtire of elDs is based on procurements and has
been successful during an initial phase; howevevd/s judgement is that this will not be acceptable
for future developments. Verva is the ‘AdministvatDevelopment Agency’ anrd responsible for co-
ordinating the development of Central Governmergweden and is one of the Government’s central
advisory agencies. As the expert in the field dbllRuAdministration development, the Agency inter-
venes in several key areas. In addition, the Swe@isvernment has given Verva the assignment to
stimulate the use of new eServices and the udeedBwedish elDellegitimatior).??

16.2 Debate (and history)

The eGovernment vision for Sweden is that of havithg world’s simplest and most efficient e-
Government and e-Governance that respect thergtizeght to good administration, encourage en-
terprising and attract competent civil servantsmakes the former vision of an ‘Information Sogiet
for All' even more concrete.

A citizen-focused Public Administration must buitch a close co-operation between the different
Government authorities and levels of Governmentinia with the24/7 Agency concepthe provision

320 Based on analysis by the TILT team complemented byuntry report written by Arvid Welin.
321 Factsheet - Sweden - Country Profile; epracticelely 2008.

322 Factsheet - Sweden - Actors; epractice.eu, JUd20
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of 24/7 services shall take place regardless ofdifision of responsibilities between Government
. . . , 323
Agencies or other public organisations.

In Sweden, eGovernment has been on the policy agende the mid 90s.
The measures proposed for the Government to talkegd2008 regarding elDs include:

* authorise a more detailed investigation into thenBfor statutory regulation of Swedish elD
etc.

* authorise the setting up of a co-ordination funcmd commission it to commence the task of
developing functions and services for public adstmaition, including the transition from the
current situation to the proposed solution, and

* establish that it will be possible to download Swedish elD onto the chip in the national ID-
card.

Regarding electronic identification by relying orud&lfied Certificates, a common personal elD
should be restricted to include basic identity nfation that is normally consistent over time. afo
mation regarding different “roles” that users/@tiz may have should instead be collected from at-
tribute providers momentarily when the elD is \iedf (this is also related to the line of actiontfus
STORK pilot). In our view324 the Qualified Certifite should include a minimum of information for
cross-border purposes that would make it possineedich Member State to include information for
national use.

Regarding authentic e-documents, it is not commawctize in Sweden to base IT-solutions on docu-
ments, but on information. We acknowledge thateheill probably be a need for e-documents for
special purposes. It is still important that comnamial long term strategies for eGovernment develop-
ment should focus on content (information) rathentformat (documents).

Sweden is working on a strategy for different typésfficial eIDs.325

16.3elD model

Sweden has been successful introducing eServicesIBs based on public and market needs.

As of today the usage is 50/50 between the twasecThe elDs in production today support both
PKI-based identification and signature and inclsdpport for revocation control.

The elD certificates can be either software bagseshmrtcard based. There are three major IDP:s of
elD for official certificates.

Sweden has approx. 1,5 million software basedfivaties and about 2 million card based certificates
All with the official certificate. One major IDPs@vides the certificate on every credit card issued
This means that all 2 million card based certifisadire not yet "actively used".

In 2007 there were no less than forty or fifty mili elD-transactions registered for public, bank-
ing and private sectors eServices.

Approx. 25% of the transactions for public eSersicencern eSignature. There are no such figures
available for the banking and private sectors eSesv

323 Factsheet - Sweden - Strategy; epractice.eu,2Dd§.
324 Country report Sweden by Arvid Welin, Sweden.

325 Country report Sweden by Arvid Welin, Sweden.
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16.4 Principal legislation and policy documents

Legislation:

The elDs that are currently offered to individub&ss/e been specified in connection with public pro-
curements and there is consequently no statutgdulated definition of them. There is therefore a
need to introduce a system that is uniform, opehsarstainable in the long-term for the elDs that ar
to provide access to the administration’s e-sesviskerva therefore proposes that the teBwnedish
elD and Swedish corporate el@re introduced and defined in the statute. A steyutegulation pro-
vides the necessary legitimacy and means that aiShvelD can be protected and respected within
Sweden and in relation with other countries. A Sale@ID must be available for all individuals that
are entitled to a Swedish ID-document and who lzaweed to use public e-services in Sweden.

Fundamental requirements placed on the SwedislaedEhat it must:
* be based on a regulation that defines current atodef functional requirements,
* comprises functions for both electronic identifioatand electronic signature,
* be based on applicable European security standards,

* be possible to use for e-services within the pudictor as a whole and be open for application
within the private sectof?®

Swedish legislation does not stipulate any bagigirements for elDs. The Act on Qualified Elec-
tronic Signatureslag (2000:832) om kvalificerade elektroniska sigmat) deals with electronic sig-
natures in general and does not refer to elDs Spalty. The different regulations by authoritiesne
cerning the provided e-services refer in many céséise use of an elD, but without defining the elD
requirements?’

The reason for the lack of definition of the elDSwedish laws and regulations is that the Swedish
elDs are commercial products that have been sdlégta public procurement process. The require-
ments presented in this public procurement prooggiesent the policy essence of the services and
certificates used. The requirements were derivenh fin principle, the CA-policy presented in ETSI
TS 101 456.34%®

Swedish legislation does not make a literal traimiaof the e-signature definition in the European
Directive. Rather, a Swedish electronic signatmaduides both authentication and integrity require-
ments.Electronic signaturas defined as “data in electronic form attacheartdogically associated
with other electronic data, and used to verify tint content originates from the alleged issued, an
has not been altered.” The definition thus includatsonly the authentication aspect, but also &gin
rity requirement?®

EG-directives implemented in Swetén

* Directive 95/46/EC of the European Parliament dnth@ Council of 24 October 1995 on the
protection of individuals with regard to the prosieg of personal data and on the free move-

326 Country report Sweden by Arvid Welin, Sweden.
327 IDABC interoperability for PEGS country report Syes, November 2007, p. 16 and 17.
328 IDABC interoperability for PEGS country report Syes, November 2007, p. 16 and 17.

329 IDABC preliminary Study on Mutual Recognition oigBatures for eGovernment applications, national
profile Sweden, April 2007, p. 13.

330 Country report Sweden by Arvid Welin, Sweden.
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ment of such data (Dataskyddsdirektivetinplemented in Sweden as Personuppagiftslagen
(PuL), SFS 1998:204

* Directive 1999/93/EC of the European Parliamentairtie Council of 13 December 1999 on a
Community framework for electronic signatures. Tdwe applies to certificate providers estab-
lished in Sweden and who issue qualified certiéisab the public lmplemented in Sweden as
Lag om kvalificerade elektroniska signatyr8FS 2000:832

* Directive 2000/31/EC of the European Parliamentairitie Council of 8 June 2000 on certain
legal aspects of information society services artipular electronic commerce, in the Internal
Market -Implemented in Sweden lbBag om elektronisk handel och andra informationssam
héllets tjansterSES 2002:562

* Directive 2002/19/EC of the European Parliamentairitie Council of 7 March 2002 on ac-
cess to, and interconnection of, electronic compations networks and associated facilities -
Implemented in Sweden laag om elektronisk kommunikatip®FS 2003:389

* Directive 2002/20/EC of the European Parliamentairitie Council of 7 March 2002 on the
authorisation of electronic communications netwa@ikd serviceslmplemented in Sweden as
Lag om elektronisk kommunikatip®FS 2003:389

» Directive 2002/21/EC of the European Parliamentairitie Council of 7 March 2002 on a
common regulatory framework for electronic commatimns networks and serviceBnple-
mented in Sweden aag om elektronisk kommunikatio®FS 2003:389

* Directive 2002/22/EC of the European Parliamentafrtie Council of 7 March 2002 on uni-
versal service and users' rights relating to ed@atrcommunications networks and services -
Implemented in Sweden laag om elektronisk kommunikatip®FS 2003:389

* Directive 2002/58/EC of the European Parliamentafrtie Council of 12 July 2002 concern-
ing the processing of personal data and the proteof privacy in the electronic communica-
tions sector fmplemented in Sweden leag om elektronisk kommunikatip®FS 2003:389

* Directive 2003/98/EC of the European Parliamentairtie Council of 17 November 2003 on
the re-use of public sector information (PSlinplemented in Sweden &8rordning om villkor
vid vidareutnyttjande av information fran statliggndigheter SES 2008:31

* Directive 2006/24/EC of the European Parliamentairtie Council of 15 March 2006 on the
retention of data generated or processed in coimnegith the provision of publicly available
electronic communications services or of public ommications networks

* Directive 2006/123/EC of the European Parliament@fithe Council of 12 December 2006 on
Services in the Internal Market (Tjanstedirektivetjlot implemented in Sweden, work in pro-
gress.

» Directive 2007/2/EC of the European Parliament@fntie Council of 14 March 2007 estab-
lishing an Infrastructure for Spatial Informationthe European Community (INSPIRENot
implemented in Sweden, work in progress.

16.4.1 National legislation®*

e SFS 1949:105 (Omtryck: SFS 2002:908), Tryckfrii@sfdningen (2 kap. om
handlingsoffentlighet)

SFS 1980:100, Sekretesslagen

SFS 1990:782, Arkivlagen

SFS 2003:770, Forordning om statliga myndighetigmniska informationsutbyte
SFS 2005:661, Forordning om nationellt identitetsko

SFS 1998:527, Lag om det statliga personadresaetiSPAR)

SFS 1998:1234, Forordning om det statliga pers@sadegistret

Other legislation

331 Country report Sweden by Arvid Welin, Sweden.
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* Government Ordinance on Qualified Electronic Sigred Gw:Forordning (2000:833) om
kvalificerade electroniska signatuder

* Government Ordinance on the financing of the NatioRost and Telecom’'s operations
(Sw:Forordning (1999:836) om finansiering av Posthaelestyrelsens verksamhet)

* Post and Telecom Agency’s regulations on fees dougrto the Act on Qualified Electronic
Signatures $w: Post- och telestyrelsens foreskrifter om aggiénligt lagen (000:832) om
kvalificerade elektroniska signaturer; PTSFS 2002:1

* The Technical Conformity Assessment A8t Lag (1992:1119) om teknisk kontjoll

* The new Swedish Companies Act (SFS 2005:5Bk)iébolagslag (2005:55) }hat entered into
force on 1 January 2006 explicitly mentions in #ertl3 the signing of documents using an
electronic signature. According to this Section @egument that has to be signed may, if not
otherwise stipulated, be signed with an advancecdtr@nic signature as defined in the Swedish
Act on Qualified Electronic Signaturd¥.

* The personal identity number is a unique identifimanumber for Swedish citizens, appearing
on the elD and its microchip. The legal framewarkthe issuing of the personal identity num-
ber is laid down in the Population Registration ASFS 1991:481) (Sw: Folkbokféringslag
(1991:481)). Section 18 of the Population Regisiraf\ct stipulates that each person registered
in the Swedish population registration system rexea personal identity numbét’

16.4.2 Sectorial regulations:

In areas like human care, taxes, social servicestleere are specific regulations concerning IT-
services and data storage.

Policy:

Verva considers that it is essential that the SsledID is given a stable basis and legitimacy with
aim of rapidly establishing it in society. Thiskest achieved by regulating the forms of Swedigh el
in law. The necessary regulation should partly cogepan administrative system for issuing Swedish
elD, partly an obligation on the part of the auttes to accept this ID for identification when ihe-
services are used.

Verva proposes that a co-ordination function isaldighed in the form of an authority. The co-
ordination function’s task will be laid down in laand it will have its own regulatory powers within
the area. The co-ordination function will supplghgical services to affiliated authorities and ngaa

relations with issuers in a way that is coherenbfuth the administration and the users.

The goal of a co-ordination function is that it lwil
* link up with and further develop the currently ddithed solutions,

e provide a uniform user interface in connection watlauthentication both for those who con-
struct e-services and those who use them,

* be sufficiently versatile to meet new requirementterms of issues concerning application and
new technologies,

* be able to handle the two forms of elD and thefowms of certificate that are described above,

* be able to handle three classes (1-3) of secuarity,also

332 IDABC interoperability for PEGS country report Syem, November 2007, p. 16 and 17.
333 IDABC interoperability for PEGS country report Syes, November 2007, p. 16 and 17.
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* be able to handle the different forms of attributetes and rights in conjunction with elDs and
certificates that will be required for new e-seesiavithin new area®*

16.5Analysis

The current PKI-based elDs (‘e-legitimation’) an@yded by private entities like banks and a tele-
phone company. They support identification as aslsignature using different key-pairs. Claimants
that want an ‘e-legitimation’ apply for it or, mooemmonly, use their internet bank electronic secu-
rity system to obtain it. A soft ‘e-legitimations¢ftware certificate) can then be downloaded to the
PC. Some of the elD-providers also distribute @itlmation’ with every issued Mastercard or Visa-
card. Banks even provide their customers with @guincardreader. For most electronic services these
assurance levels are regarded sufficient. Qualdmdificates are now being introduced in Sweden,
but the usage has not yet been seen. Howevergitaration’ can be regarded to be an electronic
Signature according to the 2004 Electronic Sigreafat.>*®

On 1 October 2005, the Swedish Government intradidice ‘official’ electronic ID card containing
biometric data. The new ‘national identity cardationellt identitetskojtis not compulsory and does
not replace previous paper ID cards. It can be asetl proof ofdentity and citizenship and as a valid
travel document within the Schengen area. It cagspWith ICAO standards for biometric travel
documents, and it is issued by the passport ofacesmanufactured by the same supplier as the bio-
metric passport. In addition to the contact-lesp containing a digital picture of the holder, is@

has a traditional chip which may be used to seypuretess eGovernment services in the fuliire.

Verva proposes elDs to be issued in three classes:
Class 1 — soft elD

Advanced electronic signatures with encryption kesatected in encrypted software (data file). The
337
security requirements should correspond to the fi@an standard ETSI TS 102 042 NCP.

Class 2 — hard elD

Advanced electronic signatures with encryption keystected in hardware (microchip or equivalent).
The security requirements should correspond t&tirepean standard ETSI TS 102 042 NCP+.

Class 3 — qualified elD

Advanced electronic signatures are included agjainement together with qualified certificates and
secure arrangements for production of signaturecaordance with the Qualified Electronic Signa-
tures Act in order to produce qualified electrosignatures in accordance with the Act’'s definition.
The security requirements should correspond tdtivepean standard ETSI TS 101 456.

elDentity: Soft elD's
e-legitimation = “elD” or “official elID” - repesents the infrastructure used today, basic infooma
of the person

The current PKl-based elDs (‘e-legitimation’) am@yided by private entities like banks and a tele-
phone company. They support identification as aglsignature using different key-pairs.

334 Country report Sweden by Arvid Welin, Sweden.

335 Country report Sweden by Arvid Welin, Sweden.
336 Factsheet - Sweden - National Infrastructure; efma.eu, July 2008.
337 The European Telecommunications Standards IrstETSI).
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BankID is an IT-infrastructure for electronic idéication purposes that can be used by any bank ful
filling one of the following requirements: it musaive a customer-identification process that guaran-
tees the customer's identity, and it must provimlaes BanklD-approved Internet security solution. At
the moment 8 banks make use of this infrastructtuteas been used in the public sector by the Na-
tional Tax Board and the National Social InsuraBoard.

Steria has introduced the organisational certifisdor personal use. This type of certificate cioista
the organisational number, the name of the orgaorsaas well as the name and the role of the per-
son. It is worth noting that none of the organtadl elDs contain the personal identity number Wwhic

. . - . 338
is considered to be sensitive information.

A remarkable initiative was the introduction of gpen standard in June 2006 for the secure electroni
identification by means of mobile devices. Thesgteys will use the SIM card of a mobile phone and
the mobile elD are mostly issued by Swedish bahksiurther develop and maintain the mobile elD

. .. 339
standard a non-profit association called WPKI wetsup

Form
Advanced electronic signatures with encryption katysgected in encrypted software (data file). The
security requirements correspond to the Europeardatd ETSI TS 102 042 NCP.

Issuer

The e-legitimation is issued by procured banks (oagr bank as well as a co-operation of 9 other
major banks) and the telephone company Telia inrdemce with a policy in the procurement con-
tract.

When public or private entities obtain the rightgsue physical personal ID-cards, the e-legitiorati
can be down-loaded to and stored on the ComparoafD- It can then be used for identification and
signature of the holder, not the company.

Nb. Qualified certificates are about to be intraglliin Sweden by SignGuard Europe AB, having not

yet come into use in the public eServiééos.

elDs are issued in two ways; by ordering and doaatilog it from the user’s Internet bank while being
logged on (and thus identified by the bank), oolgering the elD on the Internet. In the latterecas
the user will receive an activation code by regedenail which has to be collected in person, mrovi
ing a due physical ID (passport etc). If the ellls@ied on a smart card, the user, after havingredd

. . . . . . 41
it via the Internet bank, will need to collect #i® at a bank or post office, showing a physwaf ID

Attributes

BankID

BankID elDs can be issued either on smart car@s dites to be stored on the hard disk.

For key, certificate and cryptographic access Bankiovides both CSP and PKCS#11 drivers. As to
middleware, on the client side BankID provides athantication and signing plug-in that all users
must use.

The BankID organizational structure does not demendr include any Certificate Policy and Certifi-
cation Practice Statement. Instead, BankID signsraots with all parties. These contracts are not
public.

As to the CA hierarchy it starts with the BankIDdR€A. Below there are intermediary CAs for the
different banks that are part of the BankID consart Each bank then has between two and five dif-
ferent CAs, (some of) which issue certificateshi® tisers (bank customers).

338 Modinis IDM Country report Sweden, June 2006.
339 Modinis IDM Country report Sweden, June 2006.
340 Country report Sweden by Arvid Welin, Sweden.

341 IDABC interoperability for PEGS country report Sy, November 2007, p. 22.
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The user receives two certificates: one authemdicand one for signing. These certificates arg ver
similar; they have the same name (subject DN) aadsaued and revoked together (and constitute

from a user perspective “one elD”). The personahtidy number is used as the subject serial num-
342
ber.

Steria

Steria’s elDs can be issued either on smart cards fles to be stored on the hard disk.

Steria provides different PKI client middleware ed®on customer needs.

The user receives two certificates: one for autbatibn and one for signing. These certificatesstion
tute a pair; they have the same name (subject Dl pee issued and revoked together (and are from a

user perspective “one elD”). The personal identiiynber is used as the subject serial nurﬁ‘kl)ser.
Nordea

Nordea elDs can be issued either on smart cards files to be stored on the hard disk.

For key and certificate access Nordea providesniddleware Nexus Personal to Nordea customer.
Nordea does not have a CA hierarchy but works wifllat solution with self-signed CAs, which in-
cludes separate CAs for elDs issued on cards affiteen

The user receives two certificates: one certifitateauthentication and one for signing. Theseiftert
cates constitute a pair; they have the same narbga¢s DN) and are issued and revoked together
(and ar(§4£rom a user perspective “one elD”). The@eal identity number is used as the subjectlseria

number.

TeliaSonera

TeliaSonera’s elDs can be issued either on smeds @ as files to be stored on the hard disk.

CAs used for issuing TeliaSonera’s elDs are culyert part of a common CA hierarchy. A Root CA
has, however, been created, under which TeliaSquentially will gather these CAs. Today only

the CA that is used for issuing elDs on files tsh®@ed on the hard disk is signed by the Rootsé:SA.
Commercial CA certificates

There are no accreditations, registrations, cedtifbons or other requirements for CAs that waristo
sue non-qualified certificates to the Swedish mulbturthermore, there is nothing that preventsan i
dividual public authority or municip&l}ity to accemther certificates than the elDs (that have bedn s

ject to a public procurement process).

WIPK

Over time WAP had gone forward and resulted inexijgation of how a PKIl-based security solution
should be designed (WAP PKI or WPKI). Since thelnét bank Handelsbanken had established al-
ready used PKI as method of security, WPKI-baseHil@services could be possible to integrate

without further extensive amount of wogrﬂ.To further develop and maintain the mobile elhdtd
a non-profit association called WPKI| was set upe $&cure electronic identification by means of mo-
bile devices use the SIM card of a mobile phonethadnobile elD are mostly issued by Swedish

342 IDABC preliminary Study on Mutual Recognition oigBatures for eGovernment applications, national
profile Sweden, April 2007, p. 18.

343 IDABC preliminary Study on Mutual Recognition oig8atures for eGovernment applications, national
profile Sweden, April 2007, p. 17.

344 IDABC preliminary Study on Mutual Recognition oigBatures for eGovernment applications, national
profile Sweden, April 2007, p. 17.

345 IDABC preliminary Study on Mutual Recognition oig8atures for eGovernment applications, national
profile Sweden, April 2007, p. 19.

346 IDABC preliminary Study on Mutual Recognition oigBatures for eGovernment applications, national
profile Sweden, April 2007, p. 19.

347 Sverker Arvidson, Use the mobile phone as a sethaanel with Wireless PKI,
http://www.wpki.net/files/WPKI_History.pdf.
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bankss.48 It has a standardised infrastructure with wellited roles and agreed interfaces for RA/CAs
(certificate issuer), Mobile Operators, Relyingtiesrand End Users. It is a hard key PKI-solution
based on existing infrastructure (mobile phonell-&rds, mobile Internet access). It is making the

. . . . . 349
mobile telephone a personal trusted device in i@tyaof contexts and for a multitude of services.

Authentication Authority

Steria

For the validation of electronic signatures creat@tl Steria elDs Certificate Revocation Lists
(CRLs) are used. The Online Certificate Statusdeat(OCSP) is planned to be supported in the fu-
ture.

Nordea

For the validation of electronic signatures credtgdneans of the elD the Online Certificate Status
Protocol (OCSP) is used. However, there is alsosaipility to use the Certificate Revocation Lists
(CRLs).

TeliaSonera

For the validation of electronic signatures thei@nCertificate Status Protocol (OCSP) is usedfor
TeliaSonera elDs, except for electronic signatareated with certificates issued by one older CA,
where Certificate Revocation Lists (CRLs) are stiled.

elDentity: Svensk e-legitimation (Swedish elD)

Svensk e-legitimation = “Swedish elD” - proposedhe Government, issued for natural persons,
basic information of the person

Svensk e-tjanstelegitimation = “Swedish corpordi¥ e- proposed to the Government, issued for
natural persons in their capacity as employee otractor, which contains details of organisational
affiliation. Basic information of the person as nag information of the corporation and attribubés

. 350
the person/employee are included.

Form
Advanced electronic signatures with encryption keygected in hardware (microchip or equivalent).
The security requirements correspond to the Europmdard ETSI TS 102 042 NCP+.

NB. Qualified certificates are about to be introgldien Sweden, having not yet come into use in the
public eServices™

Eligibility

An e-legitimation can only be obtained by indivithuthat are registered in the National Registrye On
of the reasons for this limitation is that the mfation in the National Registry is used to vetlfig
individual's claims and to obtain the physical @&s$drto which the activation code will be sent (by o
dinary mail). Another limitation is that the indiltial must be over 16 or 18 years 8.

Legal persons can also use an elD, though it mu$ihked to a user with a Swedish personal identity
number. In this case, two types of certificates @amquestion, namely the server and stamping cer-

348 Modinis IDM Country report Sweden, June 2006.

349 WPKI Project and Infrastructure, Presentation,3200
http://www.wpki.net/files/WPKI_general_presentatidnpdf.
350 Country report Sweden by Arvid Welin, Sweden.
351 Country report Sweden by Arvid Welin, Sweden.

352 Country report Sweden by Arvid Welin, Sweden.
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tificates, for authentication and signing respestiivThe certificates contain the name of the oigmn
tion and the organisational number, and may alstado an URL. The contact person ordering organ-
isational certificates must have an authorisatmmtlfis purpose from a person authorised to sign on
behalf of his/her organisation. So the legal peeoauch cannot have an elt.

Responsible authority
The Administrative Development Agency VERVA is respible for the procurement process stating
that the contractor (CA) is responsible for issatidls, — procured banks and Tet.

Attributes
The e-legitimation and the QEC each hold:

CN(commonname)=efternamn & fornamn (familyname &tfname)
SerialNumber=personnummer (unique personal nuri@rdate of birth and sex)
C=SE nationalitet (nationality}>°

Since the personnummer includes date of birth ardrgs information can be obtained.

(yymmdd-nnNc) nn = serial number, N shows sex -ndigure = female, uneven figure = male, c is a
quality control figure.

There is no other attribute than name and natitynetincerning role or status obtainable from the e-
legitimation >*°

Conditions for use

Data stored on the RFID chip is not encrypted andle read out by anyone, which is a huge privacy
issue. It is also not clear what will be the imations of storing biometric information in a cehtla-
tabase®’

Creation and termination

The e-legitimation is issued after a personal eyeye meeting with a representative of the issLize.
identity attributes are downloaded from the SPARiocgue which consists of information from the
National Population Registry.

The e-legitimation shall be terminated by the holifieghe e-legitimation or the personal keys have
been lost or may have been copied.

The validity is restrained to 3 — 5 yedr5.
16.6 Authentication Authority

For verifying identities and electronic signatusgecified software is used at the Relying Partyntys
this software each end-user transaction with thegigimation used for identification or signature a
control (OCSP) will be performed by the issuer thoe certificates relevance including contact with
the issuer’s revocation service.

353 Factsheet - Sweden - National Infrastructure; jma.eu, July 2008.
354 Country report Sweden by Arvid Welin, Sweden.
355 Country report Sweden by Arvid Welin, Sweden.
356 Country report Sweden by Arvid Welin, Sweden.
357 Modinis IDM Country report Sweden, June 2006.

358 Country report Sweden by Arvid Welin, Sweden.
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The SPAR catalogue holding basic identity inforimatof Swedish citizens, originating from the Na-
tional Population Registry, is open for all parttebeough a contract with SPAR. Before the contract
can be signed the need of relevant informatioretsddd >

16.7 Conclusions

Sweden has been successful introducing eServiteg eds and eSignatures using a pragmatic ap-
proach. Still it is time to take a second step @wgl the infrastructure from one based on procuréme
and contracts into one of a legislative nature. mée infrastructure has been proposed to the Gov-
ernment and will be decided upon by the spring@8f® It will introduce a single point of contact fo
the public sector and parallel points of contactifiolustry using the same elD. Attribute servicéls w
be introduced as well as the SAML technique in otdemeet the needs of information for relying
parties’ e-services. In order to meet the needsmgiloyees to be identified in their work procedwaes
Swedish corporate elD will be introduced includinfprmation of the person as well as the corpora-
tion in parallel with the Swedish elD including kamformation of the person.

Sweden uses a system of soft certificates issuedldmge number of CA's.

The SPAR catalogue holding basic identity inforimatof Swedish citizens, originating from the Na-
tional Population Registry, is open for all partthsough a contract with SPAR. Before the contract

. . . .. 360
can be signed the need of relevant informatiorecsdid.

359 Country report Sweden by Arvid Welin, Sweden.

360 Country report Sweden by Arvid Welin, Sweden.
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17 Country report: United Kingdom

17.1 Structure of the Administration

It is for each Government Department and Local Arith to consider whether it has the power to
deliver their own elD services. In the UK it is mmtssible to mandate the use of centrally provided
infrastructure or elD.

The Identity and Passport service has the IdeMaypagement Policy lead for the UK Government
and together with UKBA the responsibility for dediing the National Identity Scheme (NIS).

The NIS is currently defining its strategy and #fere Government Departments and Local Authori-
ties currently take their policy guidance for régison and authentication from the Central Sponsor
for Information.

Currently, none of the centrally issued citizen wloents enable elD for the citizen. Passports and
Driving licenses do not currently have means ohfeead electronically over the internet. It is-cu
rently unclear whether the proposed ID card wilbpelicable for eServices for the citizen.

In the absence of a national elD scheme, and dinancial constraints of the project do not permit
data obtained for passports to be used as a lmasa felD, this response instead focuses on the use
ID and password citizens may obtain if they wistataess certain central or local government ser-
vices through the UK Government Gateway.

The Government Gateway is the current centrallywigexd infrastructure for accessing government

services electronically..Government services prergctan chose to use this. . The service is prdvide

by the Department of Work and Pensions. Its taagelience is citizens, business and government
employees. The predominant token is a user |Dpaisgdword

17.2Debate (and history)

There has been considerable debate over a numlgears - too much to identify and itemize for this
document. Much of the debate has been aroundsthéouvhich the information would be put and the
extent to which this will assist in preventing itignfraud.

17.3elD model

No national elD scheme exists in the UK. In addititis not financially possible to link with passp
records for the purposes of project STORK. As dised above, instead this response will focus on
the UK Government Gateway

The UK Government Gateway provides the currenonatiinfrastructure for integration with central
and local government . Government service progidan chose to leverage its functionality of a-stra
tegic shared service. The government Gateway adaata processor for the participating services The
users can be citizens, businesses or Governmenowseg. The fundamental principle of the Gate-
way is that it allows a customer to have a singlea$ credentials (although they can choose to have
different IDs and passwords for each service penitb be able to interact online with multiple Gov
ernment Services. As the UK Government does ne lbantral registers, the Government Gateway
allows the customer to enroll in online serviced gerify their identity to each service. The istits

are as follows:

e 97 Identity based services
e 55 Government organisations
« more than 14 Million enrolments into services
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The Government Gateway is not a biographical dat& s The process of enrolling into services uses
biographical data provided by the user which isckbd with the service provider. Once the user has
proved ownership of that data (via use of an atitimgpin), the Government Gateway stores the ser-
vice identifier against the users account and deléte biographical data.

The Government Gateway supports the Cabinet Offickicy for levels of assurance which are
0,1,2,3. The enrolment process can either beeal lewr a level 2 and this is dictated by the gtlen
of the data questions asked of the user. A one-tiativation PIN is also sent in the post to theise
registered address. The credentials used ardl@asgo

e User Id and password — Level 1

+ Soft certificates provided by trustetf parties — Level 2 (very low usage due to the kessin
model of user pays)

* Chip and PIN (Using EMV Challenge and Response, Pibtected) — Level 2 — currently
only for Government Employees.

* OATH based one time password tokens (PIN Proteetegvel 2
Planned

* Shared secrets — level 2

the biographical data provided by the user iskée by the service provider against data they al-
ready hold. The checks to verify the informatioreatly held by a service provider will vary from
service to service, therefore the information pded by the user to obtain an enrolment into a
service will be checked against information ofiahle quality.

17.4 Principal legislation and policy documents
Legislation:
The main provisions that regulate our sharing ¢h daternationally are:
» the Data Protection Act 1998 (DPA) which implemehts Data protection Directive;

» the Human Rights Act 1998 (HRA) which implements Buropean Convention on the
Human Rights,

 the duty of confidence and the tort of misuse ofgie information under common law.

e The requirement in domestic public law for a palaluthority to have a legal power to
share information

» domestic legislation which provides for the disal@sof certain types of information to
be a criminal offence in some circumstances e.gti®@e123 Social Security Admini-
stration Act 1992 which makes it a criminal offeniceshare social security information
without lawful authority

* Art 5 of Directive 97/66 was implemented by Paot RIPA

» Directive 2002/58 was implemented by the Privacy &tectronic Communications
(EC Directive) Regulations 2003

» The fixed line and mobile telephony aspects of &ive 2006/24 were implemented by
the Data Retention (EC Directive) Regulations 260®e are currently consulting on
the Regs which will complete the implementation.

» under domestic law public authorities need to realegal power to share data

Policy:

© STORK-elD Consortium x Page 159 of 163




D2.2 — Report on Legal Interoperability 27/02/2009

The primary legislation for the National Identitaxd Scheme is the Identity Cards Act 2006. The

Strategic Action Plan for the National identity $ale — safeguarding your identity (Home Office De-
cember 20060 sets out the policy in relation topteosed national identity scheme which is not yet
in place.

There is a strong policy that we do not want amglthat could be interpreted as an EU-social secu-
rity number/card. This has implications for anyrfoof e-ID which would effectively create such a
number

The Government Gateway does not have policy oslietiyon that supports its use. It is a strategic
shared service provided by the Department for Warét Pensions for central and local government
services that has always had to prove value tGagernment Customers. Use of the Government
Gateway user id and password and information froparicipating service in default of a national
eidentity scheme would represent a novel use ofdvernment Gateway and service information and
require the resolution of a number of legal issues

17.5Analysis

eldentity: UK Government Gateway User ID and Passwal
Name

UK Government Gateway User ID and Password (LeyelThis is the predominant form of creden-
tials used by Citizens and Businesses when accegsrgovernment gateway.

Form

User ID and Password linking through to the seridemtifier. The user can enroll in several segsic

to link their service identifier to their Governntgbateway account.(A citizen can have multiple Gov-
ernment Gateway user IDs and passwords as theaisathoose to have a different one for each ser-
vice)

Eligibility

A user ID and Password can be obtained by anydimeré is no citizenship restriction) Typically, a
user can only enroll into Government Services déythlready have registered with the service owner
through another channel. The Government Gatewawslthem to interact with the service provider
through the online channel.

Issuer

The Government Gateway issues the credentials revitbe verification of identity is a service by
service activity. Once the user has enrolled &nservice and they use their credentials for atitteen
tion then the Government Gateway is the Identitywiler and will return the service identifier twet
service.

Responsible authority

The Department of Work and Pensions is responfiblthe Government Gateway and is responsible
for issuing the User ID and Password for use fer@overnment Gateway. We also trust soft certifi-
cates that are issued b Barty certificate authorities that are schemeeatited.

Attributes
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The User ID is a randomly generated 12 digit numbkris only ever linked to service identifiers
which take the format that is defined by the sendgwner. There is a linking identifier called tre-
dential identifier which allows the user to haveltiple credentials that link to their service idéiets.

It is currently not technically possible to obta@liable information about attributes such as askire
age, university enrolment etc from authentic sagirce

Conditions for use

The user ID and Password can only be used for @ablitor services. It can be used for any such ser
vice that chooses to leverage the infrastructdtieoagh the user may choose to have different iser
and password for different services.

Creation and termination

The password is created by the user and enter@teorThe user ID is generated automatically and is
returned to the user online. The user ID is atsd & the post to the address for the servicettet
are enrolling into.

17.6 Authentication Authority (AA)

The Government Gateway is the AA. When a Governr@gganization requests to use the Govern-
ment Gateway they need to sign a memorandum ofrstasheling with the department of Work and
Pensions.

Name
Government Gateway.

What

The Government Gateway can authenticate its owredsglD as well as those of third parties. The
current examples are:

User ID and Password (issued by the Governmentw@atéor citizens and business)
Soft Certificates (Issued by trusted Third Parties)
Chip and PIN cards (Issued by the Ministry of Defefor their employees)

Responsible authority
Department of Work and Pensions is responsiblé®AA.

Input

The Input to the Authentication Authority for c#izs and businesses are predominately user ID and
password. There are no legal constraints on thelllsand password as the user has been in control
of obtaining their credentials in an online envir@nt. The user ID and password are used to access
services that the user has chosen to enroll infocan de enroll if they choose to. The sharingatéd

is based on consent

Output

The Authentication Authority provides the uniquevese number back to the service. Specifically it
can only return the appropriate service number hiadke appropriate service. The authentication
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authority is a data processor and not a data d@ertand hence it cannot share service identifiers
tween Government Organizations. The authenticatighority complies with the Data Protection Act
1998 as it only processes the data for the purihaddt was intended, which is to enable the aitite
enroll in online services.

For whom

Any Government Organization Service Provider cameat to the Authentication Authority. There
IS an engagement process with each service prothdeconnects them to the AA.

They can also decide to deliver their own elD sofut

Process

The user, either a citizen or a business, will ehosenroll in online services. Each service widkd
to go through an identity verification process toye that the user owns the service identifiertfiar
service. When the user first does this they viothin their credentials.

The current authentication process is only onlifiee credentials are authenticated electronicalty a
the output is a technically signed SAML token whibk service provider needs to process. Legally
the authentication authority complies with the datatection act as the user is choosing their sesvi

to enroll into and it only returns the service itiiéer back to the service that it was intended.

17.7 Conclusions

Key issues include:

Whether the relevant public authority has the Iggaber to provide an elD scheme for the purposes
of project STORK in the light of legislation relati to the National Identity Scheme and identitydsar

Whether the public authority considers it is appiaip to provide an elD scheme in the light of the
level of identity assurance STORK participantd weljuire, as measured against the level of assur-
ance that can be supplied in the absence of tHedéidentity Scheme

Domestic legislation and policy issues affecting tise of social security information, in particular
NINOs, as a means of providing an elD and polieyws on the undesireability of an EU wide social
security card/number.

Identification of a solution that provides suffiotesecurity whilst also being consent based and use
drive.
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